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PACKET COMPRESSION FOR NETWORK 
PACKET TRAFFIC ANALYSIS 

RELATED APPLICATION 

[0001] This application is a continuation of US. patent 
application Ser. No. 12/118,595, ?led on May 9, 2008, the 
entirety of Which is incorporated by reference. 

BACKGROUND 

[0002] Network packet tra?ic analysis may be performed in 
a number of different Ways: the analysis may be performed in 
real time (on-line) or from stored data (off-line) and the data 
analyZed may represent a substantially complete record of 
packet activity or the data may be sampled from the netWork 
and therefore represent only a small fraction of the packets in 
the netWork. A substantially complete record of packet activ 
ity is knoWn as a trace. 

[0003] A capturing agent may be used to capture a trace by 
capturing data and storing it on disk. Where the speed at 
Which data arrives exceeds the speed that the data can be 
Written to a disk, packets may be truncated and truncated 
packets stored. Each truncated packet is shorter than a com 
plete packet and comprises the front portion of a packet 
Without the end portion of the packet. The length of the 
truncated packet is knoWn as the snap-length. Having cap 
tured a trace, the data may be analyZed in many different Ways 
and many different aspects of the data maybe investigated. 
[0004] Typically a trace comprises complete or truncated 
packets captured over a short period of time or the trace 
comprises a statistical sampling of the number and temporal 
distribution of packets sent betWeen machines. 

[0005] The embodiments described beloW are not limited 
to implementations Which solve any or all of the disadvan 
tages of knoWn methods of capturing trace data. 

SUMMARY 

[0006] The folloWing presents a simpli?ed summary of the 
disclosure in order to provide a basic understanding to the 
reader. This summary is not an extensive overvieW of the 
disclosure and it does not identify key/critical elements of the 
invention or delineate the scope of the invention. Its sole 
purpose is to present some concepts disclosed herein in a 
simpli?ed form as a prelude to the more detailed description 
that is presented later. 
[0007] Methods of capturing and compressing trace data 
for use in netWork packet tra?ic analysis are described. In an 
embodiment, When a packet is received, tWo records of the 
packet are created and stored. One record is stored in a ?le 
associated With the source address of the packet and the other 
record is stored in a ?le associated With the destination 
address of the packet. Various packet compression techniques 
are described and one example compares a neWly received 
packet to the previous packet Which has been stored in the 
same ?le and sets bits in the record Which denote Whether 
?elds in the neWly received packet are the same as the corre 
sponding ?elds in the previous packet. 
[0008] Many of the attendant features Will be more readily 
appreciated as the same becomes better understood by refer 
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ence to the folloWing detailed description considered in con 
nection With the accompanying draWings. 

DESCRIPTION OF THE DRAWINGS 

[0009] The present description Will be better understood 
from the folloWing detailed description read in light of the 
accompanying draWings, Wherein: 
[0010] FIG. 1 is a schematic diagram of a netWork; 
[0011] FIG. 2 is a schematic diagram of a packet in a 
computer netWork; 
[0012] FIG. 3 is a How diagram of an example method of 
capturing trace data; 
[0013] FIGS. 4-8 are How diagrams of example methods of 
compressing trace data; 
[0014] FIG. 9 shoWs example implementations of tWo 
method blocks from FIG. 8 in more detail; 
[0015] FIG. 10 shoWs a comparison betWeen tWo formats 
of a packet record; 
[0016] FIG. 11 shoWs a How diagram of a method of con 
verting a stream of packets into multiple ?les using a multi 
plicity of instances of the method shoWn in FIG. 8; 
[0017] FIG. 12 illustrates the process of decompressing a 
compressed trace ?le; and 
[0018] FIG. 13 illustrates an exemplary computing-based 
device in Which embodiments of the methods described 
herein may be implemented. Like reference numerals are 
used to designate like parts in the accompanying draWings. 

DETAILED DESCRIPTION 

[0019] The detailed description provided beloW in connec 
tion With the appended draWings is intended as a description 
of the present examples and is not intended to represent the 
only forms in Which the present example may be constructed 
or utiliZed. The description sets forth the functions of the 
example and the sequence of steps for constructing and oper 
ating the example. HoWever, the same or equivalent functions 
and sequences may be accomplished by different examples. 
[0020] Trace captures are often taken at a SPAN (sWitched 
port analyzer) port on a router or sWitch Which provides a 
stream of packets representing a copy of packets betWeen one 
or more computers on each of one or more other ports. FIG. 1 
is a schematic diagram of a netWork comprising a router/ 
sWitch 101 and a number of computers 102 Which may be 
interconnected in any Way. Port mirroring may be used on the 
router/sWitch 101 to send a copy of all packets that pass 
through the router/sWitch 101 to a port 103 Which is con 
nected to a computer 104 Which runs a capturing agent that 
captures the trace. The computer 104 receives the packets on 
a netWork card 105. 

[0021] A typical packet 200 of interest in a computer net 
Work, as shoWn in FIG. 2, comprises an Ethernet header 201 
of fourteen bytes, folloWed by an Internet Protocol (IP) 
header 202 Which may be variable in length but Which is at 
least tWenty bytes and usually but not alWays tWenty bytes. 
This IP header indicates the protocol of the packet Which is 
usually either the unreliable datagram protocol (UDP) or the 
transport control protocol (TCP). If the UDP is indicated then 
the IP header is folloWed by a tWenty byte UDP header 203. 
If the TCP is indicated then the IP header is folloWed by a 
variable length TCP header 203 Which is at least tWenty bytes 
and usually but not alWays tWenty bytes. These headers 201 
203 are folloWed by the data 204 Which might be the user’s 
data and/or a header belonging to some higher level protocol. 
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The amount of data is variable, but the total length of the 
packet is less than the frame limit Which is usually ?fteen 
hundred and fourteen bytes. 
[0022] FIG. 3 is a ?oW diagram of an example method of 
capturing trace data. A packet is received (block 301) and data 
is appended to the packet (block 302). A ?rst version of the 
packet With the appended data is then stored in a ?le associ 
ated With the source of the packet (block 303) and a second 
version of the packet With the appended data is stored in a ?le 
associated With the destination of the packet (block 304). The 
?rst and second versions of the packet With appended data 
may be identical or they may be different (as described in 
more detail beloW). 
[0023] When data is appended to the packet (in block 302), 
data Which is in the packet, such as some or all of the user’s 
data, may also be removed e. g. packets may be truncated (or 
snapped) to conserve disk space, or disk bandwidth, or to 
reduce the privacy impact of storing the portion of the packet 
comprising data rather than headers. In an example, the com 
puter records the current time When the packet arrives, the 
length of the packet and the amount of the data Which Will be 
snapped (i.e. captured) and not discarded. The computer then 
appends the time (usually requiring eight bytes) and the tWo 
lengths (usually requiring four bytes each) to the packet 
(snapped to at least 14+20+20 but frequently a value such as 
128 bytes) and this is output to the storage device, e. g. a disk. 
[0024] The versions of the packets stored (in blocks 303 
and 304) may comprise packet records instead of the packets 
themselves (either full or truncated packets). Examples of 
packet records are described in more detail beloW. 
[0025] Using the method shoWn in FIG. 3, multiple ?les are 
used to record packet information. A multiplicity of ?les is 
used, With in many cases one ?le for each netWork address, 
though a ?le may be used for several addresses. Each packet 
record is Written to tWo ?les, the ?le for the source address of 
the packet (in block 303), and the ?le for the destination 
address of the packet (in block 304). For broadcast packets, 
the ?le for the destination address may comprise a ?le for the 
broadcast address. Alternatively, broadcast packets may be 
stored in the ?les for multiple destination addresses; hoWever 
this is less e?icient. 
[0026] By dividing the trace data into multiple ?les, the 
packets relevant to a computation for a single computer (or a 
group of computers) can be processed more ef?ciently since 
only the ?le for that computer must be read; or, if broadcast 
packets are relevant, the ?les for the address of that computer 
and the ?le for the broadcast address of the portion of the 
netWork Where the computer is present. Additionally the ?les 
are more easily processed in parallel on a cluster, since the 
?les required for any particular processing component are 
much reduced. 
[0027] When a packet is stored as part of a captured trace, 
either using the method of FIG. 3 or another method of 
capturing trace data, the packet may be compressed. As 
described above, the packet may be snapped (or truncated) to 
a particular length (the snap length) but in other examples, 
further compression techniques may be used. The folloWing 
description describes a number of different compression 
techniques Which may be used together (in any combination) 
or independently. 
[0028] FIG. 4 is a ?oW diagram of an example method of 
compressing trace data. A packet is received (block 401) and 
a packet record is created for the packet Which comprises 
speci?ed ?elds associated With the packet (block 402). The 
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record may encode these speci?ed ?elds. Having created the 
packet record (in block 402), the packet is discarded (block 
403). The speci?ed ?elds Which are encoded (or otherWise 
stored) in the packet record may be those ?elds associated 
With the original received packet Which are generally used in 
the analysis of netWork data. These ?elds may, for example, 
comprise one or more of: the time of the frame, the source and 
destination addresses, Whether the packet is UDP or TCP, the 
port numbers, and Whether the packet Was empty or not (e. g. 
Whether the packet 200, as shoWn in FIG. 2, comprises any 
data 204). In some implementations some encoding of TCP’s 
protocol ?ags may also be present in the packet record. In 
other examples, different ?elds may be included Within the 
packet record Which is generated. 
[0029] FIG. 5 is a ?oW diagram of another example method 
of compressing trace data. A packet is received (block 501) 
and if it is the ?rst packet to be stored in a trace ?le (‘Yes’ in 
block 502), a packet record is created and stored for the packet 
(block 503). This packet record may, as described above, 
comprise speci?ed ?elds Which are to be used in analysis of 
the trace. The received packet is then discarded (block 504). 
If hoWever, the packet is not the ?rst to be stored in a trace ?le 
(‘No’ in block 502), the packet is compared to the previously 
stored packet record (block 505) and a packet record for the 
neWly receivedpacket is created Which comprises ?ags Which 
are set to denote Whether each of the speci?ed ?elds have 
changed from the previously stored packet record (block 
506). These ?ags Which denote Whether ?elds have changed 
betWeen packets are encoded using bits grouped together in 
one of more bytes Which may be referred to as a ‘?ag byte’ or 
‘?ag bytes’. Where ?elds have changed, these changed ?elds 
are appended to the packet record (block 507) and the 
received packet is then discarded (block 504). The method 
may then be repeated for each packet received. 
[0030] This method provides a compression format for the 
?elds (Which are themselves larger than one bit) from one 
packet to the next Within a ?le in Which a single bit is used to 
indicate Whether a ?eld Would have the same value as the ?eld 
in the previous packet. This provides signi?cant compression 
of the siZe of the trace. 

[0031] In addition to compressing the ?elds, as described 
above, the time of the packet can also be compressed. Instead 
of storing the absolute time at Which the packet Was observed, 
the difference in time from one packet to the next may be 
stored. Such a difference is likely to be a smaller value than 
the absolute time of arrival. For example, tWo bits in the ?ag 
byte may be used to encode Whether the time is represented by 
a one byte, tWo byte or four byte difference, or by an eight 
byte absolute time. This signi?cantly reduces the siZe of the 
stored ?le and improves the performance of analysis through 
the much reduced data volumes. 

[0032] FIG. 6 is a ?oW diagram of a further example 
method of compressing trace data. A packet is received (block 
601) and tWo packet records are created (block 602)4one 
associated With the source address and one associated With 
the destination address. Within each packet record a direction 
bit is set (block 603) Which indicates Whether the packet is 
being sent to or from the address With Which the packet record 
is associated, i.e. in the packet record associated With the 
source address, the direction bit Will indicate that the packet 
Was being sent from the associated address and in the packet 
record associated With the destination address, the direction 
bit Will indicate that the packet Was being sent to the associ 
ated address. The tWo packet records created are therefore not 
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the same. The ?elds in the packet record are then mapped 
according to the direction bit (block 604). For example, 
instead of having source port and destination port ?elds, the 
record encodes local port and remote port ?elds. If the packet 
is an input at the address represented in the current ?le then 
the destination port is represented in the local port ?eld; if the 
packet is an output at the address then the destination port 
Would be represented in the remote port ?eld. The created 
packet records are then stored (block 605) and the received 
packet discarded (block 606). The packets may be stored in 
tWo separate ?les, one associated With the source address and 
one associated With the destination address (e. g. as described 
above With reference to FIG. 3). 
[0033] Another optimiZation for collecting trace data is 
shoWn in FIG. 7, in Which the address of the peer host for a 
packet is not stored directly in the ?le, instead an indirect 
identi?er is stored (and potentially compressed using the 
method and system described above). For a packet or packet 
record associated With a source address, the peer host address 
is the destination address or vice versa. When a packet is 
received (block 701), the source and/ or destination address is 
replaced by an identi?er for each replaced address (block 
702). The mapping betWeen the actual address and the iden 
ti?er is stored (block 703), for example in a library or dictio 
nary, and the amended packet or a packet record for the packet 
(as described above) is stored (block 704). Where a packet 
record is stored, the original received packet may be dis 
carded (not shoWn in FIG. 7). 
[0034] The use of an identi?er instead of an actual address, 
as shoWn in FIG. 7, enables additional compression because 
the number of addresses present on the netWork of interest is 
likely to be smaller than the actual siZe of an address. Fur 
thermore, the dictionary consulted to ?nd the address repre 
sented by the identi?ers need not be made available to the 
persons (or machines) processing the packet data; or alterna 
tively a different dictionary to Which a pre?x conserving 
anonymiZation technique has been applied can be provided 
instead. Thus the private details of the original addresses in 
the trace can be completely and easily separated from the 
main trace data on Which the computations Will be carried out, 
thereby improving privacy. Previously tWo copies of the trace 
Were storedione containing the actual addresses and one 
containing anonymiZed addresses (e.g. addresses to Which a 
pre?x conserving anonymiZation technique has been applied) 
and therefore use of this method also reduces storage require 
ments. 

[0035] FIG. 8 illustrates the process of creating a com 
pressed trace ?le for a single address (or group of addresses) 
from a source of original packets and the packet records 
stored are referred to herein as being in ‘Reduced Packet 
Format’ (RPF). It Will be appreciated that the method Will be 
implemented in parallel for both the source and destination 
addresses; hoWever FIG. 8 only a single process How is shoWn 
for purposes of clarity. The method shoWn in FIG. 8 uses all 
of the compression techniques and optimizations described 
above, although in other examples only some of those tech 
niques and/or optimizations may be employed. FIG. 9 shoWs 
?oW diagrams of example implementations of blocks 808 and 
810 of the method shoWn in FIG. 8 in more detail. 

[0036] When a packet is received (block 801), the method 
checks if this is the ?rst packet in the ?le (block 802), i.e. 
Whether this is the ?rst packet received having this particular 
address as either the source or the destination address. If the 
packet received is the ?rst packet in the ?le (‘Yes’ in block 
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802), a ?ag byte indicating an escape of type absolute time is 
Written (block 803) and the absolute time is also Written 
(block 804). A ?ag byte is Written indicating a minimum siZed 
time delta and that all other ?elds are present (block 805) 
folloWed by each of the ?elds (block 806) and these ?elds 
may be Written in a prede?ned order. 

[0037] If, hoWever, the packet is not the ?rst in the ?le (‘No’ 
in block 802), the time of the packet received (in block 801) is 
compared to the time of the previous packet, a packet record 
for Which has been previously stored in the ?le, to determine 
the magnitude of the time difference betWeen the tWo packets 
(block 807). If the time difference (also referred to as the time 
delta) does not exceed four bytes (‘No’ in block 808), then a 
?ag byte is constructed for the speci?ed ?elds (block 809). As 
described above With reference to FIG. 5 and shoWn in more 
detail in FIG. 9, this ?ag byte is constructed by converting the 
source and destination addresses and port numbers into local 
and remote values (block 901) and setting the direction bit 
(block 902). The values of the speci?ed ?elds (e.g. peer 
address, local port and remote port) in the current packet 
(received in block 801) are compared to the corresponding 
values in the previous packet and bits in the ?ag byte are set to 
denote Whether the values have changed (block 903). In order 
to perform this comparison, the previous uncompressed 
packet record may be stored. In addition the protocol and 
empty bits are set (block 904). 
[0038] The ?ag byte, including the time difference betWeen 
the current and previous packets, is then Written to the ?le 
(block 810) folloWed by the values of any of the ?elds Which 
have changed (block 811), as shoWn in more detail in FIG. 9. 
If the peer changed bit is set (‘Yes’ in block 910) then an 
identi?er for the peer is Written to the ?le (block 911). This 
may require consulting the dictionary including adding a neW 
identi?er to the dictionary if the address has not previously 
been seen (not shoWn in FIG. 9). If the local port changed bit 
is set (‘Yes’ in block 912), the local port is Written to the ?le 
(block 913) and if the remote port changed bit is set (‘Yes’ in 
block 914), the remote port is Written to the ?le (block 91 5). 
[0039] If the time difference is larger than Will ?t in four 
bytes (‘Yes’ in block 808), then a ?ag byte is Written indicat 
ing an escape of type absolute time (block 812) folloWed by 
an eight byte absolute time (block 813). The time difference 
is then set to Zero (block 814) and a second ?ag byte is 
constructed for the speci?ed ?elds (block 809 and as shoWn in 
more detail in FIG. 9). This second ?ag byte, including the 
time difference betWeen the current and previous packets 
(Which Was set to Zero in block 814) is then Written to the ?le 
(block 810) folloWed by the values of any of the ?elds Which 
have changed (block 811 and as shoWn in more detail in FIG. 
9). The method may then be repeated for sub sequent packets 
received. 

[0040] FIG. 10 shoWs a comparison betWeen the Reduced 
Packet Format 1010 of a packet record and an expanded 
format 1000 of a packet record. In the example shoWn, the 
expanded format 1000 comprises values for each of the fol 
loWing: the time of the frame (or packet) 1001, the remote 
port number 1002, the local port number 1003, a protocol 
?eld 1004 (eg indicating Whether TCP or UDP is used), a 
peer address identi?er 1005, a direction bit 1006 and a ?eld 
indicating Whether the packet comprised any user data or not 
1007. The data elements may be arranged in any order. The 
RPF 1010 comprises the ?ag byte 1011 and values for any 
?elds that have changed 1019 (eg as Written in block 810). 
The ?ag byte comprises a direction bit 1012, a protocol bit 
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1013, an empty bit 1014, a time stamp 1018 (Which may 
comprise tWo bits, as described above) and bits 1015-1017 
indicating Whether the peer address, remote port number and 
local port number have changed since the previous packet. 
[0041] The RPF 1010 is the format in Which the trace is 
stored and the expanded format 1000 may be the format 
Which is used When the trace is processed. The decompres 
sion process (i.e. conversion from expanded format 1000 to 
RPF 1010) is described beloW With reference to FIG. 12. 
[0042] Since many communication patterns in real net 
Works involve bursts bidirectional communication betWeen 
computers, and since the encoding from source and destina 
tion has been transformed using the method shoWn in FIG. 8 
to a direction and local and remote it can be seen that adjacent 
packets in the ?le are very likely to have identical values of 
local and remote port numbers and peer address and so these 
Will compress very densely to a single ?ag each (bits 1015 
1017 in the example in FIG. 10) indicating that they are the 
same as the previous packet. 
[0043] Moreover, even on a busy server computer With 
many simultaneous connections the local port indicating the 
service on the computer Which is receiving and transmitting 
many packets Will also be identical from packet to packet and 
hence can also be condensed to a single bit 1017. Not only 
does this save very large amounts of storage space in the ?le, 
and save on the time to read and Write the ?le to disk, but it can 
also be used to optimiZe actual processing of the ?le since 
several forms of processing can be enhanced if they can more 
rapidly identify that certain aspects of a packet are the same as 
previously. For example, packet processing may begin by 
determining the How or channel associated With a packet and 
this step can be elided if can rapidly be determined that the 
How or channel of some packet Will be the same as the How or 
channel determined for the previous packet. 
[0044] As described above, and shoWn in FIG. 3, a stream 
of packets may be stored in multiple ?les, With each ?le being 
associated With an address (or group of addresses). FIG. 11 
shoWs a How diagram of a method of converting a stream of 
packets into multiple ?les using a multiplicity of instances of 
the method shoWn in FIG. 8. When a packet is received (block 
1101), the method checks to see if an instance of the method 
of FIG. 8 exists for the source address of the packet (block 
1102). If such an instance does not exist (‘No’ in block 1102) 
then one is created and the dictionary is updated (block 1 103) 
to include a neW mapping betWeen an indirect identi?er (as 
described above) and the actual address. The packet is then 
given to the instance of the method for the source address 
(block 1 104). The method then checks to see if an instance of 
the method of FIG. 8 exists for the destination address of the 
packet (block 1105). If such an instance does not exist (‘No’ 
in block 1105) then one is created and the dictionary is 
updated (block 1106) to include a neW mapping betWeen an 
indirect identi?er (as described above) and the actual desti 
nation address. The packet is then given to the instance of the 
method for the destination address (block 1107). The method 
is then repeated for subsequent packets received. 
[0045] Whilst the above description in relation to FIG. 11 
describes generating packets associated With each address, in 
many examples, ?les may only be created for a subset of 
addresses. In such an example, the method shoWn in FIG. 11 
may be modi?ed such that for each neW source/destination 
address the dictionary is updated (eg in blocks 1103 and 
1106) but that neW instances are generated only for the subset 
of addresses Where ?les are required. 
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[0046] The method and system described above enables the 
processing of packets into ?les to be performed With an 
exceptionally high degree of parallelism using all the avail 
able processing cores or computers, since the only time that 
coordination is required is When the dictionary is to be 
updated (in blocks 1103 and 1 106 in FIG. 11) and that 
happens only rarely on the ?rst time that an address is seen in 
the netWork. In an example, packets may be received in 
blocks (eg in 10 GB slices) and each core may deal With a 
separate block of packets. Typically the packets are received 
in blocks Which are divided in time by the capture device such 
that each block is not bigger than a disk. Each core may run an 
instance of the method of FIG. 8 (the RPF Writer) for each 
address such that each core generates a ?le for each address 
Which is a source or destination address for one of the packets 
it processes. This results in multiple ?les for a single address 
(eg Where ?les are generated by different cores) and these 
may subsequently be combined into a single ?le per address. 
[0047] Whilst this provides one example paralleliZation 
technique, in another example, one machine or core may 
perform the method shoWn in FIG. 1 1 and different machines/ 
cores may perform different instances of the method of FIG. 
8. As described above, each machine/core involved refers 
back to and updates a central dictionary. 
[0048] Where a trace ?le is used for multiple addresses, the 
methods used may be the same as described above. Altema 
tively, an extra ?eld or ?ag may be used to indicate Which of 
the multiple addresses is the source/ destination address for a 
particularpacket record. Use of such a ?eld or ?ag enables the 
trace ?le to be separately divided into individual ?les for each 
of the addresses. A trace ?le for multiple addresses may, for 
example, be compiled Where a single machine has multiple 
addresses on a single interface (e.g. IPv4 and IPv6) or on 
multiple interfaces. 
[0049] Experimental results have demonstrated the com 
pression Which is achievable using the methods described 
above. When the methods Were applied to a 4500 GB dataset 
it Was reduced it to a mere 70 GB. This represents a compres 
sion ratio in excess of 5000%, Well beyond What is achievable 
With general purpose compression techniques. In addition the 
resulting dataset Was easier to process and paralleliZe on a 
cluster of computers. 
[0050] The methods described herein and the resulting 
large compression ratio enable a trace to be captured Which 
provides data on all packets captured over a large period of 
time and/or for a large number of machines. 
[0051] In the methods described above, all the packets 
received result in a packet or packet record being stored. In 
other examples, the packets received may be ?ltered e.g. so 
that only packets of interest are captured and stored in the 
trace. In an example, the ?ltering may be performed based on 
round trip time (RTT). 
[0052] FIG. 12 illustrates the process of decompressing a 
compressed trace ?le (Which may be referred to as a Reduced 
Packet Format ?le), Which may have been generated using the 
method shoWn in FIG. 8. This decompression may be per 
formed for the purpose of processing the ?le e. g. to perform 
netWork packet analysis. 
[0053] The method starts by reading a ?ag byte from the ?le 
(block 1201). If the byte is determined (in block 1202) to be 
an escape, as indicated by the tWo timestamp bits being both 
set, then the method checks if it is an absolute timestamp 
escape (block 1203). If it is (‘Yes’ block 1203) then an eight 
byte absolute time is read, the current time is set to this value 
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(block 1204) and the method returns to the start and reads the 
next ?ag byte (block 1201). If it is some other type of escape 
(‘No’ in block 1203) then additional escape speci?c process 
ing is performed (block 1205). If it Was not an escape then the 
tWo bits Which encode the siZe of the timestamp are examined 
(in block 1202) and if they are 00 then a single byte is read and 
added to the current time (block 1206). If the tWo bits are 01 
then a tWo -byte value is read and added it to the current time 
(block 1207) and if they are 10 then a four-byte value is read 
and added to the current time (block 1208). 
[0054] Where the tWo bits Which encode the siZe of the 
timestamp are 00, 01 or 10, the method continues (following 
blocks 1206-1208) by checking to see if the peer present bit is 
set (block 1210) and if it is, the current peer is updated by 
reading a peer address identi?er (block 1211). The method 
then checks to see if the local port present bit is set (block 
1220) and if it is the current local port is updated by reading 
a port value (block 1221). The methodthen checks to see if the 
remote port present bit is set (block 1230) and if it is, the 
current remote port is updated by reading a port value (block 
1231). 
[0055] Having updated the values of the peer address iden 
ti?er, local port and remote port if required (blocks 1210, 
1211,1220,1221,1230 and 1231), the current packet descrip 
tor record (Which is in expanded format 1000, as shoWn in 
FIG. 10) is made available for processing (block 1240) and 
then if the end of ?le has not been reached (‘No’ in block 
1250) the method is repeated. The method stops (block 1260) 
When the end of the ?le is reached (‘Yes’ in block 1250). 
[0056] The output comprises expanded format records and 
each expanded format record comprises a value for each ?eld 
and each record stands independently (unlike RPF Which is a 
comparison With a previous packet). The method of FIG. 12 
(referred to as an RPF reader) hides the compression form the 
processing engine Which performs the netWork packet tra?ic 
analysis. 
[0057] Whilst the method of decompressing a compressed 
trace ?le shoWn in FIG. 12 demonstrates decompression of a 
compressed packet Which has been created using all the com 
pression techniques described above, it Will be appreciated 
that in some examples the compressed packet may have been 
created using only a subset of the techniques described above. 
In such an example, a corresponding decompression method 
may comprise only a subset of the steps shoWn in FIG. 12. 
[0058] FIG. 13 illustrates various components of an exem 
plary computing-based device 1300 Which may be imple 
mented as any form of a computing and/or electronic device, 
and in Which embodiments of the methods described above 
may be implemented. 
[0059] Computing-based device 1300 comprises one or 
more processors 1301 Which may be microprocessors, con 
trollers or any other suitable type of processors for processing 
computing executable instructions to control the operation of 
the device in order to generate and/or process packet traces. 
Platform softWare comprising an operating system 1302 or 
any other suitable platform softWare may be provided at the 
computing-based device to enable application softWare 1303 
1305 to be executed on the device. The application softWare 
may comprise a RPF Writer 1304 (eg Which performs one or 
more of the methods shoWn in FIGS. 3-9 and 11) and/or a RPF 
reader (e.g. Which performs the method shoWn in FIG. 12). 
[0060] The computer executable instructions may be pro 
vided using any computer-readable media, such as memory 
1306. The memory is of any suitable type such as random 
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access memory (RAM), a disk storage device of any type such 
as a magnetic or optical storage device, a hard disk drive, or a 
CD, DVD or other disc drive. Flash memory, EPROM or 
EEPROM may also be used. The memory may also be used to 
provide a data store 1307 Which may, for example, be used to 
store the compressed trace ?les and/ or the decompressed 
trace ?les. 

[0061] The computing-based device 1200 also comprises a 
netWork interface 1308 for receiving packets and may also 
comprise additional inputs and outputs (not shoWn in FIG. 
13). 
[0062] Although the present examples are described and 
illustrated herein as being implemented in a system as shoWn 
in FIG. 1, the system described is provided as an example and 
not a limitation. As those skilled in the art Will appreciate, the 
present examples are suitable for application in a variety of 
different types of systems Which comprise more than one 
computing device and Which may be interconnected in any 
Way. 

[0063] The term ‘computer’ is used herein to refer to any 
device With processing capability such that it can execute 
instructions. Those skilled in the art Will realiZe that such 
processing capabilities are incorporated into many different 
devices and therefore the term ‘computer’ includes PCs, serv 
ers, mobile telephones, personal digital assistants and many 
other devices. 

[0064] The methods described herein may be performed by 
softWare in machine readable form on a tangible storage 
medium. The softWare can be suitable for execution on a 
parallel processor or a serial processor such that the method 
steps may be carried out in any suitable order, or simulta 
neously. 
[0065] This acknoWledges that softWare can be a valuable, 
separately tradable commodity. It is intended to encompass 
softWare, Which runs on or controls “dumb” or standard hard 
Ware, to carry out the desired functions. It is also intended to 
encompass softWare Which “describes” or de?nes the con 
?guration of hardWare, such as HDL (hardWare description 
language) softWare, as is used for designing silicon chips, or 
for con?guring universal programmable chips, to carry out 
desired functions. 

[0066] Those skilled in the art Will realiZe that storage 
devices utiliZed to store program instructions can be distrib 
uted across a netWork. For example, a remote computer may 
store an example of the process described as softWare. A local 
or terminal computer may access the remote computer and 
doWnload a part or all of the softWare to run the program. 
Alternatively, the local computer may doWnload pieces of the 
softWare as needed, or execute some softWare instructions at 
the local terminal and some at the remote computer (or com 
puter netWork). Those skilled in the art Will also realiZe that 
by utiliZing conventional techniques knoWn to those skilled in 
the art that all, or a portion of the softWare instructions may be 
carried out by a dedicated circuit, such as a DSP, program 
mable logic array, or the like. 

[0067] Any range or device value given herein may be 
extended or altered Without losing the effect sought, as Will be 
apparent to the skilled person. 

[0068] It Will be understood that the bene?ts and advan 
tages described above may relate to one embodiment or may 
relate to several embodiments. The embodiments are not lim 
ited to those that solve any or all of the stated problems or 
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those that have any or all of the stated bene?ts and advantages. 
It Will further be understood that reference to ‘an’ item refers 
to one or more of those items. 

[0069] The steps of the methods described herein may be 
carried out in any suitable order, or simultaneously Where 
appropriate. Additionally, individual blocks may be deleted 
from any of the methods Without departing from the spirit and 
scope of the subject matter described herein. Aspects of any of 
the examples described above may be combined With aspects 
of any of the other examples described to form further 
examples Without losing the effect sought. 
[0070] The term ‘comprising’ is used herein to mean 
including the method blocks or elements identi?ed, but that 
such blocks or elements do not comprise an exclusive list and 
a method or apparatus may contain additional blocks or ele 
ments. 

[0071] It Will be understood that the above description of a 
preferred embodiment is given by Way of example only and 
that various modi?cations may be made by those skilled in the 
art. The above speci?cation, examples and data provide a 
complete description of the structure and use of exemplary 
embodiments of the invention. Although various embodi 
ments of the invention have been described above With a 
certain degree of particularity, or With reference to one or 
more individual embodiments, those skilled in the art could 
make numerous alterations to the disclosed embodiments 
Without departing from the spirit or scope of this invention. 

1. A method of capturing trace data for use in netWork 
packet traf?c analysis, the method comprising: 

under control of one or more processors con?gured With 
executable instructions: 

receiving a packet; and 
storing a representation of the packet in a ?le, said repre 

sentation and said ?le being associated With one of a 
source address of the packet and a destination address of 
the packet. 

2. A method according to claim 1, further comprising: 
storing a second representation of the packet in a second 

?le, said second representation and said second ?le 
being associated With another of said source address of 
the packet and said destination address of the packet. 

3. A method according to claim 2, Wherein the ?rst repre 
sentation and the second representation are the same. 

4. A method according to claim 1, Wherein a representation 
of a packet comprises a truncated packet. 

5. A method according to claim 1, Wherein a representation 
of a packet comprises values of speci?ed ?elds. 

6. A method according to claim 1, Wherein storing a rep 
resentation of the packet in a ?le comprises: 

if the ?le associated With an address is empty, creating and 
storing the associated representation; 

if the ?le associated With an address comprises a represen 
tation of a previous packet, creating the associated rep 
resentation based on a comparison of said packet and 
said previous packet and storing the associated repre 
sentation. 

7. A method according to claim 6, Wherein creating the 
associated representation based on a comparison of said 
packet and said previous packet comprises: 

comparing a value of a ?rst ?eld in said packet With a value 
of said ?rst ?eld in said previous packet; 

setting a bit in the representation identifying if the values 
are the same; and 
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repeating the comparing and setting steps for each ?eld in 
a set of speci?ed ?elds; and 

appending the value of each ?eld Where the value of the 
?eld in said packet is not the same as the value of the ?eld 
in the previous packet. 

8. A method according to claim 1, Wherein storing a rep 
resentation of the packet in a ?le comprises: 

creating a representation of the packet; 
setting a ?ag in the representation indicating Whether the 

address associated With the representation is the source 
address or the destination address; 

mapping a value of a ?eld in the representation based on 
said ?ag; and 

storing the representation. 
9. A method according to claim 1, Wherein each represen 

tation comprises at least one of a source address and a desti 
nation address and Wherein storing tWo representations of the 
packet in separate ?les comprises, for each representation: 

replacing an address in the representation With an identi 

storing a mapping betWeen the address and the identi?er in 
a separate ?le; and 

storing the representation. 
10. A method according to claim 1, further comprising 

comparing the representation of the packet to a representation 
of a previously received packet Which has been stored in the 
?le and Which sets bits Which denote Whether ?elds in the 
packet are the same as corresponding ?elds in the previously 
received packet. 

11. One or more tangible device-readable media With 
device-executable instructions for performing acts compris 
ing: 

on receipt of a packet, creating a packet record for use in 
netWork packet tra?ic analysis, the packet record com 
prising a plurality of ?elds; and 

discarding the packet. 
12. One or more tangible device-readable media according 

to claim 11, further comprising device-executable instruc 
tions for performing acts comprising: 

creating a ?rst and second version of the packet record; and 
storing the ?rst version in a ?le associated With a source 

address of the packet; and 
storing the second version of the packet record in a ?le 

associated With a destination address of the packet. 

13. One or more tangible device-readable media according 
to claim 12, Wherein creating a ?rst and second version of the 
packet record further comprises, for each version: 

setting a ?ag in the version of the packet record according 
to a direction of travel of the packet); and 

mapping at least one of the plurality of ?elds based on said 

14. One or more tangible device-readable media according 
to claim 11, further comprising device-executable instruc 
tions for performing act comprising: 

compressing each packet record based on a comparison of 
the packet and a packet previously stored in the ?le. 

15. One or more tangible device-readable media according 
to claim 14, Wherein compressing each packet record based 
on a comparison of the packet and a packet previously stored 
in the ?le comprises: 




