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SYSTEM AND METHOD FOR MANAGING 
CAPTURED CONTENT 

FIELD OF THE INVENTION 

[0001] The invention relates generally to a method and a 
system of managing media content. Speci?cally, the inven 
tion relates to a method and system for authorizing and 
exchanging information related to captured media content. 

BACKGROUND OF THE INVENTION 

[0002] Many devices exist today that alloW a user to capture 
a variety of multimedia content including pictures, video and 
audio recordings. These devices have become increasingly 
mobile and compact to provide users the freedom to capture 
content in a variety of places and circumstances. For example, 
tourists often take pictures of scenery and people (e.g., them 
selves) to remember a vacation or trip. With the increasing 
popularity and Widespread adoption of mobile telephones, 
the attractiveness of integrating multimedia capture capabili 
ties With mobile telephones has groWn. Such an integration of 
technologies permits a user to carry and utilize a single 
mobile device to both Wirelessly communicate as Well as to 
capture multimedia content. Thus, users are able to take a 
photograph or record a video segment and immediately trans 
fer that content to a friend or family member via a Wireless or 

cellular communications netWork. The subject of a photo 
graph may also request that the photographer transfer the 
photograph to the subject for approval or previeWing. 
[0003] In one instance, a tourist may ask a friend to take a 
picture of him in front of the US. Capitol Building. After 
taking the picture With her oWn mobile device, the friend 
Would have control over Whether the picture is saved, deleted 
or used. As such, the subject of the photograph Would be 
unable to dictate Whether the photograph Was suitable or 
appropriate for printing or saving. Even if the photographer 
transmitted the picture to the subject’s mobile device, the 
subject still could not control the use or existence of the 
photograph on the photographer’s device. In an alternate situ 
ation, a mobile device user may inadvertently capture a 
stranger While photographing a scene. The stranger Would 
have no notice that such a photograph Was taken and thus, no 
control over the use or distribution of his or her oWn image. 

For a variety of reasons, including security and privacy, the 
subject of any form of multimedia content may Want the 
ability to exercise control over his or her image. 

[0004] In addition, the transmission of captured media, 
especially larger ?les such as videos, can result in the quick 
depletion of a receiving device’s storage resources. Thus, a 
receiving party Would have to constantly manage the ?les and 
storage on his or her mobile device to maintain storage capac 
ity. Furthermore, a large media ?le also requires more 
resources and time to transmit and render. As such, not only 
must a user Wait for a ?le to ?nish transferring, the user Would 
also have to Wait While the media is rendered on the receiving 
device. Oftentimes, a receiving party is only receiving media 
content to determine Whether or not he or she Wants a copy. In 

such cases, the transfer and processing times of large media 
?les may be Wasted if the receiving party determines that he 
or she does not Want the media. 
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[0005] For the foregoing reasons, a system and method for 
managing use of captured content is needed. 

SUMMARY OF THE INVENTION 

[0006] Embodiments of the invention provide a method and 
system of controlling oWnership and authorization of cap 
tured media content. With such a system and method, the 
subject of captured content Would be empoWered to authorize 
and control the oWnership of the captured content. The cap 
turing device may send a content authorization request to one 
or more subjects of the captured content. Each user Would 
then be able to previeW the photograph or other content and 
decide Whether to authorize the capturing device to use the 
content. As such, a user that is the subject of captured content 
may exercise control over the use and existence of the cap 
tured content. If authorization is denied, the capturing device 
may automatically delete the content from storage. Altema 
tively, if authorization is granted, the capturing device may 
store the content and alloW the content to be transmitted, 
printed or otherWise used by the user of the capturing device. 
Such a feature may also be enabled or disabled according to a 
capturing device user’s preferences. 
[0007] In one aspect, a content capturing device may detect 
one or more devices having one or more predetermined char 

acteristics (e.g., proximity of location) at the time a particular 
content Was captured. A capturing device may determine such 
a list of devices from Which to request authorization using 
Wireless networking methods. In one example, the capturing 
device and other mobile devices in proximity to the capturing 
device may have BLUETOOTH Wireless capabilities. Thus, 
the capturing device may detect and communicate With the 
other BLUETOOTH Wireless devices Within a Wireless 
range. Alternatively, the capturing device may communicate 
With a Wireless or cellular server that may determine a list of 
matching devices based on stored information that matches a 
set of received parameters. 
[0008] In another aspect of the invention, the captured con 
tent may contain metadata that includes a variety of informa 
tion related to the captured content. Such metadata may 
include the time the content Was captured, the duration of the 
content (i.e., video content), the size of the content and/or 
authorization information. For example, if a subject of cap 
tured content authorizes the use and storage of the captured 
content, such authorization may be embedded Within the 
metadata of a content ?le storing the content. Such authori 
zation information may be used to determine Whether the 
content may be published or printed by a third party photo 
graph printer. 
[0009] In yet another aspect of the invention, a subject of 
captured content may provide quali?ed authorization for the 
use of the captured content. For example, a subject of a 
photograph may determine that the photographer may print 
the photograph up to 10 times or that the photographer may 
only use the photograph in its digital format (i.e., no printing). 
Other restrictions may be implemented such as an expiration 
of use date and the like. 

[0010] In another aspect of the invention, users receiving 
captured content may previeW the content ?le and the asso 
ciated metadata through a representative token. The tokens 
may be of a limited size to ensure quick transfers and fast 
rendering times. The tokens may contain a sample of the 
captured content (e. g., thumbnail image, brief clip of a video) 
as Well as some or all of the metadata associated With the 
content. This permits the user to make a quick decision as to 
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Whether or not he or she Would like a copy of the content. If 
the user does Want a copy, a complete version of the media 
may be requested using a request token and the media ?le may 
be subsequently transferred. Tokens may further be used in 
order to search for similar or identical content on a target 
device. For example, a user Who Wants to locate images 
similar to a picture of Buckingham Palace may send a query 
token containing various media data to one or more target 
devices. The target devices Would then use the query token to 
determine if any of its media ?les are similar to the image 
associated With the query token. The representative tokens of 
captured content may be further be stored on a target device 
for later use. In one example, a user may vieW or broWse a 

gallery of stored tokens and subsequently request the full 
content ?le corresponding to one of the tokens. Stored tokens 
may have a variety of other uses as Well. 
[0011] These as Well as other advantages and aspects of the 
invention are apparent and understood from the folloWing 
detailed description of the invention, the attached claims, and 
the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The present invention is illustrated by Way of 
example and not limited in the accompanying ?gures in 
Which like reference numerals indicate similar elements and 
in Which: 
[0013] FIG. 1 illustrates a block diagram ofa communica 
tion netWork in Which various systems and methods of the 
present invention may be implemented. 
[0014] FIG. 2A illustrates an side vieW of an exemplary 
operating environment in Which a mobile content capture 
device implementing one or more systems and methods of the 
present invention may be used. 
[0015] FIG. 2B illustrates a top vieW of the exemplary 
operating environment of FIG. 2A. 
[0016] FIG. 3A is a How chart shoWing an exemplary 
method for controlling oWnership of media content according 
to an illustrative embodiment of the present invention. 
[0017] FIG. 3B is a How chart shoWing an exemplary 
method for detecting one or more authorization devices 
according to an illustrative embodiment of the present inven 
tion. 
[0018] FIG. 4A illustrates an operating environment in 
Which one or more devices are outside a detection range of a 

capture device according to an illustrative embodiment of the 
present invention. 
[0019] FIG. 4B illustrates an operating environment in 
Which one or more devices lack short range Wireless detection 
capabilities according to an illustrative embodiment of the 
present invention. 
[0020] FIG. 5 is a How chart shoWing an exemplary method 
for controlling oWnership using a third-party device accord 
ing to an illustrative embodiment of the present invention. 
[0021] FIG. 6 illustrates another exemplary method for 
controlling oWnership of captured content according to an 
illustrative embodiment. 
[0022] FIG. 7 is a How chart shoWing an exemplary method 
for controlling oWnership in the environment described in 
FIG. 4A using a peer-to-peer netWork according to an illus 
trative embodiment of the present invention. 
[0023] FIGS. 8A & 8B illustrate previeW and authorization 
request interfaces according to an illustrative embodiment of 
the present invention. 
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[0024] FIGS. 9A & 9B are diagrams illustrating the process 
of querying one or more target devices according to an illus 
trative embodiment. 

DETAILED DESCRIPTION OF THE INVENTION 

[0025] In the folloWing description of the various embodi 
ments, reference is made to the accompanying draWings, 
Which form a part hereof, and in Which is shoWn by Way of 
illustration various embodiments in Which the invention may 
be practiced. It is to be understood that other embodiments 
may be utiliZed and structural and functional modi?cations 
may be made Without departing from the scope of the present 
invention. 
[0026] FIG. 1, describing one embodiment of the invention, 
illustrates a block diagram of a communication netWork in 
Which various systems and methods of the present invention 
may be implemented. The communication netWork may 
include both Wired and Wireless components. Such Wireless 
components may include mobile telecommunication devices 
105, personal data assistants (PDAs) 110, digital cameras 115 
and other Wireless computing devices. The Wired components 
may include a netWork server 13 0, netWork printing providers 
135, personal computers (PCs) 125, multimedia telephones 
120 and the like. The Wireless and Wired components may 
communicate through a variety of methods including a cel 
lular netWork 150 and/ or a Wired computer netWork 155. For 
example, a cellular telephone 105 may transmit data through 
a Wireless cellular netWork 150 to a netWork server 130. The 
netWork server 13 0 may then retransmit the data to a land-line 
telephone 120 through a line-based telephone netWork 155. 
Alternatively, the netWork server 130 may forWard the data to 
a Voice Over IP (V OIP) capable communications device 
through a computer netWork. The computer netWork may 
include Wireless netWorks such as a Wireless local area net 

Work (WLAN) or Wired netWorks such as a Local Area Net 
Work (LAN). 
[0027] The communication devices may further capture, 
store and transmit a variety of data types including audio, 
video and text. In one example, a mobile telephone 105 may 
include a digital camera component. Thus, the mobile tele 
phone 105 may capture, store and transmit both audio and 
video data. Communication devices may transmit multime 
dia data using any of several protocols that are Well knoWn in 
the art. Examples of transmission protocols that support mul 
timedia data include Internet Protocol (TCP/IP), BLUE 
TOOTH, GSM, CDMA and the like. BLUETOOTH systems, 
in particular, may form a piconet of up to eight different 
BLUETOOTH-enabled Wireless devices. A piconet alloWs a 
single master device to facilitate the communications 
betWeen the other slave devices. One of skill in the art Will 
appreciate that there exists a plethora of both Wired and Wire 
less transmission protocols that may be used in the systems 
and methods described herein. Furthermore, multimedia data 
that is initially sent using one protocol may be repacketiZed or 
recomposed to adapt to another netWork protocol. For 
example, a cellular phone 105 may transmit a photo and 
accompanying audio to a PC located on an IP netWork using 
CDMA transmission methods. Upon reaching the netWork 
server 130, the server 130 may repacketiZe the multimedia 
data to conform the transmission packet architecture to that 
used by the destination device (i.e., IP). This process insures 
cross-netWork compatibility. 
[0028] FIGS. 2A & 2B, describing further embodiments of 
the invention, illustrate different vieW of an exemplary oper 
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ating environment in Which a mobile device implementing 
one or more systems and methods of the present invention 
may be used. A user carrying a mobile capture device such as, 
for example, a mobile phone 210 With an integrated digital 
camera may use the device 210 in a variety of situations 
including on vacation, during a business trip or at a sporting 
event. Other forms of mobile capture devices may include 
portable audio recorders, video cameras and digital cameras. 
In the above example, the user can use the mobile phone 210 
to record media content such as video, audio, still images and 
the like. Often, the recordation of media content Will contain 
the image or audio of one or more subjects 215. In one 
particular example, a user may take a photograph of his sister 
215 in front of a particularly memorable location (e.g., the 
Eiffel ToWer) to commemorate the occasion. In such a situa 
tion, his sister 215 Would be a subject of the captured media 
content (i.e., photograph). In other examples, the captured 
content may contain the image or audio of one or more addi 
tional subjects that may or may not be familiar With the 
content capturer. 

[0029] Additionally, during the capturing stage, the capture 
device 210 may record other information that relates to one or 
more characteristics of the recorded content. In one embodi 
ment, the capture device may detect positional coordinates 
using, for example, a Global Positioning System (GPS). The 
stored content may thus include a latitude and longitude of 
Where the image Was taken. In addition, the capture device 
210 may also include one or more components that are able to 
determine an elevation 230 and/or an azimuth 225 of the 
capture device 210 in relation to one or more reference points 
or axes at the time the content Was captured. The elevation 
230 of the capture device 210 may re?ect an angular distance 
measured based on the horizon. For example, a gyroscopic 
unit of capture device 210 may measure the elevation 230 of 
the device 210 in relation to a “level” position de?ned by the 
earth’s gravitational ?eld. Other information that may be 
stored or associated With the captured content includes a 
capture size and a maximum capture distance. A maximum 
capture distance may be a preset range de?ned by the user, a 
default value or some other limitation (e. g., a maximum focus 
distance of a digital camera). Alternatively, the maximum 
capture distance may be de?ned by the distance to the farthest 
captured object, as determined by a range detection compo 
nent such as a laser range ?nder. In FIGS. 2A & 2B, the 
photograph 215 is con?ned to a rectangular capture area 
de?ned by a vertical vieWing size 245 and a horizontal vieW 
ing size 240. The captured content 215 may be stored With 
data specifying the corresponding vertical 245 and horizontal 
240 dimensions. Other types of characteristic information 
may include a frequency range for audio content, color data 
for image content, a recordation period for video data, a zoom 
ratio for video or image content and a time stamp. One of skill 
in the art Will appreciate that a multitude of other character 
istic information may be stored instead of or in addition to the 
information described above. To facilitate the use and asso 
ciation of related data, the captured content may be stored in 
a structure that alloWs for the embedding of metadata. Using 
such a storage scheme, captured device 210 may detect vari 
ous types of content data (e.g., positional information, loca 
tion data and audio and video characteristics) and associate 
the information as metadata With the captured content. 

[0030] In some circumstances, a subject 215 of captured 
content may Wish to control the use and/ or existence of his or 
her oWn captured image or voice. Thus, the subject 215 of the 
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captured content may carry or use a mobile device 220 
capable of receiving and rendering data of one or more media 
types. The capture device 210 may automatically transmit the 
captured content either directly or indirectly to the subj ect’s 
mobile device 220 for approval and authorization upon cap 
turing the content. Direct methods include infrared transfers, 
BLUETOOTH networking methods and other proximity 
transfer technologies. Alternatively, the capture device 210 
may transmit the captured content indirectly via a cellular 
netWork, a Wired netWork or other netWorks that use a third 
party device to coordinate and facilitate the transfer. Such 
transfer methods, as they relate to aspects of the invention, 
Will be described in further detail beloW. 

[0031] Current methods of authorizing the use or storage of 
captured content by the subjects of the captured content 
require that the subjects manually request the content and 
approve it. As discussed previously, the ultimate decision of 
use and storage is left to the content capturer (i.e., user of the 
capture device). FIG. 3A, describing one embodiment of the 
invention, is a ?owchart shoWing an exemplary method for 
requesting authorization for captured content from one or 
more devices. In step 305, the capturing device captures 
media content and determines one or more characteristics of 
the captured content or of the capturing device (e.g., longi 
tude, latitude, zoom ratio, time stamp). The characteristics 
and other information may be stored as metadata and associ 
ated With the captured content in a content ?le. Once the 
content has been captured and the relevant information has 
been determined, the capture device may determine a list of 
one or more target devices that are Within a predetermined 
range in step 310. This range may be de?ned by variety of 
factors such as the Wireless detection range of the capture 
device or a maximum capture distance speci?ed in the asso 
ciated metadata. The performance of steps 305 and 310 are 
not restricted by the order illustrated in FIG. 3A and may be 
performed in interchangeable order (i.e., step 310 may be 
performed before step 305 and vice versa). 
[0032] In step 315, the capture device determines a second 
list of target devices from Which to request authorization to 
use the captured media content. The second list of devices is 
selected based on Whether a detected device has characteris 
tics matching or similar to those of the content ?le. In one 
example, a capturing device takes a photograph at a ?rst 
location in the direction of a stranger Who is Walking 40 feet 
aWay carrying a mobile device. In storing the photo, the 
capture device embeds metadata in the content ?le to indicate 
a capture range of 50 feet. The 50 foot capture range may 
re?ect a focusing distance limitation or a Wireless range limi 
tation of the capture device. Since the stranger is Within the 
capture range, the capturing device may add the target device 
(i.e., the stranger’s mobile device) to the list of devices from 
Which to request authorization. The capturing device may use 
different or additional characteristics to further determine 
authorizing devices. In another example, the capture device 
may compare the time at Which a target device Was at a given 
location With the time stamp of the media content captured by 
the capturing device. 
[0033] In one embodiment, the capture device may, in step 
315, determine an authorization list based on proximity of 
target devices. FIG. 3B, describing one embodiment of the 
invention, illustrates a ?oWchart of an exemplary method for 
detecting and determining a list of target devices that are 
Within a predetermined proximity to the capturing device at 
the time of content capture. FIG. 3B is meant to illustrate step 
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315 in additional detail according to an illustrative embodi 
ment. As described, the capturing device embeds metadata 
comprising information associated With the captured content 
in a content ?le. In step 360, the capturing device transmits 
the metadata to the list of target devices determined according 
to step 310. The target devices may then evaluate the received 
metadata to determine if the information matches their oWn 
stored data in step 365. A target mobile device may periodi 
cally detect and record a variety of information including 
device location, altitude, time and combinations thereof in 
memory for this purpose. If a target device’s data matches the 
metadata received from the capturing device, the capture 
device may receive a positive response including a request for 
the media content ?le from the target device in steps 370. In 
one example, metadata transmitted from the capturing device 
may include a set of coordinates and a timestamp. The receiv 
ing target device may retrieve its past location data by search 
ing for a timestamp in temporal proximity to the timestamp of 
the received metadata. Additionally, the metadata may 
include angles (e. g., elevation) and measurements that repre 
sent a direction of the captured content (i.e., relative to the 
captured device). A target device may determine Whether it 
Was Within the speci?ed angles and distance of the capture 
device and respond accordingly. Such a process may involve 
using geometric calculations to determine if a target device’s 
latitude, longitude and elevation fall Within a capture area of 
a capture device having a speci?ed latitude, longitude, eleva 
tion and direction. In step 375, the capturing device may add 
any target device that responds a?irmatively to the list of 
devices from Which authorization is to be requested. This step 
is performed automatically by the capturing device upon 
receiving an af?rmative response from a target device. A user 
may, instead, manually control and determine Whether to 
send an authorization request to one or more target devices 

that provide an af?rmative response. HoWever, if a target 
device either does not respond or responds in the negative, the 
capturing device may ignore the device or eliminate it from 
the authorization list in step 380. 

[0034] Returning to FIG. 3A, once the capture device deter 
mines a list of authorizing devices, the capture device subse 
quently transmits the captured content ?le and an authoriza 
tion request to each of the one or more authorizing devices in 
step 320. The capturing device then aWaits a response in step 
325 to the authorization request While each of the authorizing 
devices receives and renders the captured content. An autho 
rizing device may respond With a variety of options including 
authorize, refuse authorization, delete the content ?le or pro 
vide quali?ed authorization. Upon receiving a response to the 
authorization request, a capture device may determine 
Whether authorization Was granted or denied in step 330. If 
the capture device receives a response granting authorization, 
the capture device may embed such authorization in the con 
tent ?le in step 335. Alternatively, if the capture device 
receives, as in step 340, a delete response, the content ?le may 
be automatically deleted from the capture device in step 345. 
In one variation, the response may alloW restricted authori 
zation of the content ?le. In other Words, a user may use the 
content subject to certain restrictions speci?ed by a user of an 
authorizing device. Such restrictions may include a time 
restriction, a purpose restriction, a payment requirement, a 
frequency of use restriction and/ or combinations thereof. The 
capture device may embed the restrictive parameters in the 
content ?le, as illustrated in step 335. The content ?le trans 
mitted to the authorizing device may either be kept for future 
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use or automatically deleted once a response is sent. Such a 
determination may be made in accordance With user prefer 
ences or other considerations. 

[0035] In an alternate embodiment, the capture device may 
initially transmit the entire content ?le (including the cap 
tured content and associated metadata) along With the autho 
rization request to one or more target devices regardless of 
Whether they are authorizing devices. Using such a method, a 
target device may immediately render the captured content 
upon determining that it is an authorizing device Without 
having to separately request the content ?le from the capture 
device. Similarly, the target device may vieW and respond to 
the authorization request Without having to initiate additional 
transmissions or communications to receive the authorization 
request. Those devices that ?nd the content ?le to be irrel 
evant may simply ignore the authorization request and delete 
the content ?le. 

[0036] FIGS. 4A & 4B, describing further embodiments of 
the invention, illustrate operating environments in Which one 
or more devices 430 are outside a detection range of a capture 
device 410 according to an illustrative embodiment of the 
present invention. In FIG. 4A, the Wireless detection range 
415 of the capture device 410 may be smaller than a content 
capture range 420 of the capturing device 41 0. In other Words, 
the capturing device 410 may be able to capture a subject (i.e., 
a target) 425 at a greater distance than the device 410 is able 
to detect Wirelessly. Wireless technologies such as BLUE 
TOOTH and WLAN have detection ranges that are limited by 
a variety of factors including both poWer capacity and antenna 
capabilities and device class. Thus, a foreign device 430 of a 
subject 425 captured by the capturing device 410 may be 
outside the relevant Wireless range 415. HoWever, a third 
party device 435 Within the Wireless range 415 of capture 
device 410 and the subject’s device 430 may act as a link 
betWeen the subj ect’s device 430 and the capture device 410. 
In one implementation using BLUETOOTH transmission 
standards, the capture device 410, the third-party device 435 
and the subject’s device 430 may form a piconet. The third 
party device 435 may act as the master device for facilitating 
communications betWeen tWo or more slave devices (i.e., the 
subject’s device 430 and the capture device 410). 
[0037] In an alternative scenario, FIG. 4B depicts a system 
that includes a capture device 410 and a subject device 430 
Where either both or one of the devices 410 & 430 do not have 
proximity-based Wireless capabilities. HoWever, the devices 
410 & 430 may be connected to a communication netWork 
435 and have the ability to transmit and receive data via a 
netWork server 440. The netWork server may consist of a 
variety of components including a PC and/or a smartphone 
running an mApache server. Thus, even if the capture device 
410 includes peer-to-peer Wireless components and the target 
device (i.e., subject’s device) 430 does not, it may still detect 
the target device 430 using the netWork server 435 as a com 
munication conduit. In one embodiment, the netWork server 
440 may store data corresponding to each of the devices 410 
& 430 using the netWork 435 and/or netWork server 440. For 
example, the target device 430 may detect its oWn location 
and a timestamp at a prede?ned interval. The target device 
430 may then forWard this data to the netWork server 440 for 
storage in order to reduce its oWn memory load. Alternatively, 
the netWork server 440 may periodically request and store 
updated data from the devices 410 & 430. 
[0038] FIG. 5, describing one embodiment of the invention, 
is a How chart shoWing an exemplary method for exercising 
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ownership control through a third-party device according to 
an illustrative embodiment. Such a method could be used in 
an operating environment such as the one described in FIG. 
4B to overcome device detection obstacles. The third-party 
device (e.g., netWork server) acts as a communications con 
duit betWeen a capture device and a target device alloWing the 
capture device to determine Whether authorization is neces 
sary from the target device. 

[0039] A netWork server (i.e., a third-party device) initially 
sits in a listening mode, Waiting for a transmission packet 
from a capturing device in step 505. The transmission packet 
received from the capturing device may contain captured 
content, an authorization request and metadata to reduce the 
number of transmissions. As described With respect to FIG. 
3B, the metadata, content ?le and authorization request may 
be sent separately or in various combinations as they are 
requested by the netWork server or target device. The meta 
data may include a variety of content or device information 
such as location, altitude, azimuth, elevation, zoom ratio and/ 
or combinations thereof. The authorization request may be a 
uniform message constructed to request authorization from 
one or more target devices. In step 510, the netWork server 
may acquire device information from one or more target 
devices knoWn to the netWork server. The netWork server may 
acquire a target device’s information in numerous Ways 
including requesting the information from the target device or 
listening for periodic updates transmitted independently by 
the target device. The target device, in turn, may detect its oWn 
characteristics (e.g., location, timestamp, altitude) at periodic 
intervals as described previously. Alternatively, the target 
device may only determine its characteristics upon receiving 
a request by the netWork server or another device. In step 515, 
the netWork server compares the received device information 
With the metadata of the content ?le to determine Whether one 
or more target devices match the data associated With the 
captured content. A “match” may be de?ned by a predeter 
mined threshold value. The threshold value may be a percent 
age of characteristics matching or some other measuring 
rubric. The various characteristics and device information 
may be Weighted to provide greater importance to some fac 
tors and less importance to others. The netWork server may 
optionally provide the list of matching devices to the captur 
ing device. The step of determining a list of authorizing 
devices may also be performed at the target device, as 
described in FIG. 3B, by transmitting at least the metadata to 
the target device for evaluation. The netWork server may 
compose a list based upon the positive and negative responses 
from the target devices. 

[0040] Returning to FIG. 5, upon determining the list of one 
or more target devices having matching characteristics, the 
netWork server then distributes the content ?le as Well as the 
authorization request to the one of more devices in step 520. 
The content ?le is transmitted so that the target device may 
render the image, video or audio and for a user of the target 
device to determine Whether to grant or deny authorization. In 
one or more embodiments, the netWork server may transfer a 
thumbnail or otherWise reduced media ?le instead of the full 
media ?le. This may reduce the transfer and authorization 
time of especially large media ?les such as videos and high 
quality images. In step 525, the netWork server listens for and 
receives authorization responses from the one or more target 
devices. The authorization responses may be transmitted 
from the one or more target devices in response to a user’s 
manual determination or automatically by the target device. 
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An automatic authorization response may be generated by a 
rule stored on the target device. For example, a rule may 
instruct the target device to deny any authorization requests to 
Which a user has not manually responded in a predetermine 
amount of time. The authorization responses may be directly 
retransmitted to the capture device in step 530. In one 
embodiment, the netWork server may send the one or more 
received authentication responses to the capture device at 
prede?ned intervals. The netWork server may also send the 
one or more authentication responses once all of the target 
devices have responded. Silence from a particular device may 
indicate a default response of either granting or denying 
authorization. Alternatively, silence may provide authoriza 
tion to the capturing device for a predetermined amount of 
time before authorization must be requested again. 
[0041] In step 535, the netWork server may further embed 
the one or more authentication responses in the content ?le 
and transmit the content ?le back to the capturing device. In 
one variation, the server may instruct the capture device to 
embed the responses in the content ?le itself. If the server 
embeds the authentication data, the server may instruct the 
capture device to replace any other versions of the content ?le 
With the one transmitted by the server. On the other hand, if 
the capturing device embeds the authentication data, the 
server may request con?rmation that the content ?le Was, in 
fact, updated. 
[0042] FIG. 6, describing one embodiment of the invention, 
illustrates another exemplary method for controlling oWner 
ship of captured content according to an illustrative embodi 
ment. In step 605 of FIG. 6, a target device may check if the 
netWork server is storing any content ?les that require autho 
rization. Thus, the netWork server might not initiate any com 
parison or determination of authorizing devices until 
requested to do so by a target device. If the netWork server 
determines that it is storing a content ?le requiring authori 
zation, the target device may send its information to the 
netWork server to determine if the target device should be an 
authorizing device in steps 607 & 610. Such a determination 
may be made in step 613 using methods described previously, 
including matching metadata in the content ?le With target 
device information. In response to a positive determination, 
the content ?le and an authorization request are transmitted to 
the target device for rendering and authorization in step 615. 
A user of the target device may then decide Whether to autho 
rize the capture device’s use of the content ?le and respond 
accordingly in step 620. In one example, a user of the target 
device may decide that the picture is too blurry and issue a 
delete command to the netWork server. The netWork server 
Would then instruct the capture device to delete the content 
?le and, optionally, request con?rmation. 
[0043] FIG. 7, describing one embodiment of the invention, 
is a How chart shoWing yet another exemplary method for 
controlling oWnership in the environment. In FIG. 7, the 
method alloWs for the authorization of content by devices in 
a peer-to-peer netWork environment as described in FIG. 4. In 
other Words, a capture device and a target device are not 
Within the Wireless detection ranges of one another. In such an 
instance, an intermediary device in the peer-to -peer netWork 
may be used to facilitate authorization requests and responses 
betWeen the capture device and the target device, respec 
tively. 
[0044] In step 710, the capture device may transmit a con 
tent ?le to the intermediate device along With an authorization 
request. Since the capture device is unable to communicate 
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With the target device due to Wireless range limitations, the 
capture device may request that the intermediary device con 
vey the authorization request to the target device. More par 
ticularly, the intermediate device may act as a proxy for the 
capture device and detect one or more target devices that have 
matching characteristics. In step 715, the intermediate device 
detects one or more target devices that have characteristics 
matching those embedded in the content ?le. The intermedi 
ate device then transmits the content ?le (or a representative 
portion thereof) and the authorization request to one or more 
matching target devices in step 720. As With the previous 
methods described herein, the user of the target device may 
then determine Whether to provide authorization for the con 
tent to the capture device. Upon receiving an authorization 
response from the target authorizing device in step 723, the 
intermediate device subsequently communicates the 
response to the capture device in step 725. Alternatively, the 
intermediate device may modify the authorization data of the 
content ?le and transmit the content ?le back to the capture 
device along With the authorization response. 
[0045] FIGS. 8A & 8B, describing further embodiments of 
the invention, illustrate a previeW and authorization request 
interface according to an illustrative embodiment of the 
present invention. FIG. 8A illustrates a previeW pane in Which 
a user of a target authorizing device may render and vieW the 
captured content 825. The user interface may include resizing 
features, brightness/darkness adjusters and other image 
modi?cation options. The user interface may further display 
a timestamp 820, location information 810 and the like along 
With the image 825. The source (not shoWn) of the captured 
content may also be identi?ed. Additionally, the user may be 
presented With an option 815 to vieW authorization options or 
to respond to the authorization request. In FIG. 8B, an autho 
rization response screen is illustrated With a menu of possible 
responses. For example, a user could request that the content 
?le be deleted or specify that the ?le may not be printed. An 
option 830 on the menu may further alloW the user to sWitch 
to the previeW pane illustrated in FIG. 8A. 

[0046] In one or more alternative embodiments, the content 
authorization methods and systems described herein may 
further implement tokens to facilitate the transmission and 
sharing of media content. For example, an authorization 
request or a response thereto may be transmitted in the form 
of one or more tokens. Tokens are generally small data struc 
tures representing media content that include metadata 
related to the media content or a device oWner. The metadata 
may include information related to a time and place of cre 
ation, contact information of the device oWner, a content type 
and the like. The metadata of a token may further provide 
information corresponding to the people or devices that Were 
in proximity to the capturing device at the time of content 
capture. Additionally, the token may include a representative 
portion of the media content to provide a receiving user a 
previeW of the content. For example, if the captured media 
Was a digital image, the token may include a thumbnail of the 
digital image. In another example, a representative clip of 
video content may be included in a token instead of the entire 
video. Tokens may be transmitted using methods similar to 
those previously described. In addition, a token may be doWn 
loaded or distributed to foreign mobile devices through a 
personal Web page or a Web server or any type of netWork 
medium. 

[0047] Thus, rather than transmitting the entire content ?le 
to a target device for previeW and authorization, a capture 
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device may send just a token to increase transfer speed and 
improve rendering time. In one alternative embodiment, a 
target device user may request a copy of the full content ?le 
from the capture device using a request token. The request 
token may contain su?icient information for the capture 
device to identify the requested content ?le. For example, a 
thumbnail or video clip might not be included in a request 
token since the capture device already has the full content ?le. 
A capture device, upon receiving a request token, may locate 
the content ?le corresponding to the provided identi?cation 
information and transmit the ?le to the target device. A cap 
ture device may, on the other hand, request information from 
the requesting device in return for the content ?le. The 
requested information may include the identity of the request 
ing device user and/or similar content. As such, the token 
system may be used as a Way to trade information or media 
content by enticing users through the use of tokens. 

[0048] A target device user may further search for addi 
tional images or media content that is similar to content 
currently stored on the target device. The currently stored 
content may have been captured by the target device, pro 
vided in a received token or derived from a received content 

?le. FIG. 9A, describing one embodiment of the invention, 
illustrates a diagram of using query tokens to retrieve match 
ing content from one or more target devices. To conduct a 
search for similar or identical content, the request device may 
issue a query token 900 to one or more receiving devices 
using various transmission techniques. In one example, the 
one or more receiving devices are determined based on a 

proximity to the requesting device at the time of content 
capture. The query token 900 may further include informa 
tion or parameters for the search including a keyWord (e.g., 
“Lambretta”), time of capture, a location (e.g., “Italy”) and a 
content type. Each of the receiving devices may then conduct 
a search on their local content databases to determine Whether 
they have any content matching the speci?ed parameters. If 
the receiving device ?nds one or more matches, the receiving 
device may then issue one or more query hit tokens 905 
identifying the matching content. As discussed previously, a 
request device may issue a request token for any of the content 
identi?ed by the query hit tokens 905. In response to the 
request token, the original content ?les 910 may be doWn 
loaded from the corresponding target device. In addition, 
tokens may also contain a variety of ?elds and parameters 
such as a popularity indicator that may be increased With each 
request for the corresponding content ?le. The tokens may 
further include logs that provide information regarding times 
of access, request and/ or modi?cation. 

[0049] FIG. 9B, describing one embodiment of the inven 
tion, is another diagram illustrating query token usage 
betWeen multiple device users. Mobile device 920 of user 
‘Betsy’ may initially render an image of a location in Italy as 
Well as provide the metadata information (i.e., place, people 
and time). The mobile device 920 may identify the people 
(i.e., Liza, Jason and Bob) in the picture based on proximity 
detection and device identi?cation as discussed previously. 
Betsy may decide that her image is not suf?ciently clear and 
request matching images from other users. In one embodi 
ment, Betsy may choose from a list of people that the device 
920 has detected as being in proximity at the time the picture 
Was taken. Betsy may then select one or more of the people 
from Which to request matching images. Query tokens 925 
are then transmitted to each of the devices 930 of the selected 
people. Devices 930 may then evaluate the metadata and/or 
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content data to determine Whether they are storing matching 
images. If one or more of the devices 930 are storing a match 
ing image, a query hit token may be returned as described in 
FIG. 9A. 

[0050] In addition a device user may occasionally decide to 
modify, add or delete content from a content database stored 
on the device. In such instances, the tokens transmitted to 
other devices corresponding to the content may require modi 
?cation or updating (eg the tokens may include requests for 
other device and user). For example, originally transmitted 
tokens may contain identi?cation information alloWing a 
receiving device to request the full content ?le from a trans 
mitting device based on the identi?cation data. Thus, if the 
name of a content ?le has changed, the original token may 
need to be updated to re?ect the name change. As such, a 
transmitting device (i.e., the device storing the modi?ed or 
deleted content ?le) may issue an update token or removal 
token for a particular content ?le if that content ?le has been 
modi?ed or deleted, respectively. An update token may either 
provide neW information to replace old information in the 
original token or, the update token may simply replace the 
original token entirely. A removal token, on the other hand, 
may instruct a receiving device to delete the original token 
from the receiving device’s database. Alternatively, a token 
may be assigned an expiration time. At the expiration time, 
the token must be updated or be deleted from the database. 

[0051] In other instances, a token may contain a constant 
unique identi?er associated With a content ?le. Thus, even if 
the path of a content ?le Were to change on the transmitting 
device, the unique identi?er of the content ?le Would remain 
the same. The tokens on a receiving device Would not need to 
be updated since the unique identi?er may still be used to 
request the corresponding content. The unique identi?er may 
constitute a randomly assigned alphanumeric code, a gener 
ated identi?cation number or a unique name. The unique 
identi?er may also be evaluated as a hash value calculated 
based on the corresponding content. 

[0052] In further instances, a token may contain an appli 
cation or an applet that is needed for rendering the media 
content, and/or to execute the requests that token includes. 
Upon receiving such a token, a target device may automati 
cally launch the application to render or otherWise process the 
media content. In other instances, a user of a target device 
may be given the option of launching the embedded applica 
tion or applet or executing a pre-existing application. Addi 
tionally, tokens may be stored for later use on a target device. 
For example, a user may Wish to collect tokens of captured 
content for later vieWing or broWsing. At such a later time, the 
user may request the full content ?le corresponding to one or 
more of the stored tokens. Numerous other uses of stored 
tokens may also be implemented in the systems and methods 
described. 
[0053] Each of the methods and systems for requesting 
authorization to control and use captured content may further 
implement an expiration time or distance feature. In one 
example, a capturing device may continuously search for 
target devices from Which to request authorization as long as 
it is Within a certain distance of the capturing location. Alter 
natively, the capturing device may continue the search until a 
predetermined time is reached. Other parameters may also be 
used to limit the duration of a capturing device’s search for 
authorizing devices including a limit to the number of autho 
rizing devices. In addition, a user of a capture device or of a 
target device may enable or disable the authorization features 
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described herein. Thus, a user Would not be forced to delete a 
content ?le if the user does not so desire. 
[0054] The methods and features recited herein may further 
be implemented through any number of computer readable 
mediums that are able to store computer readable instruc 
tions. Examples of computer readable mediums that may be 
used include RAM, ROM, EEPROM, ?ash memory or other 
memory technology, CD-ROM, DVD or other optical disk 
storage, magnetic cassettes, magnetic tape, magnetic storage 
and the like. 
[0055] The present invention has been described in terms of 
preferred and exemplary embodiments thereof. Numerous 
other embodiments, modi?cations and variations Within the 
scope and spirit of the appended claims Will occur to persons 
of ordinary skill in the art from a revieW of this disclosure. 

1-38. (canceled) 
39. A method comprising: 
determining to store at least one of metadata of media 

content and the media content captured by a capture 
device; and 

determining Whether a user of at least one device is cap 
tured in the media content due proximity to the capture 
device When the media content is captured based at least 
in part on a location characteristic of the at least one 
device. 

40. A method of claim 39, further comprising: 
determining to transmit a request for an authorization for 

using the media content to the at least one device, When 
the user is determined to be captured in the media con 
tent. 

41. A method of claim 40, further comprising: 
receiving a response to the request for the authorization 

from the at least one device. 
42. A method of claim 39, Wherein the metadata includes 

location information of the capture device, the method further 
comprising: 

comparing the location characteristic of the at least one 
device With the metadata to determine Whether the user 
is captured in the media content. 

43. A method of claim 42, further comprising: 
evaluating additional metadata of the of media content for 

use in the determination of Whether the user is captured 
in the media content, 

Wherein the additional metadata includes at least one of a 
maximum capture distance of the capture device, a 
pointing angle of the capture device, a pointing direction 
of the capture device, global positioning system (GPS) 
coordinates of the capture device, a frequency range of 
the media content, a zoom ratio of the media content, a 
time stamp of the media content, or a combination 
thereof. 

44. A method of claim 39, further comprising: 
determining to transmit the metadata to the at least one 

device; and 
receiving a response from the at least one device indicating 

Whether the user is captured in the media content. 
45. A method of claim 39, further comprising: 
selectively determining to transmit a request for media 

content that resembles the media content to the at least 
one device When the user is determined to be captured in 
the media content. 

46. A method of claim 39, Wherein either the capture 
device, the at least one device, or both devices are mobile. 




