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(57) ABSTRACT 

An encryption system includes a plurality of encryption 
operations including individual encryption operations and 
group encryption operations available for application in the 
encryption of data. The plurality of encryption operations are 
selected from the group consisting of functional variance, 
functional alignment, mathematical offset, Wide XOR func 
tion, short logical rotation, long logical rotation, functional 
order, and address encryption. The system includes at least 
one round of encryption composed of a ?rst encryption opera 
tion and a second encryption operation. The ?rst encryption 
operation is selected from the plurality of encryption opera 
tions acting upon input data to generate a ?rst encrypted data 
set. The second encryption operation is selected from the 
plurality of encryption operations acting upon the ?rst 

Publication Classi?cation encrypted data set to generate a second encrypted data set. 
Int. Cl. The ?rst encryption operation and the second encryption 
H04L 9/28 (2006.01) operation are different. 
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Figure 2, Example Encryption Round 
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Figure 4. Adder elements combined into an 11-bit Adder 
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Figure 9, l6-bit circular buffer controlling multiplexers with irregular arrangement of 
select lines. 
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Figure 13, Output Data Funbtional Dependencies 



Patent Application Publication Sep. 16, 2010 Sheet 14 0f 14 US 2010/0232600 A1 

600 602 604 606 608 610 

l l X Cyclesl \ \ 
l l l \ i 

‘N Register _> MATH _-> Global Wide Local \\ OUT 
612 ' Offset Rotate XOR Rotate 616 

620\ 622 624 626 628 630 
l l l l /634 
\ l X Cyolea l \ 
l l l \ ii) OUT 

IN Register MATH LOCa' Wide Global \\ 
632 Offset Rotate XOR Rotate 636 

640\ 642 61,4 646 648 650 654 
l \ \ \ \ \ X Cycle; \ ‘\ / 
\ \ 

[N 5 Register —> Global |\>|ATH Wide 4 ‘10R: OUT 
/ Rotate Offset XOR ' Rotate l 656 

652 t 

Figure 14, Variance in Functional Order 



US 2010/0232600 A1 

EXCLUSIVE ENCRYPTION SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The present invention relates to an encryption sys 
tem. More particularly, the invention relates to an exclusive 
encryption system employing a unique encryption algorithm 
for each implementation. 
[0003] 2. Description of the Related Art 
[0004] Various methods for encrypting digital data exist. 
Some of those are Well known, as in the case of the DES 
(Digital Encryption Standard) and AES (Advanced Encryp 
tion Standard). Both of these standards depend on the security 
of the key and the complexity and thoroughness of the 
encryption system to preclude any statistical attacks. Further, 
in modern cryptography, as it applies to digital data, the 
accepted practice is to use encryption systems that operate on 
large block siZes (such as 128-bit data or larger) With large 
keys (128-bit or greater). This practice makes brute force 
attack (attempting every possible combination) upon the 
encrypted data dif?cult and impractical. Modern encryption 
systems further employ multiple rounds (or iterations) of 
encryption to add further complexity and reduce recogniZable 
patterns in the data. 
[0005] The encryption systems utiliZing DES and AES are 
Well knoWn and have been Well scrutiniZed, evaluated, and 
tested. These encryption systems represent a departure from 
the historical norm Where the details of the encryption system 
Were closely guarded. The philosophy of these public encryp 
tion systems is to make the details public in order to 
strengthen the algorithms (as a result of scrutiny and evalua 
tion of the encryption community) and keep the large key 
(Which is relatively immune to brute force attack) secure. 
Ultimately, the security of these systems resides in the use of 
large and secure keys. 
[0006] One issue that is not addressed in public encryption 
systems such as DES and AES is the problem of covert 
research and attacks. Often referred to as “Hackers” and the 
activities as “Hacker attacks”, there is an element of society 
that has demonstrated a desire to scrutinize, evaluate, and test 
security systems Without the intention of sharing their results 
for the purpose of constructive contribution. These people 
(and others) have demonstrated a desire to exploit Weak 
nesses Without sharing details of the Weakness so that 
improved security systems can be developed. 
[0007] The present exclusive encryption system addresses 
this limitation of public encryption systems by providing a 
system and method for employing a unique encryption algo 
rithm While still using an encryption system that has been 
strengthened by public analysis and evaluation. 

SUMMARY OF THE INVENTION 

[0008] It is, therefore, an object of the present invention to 
provide an encryption system including a plurality of encryp 
tion operations composed of individual encryption operations 
and group encryption operations available for application in 
the encryption of data. The plurality of encryption operations 
are selected from the group consisting of functional variance, 
functional alignment, mathematical offset, Wide XOR func 
tion, short logical rotation, long logical rotation, functional 
order, and address encryption. The encryption system also 
includes at least one round of encryption composed of a ?rst 
encryption operation and a second encryption operation. The 
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?rst encryption operation is selected from the plurality of 
encryption operations acting upon input data to generate a 
?rst encrypted data set. The second encryption operation is 
selected from the plurality of encryption operations acting 
upon the ?rst encrypted data set to generate a second 
encrypted data set. The ?rst encryption operation and the 
second encryption operation are different. 
[0009] It is also an object of the present invention to provide 
a system Wherein the individual encryption operations 
include mathematical offset, Wide XOR function, short logi 
cal rotation and long logical rotation, and the group encryp 
tion operations include functional variance, functional align 
ment, functional order and address encryption. 
[0010] It is another object of the present invention to pro 
vide a system including a plurality of rounds of encryption 
composed of at least tWo encryption operations. 
[0011] It is still another object of the present invention to 
provide a system including a ?eld programmable gate array. 
[0012] It is yet another object of the present invention to 
provide a system Wherein the encryption operation of math 
ematical offset employs pseudo adders. 
[0013] It is a further object of the present invention to 
provide a system Wherein the encryption operation of Wide 
XOR function employs greater than a 2-input XOR gate. 
[0014] It is also an object of the present invention to provide 
a system Wherein the Wide XOR function includes an XOR 
gate having an input and a plurality of multiplexers having 
outputs Which supply the inputs of the XOR gate. 
[0015] It is another object of the present invention to pro 
vide a system Wherein each multiplexer includes a ?rst select 
line, and the ?rst select line is connected to a circular buffer. 
[0016] It is a further object of the present invention to 
provide a system Wherein the encryption operation of short 
logical rotation includes a circular buffer. 
[0017] It is yet a further object of the present invention to 
provide a system Wherein the encryption operation of long 
logical rotation includes a circular buffer. 
[0018] It is still a further object of the present invention to 
provide a method for encryption including selecting a plural 
ity of individual encryption operations, selecting a plurality 
of group encryption operations and applying data to the indi 
vidual and group encryption operations. 
[0019] It is also an object of the present invention to provide 
a method Wherein the individual encryption operations are 
selected from the group consisting of mathematical offset, 
Wide XOR function, short logical rotation and long logical 
rotation. 
[0020] It is another object of the present invention to pro 
vide a method Wherein the group encryption operations are 
selected from the group consisting of functional variance, 
functional alignment, functional order and address encryp 
tion. 
[0021] It is a further object of the present invention to 
provide a method Wherein the individual encryption opera 
tions include mathematical offset, Wide XOR function, short 
logical rotation and long logical rotation. 
[0022] It is also an object of the present invention to provide 
a method Wherein the group encryption operations include 
functional variance, functional alignment, functional order 
and address encryption. 
[0023] It is still another object of the present invention to 
provide a method Wherein the encryption operation of math 
ematical offset employs pseudo adders. 
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[0024] It is yet a further object of the present invention to 
provide a method Wherein the encryption operation of Wide 
XOR function employs greater than a 2-input XOR gate. 

[0025] It is also an object of the present invention to provide 
a method Wherein the Wide XOR function includes an XOR 
gate having an input and a plurality of multiplexers having 
outputs Which supply the inputs of the XOR gate. 
[0026] It is another object of the present invention to pro 
vide a method Wherein each multiplexer includes a ?rst select 
line, and the ?rst select line is connected to a circular buffer. 

[0027] It is a further object of the present invention to 
provide a method Wherein the encryption operation of short 
logical rotation includes a circular buffer. 

[0028] It is also an object of the present invention to provide 
a method Wherein the encryption operation of long logical 
rotation includes a circular buffer. 

[0029] It is yet another object of the present invention to 
provide a method including the step of performing multiple 
rounds of encryption Wherein each round of encryption 
includes selecting a plurality of individual encryption opera 
tions, selecting a plurality of group encryption operation, and 
applying data to the individual and group encryption opera 
tions. 

[0030] Other objects and advantages of the present inven 
tion Will become apparent from the folloWing detailed 
description When vieWed in conjunction With the accompa 
nying drawings, Which set forth certain embodiments of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] FIG. 1 is a schematic of the present exclusive 
encryption system. 
[0032] FIG. 2 is a diagram of an encryption round in accor 
dance With the present invention. 

[0033] FIG. 3 is a schematic of various adders in accor 
dance With the present invention. 

[0034] FIG. 4 is a schematic of adder elements combined 
into an n-bit adder. 

[0035] FIG. 5 is a table shoWing 4-bit adder and pseudo 
adder example outputs. 
[0036] FIG. 6 is a schematic shoWing a comparison of AES 
2-input XOR With the Wide XOR employed in accordance 
With the present exclusive encryption system. 
[0037] FIG. 7 is a schematic of a Wide XOR encryption 
operation in accordance With the present invention. 
[0038] FIGS. 8 and 9 are schematics shoWing different 
implementations of multiplexer select lines being controlled 
by inputs from a circular buffer. 
[0039] FIG. 10 is a schematic of cellular or local rotation 
encryption operation in accordance With the present inven 
tion. 

[0040] FIG. 11 is a schematic of a block-Wide or global 
rotation encryption operation in accordance With the present 
invention. 

[0041] FIG. 12 shoWs an example of functional alignment 
in accordance With the present invention. 

[0042] FIG. 13 is a table shoWing output data based upon 
functional dependencies. 
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[0043] FIG. 14 shoWs an example of variance in functional 
order in accordance With the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0044] The detailed embodiments of the present invention 
are disclosed herein. It should be understood, hoWever, that 
the disclosed embodiments are merely exemplary of the 
invention, Which may be embodied in various forms. There 
fore, the details disclosed herein are not to be interpreted as 
limiting, but merely as a basis for teaching one skilled in the 
art hoW to make and/ or use the invention. 
[0045] In accordance With a preferred embodiment of the 
present invention, and With reference to the various ?gures, an 
exclusive encryption system for implementation using com 
puter based processors is disclosed. The present exclusive 
encryption system provides a methodology and associated 
system for employing a unique encryption algorithm While 
still using techniques strengthened by analysis and evalua 
tion. 
[0046] Referring to FIG. 1, the exclusive encryption system 
10 employs a plurality of encryption operations 14 composed 
of individual encryption operations and group encryption 
operations available for application in the encryption of data 
12. The encryption operations, as Well as the storage of data, 
is achieved using knoWn processing systems 18 as discussed 
beloW in greater detail. The plurality of encryption operations 
are selected from the group consisting of functional variance, 
functional alignment, mathematical offset, Wide XOR func 
tion, short logical rotation, long logical rotation, functional 
order, and address encryption. The exclusive encryption sys 
tem 10 includes at least one round of encryption composed of 
a ?rst encryption operation and a second encryption opera 
tion. The ?rst encryption operation 14a is selected from the 
plurality of encryption operations 14 acting upon input data 
12 to generate a ?rst encrypted data set 1611 and the second 
encryption operation 14b is selected from the plurality of 
encryption operations 14 acting upon the ?rst encrypted data 
set 1611 to generate a second encrypted data set 16b. The ?rst 
encryption operation and the second encryption operation are 
different. Ultimately, and after a predetermined number of 
encryption operations are performed a ?nal encrypted data 16 
is provided for storage (for example, Within a digital data 
storage medium) and subsequent decryption When needed. 
[0047] The present exclusive encryption system is referred 
to as being “exclusive encryption” because each implemen 
tation is unique While maintaining the proven characteristics, 
techniques, and structure of a general encryption system. As 
Will be appreciated based upon the folloWing disclosure, an 
encryption designer may selectively implement the various 
encryption operations disclosed in accordance With the 
present invention to create a unique encryption system. As a 
result, individual computer systems may be provided With 
unique encryption systems custom tailored to the speci?c 
needs of the speci?c computer systems. These unique encryp 
tion systems may be implemented by either loading them on 
to the computer systems in Which they are intended to func 
tion or through the implementation of a removable “encryp 
tion engine” that may be selectively added to the computer 
systems for encryption of the data (for example, via a remote 
device attached at a USB port of a computer system). 
[0048] As those skilled in the art Will certainly appreciate, 
not all USB devices are ?ash memory. In addition, not all ?ash 
memory cards are selectively attached at a USB port. This 
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contemplated embodiment is intended to describe an encryp 
tion engine, in Whatever form it takes, that may be attached to 
the computer system via a USB-type device. In fact, it is 
contemplated the USB device may not have any ?ash memory 
at all. In accordance With one embodiment, the encryption 
engine might be a USB hard drive plugged into the encryption 
device (Which in this embodiment takes the form of the com 
puter system) so that any data passing from the computer 
system to the USB hard drive is encrypted and data moving 
from the USB hard drive to the computer system is decrypted. 
As such, Without the USB encryption engine, the data on the 
USB hard drive Would be inaccessible. 

[0049] The use of knoWn encryption techniques and struc 
ture (algorithms) employed in accordance With the present 
exclusive encryption system provide proven security. The 
unique nature (exclusivity) of each implementation provides 
additional layers of security by limiting an adversary’s 
knowledge of the cipher employed, adding orders of magni 
tude of possible combinations and ciphers, and providing 
protection for encryption devices even if one device is com 
promised (that is, if an adversary gains information on the 
cipher of one device, information about other devices is still 
unknoWn since all devices are exclusive of each other With 
unique parameters and functional details). 
[0050] The present exclusive encryption system is capable 
of providing encryption Well suited for programmable logic 
devices (PLD). Programmable logic devices provide bene?ts 
in encryption and anti-tamper systems that make an ef?cient 
PLD based encryption system attractive for many applica 
tions. 

[0051] Examples of applications Where the present exclu 
sive encryption system is appropriate for use With PLD are as 
folloWs. First, implementing the encryption engine in a PLD 
instead of in softWare to run on a processor provides for many 
orders of magnitude improvement in throughput (conversion 
speed). The present exclusive encryption system imple 
mented in PLDs operate on the order of gigabits per second 
because the entire data block (128-bit or Wider) is processed 
at onetime in parallel. In a PLD an entire encryption round is 
performed in one clock cycle. In a processor, a single encryp 
tion round can require thousands of operations. So the present 
exclusive encryption system in PLD is attractive in many 
applications Where the speed of data How is critical, such as, 
digital video systems and memory storage (such as hard 
drives). 
[0052] Second, the present exclusive encryption system 
can be implemented in an ASIC (Application Speci?c Inte 
grated Circuit) and such an implementation Would provide an 
increase in speed. HoWever, it Would be dif?cult to take 
advantage of the bene?ts of the present exclusive encryption 
system (that is each unit being unique) in an ASIC. The 
production cost of ASICs in high quantity is loWer than the 
production cost of PLDs, but the cost of designing anASIC is 
much higher. So a system Where each device is unique is not 
cost effective in an ASIC. Additionally, the PLD alloWs the 
present exclusive encryption system to be altered after pro 
duction for the purpose of upgrading or changing the encryp 
tion parameters for improved security. Because of the PLD 
modi?able characteristics, the present exclusive encryption 
system in PLD has applications in military systems and secu 
rity systems due to the fact the uncompromised device may be 
upgraded or improved While the compromised device may be 
sanitiZed. 
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[0053] The present exclusive encryption system provides 
greater than 128-bit encryption protection and adds addi 
tional layers of encryption and security beyond that provided 
by existing encryption systems. 
[0054] The present exclusive encryption system also alloWs 
every implementation to function as a unique encryption sys 
tem (exclusive), While ultimately remaining similar although 
not identical and, therefore, not susceptible to decryption, in 
structure and technique. As a result, one unit (device) may be 
compromised (single-point compromise) but all other units 
remain secure. The similarity of the basic structure, that is, the 
building blocks of the present exclusive encryption system, 
alloWs the basic concepts of the present exclusive encryption 
system to be tested and exposed to industry Wide scrutiny to 
ensure the encryption is thorough and secure. The present 
exclusive encryption system further provides improved 
encryption techniques by leveraging certain digital electron 
ics techniques and lends itself Well to high-speed implemen 
tation and very high data throughput. 
[0055] Referring to an embodiment shoWn With reference 
to FIG. 2, the present exclusive encryption system employs 
individual and distinct encryption operations, or functions, 
combined to provide for enhanced functionality and security. 
In accordance With the embodiment shoWn With reference to 
FIG. 2, the input data is acted on by a mathematical offset 
encryption operation, a cell-Wide rotate (or short logical rota 
tion) encryption operation, a Wide XOR encryption operation 
and a block Wide rotate (or long logical rotation) encryption 
operation. In accordance With a preferred embodiment, a 
round of encryption includes a set of encryption operations 
applied to input data in a speci?c order. In accordance With a 
preferred embodiment of the present exclusive encryption 
system, the data is operated on by numerous rounds of 
encryption operations. As discussed beloW in greater detail, to 
enhance and ensure adequate security, each encryption opera 
tion is applied to the data With speci?c parameters and keys. 
The parameters and keys are modi?ed (permuted). Some keys 
are permuted betWeen each round of encryption, While some 
keys are permuted betWeen each set of data. As Will be appre 
ciated based upon the folloWing disclosure, these keys and 
parameters are stored and maintained for subsequent decryp 
tion of the data. 
[0056] The present exclusive encryption system is a block 
cipher system. That is, and in accordance With a preferred 
embodiment of the present invention, the data is grouped in 
large blocks that are encrypted as a unit. Each output bit of the 
cipher text is in some Way a function of every bit in the input 
block and every bit of the key. Because of this, the block 
cipher system utiliZed in accordance With the present inven 
tion provides for a poWerful encryption tool. 
[0057] In modern systems, 128-bit data blocks and 128-bit 
keys are typical. Even larger blocks are not unusual. In the 
present exclusive encryption system, a 128-bit data block can 
have a 512-bit key (or larger). In accordance With a preferred 
embodiment, the present exclusive encryption system is 
implemented With 128-bit data block and a 380-bit key. 
[0058] As brie?y discussed above, the encryption opera 
tions used in accordance With a preferred embodiment of the 
present invention are: functional variance and functional 
alignment, mathematical offset, Wide XOR function, short 
logical rotation, long logical rotation, functional order, and 
address encryption. Considering these various encryption 
operations, they may be classi?ed as individual encryption 
operations or group encryption operations. For example, 
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mathematical offset, Wide XOR, short logical rotation and 
long logical rotation are encryption operations directly acting 
upon the input data and are, therefore, considered individual 
encryption operations. In contrast, functional variance, func 
tional alignment, function order and address encryption are 
concerned With hoW the various individual encryption opera 
tions are implemented and, therefore, are considered to be 
group encryption operations. 
[0059] As brie?y discussed above, an individual encryption 
operation employed in accordance With the present invention 
is mathematical offset (or MATH Offset). Mathematical off 
set employs a key value (that is, an offset key) that is added to 
(or logically combined With) the data to be encrypted. The 
addition is achieved by logical operators referred to as adders 
and pseudo adders in accordance With the present description. 
Examples of operations are disclosed With reference to FIG. 
3. Details of these various operations are discussed beloW in 
greater detail. 
[0060] The additions are pieceWise, that is, 128-bit data 
block is divided into smaller n-bit siZes and n-bit additions are 
performed With carry bits ignored. For instance, a 128-bit data 
block can be divided into 16, 8-bit units, each added to an 
8-bit portion of the 128-bit offset key. 
[0061] In accordance With a preferred embodiment, 4-bit to 
10-bit adders are used. Smaller adders have the bene?t of 
completing the operation faster than larger, for example, a 
128-bit, adders. The various bit Widths of the adders are used 
to provide functional variance and differences in functional 
alignment as discussed beloW in greater detail. For instance, 
a conversion encryption operation employing mathematical 
offset made up of 7-bit and 6-bit adders may be used prior to 
an encryption operation made up of 5-bit rotates (as discussed 
beloW in greater detail) in such a manner that the sub-function 
boundaries do not align. Referring to FIG. 10, the lines 
betWeen 1A, 2A and 3A are sub-function boundaries. The 
function is “Conversion Function 1” item 103. 1A is a sub 
function of 103 and the separation betWeen these sub-func 
tions are What are referred to for the purpose of the present 
disclosure as “sub-function boundaries”. TWo encryption 
operations made up of adders may be used in series With 
appropriate sub-function alignment, for example, one 
encryption operation made up of 7-bit and 6-bit adders feed 
ing into an encryption operation made up of 8-bit adders. 
[0062] As brie?y discussed above, it is further contem 
plated a pseudo mathematical offset may also be used. A 
pseudo mathematical offset is an encryption operation that 
operates like a mathematical encryption operation, but does 
produce an arithmetic sum. These functions may also be 
referred as pseudo adders for reasons Which those skilled in 
the art Will certainly appreciate. 
[0063] Binary adders are described as being comprised of 
basic functional elements referred to as a “full adder.” A full 
adder can accept three inputs of the same magnitude. TWo of 
these inputs are the bits of magnitude order x from the input 
operands (A,C and Bx) and the third is the carry in (Cl-n) from 
the previous (x-1) addition operation. In the case of full 
adders, tWo functions are at Work, a SUM function and a 
CARRY function. FIG. 3 shoWs a normal full adder element 
(200) With SUM (202) and CARRY (204) functions and 
pseudo adders (210 and 220) With SUM (212 and 222) and 
pseudo-CARRY (214 and 224). As shoWn in FIG. 3, the SUM 
function (202) of any of the full adder, pseudo adder A or 
pseudo adder B is the “exclusive OR” @(OR) of all inputs, Ax, 
Bx, and C into the adder, that is: in: 
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SUMIAX XOR B, XOR c," . 

The CARRY (204) of the full adder is a majority function of 
the same inputs employing a collection of AND gates feeding 
into an OR gate: 

CARRYIAX AND BX ORAX AND C,-,, OR BX AND 
C,-,,. 

[0064] In the pseudo adders illustrated in FIG. 3, only the 
CARRY function has been changed (to What We call a pseudo 
CARRY). For example, in pseudo adderA the CARRY (214) 
is a function of the same inputs feeding into an OR gate: 

CARRYIA OR B OR C. 

In the pseudo adder B the carry (224) is a function of the same 
inputs feeding into an AND gate: 

CARRYIA AND B AND C. 

[0065] In accordance With a preferred embodiment of the 
present invention, it is contemplated pseudo adders may also 
be designed that use alternative Sum functions. It should be 
understood, the examples employed in the present disclosure 
for the purpose of describing a preferred embodiment of the 
present invention use the True Sum function, that is the exclu 
sive or (XOR) of the three inputs (A, B and carry in). This 
True Sum function is combined With novel functions for the 
Carry Output. The True Carry function (and the True Sum 
function) is shoWn in FIG. 3 as the top square (200). In the 
other examples in FIG. 3, Alternative Functions are used for 
the Carry output but the True Sum function remains 
unchanged. Combining an Alternative Carry function With 
the True Sum function produces What is referred to in accor 
dance With the present disclosure as a pseudo adder. A pseudo 
adder can also be produced by combining anAlternative Sum 
function With the True Carry function, or by combining an 
Alternative Sum function With an Alternative Carry function. 
[0066] Three alternative sum functions that Work Well in 
accordance With implementation of mathematical offset in 
the present exclusive encryption system are 1) the inverse of 
the sum (the exclusive NOR, or XNOR, of the three inputs), 
Which yields the inverse result Which is trivial but provides a 
valid one-to-one mapping, 2) the inverse sum plus 1, and 3) 
the XOR or inputs A and B only (ignoring the Carry input as 
far as the SUM is concerned). A Pseudo Sum and a Pseudo 
Carry both require a little care to ensure that the output is 
valid, that is that one-to-one mapping is produced that can be 
reversed for decrypting. Alternative Carry Functions may be 
combined With the True Sum Function, or Alternative Sum 
Functions may be combined With True Carry Functions, or 
Alternative Sum Functions may be combined With Altema 
tive Carry Functions. This last case should be approached 
carefully to ensure that the process (algorithm) results in a 
valid function. 
[0067] As one Well versed in the art of binary arithmetic 
Will certainly appreciate, full adders are combined to form an 
n-bit adder (240) as depicted in FIG. 4. An operandA (242) is 
an n-bit binary number With individual bit A0 to AW]. Simi 
larly, operand B (244) is an n-bit binary number With indi 
vidual bits B0 to Bn_l. A plurality of n-bit full adders (250) is 
combined to form the n-bit adder (240). Each full adder (250) 
is con?gured With the corresponding bits from operandA and 
B as inputs along With the CARRY output (Com) of the pre 
vious full adder. In the case of the least signi?cant (or ?rst) 
adder, the carry input (Cl-n0) is set to Zero in order to produce 
an appropriate arithmetic sum. The least signi?cant carry 
input (Cl-n0) may be set to one or Zero as an option When using 
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the n-bit adder as a component of an encryption system, 
thereby providing more functional variance. 
[0068] Similarly, pseudo-adder cells (such as those 
depicted in FIG. 3, and other pseudo adder cell implementa 
tions) can be combined to form n-bit pseudo-adders. 
[0069] The purpose of the mathematical offset encryption 
operation is to convert an n-bit input into an n-bit term that is 
a function of the input and a key. As such, and in accordance 
With a preferred embodiment of the present exclusive encryp 
tion system, the last CARRY output is ignored. When using 
an adder (Whether it be a full adder or a pseudo adder in 
accordance With the present invention) for part of the encryp 
tion algorithm, one operand serves as the key and the other is 
the input plain text (that is, the data input). The output (With 
out the additional carry bit) is the partial cipher text. It is 
important to ensure that the process may be reversed so the 
plain text can be recovered knoWing the cipher text (that is, 
the encrypted data) and the offset key. The carry output is not 
required for either the enciphering or the deciphering process. 
[0070] In the same manner that the full adder elements are 
combined to form an n-bit adder, the pseudo adder elements 
can be combined to form an n-bit pseudo adder. Where 
pseudo adders are employed, the pseudo adder elements must 
be designed so that all possible combinations on an n-bit plain 
input produce a unique output. That is, for operandA equal to 
a constant, there are 2” possible values for operand B (from 
Zero to 2”-l). Every possible input of operand B must produce 
a unique Sum value. This is also referred to as a one-to-one 
correspondence betWeen the input and the output. 
[0071] FIG. 5 illustrates a table shoWing the operation of 
effective adder functions for a 4-bit example mathematical 
offset encryption operation. The pseudo A column is the 
result of a pseudo adder With logical OR used as the CARRY 
function (such as 210 in FIG. 3). The pseudo B column is the 
result of a pseudo adder With logical AND used as the 
CARRY function (such as 220 in FIG. 3). The pseudo C 
column is the result of a pseudo adder With CARRY:(A,C 
AND Bx) OR Ci”. As With the full adder operation described 
above, one operand serves as the offset key and one operand 
is the input. 
[0072] For a constant offset key (7 or 1 in the example 
shoWn With reference to 6FIG. 5) and all possible inputs, each 
possible output occurs once and only once. This is another 
Way of describing the one-to-one relationship betWeen the 
input value and the output value. If this condition is not met, 
decryption is not possible and the cipher algorithm is useless. 
[0073] With the offset key set to 7, column “pseudo C” 
produces the same result as the true full adder. When the 
offset key is set to 1, however, none of the pseudo adders 
produce the same result as the true full adder. The capability 
of the pseudo adder to sometimes mimic the true full adder 
(aliasing) is important in confusing an adversary, such as a 
cryptanalyst attempting to reverse engineer the present exclu 
sive encryption system. The Table presented in FIG. 5 also 
demonstrates that each of the encryption operations selected 
exhibits one-to-one characteristics and are reversible. 

[0074] The mathematical offset encryption operation is not 
strictly arithmetic addition or truly an offset, but rather a 
randomizing function that generates a unique output for each 
input. The adder and pseudo adder functions generate a 
unique set of results for each partial input. By partial We mean 
the plain text input is divided into small pieces to be operated 
on separately (as discussed in the functional variance and 
functional alignment paragraphs) and each encryption opera 
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tion is part of a number of operations that take place during 
each of multiple rounds of encryption. Because of the fractal 
nature of the process, each mathematical offset operation 
contributes to a greater complex function that is the result of 
all the various encryption operations and encryption opera 
tional parameters employed during an encryption round in 
accordance With the present exclusive encryption system. 
[0075] It is also important to note that in the mathematical 
offset encryption operation, a bit is the function of other bits 
of equal or lesser magnitude. Bits of greater magnitude do not 
contribute to the value of the result bit. It is important that 
each bit be the result of multiple input and key bits. It is also 
interesting from Which bits the output results. 
[0076] A mathematical offset encryption operation may be 
built in reverse order so the data dependency ?oWs in the 
opposite direction (lesser order bits become the result of 
higher order bits). This technique, referred to in the context of 
the present invention as a reverse adder, is useful in providing 
options for the variability of the exclusive encryption system. 
The mathematical offset function of each round may then be 
composed of adders, pseudo-adders, reverse adders, and 
reverse pseudo adders or any combination of these devices. 
[0077] As discussed beloW in greater detail, the XOR func 
tion processes the data in such a Way that the resultant bits are 
a function of bits of equal or higher order. Developing the 
encryption operations in this Way alloWs for good diffusion 
by using one process to create dependencies from one direc 
tion (loWer order) and another process to create dependencies 
from another direction (higher order). These processes may 
be reversed, as stated, for better variation. 
[0078] Referring to FIG. 6, a Wide XOR function is another 
encryption operation Which is used in the implementation of 
the present invention. In accordance With the principles of 
Wide XOR function, each bit of the input data is exclusively 
ORed With other input bits, keys bits, and other data. As With 
other encryption operations, the manner in Which the data is 
XORed is important for ensuring subsequent decryption. 
[0079] In accordance With a preferred embodiment, seven 
input exclusive-ORs (XOR) are used. As those skilled in the 
art Will certainly appreciate, any number of input XORs Will 
Work, but a couple of observations are important in consider 
ing the application of Wide XOR function to the present 
exclusive encryption system. 
[0080] First, in existing encryption systems (such as ABS 
and DES) only 2-input XORs are used; one bit of the input 
data is XORed With one bit of the key. This produces rela 
tively little encoding each round. A goal of the present exclu 
sive encryption system is to increase the amount of encoding, 
variance, and dependency of one bit upon multiple other bits. 
As a result, some value greater than 2-bit XOR is desired. 
With this in mind, Wide XOR is meant to refer to an operation 
employing an XOR that employs greater than a 2-input XOR 
gate. 
[0081] As mentioned above, another goal of the present 
exclusive encryption system is ef?cient operation thereof 
When implemented in programmable logic devices. 
[0082] Field programmable gate arrays (FPGA) hold great 
potential for use in encryption systems. Because of this, the 
logical structure of the FPGA is used as a standard of the 
design in accordance With a preferred embodiment of the 
present exclusive encryption system and for the purpose of 
describing a preferred embodiment in accordance With the 
present invention. FPGAs use 4-input look-up-tables for 
logic realiZation. Because of this, a 4-input XOR is as e?i 














