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(57) ABSTRACT 

A printer for printing customized security features on a 
medium, such as a sheet or roll of labels. The printer com 
prises: a ?rst container storing a ?rst security ?uid having a 
?rst luminescence signature and a second container storing a 
second security ?uid having a second luminescence signature 
different to the ?rst luminescence signature. The printer also 
comprises a printer controller for receiving a printing request 

(73) Assigneei Prime Technology and for selectively controlling ?uid application from the ?rst 
and second containers to apply the ?rst and second security 

(21) APP1- NOJ 11/640,764 ?uids to the medium in a proportion required to produce a 
composite luminescence signature that ful?ls the printing 
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CUSTOMIZING SECURITY FEATURES 

[0001] The present invention relates to customizing secu 
rity features. 

BACKGROUND 

[0002] It is known to incorporate a security feature into a 
valuable item, such as a banknote, to provide a recipient of the 
item With evidence of the item’s authenticity. If a single 
security feature is used on all items of the same type (for 
example, all tWenty dollar bills), then once the single security 
feature is compromised, that type of item can be compro 
mised at Will by counterfeiters. 
[0003] It Would be desirable to be able to reduce the possi 
bility of an item being compromised even if the security 
feature protecting that item is compromised. 

SUMMARY 

[0004] According to a ?rst aspect of the present invention 
there is provided a printer for printing customiZed security 
features on a medium, the printer comprising: a ?rst container 
storing a ?rst security ?uid having a ?rst luminescence sig 
nature, a second container storing a second security ?uid 
having a second luminescence signature different to the ?rst 
luminescence signature, a printer controller for receiving a 
printing request and for selectively controlling ?uid applica 
tion from the ?rst and second containers to apply the ?rst and 
second security ?uids to the medium in a proportion required 
to produce a composite signature that ful?ls the printing 
request. 
[0005] As used herein, a luminescence signature refers to 
aspects of luminescence from a security feature, Where the 
aspects are unique to that security feature. These aspects may 
include one or more of presence or absence of emission at one 

or more Wavelengths; presence or absence of a peak in emis 
sion at one or more Wavelengths; the number of emission 
peaks Within all or a portion of the electromagnetic spectrum 
comprising, for example, ultraviolet radiation to infrared 
radiation (e.g., approximately 10 nm to 1 mm); rate of change 
of emission versus Wavelength, and additional derivatives 
thereof; rate of change of emission versus time, and addi 
tional derivatives thereof; absolute or relative intensity of 
emission at one or more Wavelengths; ratio of an intensity of 
one emission peak to an intensity of another emission peak or 
other emission peaks; the shape of an emission peak; the 
Width of an emission peak; or such like. 
[0006] The printer may include many features of a conven 
tional inkjet, laser, or thermal transfer printer. 
[0007] The ?rst and second security ?uids may be invisible 
security ?uids; that is, ?uids that are not visible to the human 
eye. 
[0008] A composite signature is a luminescence spectrum 
composed of the ?rst and second luminescence signatures in 
a ratio determined by code printing parameters. The code 
printing parameters are directly related to the quantities of 
each security ?uid to be applied. 
[0009] The printing request may include a composite sig 
nature code. The composite signature code is typically trans 
formed by the printer to create the code printing parameters. 
The composite signature code may be directly related to the 
code printing parameters. One example of a direct relation 
ship is Where the composite signature code comprises the 
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code printing parameters, either in plain text or in encrypted 
format. Another example of a direct relationship is Where the 
printer controller uses an algorithm to transform the compos 
ite signature code into the code printing parameters. Altema 
tively, the composite signature code may be indirectly asso 
ciated With the code printing parameters. For example, the 
printer controller may use the composite signature code to 
access a lookup table that stores a mapping of composite 
signature codes to code printing parameters. In such an 
example, the composite signature code is effectively a print 
number selected from n possible print numbers; Where n is 
selected on a predetermined or random basis. The print con 
troller may map the value of n to one of n predetermined sets 
of code printing parameters. This has the advantage that the 
actual printing parameters are not transmitted, and therefore 
cannot be intercepted by a third party. 
[0010] The printer controller may include a communica 
tions facility for receiving a composite signature code. 
[0011] The communications facility may relay the compos 
ite signature code to a translation facility that converts the 
composite signature code to code printing parameters. The 
code printing parameters can then be used by a print engine to 
control ?uid application from the ?rst and second containers. 
One code printing parameter may be provided for each secu 
rity ?uid used. 
[0012] The printer controller may (i) use the composite 
signature code to access a table storing code printing param 
eters corresponding to each composite signature code, (ii) 
retrieve the corresponding code printing parameters, and (iii) 
relay the retrieved code printing parameters to the print 
engine. 
[0013] The printer may include additional containers, each 
storing a different security ?uid. If there are three containers 
then these Will be similar to the RGB color printing process. 
Four containers Will be similar to the CMYK color printing 
process. HoWever, because the purpose of the printer is to 
produce luminescence signatures (rather than colors) there 
may be more than four containers available. For example, ten 
containers may be provided, each With a different security 
?uid, but only three or four ?uids may be used to ful?l any 
particular printing request. The number of security ?uids that 
can be used is limited by the ability of a spectrometer to 
resolve the composite signature into its constituent security 
?uid components, Which is in?uenced by the number and 
location of spectral peaks. If the security ?uid has narroW 
spectral peaks, such as the peaks of a rare earth doped silica 
particle, then a relatively large number of security ?uids may 
be used. 
[0014] The printer may include a security module to pre 
vent access to the code printing parameters. The security 
module may be tamper responsive, and may delete the code 
printing parameters if the security module is tampered With. 
[0015] The printer may include a control value container 
storing a security ?uid used as a control sample to facilitate 
subsequent measurements of the composite signature printed 
by the printer. The control sample may indicate the variation 
betWeen What the printer has actually printed and What the 
code printing parameters indicate that the printer has printed. 
This indication may be used to scale or otherWise compensate 
the next print, or it may be recorded in a remote database and 
used When that composite signature is subsequently read. 
[0016] The security ?uid may be a liquid, such as an ink, or 
a solid, such as toner that ?oWs onto paper, or a Wax-like 
substance that ?oWs When melted. The security feature ?uid 
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may include a pigment such as (i) silica-based particles doped 
With lanthanides, or (ii) other luminophores. 
[0017] As used herein a “luminophore” is a luminescing 
substance that may be in the form of a pigment applied to an 
ink, or a ?uid having luminescent properties, irrespective of 
Whether electrons are localiZed or not. 

[0018] The printer may be based on an inkjet printing 
mechanism, a laser printing mechanism, a thermal transfer 
printing mechanism, or any other convenient printing mecha 
nism. The actual printing mechanism used is not critical. 
Some printing mechanisms have advantages for certain appli 
cations and disadvantages for other applications. 
[0019] In embodiments based on an inkj et printing mecha 
nism, the ?rst and second containers may be inkjet cartridges, 
and the print engine may control the number of drops of the 
security ?uid applied, or the siZe of the drops of security ?uid 
applied. 
[0020] In embodiments based on a laser printing mecha 
nism, the ?rst and second containers may be toner cartridges. 
[0021] In embodiments based on a thermal transfer printing 
mechanism, the ?rst and second containers may be thermal 
ribbons. In such embodiments, the containers may carry but 
not enclose the security ?uids. 
[0022] The printer may print a reference number associated 
With the code printing parameters used. The reference num 
ber may be read subsequently to ascertain the composite 
signature, for example, by referencing a database or a table 
stored in a reader, or such like; alternatively, the reference 
number may comprise the printing parameters, either in plain 
text or encoded form. 

[0023] The reference number may be printed in visible ink 
large enough to be human readable so that an operator of a 
security feature reader can verify that the composite signature 
is correct. The reference number may be printed in visible ink 
but too small to be read by the human eye Without magni? 
cation. The reference number may be printed as a covert 
feature using ink that is not visible to the human eye, even 
With magni?cation. 
[0024] The reference number may be read by a security 
feature reader and used to ascertain if the compo site signature 
is correct. 

[0025] The printer may include a security feature reader for 
reading a neWly-printed customiZed security feature (having 
a composite signature) and ascertaining if the composite sig 
nature printed corresponds to What is expected for the code 
printing parameters used. The security feature reader may 
store a tolerance value in a remote database to indicate hoW 
closely the composite signature matches the expected com 
posite signature for those code printing parameters. 
[0026] This aspect of the invention has the advantage of 
being able to produce a covert security feature having a com 
posite luminescence signature composed of individual lumi 
nescence signatures mixed in a proportion determined by a 
printing request. 
[0027] According to a second aspect of the present inven 
tion there is provided a method of printing customiZed secu 
rity features on a medium, the method comprising: receiving 
a printing request; ascertaining a proportion of a ?rst security 
?uid and a proportion of a second security ?uid required to 
produce a composite signature that ful?ls the printing 
request; and selectively controlling application of the ?rst 
security ?uid and application of the second security ?uid in 
the ascertained proportions to ful?l the printing request. 
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[0028] The method may include the further step of printing 
a reference number indicating the proportions of the ?rst and 
second security ?uids used, respectively. The reference num 
ber may indirectly indicate the proportions used. For 
example, the reference number may be used as a key to access 
a table or database storing the proportions of the ?rst and 
second security ?uids used, or the reference number may 
comprise cipher text that encodes the proportions of the ?rst 
and second security ?uids used. Alternatively, the reference 
number may directly indicate the proportions used. For 
example, the reference number may disclose the proportions 
of the ?rst and second security ?uids used in plain text. 

[0029] The method may include the further step of relaying 
the proportions to a remote data management system for 
storage therein. 
[0030] The method may comprise the further step of auto 
matically generating a printing request in response to a serial 
number read by a security feature reader. The serial number 
(or part thereof) may be mapped to code printing parameters 
so that there is a predetermined relationship betWeen the code 
printing parameters and the serial number (or part thereof). 
Alternatively, the code printing parameters may be derived 
from prede?ned numerical digits in the serial number. This 
Would alloW a security feature reader to derive the correct 
composite signature by reading the serial number, Which 
Would alloW off-line (that is, not connected to a remote data 
base) veri?cation of the composite signature. 
[0031] According to a third aspect of the present invention 
there is provided a method of printing customiZed security 
features on a medium, the method comprising: receiving a 
printing request; selectively controlling ?uid application 
from (i) a ?rst container storing a ?rst security ?uid having a 
?rst luminescence signature and (ii) a second container stor 
ing a second security ?uid having a second luminescence 
signature different to the ?rst luminescence signature, to 
apply the ?rst and second security ?uids to the medium in a 
proportion required to produce a composite signature that 
ful?ls the printing request. 
[0032] The medium may be a label. Alternatively, the 
medium may be an item onto Which a composite security 
feature is printed directly. 
[0033] According to a fourth aspect of the present invention 
there is provided a system for tagging items With a custom 
iZed security feature, the system comprising: a reader for 
reading a unique code carried by an item; and a printer for 
printing a customiZed security feature associated With the 
unique code so that the customiZed security feature has code 
printing parameters derived from the unique code. 
[0034] The reader and the printer may be incorporated 
Within the same housing, or in different housings. In embodi 
ments Where the reader and printer are incorporated in the 
same housing, the reader may be provided in proximity to a 
feed path on Which media is transported to enable reading of 
a security feature as the feature is transported. 

[0035] The printer may print the customiZed security fea 
ture directly onto the item. Alternatively, the security feature 
may print the customiZed security feature onto a label that can 
be adhered to the item. 

[0036] The item may carry the unique code directly, for 
example, the unique code may be laser etched onto the item. 
Alternatively, the item may carry the unique code indirectly, 
for example, the unique code may be printed on a label. 
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[0037] The system may further comprise a database for 
storing for each tagged item details of the unique code and its 
associated customized security feature. 
[0038] The customiZed security feature may be associated 
With the unique code by having code printing parameters 
derived from the unique code. The code printing parameters 
may be derived directly or indirectly, as previously described. 
[0039] The unique code may be a spatial code, such as a 
barcode. 
[0040] The label may be provided as part of a batch in the 
form of a sheet of labels, a roll of labels, or the like. 
[0041] The label may be transparent so that they can be 
applied over the unique code Without obscuring the unique 
code. 
[0042] The database may be used to authenticate the tagged 
item by receiving an authentication request from a reader. The 
authentication request may include the unique code (or a 
unique subset thereof) and data read from the customiZed 
security feature. The database may use the unique code to 
identify a record for the tagged item, and may ascertain if the 
data read from the security feature corresponds to that stored 
in the record for that tagged item. 
[0043] These aspects of the invention have the advantage 
that they provide a mechanism for customizing security fea 
tures so that the same type of security feature can have dif 
ferent properties depending on the proportions of security 
?uid used. 
[0044] According to a ?fth aspect of the present invention 
there is provided a mixer for creating customiZed security 
features on a medium, the mixer comprising: a ?rst security 
?uid having a ?rst luminescence signature, a second security 
?uid having a second luminescence signature different to the 
?rst luminescence signature, a controller for (i) receiving a 
request for a customiZed security feature having a particular 
composite luminescence signature and for (ii) selectively 
controlling ?uid application of the ?rst and second security 
?uids to the medium in a proportion required to produce a 
composite signature that ful?ls the request for the customiZed 
security feature. 
[0045] These and other aspects of the present invention Will 
be apparent from the folloWing speci?c description, given 
only by Way of example, With reference to the accompanying 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0046] In the accompanying draWings: 
[0047] FIG. 1 is a simpli?ed schematic diagram of a printer 
(a laser printer) for printing customiZed security features on a 
medium in accordance With one embodiment of the present 
invention; 
[0048] FIG. 2 is a schematic diagram illustrating a batch of 
labels for use With the printer of FIG. 1; 
[0049] FIG. 3 is a schematic diagram illustrating one of the 
labels of FIG. 2; 
[0050] FIGS. 4a to 40 are graphs illustrating luminescence 
signatures of each of three different security ?uids used in the 
printer of FIG. 1; 
[0051] FIG. 5 is a simpli?ed schematic diagram of a reader 
for reading luminescence signatures from customiZed secu 
rity features printed by the printer of FIG. 1; 
[0052] FIG. 6 is a graph illustrating a composite signature 
produced from a combination of the three different security 
?uids having the luminescence signatures shoWn in FIGS. 4a 
to 40 in equal proportions; 

Sep. 9, 2010 

[0053] FIG. 7 is a graph illustrating a composite signature 
produced from a combination of the three different security 
?uids having the luminescence signatures shoWn in FIGS. 4a 
to 40 in unequal proportions; 
[0054] FIG. 8 is a schematic diagram of a tagging system 
using the batch oflabels of FIG. 2; 
[0055] FIG. 9 is a schematic diagram illustrating a label of 
FIG. 3 applied over a tWo-dimensional barcode on an item 
tagged by the system of FIG. 8; 
[0056] FIG. 10 is a schematic diagram illustrating a part (a 
secure reader) of the tagging system of FIG. 8 in more detail; 
[0057] FIG. 11 is a block diagram illustrating a part (a 
security module) of the secure reader of FIG. 10 in more 
detail; 
[0058] FIG. 12 is a block diagram illustrating a part (a 
remote database) of the tagging system of FIG. 8 in more 
detail; 
[0059] FIG. 13A is a bock diagram illustrating a data struc 
ture of a typical entry in the remote database of FIG. 12; 
[0060] FIG. 13B is a bock diagram illustrating a data struc 
ture of a master entry in the remote database of FIG. 12; 
[0061] FIG. 13C is a bock diagram illustrating a data struc 
ture of an item record entry in the remote database of FIG. 12; 
[0062] FIG. 14 is a ?oWchart illustrating the steps involved 
in creating individual entries in the remote database of FIG. 
12; 
[0063] FIG. 15 is a diagram illustrating the format of a neW 
entry request packet sent from the secure reader of FIG. 10 to 
the remote database of FIG. 12; 
[0064] FIG. 16 is a schematic diagram of an authentication 
system for authenticating an item tagged by the tagging sys 
tem of FIG. 8; 
[0065] FIG. 17 is a ?oWchart illustrating the steps involved 
in authenticating an item (a microprocessor) using the 
authentication system of FIG. 16; 
[0066] FIG. 18 is a diagram illustrating the format of an 
authentication request transmitted Within the authentication 
system of FIG. 16; 
[0067] FIG. 19 is a diagram illustrating the format of an 
authenticity con?rmation sent in response to the authentica 
tion request of FIG. 18; and 
[0068] FIG. 20 is a simpli?ed schematic diagram of another 
printer (an inkjet printer) for printing customiZed security 
features on a medium in accordance With another embodi 
ment of the present invention. 

DETAILED DESCRIPTION 

[0069] Reference is ?rst made to FIG. 1, Which is a simpli 
?ed schematic diagram of a printer 10 coupled to a computer 
12. The printer 10 has been adapted to print customiZed 
security features in accordance With one embodiment of the 
present invention. 
[0070] Printer 
[0071] In FIG. 1, the printer 10 is based on a conventional 
laser printer and comprises a chassis 14 housing various 
printer components. These printer components include: a 
media source 16 that delivers items of media (such as paper, 
sheets of labels, and the like) along a media path 18 to a 
photosensitive drum 20. The photosensitive drum 20 receives 
toner particles from some or all of four toner cartridges 22a, 
b, c, d and then transfers the toner from the drum 20 onto the 
passing media. The toner covered media then passes through 
a fuser 24 that bonds the toner to the media using a combina 
tion of heat and pressure. The printer 10 includes a laser 26 
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and an associated mirror arrangement 28 for Writing charges 
onto the photosensitive drum 20 in response to commands 
received from a printer controller 30. The printer controller 3 0 
receives print requests from the computer 12. 
[0072] Each toner cartridge 22 contains a different security 
?uid having a unique luminescence signature. In this embodi 
ment, four different security ?uids are available for printing 
onto a media item. The combination of tWo or more of these 
security ?uids in a relatively small area produces a composite 
security feature having a composite signature. The composite 
signature has properties determined by the relative percent 
ages of the different security ?uids used. By varying the 
percentages of the security ?uids used it is possible to cus 
tomiZe a composite security feature. 
[0073] The interaction betWeen the various components 
Within the printer 10 is very similar to that of a conventional 
laser printer. The main difference is that instead of containing 
colors, the toner cartridges 22 contain security ?uids in toner 
form. The particular security ?uids used herein are pigments 
based on silica doped With rare earth elements. This type of 
pigment is described in Us. Pat. No. 7,129,506 to Ross et al, 
entitled “Optically Detectable Security Feature,” and US 
patent application number 2005/0143249 to Ross et al, 
entitled “Security Labels Which are Dif?cult to Counterfeit”, 
both of Which are incorporated herein by reference. Conver 
sion of pigments to toner is performed commercially by vari 
ous companies, including KLE, Which has a Web page at 
WWW.colortoner.com. 
[0074] The printer controller 30 includes a conventional 
translation program 32 that translates received printing 
parameters (for example, in RGB format) into control param 
eters for controlling the type and amount of toner to be 
applied. The printer controller 30 also includes a print engine 
program 34 that uses control parameters output by the trans 
lation program 32 to control the components in the printer 10 
(such as the laser 26 and associated mirror arrangement 28) so 
that the desired amounts of each toner are deposited to ful?l a 
print request. 
[0075] The printer controller 30 receives a print request 
comprising printing details. Conventional printing details 
include graphical information (including the text or images to 
be printed), location information (including details of Where 
each text or image is to be printed) and color information 
(including an RGB code for each color on the text and 
images). A conventional color laser printer typically converts 
the RGB code into corresponding CMYK parameters using 
the translation program 32. 
[0076] The CMYK parameters indicate the amount of 
Cyan, Magenta, YelloW, and Black to be used for each text or 
image pixel. There are typically four CMYK parameters, one 
for each of the four colors. Each parameter represents the 
amount of that color (from 0 to l) to be used for that pixel. A 
conventional color laser printer includes four toner car 
tridges, one for Cyan, one for YelloW, one for Magenta, and 
one for Black. A conventional printer controller uses the C 
parameter to control the amount of Cyan used, the M param 
eter to control the amount of Magenta used, and so on. The 
amount of toner used is controlled (in both conventional laser 
printers and in this embodiment) by controlling the charge 
applied to the photosensitive drum 20. 
[0077] In this embodiment, the four toner cartridges 22 
contain different security ?uids rather than different colors. 
The security ?uids in three of the toner cartridges 22a,b,c are 
invisible to the human eye. HoWever, the fourth security ?uid 
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(toner cartridge 22d) corresponding to the K (black) color 
includes a black pigment and is only used if some human 
readable data is to be printed, for example, a reference num 
ber. If no human readable data is required, then only the other 
three toner cartridges (22a to 220) are used. 

[0078] The computer 12 includes conventional compo 
nents (such as a microprocessor, memory, disk storage, an 
operating system, printer drivers for the laser printer 10, and 
such like) and executes a printing application 42 that alloWs a 
user to create a batch 50 of security labels, as illustrated in 
FIG. 2. 

[0079] The batch 50 comprises a plurality of sheets 52a, b, 
c, m. Each sheet 52 comprising a plurality of security feature 
labels 54a, b, n that are die cut and releasably mounted on the 
sheet 52. In this embodiment, the labels are transparent. For 
illustration purposes, only three sheets 52 and thirty-tWo 
labels 54 are shoWn in FIG. 2, but a security feature batch 50 
may comprise many more sheets 52, and each sheet may 
comprise many more labels 54 than are illustrated in FIG. 2. 

[0080] As best seen in FIG. 3, each security feature label 54 
comprises a transparent carrier 56 having a loWer surface 58 
covered With a layer of adhesive (illustrated by hatching 60), 
and an upper surface 62 on Which Will be printed a composite 
RE doped silica security feature (illustrated in FIG. 3 by box 
64) invisible to the human eye, referred to herein as a “printed 
composite security feature” 64. 
[0081] The printing application 42 may be based on a con 
ventional Word processing or desktop publishing application, 
and presents a user With templates that automatically indicate 
to a user the location of each label 54 relative to the sheet 52. 
The printing application 42 alloWs a user to select a shape or 
text to be printed on each label, and a “color” for that shape or 
text. The “color” is actually a composite signature code rep 
resented by three parameters. The three parameters of the 
composite signature code are analogous to the RGB param 
eters associated With a color. If the user desires to print human 
readable data, then the user can select a shape or text and 
ensure that the shape or text is 100% black (corresponding to 
all RBG parameters set to Zero). This Will indicate to the 
printer 10 that only toner cartridge 22d is to be used to print 
that information. 

[0082] The printing application 42 also alloWs a user to 
select random colors on a sheet. The user is prompted for the 
number of different colors used (for example, ten), and 
optionally a shape (for example, a rectangle), and optionally 
a siZe (for example, as a percentage of the label surface area). 
The printing application 42 then randomly selects n different 
colors (Where n is the number selected) from a color palette, 
and randomly assigns one of these n colors to each label 54 on 
the sheet 52. The color palette may be created by the user or 
may be provided as part of the printing application 42. Each 
color comprises a composite signature code having three 
components: R, G, and B, each component having a value 
betWeen 0 and 255. 

[0083] When received by the printer 10, the translation 
program 32 in the printer controller 30 transforms the com 
posite signature code into a set of code printing parameters 
comprising four components, C, M, Y, and K, each compo 
nent having a value betWeen Zero and one. The print engine 34 
uses each of these four components to control the laser 26 and 
associated mirror arrangement 28 to apply each security ?uid 
from its respective toner cartridge 22a, b, c, d in the correct 
proportion to ful?l the print request. 
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[0084] Customized Printing 
[0085] To illustrate this customized printing, reference Will 
noW be made to FIGS. 4a to 40, Which are graphs illustrating 
the luminescence signature of each of the three different 
security ?uids used in cartridges 22a, b, and c. The lumines 
cence signatures are recorded by spectrometer-based readers, 
such as those described in Us. Pat. No. 7,129,506 to Ross et 
al, entitled “Optically Detectable Security Feature,” and US 
patent application number 2005/0143249 to Ross et al, 
entitled “Security Labels Which are Dif?cult to Counterfeit”. 
A simple spectrometer-based reader is illustrated in FIG. 5. 
[0086] The reader 70 includes a spectrometer 72 for detect 
ing luminescence in the visible and near infra-red regions of 
the electromagnetic spectrum, and an excitation source 74 in 
the form of LEDs disposed on opposing sides of the spec 
trometer 72 and emitting in the ultra-violet region of the 
electromagnetic spectrum. The LEDs 74 are coupled to a 
reader is controller 76 by poWer lines 78, and the spectrometer 
72 is coupled to the reader controller 76 by poWer and data 
lines 80. The reader controller 76 measures and outputs the 
luminescence spectra from the luminophore being read (in 
this embodiment, the printed composite security feature 64). 
[0087] As can be seen from FIG. 4a, the ?rst security ?uid 
has luminescence peaks at 440 nm (P1) and 630 nm (P2). The 
?rst security ?uid is stored in toner cartridge 20a and corre 
sponds to the C component of the code printing parameters. 
[0088] As can be seen from FIG. 4b, the second security 
?uid has luminescence peaks at 520 nm (P3) and 580 nm (P4). 
The second security ?uid is stored in toner cartridge 20b and 
corresponds to the M component of the code printing param 
eters. 

[0089] As can be seen from FIG. 40, the third security ?uid 
has luminescence peaks at 480 nm (P5) and 670 nm (P6). The 
third security ?uid is stored in toner cartridge 20c and corre 
sponds to the Y component of the code printing parameters. 
The intensity values (in arbitrary units) for these peaks (P1 to 
P6) are shoWn in Table 1 beloW. 

TABLE 1 

Intensities of peaks from FIGS. 4a to 40 

Peak Number, Designation, 
and Wavelength Intensity Value (a.u.) 

P1 (0) 440 nm 290 
P2 (0) 630 nm 360 
P3 (M) 520 nm 450 
P4 (M) 580 nm 210 
P5 (Y) 480 nm 280 
P6 (Y) 670 nm 160 

[0090] From Table 1, the ratio of peak intensity from P1:P3: 
P5 is 290:450z280; Which, When normalized (by dividing by 
290), yields 1:1.55:0.97. 
[0091] Reference Will noW also be made to FIG. 6, Which is 
a graph illustrating a composite signature produced from a 
combination of the three different security ?uids of FIGS. 4a 
to 40 in equal proportions. This composite signature is pro 
duced by printing a small area using the three security ?uids 
(in cartridges 22a to 220) and having code printing param 
eters set to the same non-Zero value for each security ?uid; for 
example, the code printing parameters could be “100,100, 
100”, Where the ?rst digit refers to the ?rst security ?uid 
(toner cartridge 2011), the second digit refers to the second 
security ?uid (toner cartridge 20b), and the third digit refers to 
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the third security ?uid (toner cartridge 200). The values of the 
intensities of the peaks P1 to P6 measured from FIG. 6 Would 
be a multiple of the code printing parameters above. In other 
Words, the ratio of P1:P3:P5 Would be a multiple of 1:1.55: 
0.97 (CzMzY). 
[0092] In this embodiment, the composite signature code 
provided by the printing application 42 is divided by tWo 
hundred and ?fty-?ve (255) to produce the code printing 
parameters for the ?rst three security ?uids (cartridges 22a, b, 
0), unless the composite signature code is 0,0,0, in Which case 
the printing is 100% K (100% of the fourth security ?uid from 
cartridge 20d) Without any of the ?rst three security ?uids 
(cartridges 22a, b, c). 
[0093] If the code printing parameters used Were “50,50, 
50”, then the composite signature Would be very similar to 
that shoWn in FIG. 6, With the ratios of the peaks P1:P3:P5 
being identical (1 :1 .55:0.97), but the absolute intensity value 
of each of the peaks being loWer than the corresponding peak 
in FIG. 6. HoWever, because absolute intensity values are not 
used, the code printing parameters “50,50,50” Would not 
produce a composite signature that Was distinguishable from 
that produced by the code printing parameters “100,100,100” 
or “30,30,30” or any other sequence of three identical code 
printing parameters. There Will hoWever be some minor varia 
tions in the ratio due to noise (thermal, optical, and the like), 
misalignment, and other practical and experimental reasons. 
[0094] If the code printing parameters used Were “100,0, 
100”, then there Would be no second security ?uid used (from 
toner cartridge 20b), so there Would be no peaks P3 (520 nm) 
and P4 (580 nm) in the composite signature. The ratio of the 
intensity of peaks P1:P3:P5 Would be 100.97. The ratio of 
the intensity of peaks P1 to P2 and peaks P1 to PS Would be 
identical to that shoWn in FIG. 6. 
[0095] Reference Will noW also be made to FIG. 7, Which is 
a graph illustrating a composite signature produced from a 
combination of the three different security ?uids of FIGS. 4a 
to 40 using the composite signature code “80,50,30”, Which is 
equivalent to any multiple of the ratios “1, 0.63, 0.38”. 
[0096] The intensities of the various peaks in FIG. 7 are 
shoWn in Table 2 beloW. 

TABLE 2 

Intensities of peaks from FIG. 7 

Peak Number Intensity Value (a.u.) 

P1 (0) 232 
P2 (0) 288 
P3 (M) 225 
P4 (M) 105 
P5 (Y) 84 
P6 (Y) 48 

[0097] The ratio of the intensities of peaks P1:P3:P5 from 
Table 2 is 232:225184. When normaliZed (divided by 232) this 
ratio yields 1:0.97:0.36 (CzMzY) compared With a ratio of 
1:1.55:0.97 (CzMzY) for equal proportions (FIG. 6). The pro 
portion of M (security ?uid from toner cartridge 20b) is 
0.97/1.55, Which is approximately 0.63; and the proportion of 
Y (security ?uid from toner cartridge 200) is 0.36/0.97, Which 
is approximately 0.37. Thus, the reader 70 can record the 
composite signature and use the intensity values of the peaks 
in the composite signature to deduce the proportions of the 
different security ?uids used. In this example, the ratio of 
toner cartridge 20a to toner cartridge 20b to toner cartridge 
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200 deduced by the reader 70 is l:0.63:0.37, Which corre 
sponds closely to the actual values used, Which Were 1:0.63: 
0.38. The number of different ratios used Will depend on the 
ability of readers to discriminate betWeen closely spaced 
ratios, and the ability of the printer to apply the requested 
quantity of each color. 

[0098] Under control of the printing application 42, the 
printer 10 can create a batch 50 of security labels 54, each 
label 54 printed With one of n different composite signatures. 
In this example, n is ten. The ten different composite signa 
tures have the composite signature codes (?rst security ?uid 
to second security ?uid to third security ?uid) shoWn beloW in 
Table 3. 

TABLE 3 

Ten different code printing parameters 

Code Printing 
Number Parameters 

100,0,100 
0,100,0 
100,0,0 

100,100,0 
100,50,0 

100,50,100 
30,50,80 
30,80,50 
50,50,30 
50,30,80 

[0099] The printing application 42 randomly assigns one of 
these ten different code printing parameters to each label 54 
on a sheet 52, and then prints the labels, so that each label has 
one of ten different printed composite security features 64. 

[0100] 
[0101] To explain hoW the printed composite security fea 
tures 64 are used to authenticate an item, reference Will noW 
also be made to FIG. 8, Which is a schematic diagram of a 
tagging system 100 (also referred to as an authentication 
system or a data management system) that uses labels 54 
having different printed composite security features 64. 
[0102] The tagging system 100 is used for tagging items 
102 (in this embodiment, a microprocessor) With a printed 
composite security feature 64 so that the authenticity of those 
items 102 can be veri?ed at some later time. 

[0103] The tagging system 100 comprises: a secure reader 
104, a computer 106 coupled to the secure reader 104, and a 
remote database 108 coupled to the computer 106 by a net 
Work 110. 

[0104] The microprocessor 102 includes a 2D (tWo dimen 
sional) barcode 112 laser etched onto its upper surface. The 
2D barcode 112 stores a large amount of information, Which 
alloWs the microprocessor manufacturer to provide serialiZed 
parts, that is, each microprocessor 102 has its oWn unique 
serial number contained in the 2D barcode 112. Thus, each 
microprocessor manufactured can be uniquely identi?ed by 
its 2D barcode 112. 

[0105] The 2D barcode 112 can be read by conventional 2D 
barcode readers. The 2D barcode 112 provides a registration 
area over Which a label 54 can be mounted, as Will be 
described in more detail beloW. The security feature label 54 
is dimensioned to be approximately the same siZe as the 2D 
barcode 112, as illustrated in FIG. 9. 

Tagging/Authentication System 
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[0106] Reference Will also noW be made to FIGS. 10 and 
11, Which are diagrams shoWing the secure reader 104, and 
parts thereof, in more detail. 
[0107] The secure reader 104 is a combined barcode reader 
and security feature reader. The secure reader 104 is a modi 
?ed conventional 2D barcode scanner, such as a barcode 
reader available from Symbol Technologies, Inc. (trademark) 
or Metrologic Instruments, Inc. (trademark). 
[0108] The secure reader 104 comprises: a scanning Win 
doW 120; a conventional 2D barcode imager 122 aligned With 
the scanning WindoW 120; associated control electronics 124 
for activating the 2D barcode imager 122 (in response to a 
user depressing a trigger 126) and processing data received 
from the 2D barcode imager 122; an LCD panel 128 for 
outputting information to the user (such as information from 
the 2D barcode 112, the status of the secure reader 104, and 
such like); a function button 130 for controlling the function 
of the secure reader 104; internal connections 132 for inter 
connecting the various components Within the secure reader 
104; a communications module 134 (including a unique hard 
Ware identi?cation in the form of a MAC address) implement 
ing communications With the computer 106; a security fea 
ture reader 70 (previously illustrated in FIG. 5); and a security 
module 138. 

[0109] The security module 138 (best seen in FIG. 11) 
comprises a sealed housing 140 in Which the folloWing com 
ponents are mounted: control electronics 142 for driving the 
security feature reader 70 and for processing data received 
therefrom; a conventional cryptographic processor 144 to 
support encrypted communication With the computer 106; 
non-volatile storage 146 for storing encryption keys and/or 
encryption algorithms; a security membrane 148 (illustrated 
by a broken line in FIG. 11) disposed around an inside surface 
of the housing 140 and coupled to tamper sWitches 150 that 
activate an erase line of the non-volatile storage 146 When the 
membrane 150 is penetrated or disturbed, thereby destroying 
any stored encryption data (such as keys, algorithms, or such 
like) in the event that the security module 138 is tampered 
With. An internal bus arrangement 152 is also provided to 
facilitate communications Within the housing 140. 
[0110] The control electronics 142 includes a clock 154, 
and a timestamp generator 156 that maintains a timer using an 
offset from a knoWn base, incremented by ticks based on the 
clock 154. 
[0111] Reference Will noW also be made to FIG. 12, Which 
is a block diagram illustrating the remote database 108 in 
more detail, and to FIG. 13A, Which is a bock diagram illus 
trating a data structure of a typical entry in the remote data 
base 108. The remote database 108 comprises: a data store 
200 including a plurality of storage areas 20211, b, . . . each 

storage area 202 having the capacity to store a large number 
of data entries; an authenticator 204 for accessing the data 
store 200 to authenticate requests received from the secure 
reader 104; and a secure reader interface 206 for receiving 
authentication requests from, and transmitting responses to, 
the secure reader 104. 

[0112] The authenticator 204 also includes: a security com 
ponent 208 and a log ?le 210 for storing details of failed 
authentications. The security component 208 includes a 
timestamp generator, a transaction identi?er counter, and a 
unique system identi?cation. 
[0113] A typical data entry (an item record) stored in stor 
age area 202 has the format shoWn in FIG. 13A. The item 
record 220 comprises four main categories of information: 
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customer identi?cation information 222, item information 
224, security feature information 226, and secure reader 
information 228. 

[0114] The customer identi?cation information 222 
includes ?elds for a global customer identi?cation and for a 
UCC Company Pre?x from a 2D barcode. The global cus 
tomer identi?cation is assigned by the issuer of the security 
features (Who may be the oWner of the data management 
system 100). The global customer identi?cation is unique for 
each customer. The security feature issuer issues the security 
feature batch 50 to the customer. The customer identi?cation 
information may include additional ?elds not listed herein. 

[0115] The item information 224 includes ?elds for a 
description of the item, a serial number and/or part number of 
the item, a location Where the item is manufactured and/or 
distributed, and information from a barcode on the item. The 
description of the item may include the item name (for 
example, a brand name), the item type (a microprocessor), 
item speci?cations (processing speed), and such like. Addi 
tional or different ?elds may be provided depending on the 
particular item, the application and/ or industry in Which that 
item Will be used, and the value of that item. 

[0116] The security feature information 226 includes ?elds 
indicating the type of security feature (optical, magnetic, 
radio-frequency, or such like) if more than one type of secu 
rity feature is in use, and data representing the security fea 
ture. The data representing the security feature may be raW 
data, or some transformation of the raW data. In this embodi 
ment, the security features used are optical (luminophores 
having unique luminescence signatures), and the data repre 
senting the security feature is data relating to the ratio of the 
?rst (toner cartridge 2011), second (toner cartridge 20b), and 
third (toner cartridge 20c) security ?uids. The data represent 
ing the security feature may also include a tolerance, indicat 
ing a range of acceptable ratio values. 
[0117] The secure reader information 228 includes ?elds 
indicating the identity and/or location of those readers 104 
that are permitted to request authentication of the item listed 
in the item information 224. 

[0118] Initial Customer Registration 
[0119] Prior to using the system, a customer is registered 
and customer entries are created. This involves the security 
feature issuer (i) assigning a global customer identi?cation to 
the customer, (ii) creating entries in the database 108 for the 
customer (neW customer entries), and (iii) providing the cus 
tomer With a security feature batch 50 printed by the printer 
10. 

[0120] The security feature batch 50 has n different printed 
composite security features 64, Where n is a relatively loW 
number (betWeen ?ve and ?fteen) if medium level security is 
required, and n is a relatively high number (over ?fteen) if 
high level security is required. Typically, the higher the value 
of n the more the customer has to pay for the batch 50. In this 
example, n is ten. The batch 50 contains tens of thousands of 
security feature labels 54, but each of these security feature 
labels 54 has one of ten (the value of n in this example) 
different composite luminescence signatures. 
[0121] When the issuer creates neW entries in the database 
108 for the customer, the issuer creates a master entry 220a 
(illustrated in FIG. 13B), and populates the master entry 22011 
With appropriate information. The master entry 220a includes 
information that is common to all of the items (microproces 
sors) 102 to be tagged and has the same format as the item 

Sep. 9, 2010 

record 220. Any information speci?c to one item (for 
example, a serial number) Will be added to speci?c entries 
under the master entry 220a. 
[0122] In this example, the issuer populates the customer 
identi?cation information 22211 With the global customer 
identi?cation assigned to the manufacturer of that micropro 
cessor 102. 

[0123] The issuer may populate the item information 22411 
With details provided by the customer, or this may be popu 
lated automatically. 
[0124] The issuer populates the security feature informa 
tion 22611 With the peak locations and peak intensity ratios for 
each of the printed composite security features 64 provided in 
the batch 50; that is, the ten (n) different printed composite 
security features 64 provided to the customer by the issuer. 
Any ratio received from a reader 104 should correspond to 
one of these ten different printed composite security features 
64. 
[0125] The issuer populates the secure reader information 
22811 With the MAC address of the secure reader 1 04 (from the 
communications module 134 in the secure reader 104), and of 
any other secure readers that Will be used to authenticate the 
item 102. When this has been completed, the master entry 
22011 is complete. 
[0126] Operation of Tagging/Authentication System 
[0127] There are tWo main modes of operation of the tag 
ging system 100. The ?rst mode is to create individual item 
records (the neW customer entries) under the master entry 
220a; the second mode is to authenticate an item (such as 
microprocessor 102) referenced by an individual item record. 
These operations Will be described in turn. 
[0128] Creating Individual Item Records 
[0129] Once the master entry 22011 has been created by the 
issuer, the customer then creates individual item records 2201) 
(illustrated in FIG. 13C) under the master record for that item. 
This Will noW be described With reference to FIG. 14, Which 
is a ?owchart illustrating the steps involved in creating indi 
vidual item records under the master record for microproces 
sors 102. 

[0130] There Will be an individual item record 2201) for 
each microprocessor 102 because each microprocessor 102 
that is manufactured Will be associated With one of ten dif 
ferent composite luminescence signatures. This means that 
the database 108 Will store hundreds of thousands or millions 
of entries for that type of microprocessor 102. 
[0131] The ?rst step is to change the mode of the secure 
reader 104 to entry creation mode (step 320). This is per 
formed by a user pressing the function button 130 repeatedly 
(thereby toggling through different modes) until the LCD 
panel 128 displays “New Entry”. 
[0132] The user then peels off a label 54 from a sheet 52 in 
the batch 50, and adheres the peeled label 54 to the micro 
processor 102 on top of the 2D barcode 112 (step 322), as 
illustrated in FIG. 9. 
[0133] Once in entry creation mode, the user scans the 2D 
barcode 112 on the microprocessor 102 by aligning the scan 
ning WindoW 120 With the barcode 112 and depressing the 
trigger 126 (step 324). This causes the 2D barcode imager 122 
and associated control electronics 124 to scan and decode the 
barcode 112, and the read engine 70 and security module 138 
to read and decode the printed composite security feature 64 
on the neWly-applied label 54. 
[0134] Once the barcode 112 and security feature 64 have 
been read, the security module 138 then creates a neW entry 
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request (step 326). A neW entry request informs the database 
108 about data from a security feature 64 and data from the 
2D barcode 112 on an item 102 tagged by that security feature 
64. This Will provide the database 108 With the unique serial 
number of a particular microprocessor 102 and the ratio of 
peaks from the composite luminescence signature of the 
security feature 64. The ratio of peaks identi?es the propor 
tions of the three security ?uids that have been applied to that 
microprocessor 102, Which identi?es Which of the ten differ 
ent printed composite security features 64 is being used. 
[0135] To create the neW entry request, the security module 
138 constructs a neW entry request packet having the format 
shoWn in FIG. 15. The neW entry request 400 comprises: 
customer identi?cation information 402 (in FIG. 15 this is 
provided by a global customer identi?cation ?eld 404 and a 
UCC Company Pre?x ?eld 406), reader identi?cation infor 
mation 408 (in the form of a MAC address), function request 
information 410 (in the form of a code indicating that the 
request is a neW entry request to associate a barcode With a 
printed composite security feature), timestamp information 
412 (generated by the timestamp generator 156 in the control 
electronics 124), barcode data siZe information 414 indicat 
ing the number of bytes of 2D barcode data that Will be 
included in the neW entry request 400, barcode data 416 
(obtained during the scanning step 324), and spectral peak 
data 418. The spectral peak data 418 is the ratio of peak 
intensity of selected peaks and the Wavelengths of the 
selected peaks. 
[0136] Once the security module 138 has populated the neW 
entry request 400 With the relevant data, the next step is for the 
security module 138 to encrypt and transmit the neW entry 
request 400 to the secure reader interface 206 in the remote 
database 108 (step 328) via the computer 106 and netWork 
110. The security module 138 includes an extra layer of 
encryption for the spectral peak data 418 using a speci?c key 
and algorithm stored in non-volatile storage 146 and only 
used for peak ratio information transmitted during the indi 
vidual item record creation stage. 

[0137] Multiple secure readers 104 may be coupled to the 
computer 106, Which can act as a concentrator that connects 
individual readers 104 to the remote database 108. 

[0138] On receipt of this encrypted entry request 400, the 
secure reader interface 206 attempts to decrypt the request 
400 (step 330). If the neW entry request 400 cannot be 
decrypted then the secure reader interface 206 responds to the 
secure reader 104 With a failure message (step 336), and 
updates the log ?le 210 With details of the failed request. If the 
neW entry request 400 is correctly decrypted, then the secure 
reader interface 206 conveys the decrypted neW entry request 
400 to the authenticator 204 (step 332). 
[0139] The authenticator 204 parses the neW entry request 
400 to authenticate the reader 104 that sent the message (step 
334). This involves extracting the MAC address of the secure 
reader 104 from the reader identi?cation information 408 and 
comparing it With the MAC addresses stored in the secure 
reader information 22811 of the master record 22011 in the 
database 108. If there is a match then the MAC address 
corresponds to that of a permitted secure reader 104, indicat 
ing that the secure reader 104 is oWned or operated by (or 
under the authority of) the customer. 
[0140] If the reader authentication step (step 334) is not 
successful, then the authenticator 204 conveys a failure mes 
sage to the security module 138 via the secure reader interface 
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206 and the computer 106 (step 336). The authenticator 204 
also updates the log ?le 210 With details of the failed request. 
[0141] The authenticator 204 also compares the timestamp 
information 412 With previous timestamps to ensure that it is 
subsequent to a timestamp previously received from that 
secure reader 104. 

[0142] If the reader authentication step (step 334) is suc 
cessful, then the authenticator 204 creates a neW entry 2201) in 
the database 108 under the master entry 22011 for that cus 
tomer (step 338). 
[0143] The neW entry 2201) includes the UCC Company 
Pre?x in the customer identi?cation information 222b, Which 
is obtained from the barcode data 416 in the neW entry request 
400. The neW entry 2201) also includes all or some of the 
barcode data 416. If only some of the barcode data 416 is 
stored, then the serial number of the microprocessor 102 Will 
typically be stored, and optionally a hash of the entire 2D 
barcode data 416. 
[0144] The authenticator 204 analyZes the spectral peak 
data 418 to ascertain Which of the ten (n) different lumines 
cence signatures has been conveyed. This is achieved by the 
authenticator 204 comparing the peak locations and ratios 
With those of the ten (n) different printed composite security 
features 64. When a match is found, the authenticator 204 
calculates a tolerance value (typically a percentage) to indi 
cate hoW closely the spectral peak data 418 corresponds to the 
matched printed composite security feature 64. This compen 
sates for variations in print quality. The authenticator 204 
stores this tolerance in the security feature information 22619 
of the neW entry 2201). 
[0145] The authenticator 204 then creates a link in the 
security feature information 22619 of the neW entry 2201) to the 
appropriate luminescence signature in the security feature 
information 22611 of the master entry 220a. Thus, the security 
feature information 22619 in the neW entry 220!) comprises a 
link ?eld 2261) having a link and a tolerance value. 
[0146] When the neW entry 2201) has been created under the 
master entry 22011, the authenticator 204 conveys a message 
to the secure reader 104 (via the secure reader interface 206, 
the netWork 110, and the computer 106) indicating that the 
neW item record 2201) has been created successfully. The 
secure reader 104 informs the user of successful record cre 
ation via the LCD panel 128. 
[0147] The user can then repeat the process for the next 
microprocessor 102. 
[0148] Authenticating an Item 
[0149] When a microprocessor 102 has been tagged With a 
label 54 and a neW entry 2201) for the tagged microprocessor 
has been created in the database 108, the microprocessor 102 
can then be shipped to a distributor, an intermediary, or an end 
user (referred to herein as the “purchaser” even though that 
party may not actually purchase the microprocessors 102). 
[0150] When the purchaser receives the tagged micropro 
cessor 102, the purchaser can then authenticate the tagged 
microprocessor 102 using an authentication system, as shoWn 
in FIG. 16. This authentication system 500 is very similar to 
tagging system 100 shoWn in FIG. 8. The tagging system 100 
can also be used as an authentication system. 

[0151] The authentication system 500 comprises: a secure 
reader 504, a computer 506 coupled to the secure reader 504, 
and the remote database 108 coupled to the computer 506 by 
the netWork 110. The secure reader 504 is very similar to the 
secure reader 104, the primary difference being that the 
secure reader 504 is only operable in one mode (authentica 
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tion) and does not have a function button 130. Secure reader 
104 operates in either entry creation mode or authentication 
mode. In almost every other respect, the secure reader 104 is 
identical to the secure reader 504. 

[0152] When the purchaser receives a consignment of 
microprocessors 102, the purchaser can authenticate a tagged 
microprocessor 102 using the process illustrated in FIG. 17, 
Which is a ?owchart illustrating the steps involved in authen 
ticating a tagged microprocessor 102. 
[0153] The purchaser aligns the secure reader 504 With the 
tagged microprocessor 102 and scans the 2D barcode 112 on 
the microprocessor 102 (step 550) in a similar Way to that 
described With reference to step 324 of FIG. 14. This causes 
the secure reader 504 to scan and decode the barcode 112 and 
to read and decode the printed composite security feature 64. 
[0154] Once the barcode 112 and the printed composite 
security feature 64 have been read, the secure reader 504 then 
creates an authentication request (step 552) using the data 
read from the barcode 1 12 (the UCC Company Pre?x, and the 
complete barcode data) and the data read from the printed 
composite security feature 64 (Wavelength and intensity 
information). The authentication request conveys data about 
the printed composite security feature 64 to the database 108. 
[0155] To create the authentication request, the security 
module 138 constructs a request packet having the format 
shoWn in FIG. 18. 
[0156] The authentication request 600 comprises: cus 
tomer identi?cation information 602 (provided by a global 
customer identi?cation ?eld 604 and a UCC Company Pre?x 
?eld 606), reader identi?cation information 608 (in the form 
of a MAC address), function request information 610 (in the 
form of a code indicating that the request is an authentication 
request 600), timestamp information 612, barcode data siZe 
information 614 indicating the number of bytes of 2D bar 
code data that Will be included in the authentication request 
600, barcode data 616 (obtained during the scanning step 
550), and spectral peak data 618. The spectral peak data 618 
contains the Wavelength and intensity of all of the peaks 
measured during the scanning step 550. 
[0157] Once the security reader 504 has populated the 
authentication request 600 With the relevant data, the next 
step is for the security reader 504 to encrypt and transmit the 
authentication request 600 to the secure reader interface 206 
in the database 108 (step 554). 
[0158] On receipt of this encrypted authentication request, 
the secure reader interface 206 decrypts the request 600 (step 
556). If the authentication request 600 cannot be decrypted 
then the secure reader interface 206 responds to the secure 
reader 504 With a failure message (step 558), and updates the 
log ?le 210 With details of the failed request. If the authenti 
cation request 600 is correctly decrypted, then the secure 
reader interface 206 conveys the decrypted authentication 
request 600 to the authenticator 204 (step 560). 
[0159] The authenticator 204 then attempts to authenticate 
the secure reader 504 (step 562) by parsing the authentication 
request 600 in a similar Way to that described With reference 
to step 334 of FIG. 14; namely, the authenticator 204 ascer 
tains if the MAC address of the secure reader 504 corresponds 
to that of a permitted reader, and if so, if the permitted reader 
is oWned or operated by (or under the authority of) the cus 
tomer. 

[0160] If the reader authentication step (step 562) is not 
successful (for example, because the MAC is not present, or 
present but not correct, or because the global identi?cation in 
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the request is not a recognized global identi?cation, or 
because it is a recognized global identi?cation but does not 
correspond to the global identi?cation associated With that 
MAC address), then the authenticator 204 conveys a failure 
message to the secure reader 504 via the secure reader inter 
face 206, the netWork 110, and the computer 506 (step 558), 
and updates the log ?le 210 With details of the failed request. 
[0161] If the reader authentication step (step 562) is suc 
cessful, then the authenticator 204 parses the authentication 
request 600 to ascertain Which of the ten printed composite 
security features 64 has been applied to the microprocessor 
102 (step 564). The authenticator 204 does this by reading the 
link ?eld 226b, Which identi?es the particular security feature 
used. 

[0162] The authenticator 204 then authenticates the secu 
rity feature (step 566). This is performed by the authenticator 
204 analyZing the spectral peak data 618 containing the Wave 
length and intensity of all of the peaks measured, and calcu 
lating a ratio of a peak from the ?rst security ?uid (if present) 
to a peak from the second security ?uid (if present) to a peak 
from a third security ?uid (if present). The authenticator 204 
then compares this calculated ratio With a ratio of lumines 
cence peaks referenced by link ?eld 22619. If the difference 
betWeen the calculated ratio and the stored ratio is minimal 
(that is, Within the range of the tolerance value stored in link 
?eld 2261)) then there is a match (that is, the authentication is 
successful). 
[0163] If the security feature authentication step (step 566) 
is not successful, then the authenticator 204 conveys a failure 
message to the secure reader 504 via the secure reader inter 
face 206, the netWork 110, and the computer 506 (step 558), 
and updates the log ?le 210 With details of the failed request. 
[0164] If the security feature authentication step (step 566) 
is successful, then the authenticator 204 prepares an authen 
ticity con?rmation for sending to the secure reader 504 that 
sent the authentication request 600 (step 568). 
[0165] The authenticity con?rmation has the format shoWn 
in FIG. 19. The authenticity con?rmation 660 comprises: 
customer identi?cation information 662 (provided by a glo 
bal customer identi?cation ?eld 664 and a UCC Company 
Pre?x ?eld 666), reader identi?cation information 668 (in the 
form of a MAC address), request status information 670 
(Which is set to indicate that the authentication request Was 
successful), timestamp information 672 (generated by the 
timestamp generator in the security component 208), a sys 
tem identi?cation ?eld 674 populated by the unique system 
identi?cation from the security component 208, and a unique 
transaction identi?er ?eld 676 populated by the current value 
of the transaction identi?er counter in the security component 
208. 

[0166] The authenticator 204 then sends the authenticity 
con?rmation 660 to the secure reader 504 via the secure 
reader interface 206, the netWork 110, and the computer 506 
(step 570). 
[0167] On receipt of the authenticity con?rmation 660, the 
secure reader 504 authenticates the authenticity con?rmation 
660 (step 572). It does this by decrypting then parsing the 
authenticity con?rmation 660 to validate that the system iden 
ti?cation is correct and that the value of the timestamp is 
subsequent to the value of the last timestamp received by the 
secure reader 504. 

[0168] If the authenticity con?rmation 660 cannot be 
decrypted, or the system identi?cation is not correct, or the 






