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Application F|le Interface 

File systems Which provide several different and improved 
locking capabilities. An application on a client Workstation 
communicates through a client driver to a server Which inter 
faces With a metadata database, Which contains locking infor 
mation about the ?les. Applications perform as normal. The 
client driver provides lock and unlock requests to the server 
When a Write lock or a read With intent to Write lock is 
required. If only a read lock is considered appropriate, the 
client driver does not provide a lock request. The server 
transparently performs read operations and read locking 
using the metadata database Without speci?c requests from 
the client driver. When a read With intent to Write or Write lock 
is required, the lock ownership is placed With a given expira 
tion time. When the time expires the lock is not automatically 
released but remains With the particular requesting client 
driver until another client driver requests it. 
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FILE OPERATIONS WITH MULTIPLE LEVEL 
FILE LOCKING TECHNIQUES 

[0001] This application is a continuation of application Ser. 
No. ll/609,206, ?led Dec. 11, 2006, which is hereby incor 
porated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The invention generally relates to ?le operations and 
more particularly to locked ?le operations. 
[0004] 2. Description of the Related Art 
[0005] Collaboration is increasing in the modern comput 
ing age. To this end many different users may try to access a 
given ?le from a common ?le server. This creates problems 
when the ?le is downloaded by two local clients for operation 
and one of the clients’ requests or performs a write operation, 
with either the write operation being prohibited or the other 
client operating using a stale ?le version. 
[0006] In this multi-user collaborative environment tech 
niques have been developed to provide control or ownership 
of the data. For example, in most prior art database systems, 
a database client creates a transaction with an operation to the 
database. The client then selects particular rows or pages. In 
response, the database locks the particular row, table or page, 
depending upon the database. The database client then 
inserts, updates or deletes the particular table entries as 
desired. The database client then performs a commit transac 
tion operation, at which time the database will unlock the 
particular items which were locked. By providing the lock, 
the database prevents other users from accessing or overrid 
ing the particular rows, tables, and so on, which will be 
accessed by the ?rst database client. 
[0007] Similarly, ?le systems such as CIFS as provided by 
Microsoft will provide a read lock on a ?le server when an 
application on a client workstation reads the particular ?le. 
This can be done by as many clients as desired, but in some 
circumstances only the ?rst client has the possibility of per 
forming write operations. In other cases, CIFS will allow read 
locks to be broken to allow a particular party to write if 
desired. Further, CIFS is a stateful operation and if a particu 
lar workstation loses its connection to the server, the lock will 
be lost. 
[0008] This losing of the connection brings up a second 
class of clients, those that are connected remotely, rather than 
over a local area network. WebDAV has attempted to address 
this problem by providing explicit locking mechanisms. A 
particular client requests a lock and receives it for a given 
duration. If the time passes, the lock is released if the client 
has not re-speci?ed the lock. While this does provide advan 
tages in a remote operation, it still has disadvantages in that all 
operations must be explicit from the client and are entirely 
time based. 
[0009] It is desirable to have an improved ?le sharing 
mechanism with improved locking capability, particularly for 
use with remote clients, to better optimiZe a ?le locking 
operation. 

SUMMARY OF THE INVENTION 

[0010] File systems according to the present invention pro 
vide several different and improved capabilities. In the pre 
ferred embodiments, an application is present on a client 
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workstation and the application communicates through a cli 
ent driver to the server. The server then interfaces with a 

metadata database, which contains locking information about 
the desired ?les. Applications perform as normal, i.e., they 
open, read, write, close, as would otherwise normally occur. 
The client driver provides lock and unlock requests to the 
server when a write lock or a read with intent to write lock is 
required. If only a read lock is considered appropriate, the 
client driver does not provide a lock request to the server. The 
server, upon receiving a particular explicit lock request from 
the client driver, cooperates with the metadata database for 
the locking information. However, if only normal read opera 
tions are occurring without an intent to write, the server 
transparently performs read operations and read locking 
using the metadata database without speci?c requests from 
the client driver. This allows simple client operation and yet 
provides the security required in most circumstances. 
[0011] In addition, when a lock is required, such as the read 
with intent to write or write locks, the lock ownership is 
placed in the metadata database with a given expiration time. 
However, unlike in WebDAV operations as described above, 
when the time expires the lock is not automatically released. 
The lock remains with the particular requesting client driver 
until another client driver requests it. In that manner, if no 
other client driver has requested a lock, the lock will remain 
with the originating client driver so that if it has been discon 
nected or off line for some period of time, such as a laptop 
going into hibernation or standby mode or a remote worksta 
tion which has lost connection, it will retain its lock and very 
conveniently understand that the ?le has been locked the 
entire time. 

A BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a block diagram of a system according to 
the present invention. 
[0013] FIG. 2 is a ladder diagram of selected read opera 
tions according to the present invention. 
[0014] FIG. 3 is a ladder diagram of write operations 
according to the present invention. 
[0015] FIG. 4 is a ladder diagram of simple read operations 
according to the present invention. 
[0016] FIG. 5 is a ?owchart of lock operations in the meta 
data database according to the present invention. 
[0017] FIG. 6 is a ?owchart of a read operation by the ?le 
handler according to the present invention. 
[0018] FIG. 7 is a ?owchart of a write operation by the ?le 
handler according to the present invention. 
[0019] FIG. 8 is a ?ow chart of lock expiration according to 
the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0020] Referring to FIG. 1, a client workstation 100 is 
connected by a network 110, such as the Internet, to a server 
120, which in turn is connected to a metadata database 130 
and a ?le data database 140. The client workstation 100 
includes an operating system 102, an application 104 and a 
?le interface driver 106. The server 120 includes an operating 
system 122 and a ?le handler 126. The ?le interface driver 106 
is in communication with the ?le handler 126 which is in 
communication with the metadata database 130 and the ?le 
data database 140. In operation, the application 104 operates 
through the ?le interface driver 106, which communicates 
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With the ?le handler 126 Which performs the necessary opera 
tions With the metadata database 130 and the ?le data data 
base 140. This is a simpli?ed illustration for descriptive pur 
poses. It is understood that the client Workstation 100, the 
server 120, the metadata database 130 and the ?le data data 
base 140 may be con?gured in many different arrangements 
and can be replicated as desired. In addition, it is understood 
that multiple client Workstations 100 Will be connected to a 
single server 120. 

[0021] Referring to FIG. 2, operations according to the 
preferred embodiment are shoWn in a ladder diagram. In the 
?rst operation 200, the application 104 provides an open 
request 200 to the ?le interface driver 106. Based on the 
particular open request 200, the ?le interface driver 106 pro 
vides a read With intent to Write lock request 202 to the ?le 
handler 126. The ?le handler 126 then places a read With 
intent to Write lock request in operation 204 into the metadata 
database 130. If the lock is acquired from the metadata data 
base 130, described beloW in more detail, in operation 206, 
this is an indication that no other outstanding read With intent 
to Write or Write locks are present on the particular ?le. The 
lock is returned to the ?le handler 126 Which in operation 208 
returns it to the ?le interface driver 106. Sometime later, in 
operation 210, the application 104 provides a read request 
210 to the ?le interface driver 106. The ?le interface driver 
106 provides the read request to the ?le handler 126 in opera 
tion 212. In operation 214 the ?le handler 126 has obtained 
the data and returns the data to the ?le interface driver 106, 
Which in operation 216 returns the data to the application 104. 
Sometime later in operation 218, the application 104 provides 
a close to the ?le interface driver 106, Which then provides an 
unlock request 220 to the ?le handler 126. The ?le handler 
126 then provides a release operation 222 to the metadata 
database 130, releasing the read With intent to Write lock. If it 
is successfully released, in operation 224 the acknoWledge 
ment is provided to the ?le handler 126 Which then provides 
an unlocked acknowledgement in operation 226 to the ?le 
interface driver 106. 

[0022] FIG. 3 illustrates a Write operation. The application 
104 in operation 300 provides an open request to the ?le 
interface driver 106, indicating that Write operations may 
occur. The ?le interface driver 106 provides a read With intent 
to Write lock request in operation 302 to the ?le handler 126, 
Which then provides a read With intent to Write lock request in 
operation 304 to the metadata database 130. The metadata 
database evaluates and determines if a read With intent to 
Write lock is available, i.e., there are no Write lock or other 
read With intent to Write locks. If the lock is available, then in 
operation 306 a lock acquired acknoWledgement is provided 
to the ?le handler 126, Which then forWards the lock acquired 
acknoWledgment in operation 308 to the ?le interface driver 
106. Sometime later the application 104 provides a Write 
request 310 to the ?le interface driver 106. The Write request 
is forWarded by the ?le interface driver 106 in operation 312. 
This causes the ?le handler 126 to verify the read With intent 
to Write lock in operation 314. The lock is veri?ed and indi 
cation is provided in operation 316. The success of the Write 
request is provided in operation 318 to the ?le interface driver 
106. The application 104 then in operation 320 provides the 
Write data to the ?le interface driver 106 Which forWards the 
Write data in operation 322 to the ?le handler 126. In opera 
tion 321 the ?le handler 126 provides an escalate request to 
the metadata database 130. Escalate request is used here to 
ease understanding but it is understood that the phrase Write 
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request could be used as Well. When the conditions are met as 
describedbeloW, the success of the lock escalation is provided 
in operation 327 to the ?le handler 126. The ?le handler 126 
?naliZes the Write in operation 329 and the data is Written to 
the ?le data database 140. After the Write operation is com 
pleted the ?le handler 126 provides a request to reduce the 
lock to a read With intent to Write in operation 323. The 
metadata base 130 signals acceptance in operation 325. 
Sometime later the application 104 provides a close request in 
operation 324 to the ?le interface driver 106 Which converts 
this to an unlock request operation 326 to the ?le handler 126 
Which converts this operation to a release request to the meta 
data database 130 in operation 328. The lock release is 
acknoWledged in operation 330 to the ?le handler 126 and 
then the unlocked acknoWledgement is provided from the ?le 
handler 126 to the ?le interface driver 106 in operation 332. 

[0023] FIG. 4 illustrates a simple read operation Where the 
application does not indicate a Write or a possible intent to 
Write. The application provides a simple open request in 
operation 400 to the ?le interface driver 106. Because there is 
no read With intent to Write or Write indication, the ?le inter 
face driver 106 simply accepts the open. Sometime later the 
application 104 provides a read request to the ?le interface 
driver 106 in operation 402. The ?le interface driver 106 
provides the read request in operation 404 to the ?le handler 
126. The ?le handler 126 provides a read lock request in 
operation 406 to the metadata database 130. If successful, a 
lock acquired response is provided in operation 407 to the ?le 
handler 126, Which then obtains the read data in operation 408 
and provides it to the ?le interface driver 106. The ?le inter 
face driver 106 in operation 410 provides the data to the 
application 104. It is noted that after the read data has been 
obtained in operation 408, the ?le handler 126 provides a 
release request 411 to the metadata database 130 to release the 
lock. It is released in operation 414. It is noted that this 
locking has been totally transparent to the application 104. 
Sometime later the application 104 provides a close request in 
operation 412 to the ?le interface driver 106 and the ?le 
interface driver 106 simply closes the ?le request, no locks 
being in place because only the temporary or transparent read 
lock Was obtained during the actual read operations. 

[0024] Referring noW to FIG. 5, general operations of a 
metadata database lock operation is illustrated. In step 500 the 
metadata database 130 receives a lock request. In step 502 it 
determines if this is a read With intent to Write request. If so, 
in step 504 it determines if there is an unexpired read With 
intent to Write lock already present for the particular ?le by 
another client or user. If so, this is an indication that some 
other user has already requested this lock and therefore a 
rejection is returned in step 506. HoWever, if it is the same 
user or client as Would be in the case of a reneWal or updating 

of a lock, or no current request or lock is pending, then in step 
508 the read With intent to Write lock is placed in the database 
With an indication of the particular user and ?le. In step 510 
the actual read With intent to Write lock, as illustrated in 
operation 206, is provided. 
[0025] If it Was not a read With intent to Write lock in step 
502, control proceeds to step 520 to determine if it Was a 
request to escalate to Write lock. If so, in step 522 a determi 
nation is made as to Whether any read locks are pending for 
the particular ?le because a Write operation is exclusive and 
existing read locks must be completed or removed prior to 
granting the Write lock. As described in more detail beloW, 
read locks are relatively short-lived locks in the preferred 
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embodiment so the operation remains in step 522 While the 
existing read locks are cleared. After all read locks have been 
cleared, in step 524 the Write lock indication is placed in the 
database and in step 526 the granting of the Write lock is 
indicated as in operation 316. 

[0026] If it Was not an escalate to Write request, in step 520 
control proceeds to step 530 to determine if there is a pending 
or present Write lock. If so and because effectively this is a 
request to provide a read lock, then the Write lock exclusivity 
causes a rejection to be provided in step 532. If there Was no 
Write lock present, control proceeds to step 534 Where a read 
lock is placed in the database and then to step 536 Where the 
granting of the read lock is performed as illustrated in opera 
tion 407. 

[0027] FIG. 6 illustrates a read operation of the ?le handler 
126 according to the preferred embodiment. In step 600 the 
?le handler 126 obtains the metadata for the particular ?le 
from the metadata database 130. In step 602 the ?le handler 
126 determines that the ?le requested is actually accessible in 
the ?le data database 140. If it is accessible, then in step 604 
the read lock is placed in the metadata database 130. In step 
606 an open ?le handle is provided to the ?le system of the ?le 
data database 140. With this open ?le handle placed in step 
606, then in step 608 the read lock in the metadata database 
130 can actually be released because in the preferred embodi 
ment an actual data ?le is not deleted or removed from the ?le 
data database 140 until all open ?le handles have been closed. 
In step 610 a streaming read operation from the ?le data 
database 140 through the ?le handler 126 is initiated and 
ultimately When it is completed in step 612 the ?le handle is 
closed, thus completing the operation. As can be seen, the 
actual amount of time that a read lock is actually contained in 
the metadata database 130 is basically the amount of time 
needed to do an open ?le handle operation. As a result, read 
locks are extremely transitory and therefore the delay of an 
escalation to a Write lock is also a relatively short-lived event. 

[0028] FIG. 7 illustrates the Write operations of the pre 
ferred embodiment of the ?le handler 126. In step 700 it is 
assumed that a read With intent to Write lock is present for the 
?le. Then in step 702 the ?le handler 126 receives the Write 
request from the ?le interface driver 106. The ?le handler 126 
then in step 704 uploads the data for the particular client so 
that all of the data is present on the server 120 prior to actually 
requesting the Write lock. Then in step 706 the ?le handler 126 
provides a Write lock indication to the metadata database 130 
to escalate from read With intent to Write lock to Write lock. 
After the Write lock is in place, in step 708 the catalog infor 
mation for the ?le is Written to the metadata database in 
normal fashion. In step 710 the data Which has been uploaded 
is Written to the ?le data database 140. After the Write com 
pleted, in step 712 the lock level present in the metadata 
database 130 is reduced to a read With intent to Write lock 
from a Write lock. 

[0029] One characteristic of any lock placed in the meta 
data database 130 is that it includes an expiration time. Unlike 
prior art operations, When the expiration time has passed, the 
lock is not released but stays in place. If a particular originally 
requesting client reneWs a lock, as must be done periodically 
to maintain the lock in any circumstance and is done after the 
client reconnects or aWakens from standby or hibernation, 
then the expiration time is extended, assuming it has not 
lapsed. If, hoWever, the time has lapsed, such as When the 
client has gone o?line, for example due to connection failures 
or a suspension or hibernation operation, any reneWal request 
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is honored and an acknowledgment is provided if the ?le has 
been locked to that particular client the entire time, even 
though the expiration time had passed, and the client need not 
Worry about the coherence. HoWever, because the expiration 
time has passed, should a different client request a lock on the 
?le, then that client Will be able to acquire the lock. Then if the 
original requesting client at a later time attempts to reneW the 
lock after having come out of hibernation, for example, the 
reneWal Will be denied and no lock ID Will be provided as 
done in the normal case, thus indicating that the ?le has 
become unlocked and may not be coherent. 

[0030] FIG. 8 illustrates this operation. In step 800 a ?le 
lock is set indicating a ?rst client and the expiration time of 
the lock. In step 802 a ?le lock request is received. In step 804 
it is determined if the lock is from a second client, a client 
other than the ?rst client. If not, the request is effectively a 
refresh lock request, either explicitly or implicitly. In step 806 
the expiration time is extended or reset and step 808 provides 
the acknoWledgment. 
[0031] If the request is from a second client in step 804, in 
step 810 a check is made to determine if an unexpired ?le lock 
to a ?rst client is in place. If so, the request may be compat 
ible, such as a read lock request With an existing read With 
intent to Write lock, and this is determined in step 812. If not 
compatible, in step 814 a rejection is returned. If it is com 
patible, in step 818 the ?le lock is placed indicating the 
second client and an expiration time and in step 820 an 
acknoWledgment is retained. 
[0032] If an unexpired ?le lock Was not in place in step 810, 
in step 816 any expired lock is removed and operation con 
tinues at step 818. 

[0033] Operation of the read With intent to Write lock is also 
different from the prior art. In various prior art embodiments, 
such as CIFS, many different clients can request a read With 
intent to lock. CIFS then escalates and breaks the other locks 
When one particular client chooses to Write. In the preferred 
embodiment only a single client can obtain a read With intent 
to Write lock. When that client chooses to escalate from a read 
With intent to a Write lock as described above, the acknoWl 
edgement need only be delayed While the server manages all 
the other read locks Which are present. Because the read locks 
are transparent, i.e., that as they are only controlled at the 
server level and are developed only during the actual read 
operation itself as described above, the read With intent to 
Write Will quickly be escalated to a Write state Without the 
need to break other locks and in a timely manner. 

[0034] In this description a metadata database has been 
described as containing and managing the lock status of the 
?les. It is understood that this is one embodiment and other 
embodiments of locking mechanisms could be utiliZed, such 
as a central lock manager or centrol lock storage With a series 
of distributed locking modules. 
[0035] The above embodiments improve operation With 
remote clients and alloW stateless operation of the multi-user 
environment Without the burdensome or problem-ridden 
prior art locking mechanisms. 
[0036] It Will be understood from the foregoing description 
that modi?cations and changes may be made in various 
embodiments of the present invention Without departing from 
its true spirit. The descriptions in this speci?cation are for 
purposes of illustration only and are not to be construed in a 
limiting sense. The scope of the present invention is limited 
only by the language of the folloWing claims. 
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What is claimed is: 
1. A ?le locking system comprising: 
a server providing multi-user access to ?les; 

a client Workstation coupled to said server and including a 
client driver for receiving requests from an application 
and providing ?le lock requests to said server; and 

a locking mechanism coupled to said server and setting and 
containing ?le lock status, the lock status including read, 
Write and read With intent to Write states, 

Wherein said client driver provides Write requests and 
read With intent to Write lock requests to said server 
but not read lock requests, and 

Wherein said server provides read lock, escalate lock and 
read With intent to Write lock requests to said locking 
mechanism. 

2. The ?le locking system of claim 1, 
Wherein only a single read With intent to Write lock may be 

present for a given ?le. 
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3. The ?le locking system of claim 1, 
Where a Write lock is developed by escalation from a read 

With intent to Write lock. 
4. The ?le locking system of claim 3, 
Wherein said locking mechanism delays setting Write lock 

status in response to an escalate lock request from said 
server until all read locks have been released. 

5. The ?le locking system of claim 4, 
Wherein said server requests a read lock just prior to 

requesting a read operation of the ?le and releases the 
read lock at the ?rst time after said read ?le operation is 
committed. 

6. The ?le locking system of claim 5, 
Wherein said server requests said read ?le operation by 

opening a ?le handle, and 
Wherein said read lock is released after said ?le handle is 

opened and prior to said data ?le actually being read. 
7. The ?le locking system of claim 1, 
Wherein said locking mechanism is a database. 

* * * * * 


