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(57) ABSTRACT 

The present provides for consistent resolution of data con 
?icts When synchronizing data between tWo or more devices 
in order to reduce the likelihood of an in?nite synchronization 
loop Within a distributed computing system. More particu 
larly, example embodiments provide for a con?ict resolution 

WA (Us) algorithm capable of generating uniquevalues for properties 
that are 1n con?ict. Data select1on criteria can then be used to 

_ determine Which of the properties should be used to resolve 
(21) Appl' NO" 12/771’649 the con?ict. Such data selection criterion increases the like 

lihood of providing consistent resolution of similar data con 
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METHODS AND SYSTEMS FOR HALTING 
SYNCHRONIZATION LOOPS IN A 

DISTRIBUTED SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of, and claims 
priority to and the bene?t of, US. patent application Ser. No. 
10/ 835,980, ?led on Apr. 30, 2004 and entitled “METHODS 
AND SYSTEMS FOR HALTING SYNCHRONIZATION 
LOOPS INA DISTRIBUTED SYSTEM,” Which application 
is expressly incorporated herein by this reference in its 
entirety. 

BACKGROUND OF THE INVENTION 

[0002] l. The Field of the Invention 
[0003] The present invention generally relates to synchro 
nizing data Within a distributed computer system. More par 
ticularly, the present invention provides for consistent reso 
lution of data con?icts When synchronizing data betWeen tWo 
or more devices in order to reduce the likelihood of an in?nite 
synchronization loop. 
[0004] 2. Background and Related Art 
[0005] Laptop, handheld, and other portable computers or 
computing devices have increased in popularity as the devices 
become smaller in size and less expensive. Additionally, 
improved operating speed and processing poWer of portable 
computers has increased their popularity. Many portable 
computers are capable of storing multiple application pro 
grams, such as address books, games, calculators, and the 
like. The application programs can be permanently installed 
in the portable computer during manufacture (e.g., on Read 
Only Memory (ROM)). Alternatively, one or more applica 
tion programs may be installed by the user after purchasing 
the portable computer. 
[0006] With the increased popularity and computing poWer 
of such devices, people are beginning to store data and appli 
cations using more than just a single computing device. Many 
people, for example, often use laptop computers in addition to 
their regular desktop computer. Other devices such as cellular 
telephones, Personal Digital Assistance (PDAs), Internet ser 
vices, and the like are also used for storing data and applica 
tions. 
[0007] Each of these computing devices may be part of a 
distributed computing system Wherein related information 
can be correlated and stored on multiple such devices. For 
example, a user may have a digital address book stored on 
their desktop Work computer, on their PDA, on their cell 
phone, on an Internet service, etc. Accordingly, While at Work, 
it may be convenient for the user to access contact informa 
tion, Which may include phone numbers and other general 
contact information. While aWay from Work, hoWever, the 
user may be able to use the address book in a mobile form 
such as a personal digital assistance (PDA) or other mobile 
information storage system. Ideally, the contact information 
of the PDA should match the contact information at the desk 
top Work computer. 
[0008] When the same or related information is stored in 
tWo places, it is possible for the data to change in one location 
and not in the other. This problem may be overcome through 
synchronization, Which is an automated process that attempts 
to ensure that each device Within the distributed system has 
the most current information or data. Synchronization, hoW 
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ever, has its oWn set of problems. For example, When syn 
chronization is initialized betWeen the tWo devices, current 
systems detect changed property values by comparing corre 
sponding property values from each device. Such compari 
son, hoWever, gives no indication as to Which device made the 
change. As such, When a property change has occurred on 
either device, a con?ict occurs and a con?ict resolution pro 
cess must be performed. 
[0009] Other systems mark a changed property With a tag 
indicating that a change has occurred, e.g., “change,” 
“delete,” “ad ,” or other tag, as appropriate. In such systems, 
hoWever, When tWo devices start syncing, one of the devices 
can create these markers in memory after comparing the data 
for What needs to be applied. In other Words, con?icts must 
?rst be reconciled and then the properties can be marked. 
[0010] Typically, con?icts can be resolved through com 
paring metadata associated With the property values that give, 
e.g., time date information. The latest time date information 
may be considered the most up-to-date information and the 
properties can be updated accordingly. Many smaller com 
puting devices, hoWever, have limited physical resources and 
are incapable of maintaining time date information for prop 
erties of a data structure item. Further, in a distributing com 
puting netWork there is typically no single server With a 
“master” copy of data that can be used to resolve discrepan 
cies or con?icts. Accordingly, in such situations, typically a 
User Interface (UI) is presented to a user notifying them of the 
con?ict and directing them to choose What value to use to 
resolve the con?ict. This process can become, hoWever, 
tedious in the event of numerous con?icts and can degrade the 
user experience. 
[0011] Some systems have attempted to overcome the 
above problem by presenting a default value to the user or to 
resolve the con?ict automatically. In either event, the choice 
is typically based on arbitrary techniques and considerations 
such as netWork topology. For example, some systems choose 
a default value or resolve the con?ict through rules that 
choose the values based on a particular nodes status (e.g., 
location) Within the netWork. For instance, one rule for 
resolving con?icts may mandate that if a con?ict exits, all 
servers values should Win, or if the choose is betWeen a high 
?delity and loW ?delity device, then all high ?delity device 
values should be chosen. Of course, there are a number of 
netWork topology choices or other similar choices available. 
[0012] Although selecting a value based on netWork topol 
ogy resolves the con?ict, this can also result in values being 
essentially continuously transferred betWeen nodes in the 
distributed computing system, Which is termed an in?nite 
loop. In such situations, the user can be continually presented 
With choices of opposing default values to resolve the con?ict 
and/or the data is continually updated on the devices and the 
user Will have to provide some type of intervention in order to 
stop the changing of the data. Further, continuously transfer 
ring data betWeen nodes in a distributed system unnecessarily 
consumes netWork bandWidth, preventing other modules 
from utilizing the netWork bandWidth. As such, it is desirable 
to be able to break in?nite loops in a distributed netWork 
system in order to ensure a good user experience and preserve 
valuable processing resources. 

BRIEF SUMMARY OF THE INVENTION 

[0013] The above-identi?ed de?ciencies and draWbacks of 
current synchronization system are overcome by the present 
invention. For example, in a distributed computing system 
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capable of synchronizing properties, the present invention 
provides for consistent resolution of data con?icts When syn 
chronizing data betWeen tWo or more devices in order to 
reduce the likelihood of a potentially in?nite synchronization 
loop Within the distributed system. 
[0014] Example embodiments provide for receiving 
remote device data that includes a remote property needing to 
be synchronized With a local property. Further, local machine 
data that includes the local property needing to be synchro 
nized With the remote property is accessed, Whereupon it is 
determined that a con?ict exists betWeen the remote property 
and the local property. A con?ict resolution algorithm gener 
ates a unique remote value from the property value and also 
generates a unique local value from the local property value. 
Based on data selection criteria, it is determined that either the 
local property or the remote property is to be used for syn 
chronization. This data selection criteria increases the likeli 
hood of providing consistent resolution of similar data con 
?icts at other devices in the distributed computing system. 
[0015] Other example embodiments provide that the con 
?ict resolution algorithm is transitive in that unique values 
can be generated for a large number of properties. For 
example, the con?ict resolution algorithm may be a hash 
function and the data selection criteria may be a choice of the 
greatest or least value betWeen the remote value and the local 
value. Alternatively, the con?ict resolution algorithm may 
chose a portion of the remote property in a corresponding 
portion of the local property, and the remote and local values 
could be based on the number of positive or negative bits. In 
such case, the data selection criteria may be a choice of the 
greatest or least number of positive bits betWeen the remote 
value and the local value. Another con?ict algorithm used in 
accordance With example embodiments includes the use of a 
pattern (e. g., left-to-right, right-to-left, or other) to Walk 
through a binary representation of the remote property and 
corresponding local property bits or a digest thereof. In this 
instance, the data selection criteria can declare a Winnerbased 
on the ?rst time a bit (or set of bits) doesn’t match betWeen the 
remote property and local property. The pattern used on each 
set of data does not necessarily need to be symmetric. Of 
course, other similar algorithms and selection criteria can be 
used in order to uniquely select data for reducing the likeli 
hood of potentially in?nite synchronization loop Within the 
distributed system. 
[0016] Additional features and advantages of the invention 
Will be set forth in the description Which folloWs, and in part 
Will be obvious from the description, or may be learned by the 
practice of the invention. The features and advantages of the 
invention may be realized and obtained by means of the 
instruments and combinations particularly pointed out in the 
appended claims. These and other features of the present 
invention Will become more fully apparent from the folloWing 
description and appended claims, or may be learned by the 
practice of the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] In order to describe the manner in Which the above 
recited and other advantages and features of the invention can 
be obtained, a more particular description of the invention 
brie?y described above Will be rendered by reference to spe 
ci?c embodiments thereof Which are illustrated in the 
appended draWings. Understanding that these draWings 
depict only typical embodiments of the invention and are not 
therefore to be considered to be limiting of its scope, the 
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invention Will be described and explained With additional 
speci?city and detail through the use of the accompanying 
draWings in Which: 
[0018] FIG. 1A illustrates a distributed system With high 
?delity and loW ?delity devices in Which the present invention 
may be implemented; 
[0019] FIG. 1B illustrates the selection of a default value 
When a con?ict exists betWeen tWo devices Within the distrib 
uted system in accordance With example embodiments of the 
present invention; 
[0020] FIGS. 2A-F illustrate the problems associated With 
netWork topology considerations for choosing a default value 
for resolving a con?ict; 
[0021] FIGS. 2G-J illustrate hoW con?ict resolution algo 
rithm and data selection criteria can be used to dampen a 
in?nite loop in accordance With example embodiments of the 
present invention; 
[0022] FIG. 3 illustrates an example ?oW chart for a method 
of providing consistent resolution of data con?icts in accor 
dance With example embodiments of the present invention; 
and 

[0023] FIG. 4 illustrates an example system that provides a 
suitable operating environment for the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0024] The present invention extends to methods, systems 
and computer program products for consistent resolution of 
data con?icts When synchronizing data betWeen devices in a 
distributed computing system in order to reduce the likeli 
hood of a potentially in?nite synchronization loop. The 
embodiments of the present invention may comprise a special 
purpose or general-purpose computer including various com 
puter hardWare, as discussed in greater detail beloW. 
[0025] A heterogeneous peer to peer netWork or a distrib 
uted computing system is a netWork that has different soft 
Ware running on different nodes of the netWork. Being a 
distributing computing system or peer to peer netWork means 
that there is no single server With a “master” copy of data that 
can be used to resolve discrepancies or con?icts. Such a 
netWork topology of computers can cause synchronization 
loops if synchronization is done incorrectly. Depending on 
hoW con?icts are resolved, synchronizing loops can be essen 
tially in?nite loops. Devising a system to prevent synchroni 
zation loops across heterogeneous systems can be a di?icult 
problem to solve because each system is guaranteed to act 
differently in at least a small Way. 

[0026] The present invention overcomes the above-identi 
?ed di?iculties by providing consistent resolution of data 
con?icts When synchronizing data betWeen tWo or more 
devices in order to reduce the likelihood of a potentially 
in?nite synchronization loop Within a distributed computing 
system. More particularly, example embodiments provide for 
a con?ict resolution algorithm capable of generating unique 
values for properties that are in con?ict. Data selection crite 
ria can then be used to determine Which of the properties 
should be selected to resolve the con?ict. Such data selection 
criterion increases the likelihood of providing consistent 
resolution of similar data con?icts at other devices in the 
distributed system. This technique Works even though other 
nodes Within the heterogeneous netWork are resolving con 
?icts or choosing default values based on methods. In other 
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Words, the dampening affect of the present invention Will 
assist other nodes not using the exemplary technique to still 
converge to a single value. 
[0027] Reference Will noW be made to ?gures Wherein like 
structures Will be provided With like or similar reference 
designations. It should be understood that the draWings are 
examples of schematic representations of embodiments of the 
invention, and are not meant to limit or otherWise narroW the 
scope of the present invention. 
[0028] FIG. 1A illustrates several nodes Within a distrib 
uted computing netWork 100 to illustrate the connections and 
hoW each node syncs With other nodes Within the system. For 
example, as shoWn in the distributed computing system 100 
Work computer 105 can sync With several various devices 
such as email server 110, PDA 115, mobile phone 120, and 
instant message server 125. The purpose for synchronizing 
data Within such a distributed computing system 100 is to 
ensure that the most up-to-date information is provided on all 
devices used by one or more users. 

[0029] Data needing to be synchronized may be, e. g., con 
tact information Wherein each item Would correspond to 
information about an individual person, company, corpora 
tion, or any other similar contact. An example of the proper 
ties associated With each contact item may be ?rst name, 
middle name, last name, company name, address, phone 
number, email address, Website information, etc. As one 
Would recognize, hoWever, the local data may be information 
other than contact information. For example, the local data 
could be a calendar and/or scheduling information, a ?le, an 
application or any other such information needing to be 
synced betWeen tWo devices. 
[0030] Accordingly, reference to contact information is 
used for illustrative purposes only and is not meant to limit or 
otherWise narroW the scope of the present invention except 
Where explicitly claimed. 
[0031] Similar to Work computer 105, home laptop 130 
may be able to be synced betWeen instant message server 125, 
mobile phone 120, PDA 115, and email server 110. The 
distributed computing system 100 may be made up of loW 
?delity (e.g., a device Whose database is not capable of storing 
time date information for properties) and high ?delity 
devices. This is important to consider since ideally every 
database Would have time date information for each property 
in an item to indicate the last time the user modi?ed the 
property. If that Was the case, then the sync adapters could use 
a “last-Writer-Wins” rule to let the last time date information 
pick the Winner. This Would solve some looping problems and 
result in the best property Winning each con?ict (provided the 
clocks used Within the distributed computing system 100 are 
synchronized as Well). Because many distributed computing 
systems 100 are made up of at least some legacy clients With 
limited memory resources for storing such time date infor 
mation, and because it is desirable to support such legacy 
clients, there needs to be other Ways to resolve con?icts 
betWeen devices While avoiding potentially in?nite sync 
loops. This is particularly true in the case of loW ?delity 
devices that are not capable of storing time date information. 
[0032] FIG. 1B illustrates a portion of the distributed com 
puting netWork 100 With remote devices 116 (such as mobile 
phone 120 or PDA 115) and a local machine 132 (such as 
home laptop 130 or Work computer 105). As shoWn, remote 
device 116 changed a property value from A to B at some 
point after the last synchronization betWeen remote device 
116 and local machine 132. Similarly, local machine 132 
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changed the same property value from A to C subsequent to 
the last synchronization betWeen the tWo devices 116, 132. As 
such, remote device 116 has a needs sync arroW 135 shoWing 
that the value of B for the property should be synced doWn to 
local machine 132. Similarly, local machine 132 has a needs 
sync up arroW 140 indicating that the value of C should be 
synced up to remote device 115. Because both devices 116, 
132 have needs sync arroWs to sync property values doWn and 
up, respectively, a con?ict can result. 

[0033] Exemplary embodiments of the present invention 
provides for con?ict resolution algorithm 145 for generating 
unique values for input properties. For instance, as shoWn in 
FIG. 1B, the property value B from remote device 116 need 
ing to be synced doWn 135 to local machine 132 can be 
imputed into con?ict resolution algorithm 145 to generate a 
remote value 150. Similarly, the property value C needing to 
be synced up 140 to remote device 116 from local machine 
132 can also be input into con?ict resolution algorithm 145 to 
generate a local value 155. Each of these values Will be unique 
based on the functionality of con?ict resolution algorithm 
145. In addition, con?ict resolution algorithm 145 should 
produce results that are transitive in that if a relation holds 
betWeen a ?rst property and a second and betWeen the second 
property and a third, it holds betWeen the ?rst and third 
property. For instance, if A is greater than B, and B is greater 
than C, in order for the result to be transitive then A must be 
greater than C. 
[0034] Example embodiments provide that con?ict resolu 
tion algorithm 145 may be a hash function such as MDS, 
SHA-l, or the like. Using a hash to produce remote value 150 
and local value 155 produces unique values for each different 
property imputed, Which are also transitive in nature. 
[0035] Data selection criteria 160 may then be used to 
compare the remote value 150 and local value 155 in order to 
make a selection of either value based on some predetermined 
criteria. For example, in the case of a hash function the data 
selection criteria 160 may be to choose the largest or smallest 
value generated through the con?ict resolution algorithm 
145. As is shoWn in FIG. 1B, this selection may then be used 
as a default selection 165 Which could be presented to the user 
in a U1 (not shoWn) that highlights the default value. Another 
alternative may be that the UI alloWs the user to select an “all 
defaults option,” Wherein the user can simply indicate their 
desire to choose all default values. Alternatively, the default 
selection 165 may be an automatic choice in order to enhance 
the user experience by not presenting an overly burdensome 
number of options to the user. 

[0036] Of course, the present invention is not limited to just 
hash functions to produce unique results, nor is the data 
selection limited to the selection of a largest or smallest value. 
Any algorithmic manipulation capable of producing unique 
results can be used for the con?ict resolution algorithm 145 
and any logical selection criteria of such unique values can be 
used for data selection criteria 160. For example, con?ict 
resolution algorithm 145 may be a comparison of the binary 
streamed data looking at the value of each bit or a set of bits 
(e.g., a byte of data). In such case, the data selection criteria 
160 may be to choose the property value based on a ?rst 
positive bit (e.g., “1”) in the data stream that does not con?ict 
With a bit from the comparing data value. For example, 
remote value 150 and local value 155 may be a stream of bits 
of 000101 and 000100, respectively. In this instance, remote 
value 150 Would be selected by data selection criteria 160 
since it has the ?rst positive bit Without a con?ict (i.e., the last 
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bit in the stream of bits for remote value 150 is a positive 1 
value, Whereas the last bit value for local value 155 is a Zero). 
[0037] Another similar con?ict resolution process may be 
achieved by again having con?ict resolution algorithm 145 
compare binary values for remote value 150 and local value 
155. In this comparison, hoWever, con?ict resolution algo 
rithm 145 may add all the positive bits for at least a portion of 
remote value 150 and at least a portion of local value 155. 
Data selection criteria, may then chose the greater or lesser of 
remote value 150 and local value 155 produced, and the 
resulting choice may be used as the default selection for 165. 
[0038] Another type con?ict resolution algorithm 145 and 
data selection criteria 160 process uses a patter uses a pattern 
(e.g., left-to-right, right-to-left, or other) to Walk through a 
binary representation of the remote property and correspond 
ing local property bits or a digest thereof. In this instance, the 
data selection criteria can declare a Winner based on the ?rst 
time a bit (or set of bits) doesn’t match betWeen the remote 
property and local property. The pattern used on each set of 
data does not necessarily need to be symmetric. 
[0039] Of course, as previously mentioned, any other num 
ber of Well knoWn algorithms and logical selection of data 
based on the results of such algorithms can be used for con 
?ict resolution algorithm 145 and data selection criteria 160. 
Accordingly, reference to con?ict resolution algorithm 145 
and data selection criteria 160 should be broadly construed to 
encompass any such algorithm or manipulation of data that 
produces unique resulting values and any such logical selec 
tion of data based on the results. Further, the above use of a 
hash and other con?ict resolution algorithms, as Well as the 
choice of the largest or smallest value produced from the 
con?ict resolution algorithm 145, are used for illustrative 
purposes only and are not meant to limit or otherWise narroW 

the scope of the present invention, except Where explicitly 
claimed. 
[0040] As previously mentioned, a netWork topology of 
computers can have potentially in?nite sync loop if synchro 
niZation or choices of default values are inappropriately 
assigned. For example, FIGS. 2A-F illustrate in?nite loop 
When the default value is based on a choice of netWork topol 
ogy. In FIG. 2A, distributed system 200 has tWo loW ?delity 
devices, PDA 205, and mobile phone 210, and tWo high 
?delity nodes, Work computer 215, and home computer 220. 
By Way of illustration, the default value choice is based on 
selection criteria that if a con?ict exists betWeen a high ?del 
ity device and a loW ?delity device, the high ?delity node 
value alWays Wins. 
[0041] As shoWn in FIG. 2A, PDA device 205 has changed 
a property value from A to B and mobile phone 210 has also 
changed the corresponding property value from A to C. As 
such, sync doWn arroWs 225 and 230 indicate the need for 
each device 205, 210 to sync the changed data to correspond 
ing Work computer 215 and home computer 220. As shoWn in 
FIG. 2B, because no con?ict currently exists betWeen PDA 
205 and Work computer 215, the B value may be synced doWn 
240 to Work computer 215 upon initialization of the synchro 
niZation process. As such, Work computer 215 changes the 
corresponding property value from A to B. Similarly, no 
con?ict exists betWeen mobile phone 21 0 and home computer 
220. As such, the C value may be synced doWn 245 and home 
computer 220 Will change the property value from A to C. 
[0042] As shoWn in FIG. 2C, the above syncing doWn 240 
of property value B betWeen PDA 205 and Work computer 
215 results in sync up arroW 250 indicating that property 
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value of B needs to be synced up to mobile phone 210. 
Similarly, the syncing doWn 245 of property C value from 
mobile phone 210 to home computer 220 results in sync up 
arroW 255 indicating a need for the property value C to be 
synced up to PDA 205. Because property value B needs to 
sync doWn 225 to home computer 220, and property value C 
needs to sync up 255 to PDA 205, a con?icts noW exist 
betWeen PDA 205 and home computer 220. Similarly, prop 
er‘ty value C needs to sync doWn 230 from mobile phone 210 
to Work computer 215, and a property value of B needs to sync 
up to 250 mobile phone 210, thereby also resulting in a 
con?ict betWeen mobile phone 210 and Work computer 215. 
[0043] FIG. 2D illustrates the con?ict resolution betWeen 
PDA 250 and home computer 220. In this topology because 
the high ?delity node, i.e., home computer 220, alWays Wins 
in a con?ict With a loW ?delity device, i.e. PDA 205, the C 
value is synced up 260 to PDA 205. Accordingly, PDA 205 
changes property value from B to C, thereby producing sync 
doWn arroW 225 indicating a need sync the property value C 
doWn to the Work computer 215. Similarly, in FIG. 2E, the 
con?ict betWeen Work computer 215 and mobile phone 210 is 
resolved in favor of the high ?delity Work computer 215, 
thereby syncing 265 the B value up to the mobile phone 210. 
Mobile phone 210 Will then change the property value from C 
to B, thereby resulting in sync doWn arroW 230 indicating the 
need to sync the B value doWn to home computer 220. 

[0044] In FIG. 2F, because no con?ict exits betWeen PDA 
205 and Work computer 215 (i.e., there are no competing sync 
up and sync doWn arroWs between the nodes), upon the next 
synchronization betWeen PDA 205 and Work computer 215, 
the C property value Will be synced doWn 240 to Work com 
puter 215. As such, Work computer 215 Will change the prop 
er‘ty value from B to C, thereby resulting in sync up arroW 250 
indicating that the property value of C needs to be synced up 
to mobile phone 210 on the next sync. Similarly, because no 
con?ict resides betWeen mobile phone 210 and home com 
puter 220, upon the next sync betWeen these tWo nodes 210, 
220 the B value Will be synced 245 from mobile phone 210 to 
home computer 220, Which also results in sync up arroW 255 
indicating that the B property value needs to be synced up to 
PDA 205 on the next sync. Because no con?icts exist betWeen 
home computer 220 and PDA 205, and because no con?icts 
exist betWeen Work computer 215 and mobile phone 210, the 
values on the loW ?delity devices 205, 210 Will be changed 
accordingly. This process Will noW continue because no con 
?icts exist, thereby resulting in a sync loop that, if not broken 
through user intervention, can potentially continue inde? 
nitely. 
[0045] FIGS. 2G-I illustrate an example of hoW the present 
invention uses con?ict resolution algorithm 145 and data 
selection criteria 160 to increase the likelihood of providing 
consistent resolution of data con?icts betWeen devices. As 
shoWn in FIG. 2G, a con?ict exists betWeen PDA 205 and 
home computer 220, and a con?ict exists betWeen Work com 
puter 215 and mobile phone 210. In order to resolve these 
con?icts, the present invention provides for con?ict resolu 
tion algorithm 275, Which (similar to con?ict resolution algo 
rithm 145) can generate unique values for both property val 
ues B and C. Data selection criteria 280 can then be used to 
choose among these tWo values for both Work computer 215 
and home computer 220. 
[0046] Example embodiments provide that Work computer 
215 and home computer 220 both use the con?ict resolution 
algorithm 275 and data selection criteria 280 to resolve con 
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?icts between competing property values. Accordingly, 
because the con?ict resolution algorithm 275 produces 
unique values for a set of given inputs, and because data 
selection criteria 280 chooses a consistent result betWeen the 
produced unique values, the selected property value Will be 
the same for both Work computer 215 and home computer 
220. For example, as shoWn in FIG. 2G, con?ict resolution 
algorithm 275 is given the property values of B and C as input 
values. Con?ict resolution algorithm 275 then produces 
unique B and C values based on the input values in accor 
dance With those any one of a number of techniques previ 
ously described. Data selection criteria 280 then uses an 
applied logic to choose one of the values from the resulting 
values produced at con?ict resolution algorithm 275. In this 
example, data selection criteria 280 choose C to be the default 
value to be implemented on both Work computer 215 and 
home computer 220. 

[0047] As shoWn in FIG. 2H, home computer 220 noW 
syncs 260 the C property value to PDA 205, Which changes 
the property value from B to C on PDA 205. This also results 
in producing sync doWn arroW 225 indicating the need for the 
C property value to be synced doWn to Work computer 215 on 
the next sync. Similarly, as shoWn in FIG. 21, Work computer 
215 Will resolve the con?ict by syncing doWn 270 the C 
property value from mobile phone 210 to Work computer 215. 
As such, Work computer 215 Will change the property value 
from B to C, thereby resulting sync up arroW 250 indicating 
that the C property value needs to sync up to PDA 205. 
Although the resulting sync doWn arroW 225 and sync up 
arroW 250 appear to result in a con?ict, no true con?ict exists 
since the property values to be synced are the same. Accord 
ingly, as shoWn in FIG. 2], upon the next synchronization 
betWeen Work computer 215 and PDA 205 the sync arroWs 
Will be resolved and each node Within the distributed com 
puting system 200 Will have the property value of C, thereby 
increasing the likelihood of providing consistent resolution of 
similar data con?icts at other devices in the distributed com 
puting system 200 and reducing the continuation of a syn 
chronization loop. 
[0048] It should be noted that although the above example 
for breaking potentially in?nite sync loops had the tWo high 
?delity nodes 215, 220 utilize the con?ict resolution algo 
rithm 275 and data selection criteria 280 to resolve con?icts, 
one Would recognize that any number of devices in any num 
ber of con?gurations may be used to dampen the effects of a 
potentially in?nite sync loop. Accordingly, the above use of 
particular nodes to increase the likelihood of providing con 
sistent resolution of data con?icts betWeen devices in a dis 
tributed computing system is used for illustrative purposes 
only and is not meant to limit or otherWise narroW the scope 
of the present invention. 
[0049] The present invention may also be described in 
terms of methods comprising functional steps and/or non 
functional acts. The folloWing is a description of steps and 
acts that may be performed in practicing the present inven 
tion. Usually, functional steps describe the invention in terms 
of results that are accomplished, Whereas non-functional acts 
describe more speci?c actions for achieving a particular 
result. Although the functional steps and non-functional acts 
may be described or claimed in a particular order, the present 
invention is not necessarily limited to any particular order or 
combination of acts and/or steps. Further, the use of acts 
and/ or steps in the recitations of the claims and in the folloW 
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ing description of the ?oW chart for FIG. 3 are used to indicate 
the desired speci?c use of such terms. 

[0050] FIG. 3 illustrates an example ?oW chart of a method 
300 for providing consistent resolution of data con?icts When 
synchronizing data betWeen tWo or more devices in order to 
reduce the likelihood of a potentially in?nite synchronization 
loop Within a distributed system. The folloWing description of 
FIG. 3 Will occasionally refer to corresponding elements from 
FIGS. 1B, and 2G-J. Although reference may be made to a 
speci?c element from these ?gures, such elements are used 
for illustrative purposes only and are not meant to limit or 
otherWise narroW the scope of the present invention. 

[0051] Method 300 includes an act of receiving 305 remote 
device data. For example, local machine 132 may receive 
remote device data from remote device 116, Wherein the 
remote device data includes a remote property needing to be 
synchronized With a local property. The remote device data 
may be loW ?delity data in that it came from a remote device 
135 incapable of maintain time date information. Further 
more, the remote property and local properties may corre 
spond to a contact and may be one or more of an address, 

name, phone number, email address, Webpage, etc. 
[0052] Method 300 also includes an act of accessing 310 
local machine data. For example, local machine 132 may 
access local machine data that includes a local property need 
ing to be synchronized With the remote property. Method 300 
may also include an act of determining 315 that a con?ict 
exists. For example, local machine 132 may determine that a 
con?ict exists betWeen the remote property and the local 
property. 
[0053] Method 300 may also include a functional result 
oriented step for appropriately selecting 325 a default prop 
er‘ty value based on the remote device data and the local 
machine data. The step 325 can include any corresponding 
acts for accomplishing the result of selecting a default prop 
er‘ty value based on the remote device data and the local 
machine data. In the example ?oW chart of FIG. 3, hoWever, 
step 325 includes a corresponding act of utilizing 320 a con 
?ict resolution algorithm. For example, local machine 132 
may use con?ict resolution algorithm 145 to generate unique 
remote value 150 from property value B. The step 325 also 
includes a corresponding act of utilizing 330 the same con?ict 
resolution algorithm. For example, local machine 132 may 
use con?ict resolution algorithm 145 to generate unique local 
value 155 from property value C. Example embodiments 
provide that the con?ict resolution algorithm 145 may be 
transitive. 

[0054] Step 325 also includes a corresponding act of deter 
mining 340 that local or remote property is to be used for 
synchronization. For example, data selection criteria 160 may 
choose either the resulting remote value 150 or local value 
155 and based on data selection criteria 160, Which increases 
the likelihood of providing consistent resolution of similar 
data con?icts betWeen other devices in the distributed com 
puting system. 
[0055] Example embodiments provide that the determined 
property to be used for synchronization is a default value 165, 
and a user may be presented With a UI that highlights the 
default value. Other example embodiments provide that 
Where multiple con?icts exist and multiple default values are 
generated, con?ict resolution algorithm 145 may be utilized 
along With selection criteria 160 to present the user With an 
option Within the UI to apply all the multiple default values. In 








