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(57) ABSTRACT 

A method and system for enhanced check image privacy are 
disclosed. Embodiments of the present invention provide a 
Way to automatically link the results from quality assurance 
software to a check image archive to appropriately mark 
images as unretrievable by customers. Images are interro 
gated With a data matching algorithm to determine Whether a 
con?dence score expressing a likelihood that the image 
matches associated, stored magnetic ink character recogni 
tion (MICR) data is beloW a pre-set threshold. The image can 
be then automatically designated in the ?nancial document 
archive. The image can be displayed to an operator for analy 
sis When the con?dence score is above the pre-set threshold 
and beloW a pre-set limit, or in cases Where the con?dence 
score cannot be determined by the data matching algorithm. 
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METHOD AND SYSTEM FOR ENHANCED CHECK 
IMAGE PRIVACY 

BACKGROUND 

[0001] Financial institutions have established various pro 
cesses related to the exchange of documents evidencing mon 
etary transactions. Such documents have historically been 
encoded With magnetic ink so that information from the docu 
ments can be read by machine. Such documents have thus 
become knoWn as magnetic ink character recognition 
(MICR) documents. The MICR information is sometimes 
called the MICR “codeline” since it appears in a line across 
the bottom of a check. Check processing and sorting systems 
have also been developed in Which a check or similar MICR 
document has its image captured and stored electronically. 
Such an image can be archived so that it is indexed With its 
accompanying data from the MICR read. 

[0002] In high-speed check processing, errors occur Where 
the image captured for a check is stored and indexed With 
MICR information for a different account. Typically, such an 
error occurs due to either a “piggyback” Where half of one 
check overlays another in a sorting and/ or imaging system, or 
an image that Was not properly recovered While clearing a 
jam, thus causing the images and MICR codeline data being 
processed to lose synchronization. Modern banks typically 
provide on-line banking systems to customers so that custom 
ers can retrieve stored images of their checks. If an image is 
indexed With incorrect account information, it can be 
retrieved by the incorrect customer, resulting in a privacy 
breach. 

[0003] To detect these defects and prevent such privacy 
breaches, commercially available image quality assurance 
softWare employs technology Which compares the magneti 
cally captured MICR data With data obtained from an optical 
recognition of the printed digits in the image to ensure the 
data from the tWo sources is the same. If the data does not 
appear to be an exact match, the problem is referred to a 
human operator to determine if there is a problem such that 
the customer should be kept from vieWing the image. The 
operator then either marks the image appropriately in the 
bank’s oWn archive, or noti?es the bank’s archive service 
provider of the problem so that the image can be appropriately 
designated. 

SUMMARY 

[0004] Embodiments of the present invention provide a 
Way to automatically link the results from quality assurance 
softWare like that described above to a check image archive to 
automatically mark images as unretrievable by customers. 
Thus, operator intervention can be substantially reduced. In 
effect, an automatic control feedback loop is created betWeen 
an image transaction management platform and an image 
archive to aid in reducing privacy breaches caused by check 
images being retrieved against an incorrect account. 

[0005] In example embodiments, a method of restricting 
access to images in a ?nancial document archive includes 
interrogating an image With a data matching algorithm to 
determine Whether a con?dence score expressing a likelihood 
that the image matches stored magnetic ink character recog 
nition (MICR) data is beloW a pre-set threshold. The image in 
the ?nancial document archive can be then automatically be 
marked or designated by the system as unretrievable so that 
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the image cannot be vieWed by customers. In this situation, no 
operator intervention is required. 

[0006] In some embodiments, the image can be displayed 
to an operator When the con?dence score is above the pre-set 
threshold and beloW a pre-set limit and in that case, the image 
can be marked according to an indication made by the opera 
tor. An operator can also provide the revieW in cases Where the 
con?dence score cannot be determined by the data matching 
algorithm for some reason. In any of these cases, provision 
can be made to send data describing defects in the image to 
the ?nancial document archive. 

[0007] In example embodiments, the methods of the inven 
tion can be implemented in a system including an image 
transaction platform for retrieving the images. This platform 
may be implemented via a computer system such as a main 
frame computer system. An image quality inspection plat 
form can be connected to the image transaction system to 
interrogate the images With a data matching algorithm and 
determine the con?dence score. Connectivity to an image 
archive to mark images as unretrievable is provided in such an 
embodiment. 

[0008] In at least some embodiments, the image quality 
inspection platform may be implemented on one or more 
servers interconnected With image quality inspection plat 
forms used to display images to an operator if necessary. 
Additionally, both long term and short term image archive 
databases can be used. The invention can be implemented via 
appropriate software or computer program code instructions. 
These instructions may be in the form of a computer program 
product, Which is installed to run on the servers discussed 
above. The combination of hardWare and softWare to perform 
the functions described can form the means to carry out the 
processes of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a high-level, system block diagram for 
example embodiments of the invention. 

[0010] FIGS. 2A and 2B are a ?owchart illustrating the 
method of the invention according to at least one example 
embodiment. 

[0011] FIG. 3 is a detailed system block diagram according 
to at least one example embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0012] The folloWing detailed description of embodiments 
refers to the accompanying draWings, Which illustrate spe 
ci?c embodiments of the invention. Other embodiments hav 
ing different structures and operation do not depart from the 
scope of the present invention. 

[0013] As Will be appreciated by one of skill in the art, the 
present invention may be embodied as a method, system, 
computer program product, or a combination of the forego 
ing. Accordingly, the present invention may take the form of 
an entirely hardWare embodiment, an entirely softWare 
embodiment (including ?rmWare, resident softWare, micro 
code, etc.) or an embodiment combining softWare and hard 
Ware aspects that may generally be referred to herein as a 
“system.” Furthermore, the present invention may take the 
form of a computer program product on a computer-usable 
storage medium having computer-usable program code 
embodied in the medium. 
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[0014] Any suitable computer usable or computer readable 
medium may be utilized. The computer usable or computer 
readable medium may be, for example but not limited to, an 
electronic, magnetic, optical, electromagnetic, infrared, or 
semiconductor system, apparatus, device, or propagation 
medium. More speci?c examples (a non-exhaustive list) of 
the computer readable medium would include the following: 
an electrical connection having one or more wires, a portable 
computer diskette, a hard disk, a random access memory 
(RAM), a read-only memory (ROM), an erasable program 
mable read-only memory (EPROM or Flash memory), an 
optical ?ber, a portable compact disc read-only memory (CD 
ROM), an optical storage device, a transmission media such 
as those supporting the Internet or an intranet, or a magnetic 
storage device. Note that the computer usable or computer 
readable medium could even be paper or another suitable 
medium upon which the program is printed, as the program 
can be electronically captured, via, for instance, optical scan 
ning of the paper or other medium, then compiled, inter 
preted, or otherwise processed in a suitable manner, if neces 
sary, and then stored in a computer memory. 

[0015] In the context of this document, a computer usable 
or computer readable medium may be any medium that can 
contain, store, communicate, propagate, or transport the pro 
gram for use by or in connection with the instruction execu 
tion system, apparatus, or device. The computer usable 
medium may include a propagated data signal with the com 
puter-usable program code embodied therewith, either in 
baseband or as part of a carrier wave. The computer usable 
program code may be transmitted using any appropriate 
medium, including but not limited to the Internet, wireline, 
optical ?ber cable, radio frequency (RF) or other means. 

[0016] The present invention is described below with ref 
erence to ?owchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the ?owchart illustrations and/ 
or block diagrams, and combinations of blocks in the ?ow 
chart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts speci?ed in the ?owchart and/or block diagram 
block or blocks. 

[0017] These computer program instructions may also be 
stored in a computer-readable memory that can direct a com 
puter or other programmable data processing apparatus to 
function in a particular manner, such that the instructions 
stored in the computer readable memory produce an article of 
manufacture including instruction means which implement 
the function/act speci?ed in the ?owchart and/or block dia 
gram block or blocks. 

[0018] The computer program instructions may also be 
loaded onto a computer or other programmable data process 
ing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer implemented process such that the 
instructions which execute on the computer or other pro gram 
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mable apparatus provide steps for implementing the func 
tions/acts speci?ed in the ?owchart and/or block diagram 
block or blocks. Alternatively, computer program imple 
mented steps or acts may be combined with operator or 
human implemented steps or acts in order to carry out an 
embodiment of the invention. 

[0019] The term “bank” and any similar terms are used 
herein in their broadest sense. Financial institutions that pro 
cess transactions and documents of the types discussed can 
include stock brokerages, credit unions, and other types of 
institutions which are not strictly banks in the historical sense. 
Even retail and other service businesses, as well as manufac 
turers may process documents and/or data as disclosed 
herein. The use of terms such as bank, “institution” or “fran 
chise” herein is meant to encompass all such possibilities. 

[0020] Much of the terminology herein refers to the pro 
ces sing of information about MICR encoded documents. This 
information can be stored in a data processing system, in 
computer memory and/or media for retrieval and manipula 
tion. There are many ways to design a system to accommo 
date the storage of this information, as well as the storage of 
electronic images of documents such as checks. For example, 
this terminology can refer to information stored in what is 
commonly known as a “check image management system” 
(CIMS) and within a “check processing control system” 
(CPCS). Such systems are well known within the banking 
industry by those who work in the ?nancial data processing 
?elds. Such data processing systems have historically been 
produced by the International Business Machines (IBM) Cor 
poration. CIMS is today produced and marketed by Carreker 
Corporation of Dallas, Tex., U.S.A. Carreker and their prod 
ucts are well-known throughout the ?nancial services indus 
try. 

[0021] Check images and data about the checks the images 
represent, such as index information referring to the check 
images, which typically includes the MICR data, can be 
stored by processing systems according to any of various 
industry standard formats, for example, the well-known com 
mon import ?le format (CIFF). Such systems have been used 
for many years by many banks to archive check images. 
Images and index information in such a system can be stored 
in the same ?le or separated. In some environments, the index 
information is separated and stored in an electronic cash letter 
(ECL) for communicating between ?nancial institutions for 
the purpose of settlement. 

[0022] Index information can also be stored with electronic 
images in an “image cash letter” (ICL) to provide for the 
truncation of the paper documents. Again, these systems and 
techniques are well known by those of ordinary skill in the 
?nancial information technology arts. A well-known industry 
standard format for a cash letter ?le that contains both images 
and all data necessary to index and understand the images is 
the X9.37i format, which is promulgated by the American 
National Standards Institute (ANSI). 

[0023] Check images as described in some example 
embodiments can be stored in either or both of a short-term 
image archive and a long-term image archive. For purposes of 
the example embodiments described herein, a short-term 
archive is a repository that houses images and their associated 
index/electronic data to provide an interim storage facility 
from which images and image data can be readily accessed 
and modi?ed by interfacing applications prior to migration to 
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long-term storage. This short-term repository can reside on a 
mainframe computer system or in a client/ server based envi 
ronment. A long-term image archive is a storage facility that 
houses images and their associated index/electronic data to 
provide permanent storage of images and image data, in their 
?nal form. The term “permanent” invokes the period of time 
the image exists in the archive prior to deletion; that time 
period Would be determined by legal, customer, and industry 
parameters. The long term facility/repository can reside on a 
mainframe computer system or in a client/ server based envi 
ronment. 

[0024] FIG. 1 presents a high-level system block diagram 
according to example embodiments of the invention. System 
100 includes an image transaction management platform, 
102, controlling the How of image transactions through the 
enterprise, capable of dispatching and receiving data from 
other applications and image storage archives. In at least 
some embodiments such a platform can be a mainframe com 

puter system With appropriate associated applications such as 
the previously mentioned CPCS and CIMS. Short-term check 
image storage 104 is for storing images and related data While 
the images are being handled by the various in-house sys 
tems. 

[0025] Still referring to FIG. 1, image quality inspection 
platform 106 includes codeline data matching algorithm(s) 
and operator decisioning capability, along With the ability to 
determine con?dence scores using con?dence data 108. A 
messaging facility, 110, is provided for communicating 
betWeen enterprise applications and platforms. This messag 
ing facility can be via secured dedicated communication 
channels such as a secured intranet or via a secured “pipe” 
over the public Internet as is knoWn in the art. Long-term 
image archive 112 and associated management system 114 
provide long term check image storage. This archive typically 
also provides images that are revieWed by on-line banking 
customers. Often, such an archive is maintained by a check 
archive services provider, as is knoWn in the art. 

[0026] The con?dence data discussed above is the result of 
the codeline recognition and comparison. When the image 
quality inspection platform analyZes the optical read of the 
MICR font, the algorithm may not be 100% certain of a 
character. For example, the algorithm may not be sure that an 
‘8’ is an ‘8’iperhaps it is a ‘3’. Because ofpartial codeline 
misreads, a small percentage of digits may be permitted to 
differ betWeen the OCR and MICR reads before an image is 
?agged as a codeline defect. The algorithm scores the overall 
match on a con?dence scale from 0% to 100%. Users can then 
set thresholds for various actions to take place. This con? 
dence data has to be stored in order for the image transaction 
management platform to decide What to do and in order to 
provide analytical data for problem management and analy 
sis. 

[0027] FIGS. 2A and 2B are a ?owchart shoWing the pro 
cess of example embodiments of the invention. Like most 
?oWcharts, FIGS. 2A and 2B presents process 200 as a series 
of process blocks, illustrating the various steps and or sub 
processes that are performed in example embodiments. Pro 
cess 200 begins at block 202. At block 204, a population of 
check images is selected for analysis by the image transaction 
management platform. This selection may be based on Work 
type, process How, amount, customer type, or other pro?le 
data intended to analyZe only the necessary images to satisfy 
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customer requirements. The images are retrieved from short 
terrn check image storage and supplied to the image quality 
inspection system at block 206. 

[0028] Still referring to FIGS. 2A and 2B, the remainder of 
process 200 is repeated for each image of the selected images, 
as indicated by the “for each image” loop block, 208. This 
presentation is not meant to suggest that multiple images are 
not handled in parallel as Would typically be the case, depend 
ing on available computing resources.At block 210, an image 
is interrogated With codeline data matching softWare, result 
ing in data containing the corresponding con?dence score for 
a match. The data is screened for a high con?dence threshold 
value, that is, a value that is above an upper pre-set limit, at 
block 212. If the con?dence score is above that threshold, the 
process is complete for that image as shoWn at block 214. The 
image is not defective. If there are more images to screen at 
block 216, the process repeats at block 218. Otherwise the 
process ends at block 220. 

[0029] Assuming the con?dence score is beloW the limit at 
block 212 of FIGS. 2A and 2B, the data is screened for a 
questionable con?dence threshold value at block 222. Such a 
value in this embodiment falls beloW the pre-set limit but 
above a pre-set threshold. Such questionable images are 
passed to an operator to revieW at block 224 and the operator 
can determine Whether the image is a codeline data mismatch. 
If not, at block 226, the process again ends for the image at 
block 214. OtherWise, if the image is defective, data describ 
ing the defect can be passed to the archive system at block 
228, and the image can be designated as unretrievable at block 
230 in the image archive, 232. Typically, this indication 
Would only be stored in the long-term archive, since that is 
Where image copies that can be accessed by customers reside. 
Again, the process ends for the current image at block 234. If 
there are no more images to process at block 236, the process 
ends at block 238. If there are more images, the process loops 
back at block 240 to handle the next image. 

[0030] Still referring to FIGS. 2A and 2B, if the con?dence 
score for the image being handled is not in the intermediate 
range at block 222, a determination is made at block 242 as to 
Whether the score is beloW the pre-set threshold. If so, it can 
be safely assumed the image is defective and the appropriate 
indications are automatically made at block 228 and 230, 
Without the need for operator revieW. OtherWise, a con?dence 
score could not be calculated because the image Was not able 
to be interpreted by the codeline data matching algorithm, and 
such an indication is made in the system at block 244. In such 
a case, the image is again displayed to an operator at block 
246, and the operator decisioning process previously 
described continues from block 226. It should be noted that 
When an image is marked unretrievable the system can be set 
up so that a replacement document With an explanatory mes 
sage is displayed to a customer Who tried to access the image. 
In example embodiments, defective images are still retained 
in the long term archive for retrieval by bank personnel if 
necessary. 

[0031] It should be noted that the use of the terms “thresh 
old” and “limit” herein is for convenience only, the former 
being used to refer to the loWer con?dence score value used in 
the embodiment of the process shoWn in FIGS. 2A and 2B, 
and the latter being used for the upper con?dence score value. 
These values can be set by engineering decision to minimiZe 
operator intervention for a given operation. Whether the com 
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parisons made with the actual con?dence score include or 
exclude values equal to the limit and/or threshold is likewise, 
an engineering choice. A process could also be developed 
within the scope of the invention that only uses one cut-off 
value and completely eliminates operator intervention by 
either accepting a higher rate of unmarked defective images 
or images falsely designated as defective. 

[0032] FIG. 3 provides detail of an example real-world 
implementation of the invention. In system 300 of FIG. 3, 
incoming paper items, in this case checks are shown at 302. 
The documents are sorted and read at a high-speed sorter, 
304, for example, an IBM 3890 high-speed sorter. The checks 
pass through a capture area where read heads capture the 
MICR data and organiZe it into stored ?elds. Images are 
captured and image data 305 is transmitted to computer sys 
tem 306 via connectivity 308. Computing system 306 serves 
as the image transaction management platform. Connectivity 
308 can be provided by any of various types of networks, for 
example, an intemet protocol (IP) network, or a local area 
network (LAN). In this example, computing system 306 
stores images and data in short term archive 310. The paper 
items, after they have been imaged, are sorted into pockets 
314. Sorted, boxed items 316 are then stored, forwarded onto 
other banks, or otherwise properly routed within the ?nancial 
institution. It should be noted that in some institutions using 
exclusively image-based processing, sorted items 316 might 
be simply stored and eventually destroyed. 

[0033] Still referring to FIG. 3, connectivity 308 also pro 
vides a connection through external means (not shown) to 
long-term storage archive 318. Information can be forwarded 
to the long-term archive via a secure connection such as a 
virtual private network (VPN) connection or a secure sockets 
layer (SSL) connection. 

[0034] It cannot be over emphasiZed that the system at FIG. 
3 is provided as an illustrative example only. There are numer 
ous types of document sorting systems that can be used to 
provide the appropriate functions. Most sorters typically have 
conventional document diverting mechanisms which rout the 
documents to various pockets. The sor‘ter also captures MICR 
data, and scans the front and back of documents to capture the 
appropriate images. Also, the long term archive may not be 
external, but may be internal to the enterprise, even directly 
connected to the computer system that implements the image 
transaction management platform. Although computing plat 
form 306 in FIG. 3 is schematically illustrated as a “main 
frame” computer, the computing platform could also be a 
server, workstation, or even a desktop or personal computer 
given the processing power that has been achieved in such 
devices in recent years. 

[0035] In FIG. 3, a number of operator terminals, 328, are 
interfaced to computer system 306 by Ethernet 330. These 
operator terminals are used to review images in the case 
where a con?dence score for an item is in the intermediate 
range as previously discussed. Also connected to Ethernet 
330 are servers 332, having associated storage media, 334, on 
which computer program code 336 resides. These servers and 
the associated computer program code serve as the image 
quality inspection platforms. This computer program code is 
a part of a computer program product that in this embodiment 
is used in carrying out the method of the invention. In at least 
some embodiments, servers 332 are implemented as Win 
dowsTM based platforms, and include the data matching algo 
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rithm as previously discussed, as well as computer program 
code to determine when and how to route images to operators, 
or to send messages to archive 318 to mark images as unre 
trievable. The number of servers used would typically vary 
depending on the volume of images requiring decisioning 
over time. Note that in example embodiments, these images 
are already in the archive when this processing takes place. 
Thus, conceptually, a feedback loop 338 is formed, in which 
images are acquired, stored in an archive, evaluated via the 
local area network based system shown, and an indication 
returns to the archive in which they images are stored. 

[0036] Any of various known OCR algorithms can be 
applied to the processes described above by the servers shown 
in FIG. 3. Speci?c OCR products are available that have been 
designed to optically determine and read printed MICR char 
acters. It is also known how to compare the results of more 
than one algorithm, or the results of an algorithm with stored 
values and make determinations regarding certain con?dence 
intervals. One way of accomplishing this is via a voting 
algorithm. Optical character recognition is a mature art and it 
is readily understood in the data processing arts how to apply 
it to achieve various results. Various companies produce OCR 
products and systems for varied applications. In a typical 
application, a 60-80% con?dence score can be used for a 
lower limit, and a 95-98% con?dence score can be used as an 

upper limit. 

[0037] The unretrievability and defects in images can be 
indicated with an embodiment of the invention in the same 
manner as other information is stored in a typical check 
processing system. MICR information normally includes the 
various stored data ?elds, and what in CIMS and CPCS par 
lance is referred to as a “string” that includes a “user byte.” 
For example, a string designates an item as valid, or as a 
reject. In an example CPCS system, good items that are sorted 
to pockets build an “I-String” within CPCS with a valid user 
byte. Items with errors can build on the same “I-String” but, 
with other types of CPCS user bytes. These stored strings can 
be used to indicate when an image has been inspected in the 
manner described above, and when an image will download 
to workstations for veri?cation by an operator referencing an 
image. User bytes can be de?ned to indicate the defects that 
caused the problem (for example, piggyback, image quality 
problem, interruption in processing). User bytes can also 
de?ne when an image should be designated unretrievable in 
the long-term archive. This data can be stored in the image 
transaction management platform in the normal fashion, and 
then messages can be automatically generated and sent to the 
long-term image archive to make the appropriate indication in 
the data structures containing the MICR and other data per 
taining to the stored images. The information can be stored 
and pushed to the archive in a batch fashion, or messages 
regarding individual items can be sent in real time. 

[0038] The ?owchar‘ts and block diagrams in the ?gures 
illustrate the architecture, functionality, and operation of pos 
sible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the ?owchart 
or block diagrams may represent a module, segment, action, 
or portion of code, which comprises one or more executable 
instructions or actions for implementing the speci?ed logical 
function(s). It should also be noted that, in some alternative 
implementations, the functions noted described herein may 
occur out of the order presented, depending upon the func 
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tionality involved. It Will also be noted that each block of the 
block diagrams and/or ?owchart illustrations, and combina 
tions of blocks in the block diagrams and/or ?owchart illus 
trations, can be implemented by special purpose hardWare 
based systems or operators Which perform the speci?ed 
functions or acts. 

[0039] The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
forms “a”, “an” and “the” are intended to include the plural 
forms as Well, unless the context clearly indicates otherwise. 
It Will be further understood that the terms “comprises” and/ 
or “comprising,” When used in this speci?cation, specify the 
presence of stated features, steps, operations, elements, and/ 
or components, but do not preclude the presence or addition 
of one or more other features, steps, operations, elements, 
components, and/or groups thereof. Additionally, compara 
tive, quantitative terms such as “above”, “beloW”, “less”, 
“greater”, are intended to encompass the concept of equality, 
thus, “less” can mean not only “less” in the strictest math 
ematical sense, but also, “less than or equal to.” 

[0040] Although speci?c embodiments have been illus 
trated and described herein, those of ordinary skill in the art 
appreciate that any arrangement Which is calculated to 
achieve the same purpose may be substituted for the speci?c 
embodiments shoWn and that the invention has other appli 
cations in other environments. This application is intended to 
cover any adaptations or variations of the present invention. 
The folloWing claims are in no Way intended to limit the scope 
of the invention to the speci?c embodiments described herein. 

1. A computer-implemented method of restricting access to 
images in a ?nancial document archive, the method compris 
ing: 

interrogating an image With a data matching algorithm; 

determining Whether a con?dence score expressing a like 
lihood that the image matches associated, stored mag 
netic ink character recognition (MICR) data is above a 
pre-set limit; 

designating the image for further processing if the con? 
dence score is above the pre-set limit; 

determining Whether a con?dence score expressing a like 
lihood that the image matches associated, stored mag 
netic ink character recognition (MICR) data is above a 
pre-set threshold; 

designating the image for display to an operator if the 
con?dence score is beloW the pre-set limit and above the 
pre-set threshold; and 

designating the image as unretrievable by customers from 
the ?nancial document archive When the con?dence 
score is beloW the pre-set threshold. 

2. The method of claim l,Wherein the pre-set limit is beloW 
one-hundred percent. 

3. The method of claim 1 further comprising: 

displaying the image to an operator When the con?dence 
score cannot be determined by the data matching algo 
rithm; and 

designating the image as unretrievable by customers from 
the ?nancial document archive according to an indica 
tion made by the operator. 
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4. The method of claim 1 further comprising sending data 
describing at least one defect in the image to the ?nancial 
document archive. 

5. The method of claim 1; Wherein the con?dence score for 
the pre-set limit is Within the range of ninety-?ve percent to 
ninety-eight percent inclusive; and Wherein the con?dence 
score for the pre-set threshold is Within the range of sixty to 
eighty percent inclusive. 

6. The method of claim 3 further comprising sending data 
describing at least one defect in the image to the ?nancial 
document archive. 

7. A computer program product for restricting access to 
images in a ?nancial document archive, the computer pro 
gram product including a computer-readable medium having 
computer program code embodied therein, the computer pro 
gram code comprising: 

instructions for interrogating the images With a data match 
ing algorithm; 

instructions for determining Whether a con?dence score 
expressing a likelihood that an image matches associ 
ated, stored magnetic ink character recognition (MICR) 
data is above a pre-set limit; 

instructions for designating the image for further process 
ing if the con?dence score is above the pre-set limit; 

instructions for determining Whether a con?dence score 
expressing a likelihood that the image matches associ 
ated, stored magnetic ink character recognition (MICR) 
data is above a pre-set threshold; 

instructions for designating the image for display to an 
operator if the con?dence score is beloW the pre-set limit 
and above the pre-set threshold; and 

instructions for designating images as unretrievable by 
customers from the ?nancial document archive When the 
con?dence score is beloW the pre-set threshold. 

8. The computer program product of claim 7; Wherein the 
pre-set limit is beloW one-hundred percent. 

9. The computer program product of claim 7; further com 
prising: 

instructions for displaying the image to an operator When 
the con?dence score cannot be determined by the data 
matching algorithm; and 

instructions for designating the image as unretrievable by 
customers from the ?nancial document archive accord 
ing to an indication made by the operator. 

10. The computer program product of claim 7; Wherein the 
computer program code further comprises instructions for 
sending data describing at least one defect in the image to the 
?nancial document archive. 

11. Apparatus for restricting access to images in a ?nancial 
document archive, the apparatus comprising: 

means for interrogating the images With a data matching 
algorithm; 

means for determining Whether a con?dence score 
expressing a likelihood that an image matches associ 
ated, stored magnetic ink character recognition (MICR) 
data is above a pre-set limit; 

means for designating the image for further processing if 
the con?dence score is above the pre-set limit; 
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means for determining Whether a con?dence score 
expressing a likelihood that the image matches associ 
ated, stored magnetic ink character recognition (MICR) 
data is above a pre-set threshold; 

means for designating the image for display to an operator 
if the con?dence score is beloW the pre-set limit and 
above the pre-set threshold; and 

means for designating images as unretrievable by custom 
ers from the ?nancial document archive When the con 
?dence score is beloW the pre-set threshold. 

12. The apparatus of claim 11; Wherein the pre-set limit is 
beloW one-hundred percent. 

13. The apparatus of claim 11 further comprising: 

means for displaying the image to an operator When the 
con?dence score cannot be determined by the data 
matching algorithm; and 

means for designating the image as unretrievable by cus 
tomers from the ?nancial document archive according to 
an indication made by the operator. 

14. The apparatus of claim 11; further comprising means 
for sending data describing at least some defects in the images 
to the ?nancial document archive. 

15. A system for restricting access to images of ?nancial 
documents, the system comprising: 

an image transaction platform for retrieving the images; 

an image quality inspection platform connected to the 
image transaction system to interrogate the images With 
a data matching algorithm; and 

determine Whether a con?dence score expressing a like 
lihood that an image matches associated, stored mag 
netic ink character recognition (MICR) data is above 
a pre-set limit; 
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determine Whether a con?dence score expressing a like 
lihood that the image matches associated, stored mag 
netic ink character recognition (MICR) data is above 
a pre-set threshold; 

connectivity to image processing systems to designate 
the image for further processing if the con?dence 
score is above the pre-set limit; 

connectivity to an operatorplatforrn to display images to 
an operator When the con?dence score is beloW the 
pre-set limit and above the pre-set threshold; and 

connectivity to a long-term image archive to mark 
images as unretrievable by customers from the long 
term image archive When the con?dence score is 
beloW the pre-set threshold. 

16. The system of claim 15; Wherein the pre-set limit is 
beloW one-hundred percent. 

17. The system of claim 15; Wherein the operator platform 
is further operable to display images to an operator When the 
con?dence score cannot be determined by the data matching 
algorithm. 

18. The system of claim 15 Wherein the operator platform 
is further operable to cause the image quality inspection plat 
form to mark images in accordance With an indication from an 
operator. 

19. The system of claim 15; Wherein the operator platform 
is further operable to display images to an operator When the 
con?dence score cannot be determined by the data matching 
algorithm; and designate the image as unretrievable by cus 
tomers from the ?nancial document archive according to an 
indication made by the operator. 

20. The system of claim 15; Wherein the con?dence score 
for the pre-set limit is Within the range of ninety-?ve percent 
to ninety-eight percent inclusive; and Wherein the con?dence 
score for the pre-set threshold is Within the range of sixty to 
eighty percent inclusive. 

* * * * * 


