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(57) ABSTRACT 

A thread scheduling mechanism is provided that ?exibly 
enforces performance isolation of multiple threads to allevi 
ate the effect of anti-cooperative execution behavior With 
respect to a shared resource, for example, hoarding a cache or 
pipeline, using the hardWare capabilities of simultaneous 
multi-threaded (SMT) or multi-core processors. Given a plu 
rality of threads running on at least tWo processors in at least 
one functional processor group, the occurrence of a resched 
uling condition indicating anti-cooperative execution behav 
ior is sensed, and, if present, at least one of the threads is 
rescheduled such that the ?rst and second threads no longer 
execute in the same functional processor group at the same 
time. 
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MECHANISM FOR SCHEDULING 
EXECUTION OF THREADS FOR FAIR 

RESOURCE ALLOCATION IN A 
MULTI-THREADED AND/OR MULTI-CORE 

PROCESSING SYSTEM 

CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] This application claims the bene?t of US. patent 
application Ser. No. 11/015,506, ?led on 16 Dec. 2004, noW 
issued as US. Pat. No. 7,707,578. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] This invention relates to schedulers as found in 
modern operating systems and in particular to a scheduler for 
use in a computer system With a multi-threaded and/or multi 
core architecture. 

[0004] 2. BackgroundArt 
[0005] As is Well knoWn, modern computer systems consist 
of one or more central processing units (CPUs), as Well as 
supporting hardWare such as memory and memory manage 
ment units (MMU) for each CPU, as Well as less essential 
peripheral hardWare such as I/O devices like netWork inter 
faces, disks, printers, etc. Software is also part of a computer 
system; typically, a softWare application provides the ulti 
mate utility of the computer system for users. 
[0006] Users often Want to use more than one of these 
softWare applications, perhaps concurrently. To make this 
possible, softWare applications are typically Written to run on 
top of a more privileged piece of softWare, often knoWn as the 
“operating system” (OS), Which resides, logically, as or in an 
intermediate softWare layer, betWeen the applications and the 
underlying hardWare. The OS uses a more privileged mode of 
the CPU(s), so that it can perform operations Which softWare 
applications cannot. One of the main jobs of the OS is to 
coordinate the access by the various applications to shared 
system resources. 

Scheduler 

[0007] Given multiple applications that are to share some 
system resource, such as CPU or I/O access, some mecha 
nism must exist to coordinate the sharing. In modern OSs, this 
mechanism is usually called a “scheduler,” Which is a pro 
gram that coordinates the use of shared resources according 
to certain rules programmed into the scheduler by the 
designer. 
[0008] The most fundamental shared resource is access to 
the CPU(s), since such access is required for execution of any 
code. Almost all modern operating systems export some 
notion of “task” or “process,” Which is an abstraction of a 
CPU and memory. A task is conceptually similar to an execu 
tion vehicle, and typically corresponds to a single logical 
activity that requires computational resources (memory, 
CPU, and I/O devices) to make forWard progress. The oper 
ating system multiplexes these tasks onto the physical CPUs 
and other physical resources of the system. 
[0009] Each task usually comprises one or more execution 
abstractions knoWn as “threads.” A thread typically includes 
its oWn instruction pointer and sometimes has its oWn stack. 
Typically, access to a CPU is scheduled per-thread. A task is 
thus an environment in Which one or several threads are 
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scheduled independently to run on the CPU(s), and not nec 
essarily all (or even more than one) at a time even in multi 
processor architectures. 

[0010] A standing goal of all computer design4of both 
hardWare such as CPUs and softWare such as OSsiis to 
enable applications to run as fast and as ef?ciently possible, 
even When sharing system resources, including the CPU(s). 
One Way to accomplish this is of course though the design of 
the applications themselves. Another Way is through ef?cient 
design of the OS, Whichusually entails computing an ef?cient 
schedule for executing threads. A speci?c scheduling prob 
lem is discussed beloW, but before this it is helpful also to 
consider some of the different hardWare techniques that are 
being employed to increase overall execution speed, since 
these hardWare choices also impact the problem of schedul 
1ng. 

Multiprocessor Architectures 

[0011] Most personal computer systems are equipped With 
a single CPU. Because CPUs today are quite fast, a single 
CPU often provides enough computational poWer to handle 
several “concurrent” execution threads by rapidly sWitching 
from thread to thread, or even task to task (a procedure some 
times knoWn as time-slicing or multiprogramming). This 
management of concurrent threads is one of the main respon 
sibilities of almost all operating systems. 
[0012] The use of multiple concurrent threads often alloWs 
an overall increase in the utilization of the hardWare 
resources. The reason is that While one thread is Waiting for 
input or output to happen, the CPU may execute other “ready” 
threads. HoWever, as the number of threads, or the Workload 
Within each thread, increases, the point may be reached Where 
computational cycles, i.e., CPU poWer, is the limiting factor. 
The exact point Where this happens depends on the particular 
Workloads. 

[0013] To permit computer systems to scale to larger num 
bers of concurrent threads, systems With multiple CPUs have 
been developed. These symmetric multi-processor (SMP) 
systems are available as extensions of the PC platform and 
from other vendors. Essentially, an SMP system is a hardWare 
platform that connects multiple processors to a shared main 
memory and shared I/O devices. In addition, each processor 
may have private cache memory. The OS, Which is aWare of 
the multiple processors, alloWs truly concurrent execution of 
multiple threads, typically using time-slicing only When the 
number of ready threads exceeds the number of CPUs. 

Multi-Core Architectures 

[0014] Because of advances in manufacturing processes, 
the density of semiconductor elements per chip has noW 
groWn so great that “multi-core” architectures have been 
made possible; examples include the IBM POWER4 and 
POWERS architectures, as Well as the Sun UltraSparc IV. In 
these devices, more than one (at present, tWo, although this is 
a currently practical rather than a theoretical limitation) 
physical CPU is fabricated on a single chip. Although each 
CPU can execute threads independently, the CPUs share at 
least some cache and in some cases even other resources. 

Each CPU is provided With its oWn set of functional units, 
hoWever, such as its oWn ?oating-point and arithmetic/logic 
units (ALU). Essentially, a multi-core architecture is a multi 
processor on a single chip, although With limited resource 
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sharing. Of course, the OS in such a system Will be designed 
to schedule thread execution on one of the multi-core CPUs. 

Simultaneous Multi-Threaded (SMT) Architectures 

[0015] Still another modern technique that provides for 
simultaneous execution of multiple threads is referred to as 
“simultaneous multi-threading,” in Which more than one lo gi 
cal processor (hardWare thread) operates simultaneously on a 
single chip, but in Which the logical processors must ?exibly 
share not only one or more caches (for example, for data, 
instructions and traces), but also functional units such as the 
?oating-point unit and the ALU, as Well as the translation 
lookaside buffer (TLB), if the TLB is shared. 
[0016] As one example of an SMT architecture, Intel Cor 
poration has developed its “Hyper-Threading Technology” to 
improve the performance of its Pentium IV and Xeon proces 
sor lines. In Intel’s terminology, the single chip is referred to 
as a “package.” While multi-threading does not provide the 
performance of a true multi-proces sor or multi-core system, it 
can improve the utiliZation of on-chip resources, leading to 
greater throughput for several important Workload types, by 
exploiting additional instruction-level parallelism that is 
exposed by executing the instruction streams associated With 
multiple threads concurrently. 
[0017] To understand the performance implications of 
simultaneous multi-threading, it is important to understand 
that mo st internal processor resources are shared betWeen the 

tWo executing threads. For instance, in the Intel architecture, 
the L1, L2 and L3 caches and all functional units (such as the 
?oating point units and arithmetic/logical units) are ?exibly 
shared betWeen the tWo threads. If one thread is using very 
little cache, then the other thread Will be able to take advan 
tage of all the unused cache space. HoWever, if both threads 
demand large amounts of cache, they Will compete for the 
limited capacity and likely sloW each other doWn. 
[0018] In an SMT system, the OS designates Which soft 
Ware threads the logical processor(s) are to execute, and can 
also issue commands to cause an idle logical processor to be 
put in a halt state, such that its execution resources are made 
available for use by any remaining logical processors. Once 
threads are scheduled for execution on a multi-threaded hard 
Ware processor, internal mechanisms of the processor control 
use of the shared resources by the executing threads. At any 
time, the operating system can preempt a thread, that is, force 
it to give up the CPU on Which it is running, in order to run 
another thread (perhaps one that has not run for some time, or 
one that the user has given a higher priority to). Putting a 
processor into the halt state typically involves preempting the 
running thread and instead scheduling on that processor a 
dedicated idle thread. This idle thread may use a processor 
speci?c method to make the execution resources from the 
hardWare context available to other threads in the same func 
tional processor group. For instance, on the Intel IA-32 archi 
tecture, the idle thread may issue the “HLT” instruction. 
[0019] Because at least one resource is shared betWeen the 
logical processors of a multi-threaded system, the problem 
can arise that one thread might be “anti-cooperative,” mean 
ing that it does not conform to a predetermined notion of 
“faimess.” Examples of anti-competitive execution behavior 
include using so much of or otherWise “hoarding” the shared 
resource or causing some other state change in the resource, 
such that a co-executing thread cannot execute as ef?ciently 
as it Would if it had exclusive or at least “normal” use of the 
resource, or such that hardWare or softWare intervention is 
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required. In extreme cases, one thread could theoretically 
even completely prevent another thread from making forWard 
execution progress, that is, “starving” it, for lack of the shared 
resource. 

[0020] One example of this problem is described by Dirk 
GrunWald and Soraya Ghiasi in “Microarchitectural denial of 
service: insuring microarchitectural fairness,” International 
Symposium on Microarchitecture, Proceedings of the 35th 
annual ACM/IEEE International Symposium on Microarchi 
tecture, Istanbul, Turkey, pp. 409-18, 2002. Although most 
anti-cooperative applications in the speci?c SMT architec 
ture they studied caused performance degradations of less 
than ?ve percent, GrunWald and Ghiasi shoWed that a mali 
cious application could degrade the performance of another 
Workload running on the same physical package by as much 
as 90% through, for example, the use of self-modifying code 
in a tight loop. 
[0021] Existing OS schedulers are not designed to cope 
With such problems as a microarchitectural denial of service 
con?ict (or outright attack); rather, knoWn schedulers may 
adjust the amount of execution time allocated to each of a set 
of runnable threads, but this ignores that the allotted execu 
tion time of a given thread may be Wasted because of the 
actions of a co-executing, anti-cooperative thread. For 
example, as GrunWald points out, self-modifying code can 
lead to frequent complete ?ushes of a shared trace cache, 
Which means that the cached information of the other running 
thread Will also be lost, such that many processing cycles are 
needed to build it back up again, over and over. Even though 
the “nice” thread Will have its allotted execution time, it Will 
not be able to use it ef?ciently and the OS scheduler Will not 
be able to do anything to improve the situation, assuming that 
the scheduler detects the situation at all. 
[0022] GrunWald offers four possible solutions to the prob 
lem microarchitectural denial of service. First, GrunWald 
detects the need for intervention using various mechanisms 
such as performance counters, computing a function of com 
mitted instructions, and monitoring bad events such as cache 
and pipeline ?ushes. Then he applies one of four proposed 
“punition” mechanisms, all of Which involve either stalling or 
suspending offending threads, or speci?cally modifying the 
OS kernel so that it changes the scheduling interval of an 
attacking thread. Even GrunWald acknoWledges the inad 
equacy of his proposed softWare solutions, hoWever, stating 
that “We think it is better to implement them in microarchi 
tecture” in order to provide “compatibility across a number of 
operating systems, eliminating processor-speci?c features.” 
[0023] In general, to the small extent that system designers 
have recogniZed and addressed the problem of anti-coopera 
tive processes in multi-threaded environments at all, the solu 
tions have focused either on hardWare support, or on Ways for 
the OS scheduler to detect anti-cooperativeness and to adjust 
the execution time slice given to currently offending pro 
cesses. One solution proposed by Allan Snavely and Dean M. 
Tullsen in “Symbiotic jobscheduling for a simultaneous mul 
tithreaded processor,” ACM SIGOPS Operating Systems 
RevieW, v.34 n.5, p. 234-244, December 2000, involves an 
“SOS” (Sample, OptimiZe, Symbios) scheduler that samples 
the space of possible schedules, examines performance 
counters and applies heuristics to guess an optimal schedule, 
then runs the presumed optimal schedule. 
[0024] In a re?nement, described by Allan Snavely, Dean 
M. Tullsen and Geoff Voelker in “Symbiotic jobscheduling 
With priorities for a simultaneous multithreading processor,” 
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ACM SIGMETRICS Performance Evaluation Review, v.30 
n.1, June 2002, Snavely et al. incorporate the notion of pri 
orities into the scheduling decisions, such that if a particular 
thread has a high enough priority, then idle threads are sched 
uled to run alongside it in the same package so that it is 
guaranteed enough CPU time. 
[0025] One problem With both of Snavely’s approaches are 
the Sample and OptimiZe phases, during Which the processors 
are devoted to test cases. Only in a later phase are threads 
actually alloWed to run so as to do the Work they are intended 
to do. Because Snavely’s method is tWo-pass, it is not suitable 
for run-time detection and alleviation of anti-cooperative 
behavior at actual run time. 

[0026] Yet another disadvantage of Snavely’s approaches is 
that his systems do not directly attempt to determine anti 
competitive behavior. Because of this, threads that, during the 
Sample and Optimize phases, appeared to run Well together, 
may not When actually running under normal conditions. In 
other Words, Snavely assumes that threads Will cooperate as 
Well during actual “Working” execution as they did during the 
Sample phase, but this assumption may not be correcti 
Snavely cannot detect and deal With previously undetected, 
run-time anti-cooperativeness. 
[0027] Snavely’s scheduler attempts to optimiZe hoW much 
CPU time each thread Will get. In the presence of run-time 
anti-cooperative execution behavior, hoWever, merely allo 
cating more CPU time to a thread does not ensure optimal 

execution progress. As GrunWald points out, hoWever, even 
very small thread segments (With self-modifying code, for 
example) can cause severe performance degradation of 
another running thread, such that merely reducing allocated 
time may not eliminate the problem: For example, a processor 
may have 90% of the total CPU time, but the 10% used by 
another, coscheduled and highly anti-cooperative thread 
might cause much of the other processor’s 90% to be Wasted 
recovering from the resource hoarding of the anti-cooperative 
thread. Merely adjusting the amount of time allocated to a 
given thread therefore ignores the unique features of the SMT 
architecture, in particular, the presence of more than one 
logical processor, and simply applies a solution that is also 
applicable to standard, single-processor systems. 
[0028] Conversely, an anti-cooperative process is not nec 
essarily malicious and may in fact be one that the user Wants 
to have run quickly, perhaps even With a higher priority than 
other runnable threads. For example, a user may suppose that 
a particular important process contains self-modifying code 
in a tight loop, or has in the past caused problems for co 
scheduled threads in an SMT architecture. Stalling or sus 
pending this thread Would therefore bene?t other threads, but 
Would lead to a Worse result from the user’s perspective. 

[0029] Proposed mechanisms for dealing With the problem 
of shared resource hoarding in multi-threaded architectures 
fail to provide the user With any ability to in?uence hoW the 
OS addresses the problem. It Would thus be bene?cial to 
enable the user to control at least some of the decision about 
What to do in the presence of an anti-cooperative process in a 
multi-threaded architecture. 

[0030] What is needed is a mechanism that more ef?ciently 
addresses the problem of anti-cooperative and malicious 
threads in multi-threaded processor architectures, and that 
preferably does so With no need for hardWare support other 
than that already provided by the multi-threaded processor. 
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Optionally, it Would also be bene?cial to give the user at least 
some control over the mechanism. 

SUMMARY OF THE INVENTION 

[003 1] The invention provides a method and corresponding 
system implementation for controlling execution of a plural 
ity of threads by a processing system that has at least tWo 
processors in at least one functional processor group, in 
Which threads coscheduled for execution on the processors 
share an internal processor group resource. When at least a 
?rst and a second thread are coscheduled for execution on the 
processors of the functional processor group, the invention 
senses, during run time, the presence of a rescheduling con 
dition indicating anti-cooperative execution behavior. Upon 
sensing the rescheduling condition, a scheduler reschedules 
at least one of the threads such that the ?rst and second threads 
no longer execute in the same functional processor group at 
the same time. 
[0032] Examples of anti-competitive execution behavior 
include: use by the ?rst thread of the internal processor group 
resource causing a denial of use of the resource by the second 
thread above a minimum acceptable level; triggering more 
than a threshold number of cache ?ushes or misses, triggering 
more than a threshold number of pipeline ?ushes. etc. 
[0033] Rescheduling may be triggered according to rules 
programmed into the schedule, according to user-input 
parameters, or both, or disabled altogether. For example, the 
scheduler may input at least one user-speci?ed thread perfor 
mance requirement and then estimating run-time thread 
execution performance relative to the performance require 
ment as a function of an observable condition (for example, 
performance counters). One measure of anti-cooperative 
execution behavior Will then be violation of the user-speci?ed 
thread performance requirement. 
[0034] According to another optional aspect of the inven 
tion, the scheduler may input user designation of the ?rst 
thread as being un-coschedulable With the second thread, in 
Which such user designation is the rescheduling condition. 
Alternatively, it could input at least one user-provided execu 
tion guarantee for a designated one of the threads, in Which 
the rescheduling condition is violation of the guarantee; upon 
violation of the guarantee, the scheduler then reschedules at 
least one of the coscheduled threads to ensure that the guar 
antee is met for the designated thread. 
[0035] One embodiment of the invention is in a computer 
system With at least tWo functional processor groups (such as 
a multi-threaded processor package or a set or partnered 
multi-core processors) each having at least tWo processors 
(logical or physical, depending on the type of group). One 
rescheduling decision may then be alloWing continued execu 
tion of the second thread, and rescheduling execution of the 
?rst thread on a processor in a different functional processor 
group. The ?rst and second threads can then continue to 
execute simultaneously but in different functional processor 
groups. 
[0036] As an example of an expansion of this decision, 
given four threads executing simultaneously in pairs on the 
tWo different processor groups, in Which the ?rst and second 
threads are initially scheduled in a ?rst one of the processor 
groups and at least a third and a fourth thread are running in a 
second functional processor group, the scheduler according 
to the invention can implement a rescheduling decision such 
that it threads are all running simultaneously but the ?rst and 
second threads are running in different functional processor 
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groups and the third and fourth threads are also running in 
different functional processor groups. 
[0037] In one advantageous embodiment of the invention, 
the threads originate in at least one virtual machine, in Which 
case the threads may be virtual CPUs. The virtual CPUs may 
themselves be virtualiZed logical processors Within virtual 
iZed, functional processor groups. 
[0038] The process of rescheduling a thread may include 
putting the processor on Which it Was running into a halted 
state, preempting the thread that is running on that processor 
and scheduling a different thread to run on that processor. In 
computers in Which the processors in the functional processor 
group support a hardWare thread priority, rescheduling a 
thread may alternatively comprise changing its priority rela 
tive to the priorities of coschedulable threads. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0039] FIG. 1 illustrates the simplest tWo-thread, tWo-logi 
cal-processor case of the mechanism according to the inven 
tion for reducing con?icts for a shared resource in a multi 
threaded and/ or multi-core computer system. 
[0040] FIG. 2 illustrates the mechanism according to the 
invention for descheduling one thread running on a package 
Where anti-cooperative execution behavior is detected. 
[0041] FIG. 3 illustrates a normal operating condition in a 
multi-threaded or multi-core architect, With tWo pairs of 
executable threads each running on respective logical proces 
sors in a respective processor group. 
[0042] FIG. 4 illustrates one scheduling option at tWo dif 
ferent times in the case Where one thread in each of tWo 
packages in FIG. 3 is found to display anti-cooperative behav 
ior. 

[0043] FIG. 5 illustrates an alternative scheduling option to 
the one shoWn in FIG. 4, namely, a time-shared scheduling 
that keeps previously co-scheduled threads Within the same 
processor group. 
[0044] FIG. 6 illustrates yet another alternative scheduling 
option to the one shoWn in FIG. 4, namely, one in Which all 
executing threads continue to execute simultaneously, but in 
Which previously co-scheduled threads are rescheduled to run 
on different processor groups. 

[0045] FIG. 7 illustrates, on the one hand, a generaliZed 
embodiment of the invention, in Which one or more guests, 
each having one or more multi-threaded or multi-core virtual 
processors, are scheduled using the invention to execute on a 
hardWare platform that also has one or more processor 
groups, each containing one or more logical (in the multi 
threaded case) or partnered physical (in the multi-core case) 
processors. 

DETAILED DESCRIPTION 

[0046] The main idea of the invention is ?exible enforce 
ment of performance isolation using the hardWare capabili 
ties of SMT/multi-core processors. The simplest embodiment 
of the invention is illustrated in FIG. 1: A pair of “partnered” 
processors CPU0, CPU1 are associated in a functional group 
101 such that they share at least one group resource 102 under 
the control of knoWn hardWare mechanisms Within the group. 
As just one example, in a simultaneous multi-threaded (SMT, 
or, here, simply “multi-threaded”) architecture such as Intel 
Corp.’s Hyper-Threaded Technology, there are tWo logical 
processors per package (a type of group), but a hardWare 
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mechanism in the processor package itself determines hoW 
each thread accesses the trace caches. 

[0047] A scheduler 610 schedules each of a plurality (tWo 
are shoWn by Way of example) of logically cooperating 
executable threads Ta, Tb for execution on the processors 
CPU0, CPU1, While an activity sensor 615 Within or acces 
sible by the scheduler monitors the behavior of the executing 
threads. Extensions of this simpli?ed embodiment are 
described beloW. 

[0048] The scheduler 610 Will be part of some knoWn inter 
mediate softWare layer that mediates access to hardWare 
resources. Examples include an operating system, a virtual 
machine monitor or hypervisor, a kernel in a virtualiZed com 
puter system, etc., as Will be made clearer beloW. Similarly, 
the processors CPU0, CPU1 Will be part of a larger set of 
system hardWare 100, Which Will include such components as 
a disk, memory, poWer and timing devices, I/O controllers, 
etc. The other features of system softWare and hardWare are 
not illustrated or described further here because they are Well 
knoWn and can be assumed to be present in any modern 
computer system. 
[0049] One example of a processor group 101 is a multi 
thread package, in Which the partner processors CPU0, CPU1 
are logical processors and the shared resource may be a cache, 
pipeline, etc. Another example of a group Would be a set of 
multi-core processors. As Will become clearer beloW, the 
invention is not restricted to any particular number of execut 
able threads, or the manner in Which they logically cooperate, 
and there may be more than one processor group, each of 
Which may have tWo or more associated processors. 

[0050] As commonly (but not universally) used, the term 
“thread” often implies a shared address space. This is not 
necessary in this invention. Rather, as used here, a thread is 
simply a body of executable code that is scheduled for execu 
tion as a unit. Logical cooperation among threads may be 
simply that they are multiple threads of a the same softWare 
entity, Which, for the sake of conciseness, is referred to beloW 
as a “task,” and Which may be, for example, a single process, 
multiple virtual CPUs in the same virtual machine (see 
beloW), etc. 
[0051] The activity sensor 615 is a softWare module com 
prising computer-executable code that either monitors the 
activity of executing threads With respect to a predetermined 
activity parameter, or accesses any knoWn mechanism Within 
the system hardWare (including Within the processor group 
itself) to get a value of the activity parameter. For example, 
depending on the architecture in Which the invention is 
included, the activity sensor 615 detects any observable con 
dition such as any of the many knoWn hardWare performance 
counters, or includes softWare performance counters, to 
determine, for example, the frequency of pipeline ?ushes, 
cache ?ushes or misses, over?oW of a resource, requiring too 
many ?oating-point operations per predetermined time unit, 
or any other event indicative of anti-cooperative execution 
behavior. Note that the activity sensor may operate according 
to pre-set rules, or by comparing run-time behavior against a 
user-speci?ed performance threshold or range, or both. 

[0052] NoW assume that the activity sensor 615 detects that 
thread Tb is behaving “anti-cooperatively,” Which may be 
de?ned in any predetermined sense as any behavior that 
reduces the ability of one or more other co-scheduled threads 
to use the shared resource, or that interferes With another 
thread’s attempts to use the resource, such that hardWare or 
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software intervention is required. Several examples of anti 
cooperative execution behavior have been mentioned above. 
[0053] Upon detecting anti-cooperative execution behav 
ior, the scheduler 610 may deal With the situation according to 
predetermined rules programmed into the scheduler, or 
according to one or more options, depending on the desired 
implementation of the invention. In one system that incorpo 
rates the invention, three alternatives Were provided: 1) do 
nothing, that is, no intervention, such that the anti-cooperative 
behavior is alloWed to continue; 2) folloW rules input by the 
user or administrator, for example via a console 300; or 3) 
automatically intervene according to predetermined, pre-pro 
grammed rules such as When the anti-cooperative behavior 
causes the sensed or computed value of the activity parameter 
has exceeded a threshold (for example, too many cache 
?ushes or cache misses) or fallen outside given bounds. 
Options 2) and 3) may lead to the same type of intervention, 
as described beloW, although the conditions that trigger the 
intervention Will be either user-selected or pre-set. 
[0054] For the time being, the discussion of the invention 
Will focus on the manner in Which the scheduler intervenes, 
since this highlights perhaps the most bene?cial aspect of the 
invention: the scheduler 610 deschedules Tb from CPU1, 
alloWing thread Ta to run alone, or at least Without being 
co-scheduled With the anti-cooperative thread Tb. Alterna 
tively, if Tb is more important in any sense, such as if the user 
designates it as a higher priority thread, then the scheduler 
610 could instead deschedule Ta. 
[0055] The effect of this is illustrated in FIG. 2: The pro 
cessor group 101 is effectively converted into a single-pro 
cessor con?guration, in Which it Will operate as almost any 
other non-multi-threaded processor. Threads Ta and Tb can 
then be scheduled to execute separately. Although this Will 
mean that thread Tb Will have to Wait, it may actually increase 
overall execution progress, since thread Ta Will be able to 
execute With full access to the shared resource, Without 
repeated Wasted processor cycles needed to reconstruct it. 
Notice, hoWever, a difference in the approach according to the 
invention relative to the prior art: Upon detecting anti-coop 
erative behavior, rather than just adjusting the time allotted to 
the offending thread, the invention makes use of the features 
of the multi-threaded processor architecture itself to prevent a 
partial or total denial of service. 

[0056] Additionally, Whereas GrunWald’s proposals 
involve penaliZing the anti-cooperative thread, this invention 
does not, but rather simply changes co-scheduling to reduced 
processor scheduling (for example, from dual to single, or, 
more generally, from k processors to k-l), or changes Which 
processor at least one of the threads executes on. A further 
distinction betWeen knoWn time-slicing techniques and the 
invention is that time-slicing implements only coarse-grained 
interleaving of softWare threads (thousands or millions of 
instructions may execute before sWitching threads), While the 
invention implements not only coarseibut also ?ne-grained 
interleaving of softWare threads such that the pipeline may be 
processing instructions from both threads simultaneously. 
Moreover, unlike Snavely’s time-slicing proposals, the inven 
tion directly attempts to determine anti-cooperative behavior, 
and does so at run-time, as threads are actually running 
together to do “real” Work. 
[0057] FIG. 3 illustrates a con?guration of the invention in 
Which tWo or more tasks 500-11, 500-!) (only tWo are shoWn for 
simplicity), each having more than one thread Ta0, Ta1, Tb0, 
Tb1 (again, only tWo per task are shoWn for simplicity) run 
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via the intermediate software layer(s) 600 and are scheduled 
for execution on any of a plurality of functional processor 
groups 101-1, 101-2, each of Which includes tWo or more 
associated physical or logical processors CPUO-1, CPU1-1, 
CPUO-2, CPU1-2 Which share, Within each group, a respec 
tive resource 102-1, 102-2. It is not necessary to the invention 
for the number of threads to be the same in each task, or for the 
number of processors to be the same in each group, or for the 
number of threads in any task to be the same as the number of 
processor groups or number of processors in any given group. 
All that is necessary is that the scheduler or some analogous 
component that performs operations according to the inven 
tion to be able to schedule a particular thread on a particular 
processor (or processor group, if mechanisms Within the 
group assign processors to submitted threads). 
[0058] FIG. 3 illustrates the “normal,” cooperative multi 
threaded situation, in Which tWo threads are running on each 
processor group, sharing the respective resources. NoW if a 
single thread is detected as being anti-cooperative, the sched 
uler 610 can deal With this in the same manner as described 
above for FIGS. 1 and 2, alloWing the threads in the other 
processor group to continue execution as normal. 

[0059] For the sake of clarity, in FIGS. 3-6, only the various 
processor groups are shoWn. The other hardWare and softWare 
components of the system may be assumed. 
[0060] Assume, hoWever, that a thread in each group (for 
example, Ta1 and Tb1) is detected as being anti-cooperative. 
FIG. 4 illustrates one Way for the scheduler 610 to alloW the 
other threads Ta0 and Tb0 to proceed, namely, to deschedule 
Ta1 and Tb1 at time t0. Threads Ta1 and Tb1 can then be 
rescheduled later, at a time t1, When Ta0 and Tb0 have com 
pleted. Threads Ta1 and Tb1 do not have to be rescheduled at 
the same time, hoWever. The procedure illustrated in FIG. 4 
can be considered as a “per group” sharing option inasmuch 
as the same processor group remains dedicated to the associ 
ated threads (Ta0 and Ta1, and Tb0 and Tb1), Which execute 
in the same processor group in Which they Were originally 
scheduled. 
[0061] FIG. 5 illustrates a different rescheduling option, 
Which may be called a “time shared” scheduling option in that 
the threads of one task (Ta0 and Ta1, for example) are 
executed simultaneously, but are isolated from one another by 
being scheduled onto different groups, Which then operate as 
single- or at least reduced-processor groups. The threads of 
the other task (here, Tb0 and Tb1), are then rescheduled to run 
afterwards. The decision as to Which task’s threads are to be 
given priority may be implemented in any desired manner: 
Either the task that contained the anti-cooperative thread 
could be “punished” by having to Wait, or its threads could be 
scheduled to run immediately, With the other, cooperative 
threads running afterwards. 
[0062] Assume that tWo threads are knoWn or found not to 
cooperate Well With each other, but Would not as likely 
degrade the execution of threads of other tasks. Alternatively, 
assume that it is desired for any reason to ensure that tWo 
threads execute in isolation from one another. FIG. 6 illus 
trates a scheduling option that handles both these situations: 
Rather than running the threads on the same processor group, 
the threads are “cross-scheduled,” that is, both processors in 
each group are Working, but each processor group is handling 
one thread from each previously coscheduled pair. 
[0063] In this description of the various embodiments of the 
invention, it is stated that a processor (or, more correctly, the 
thread running on that processor) may be rescheduled. 
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Depending on hoW the scheduler chooses to deal With an 
anti-cooperative thread, this Will mean that some thread (ei 
ther the anti-cooperative thread or one of its thread “victims”) 
running in the same logical processor group (such as package 
or multi-core processor set) is preempted and that either 
another “Working” thread (Ta0, Tb1, etc.) is scheduled to run 
on that processor, or that an idle thread is. As mentioned 
above, scheduling an idle thread on a processor effectively 
puts it into a “halt” state; for purposes of understanding this 
invention, hoWever, the term “halt” should not be limited to 
the sense or particular semantics of the HLT instruction used 
in most Intel processors, in particular, those With the x86 
architecture. 
[0064] In processor architectures that support a “hardWare 
thread priority,” another Way to reschedule a thread Would be 
to change the relative priorities of running threads so that a 
given processor Will execute the anti-cooperative thread 
much less frequently. Note that this option Will generally 
enforce performance isolation less strictly. Skilled program 
mers Will be able to adapt the notion of rescheduling as 
described here to the needs of a given architecture. 

[0065] As mentioned above, the softWare entities (tasks) in 
Which the various threads originate may be of any type. The 
invention has been found to be particularly advantageous, 
hoWever, in virtualiZed computers running on a multi 
threaded hardWare architecture. An example of the invention 
in this context Will noW be described. In addition to providing 
a concrete example of the invention, this Will also shoW hoW 
the invention can be generaliZed, as Well as several speci?c 
features that improve performance and that can be used in 
other embodiments of the invention as Well. 

[0066] The advantages of virtual machine technology have 
become Widely recognized. Among these advantages is the 
ability to run multiple virtual machines on a single host plat 
form. This makes better use of the capacity of the hardWare, 
While still ensuring that each user enjoys the features of a 
“complete,” isolated computer. Depending on hoW it is imple 
mented, virtualiZation also provides greater security since it 
can isolate potentially unstable or unsafe softWare so that it 
cannot adversely affect the hardWare state or system ?les 
required for running the physical (as opposed to virtual) hard 
Ware. 

[0067] As is Well knoWn in the ?eld of computer science, a 
virtual machine (V M) is a softWare abstractionia “virtual 
1Z2lI1OI1”4Of an actual physical computer system. A virtual 
machine is installed on a “host,” such as the hardWare plat 
form 100. 
[0068] See FIG. 7, Which illustrates implementation of the 
scheduler 610 according to the invention in a virtualiZed 
computer system, in Which each task Whose threads are 
scheduled is shoWn as a “guest,” Which, in the illustrated 
embodiment, is assumed by Way of example to be a virtual 
machine. TWo guests 500-1, 500-2 are shoWn for the sake of 
simplicity, although any number may be included, including 
only one. 
[0069] Each VM Will typically have both virtual system 
hardWare 501-1, 501-2 and guest system softWare, including 
or consisting of a guest operating system 520-1, 520-2, Which 
has the typical included and associated softWare such as driv 
ers as needed. The virtual system hardWare typically includes 
virtual system memory 512, at least one virtual disk 514, and 
one or more virtual devices 540. Note that a diskivirtual or 

physicaliis also a “device,” but is usually considered sepa 
rately because of its important role. All of the virtual hard 
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Ware components of the VM may be implemented in softWare 
using knoWn techniques to emulate the corresponding physi 
cal components. 
[0070] In the illustrated embodiment, each VM 500-1, 
500-2 itself has a virtualiZed, multi-threaded processor archi 
tecture. In fact, in the con?guration shoWn in FIG. 7, each 
guest has a plurality of virtual processor packages (or, more 
generally, groups), each of Which has a different number of 
logical processors. Thus, VM 500-1 has In virtual processor 
packagesVPACKAGE 1-m, Where VPACKAGE 1 has logical 
processors VPO-VPd; Where VPACKAGE m has logical pro 
cessors VPO-VPe; and VM 500-2 has n virtual processor 
packages VPACKAGE 1-n, VPACKAGE 1 has x logical pro 
cessors VPO-VPx; and VPACKAGE n has logical processors 
VPO-VPy. In VM 500-1, i threads T0-1 to Ti-1 are shoWn as 
being ready and inVM 500-2, j threads T0-2 to Tj-2 are shoWn 
as being ready. 
[0071] As for the illustrated system hardWare 100, p physi 
cal processor packages PACKAGE 1-p are shoWn, Where 
PACKAGE 1 has logical processors P0-1 to P0-r; PACKAGE 
p has logical processors P0-p to Ps-p, and so on. As mentioned 
above, these groups of processors may also be multi-core 
instead of multi-threaded. 
[0072] If a VM is properly designed, then even though 
applications running Within the VM are running indirectly, 
that is, via its respective guest OS and virtual processor(s), it 
Will act just as it Would if run on a “real” computer, except for 
a decrease in running speed that Will be noticeable only in 
exceptionally time-critical applications. Executable ?les Will 
be accessed by the guest OS from the virtual disk or virtual 
memory, Which Will simply be portions of the actual physical 
disk or memory allocated to that VM. Once an application is 
installed Within the VM, the guest OS retrieves ?les from the 
virtual disk just as if they had been pre-stored as the result of 
a conventional installation of the application. The design and 
operation of virtual machines are Well knoWn in the ?eld of 
computer science. 
[0073] Some interface is usually required betWeen a VM 
and the underlying host platform 100 (in particular, the hard 
Ware CPU(s)), Which is responsible for actually executing 
VM-issued instructions and transferring data to and from the 
hardWare memory and storage devices. A common term for 
this interface is a “virtual machine monitor” (VMM), Which 
Will be included as one of the intermediate softWare layers but 
is not labeled speci?cally in the ?gures because its presence 
can be assumed, or because it may be the intermediate soft 
Ware layer 600 that actually includes the scheduler (depend 
ing in the virtualiZed con?guration, as described beloW). A 
VMM is usually a softWare component that runs directly on 
top of a host, or directly on the hardWare, and virtualiZes at 
least some of the resources of the physical host machine so as 
to export some hardWare interface to the VM. 

[0074] The various virtualiZed hardWare components in the 
VM, such as the virtualiZed processors, the virtual memory, 
the virtual disk, and the virtual device(s) are shoWn as being 
part of each respective VM 500-1, 500-2 for the sake of 
conceptual simplicityiin actual implementations these 
“components” are usually constructs or emulations exposed 
to the VM by its respective VMM, for example, as emulators. 
One advantage of such an arrangement is that the VMM may 
be set up to expose “generic” devices, Which facilitate VM 
migration and hardWare platform-independence. 
[0075] In fully virtualiZed systems, the guest OS cannot 
determine the presence of the VMM and does not access 
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hardware devices directly. One advantage of full vir‘tualiZa 
tion is that the guest OS may then often simply be a copy of a 
conventional operating system. Another advantage is that the 
system provides complete isolation of a VM from other soft 
Ware entities in the system (in particular, from other VMs) if 
desired. Because such aVM (and thus the user of applications 
running in the VM) cannot usually detect the presence of the 
VMM, the VMM and the VM may be vieWed as together 
forming a single virtual computer. 
[0076] In contrast, the guest OS in a so-called “para-virtu 
aliZed” system is modi?ed to support virtualiZation, such that 
it not only has an explicit interface to the VMM, but is some 
times also alloWed to access at least one hardWare resource 

directly. In short, virtualiZation transparency is sacri?ced to 
gain speed. In such para-virtualiZed systems, the VMM is 
sometimes referred to as a “hypervisor.” 

[0077] This invention may be used in both fully virtualiZed 
and para-virtualiZed computer systems. Indeed, vir‘tualiZa 
tion is not a prerequisite for this invention at all, but rather the 
softWare mechanisms that implement the method according 
to the invention may be incorporated into system-level soft 
Ware even in conventional, non-virtualiZed systems. 

[0078] In addition to the distinction betWeen full and partial 
(para-) virtualiZation, tWo arrangements of intermediate sys 
tem-level softWare layer(s) are in general useia “hosted” 
con?guration, and a non-hosted con?guration. In a hosted 
virtualiZed computer system, an existing, general-purpose 
operating system forms a “host” OS that is used to perform 
certain I/O operations, alongside and sometimes at the 
request of the VMM. The Workstation product of VMWare, 
Inc., of Palo Alto, Calif., is an example of a hosted, virtualiZed 
computer system, Which is also explained in US. Pat. No. 
6,496,847 (Bugnion, et al., “System and Method for Virtual 
iZing Computer Systems,” 17 Dec. 2002). 
[0079] In a non-hosted vir‘tualiZed computer system, a ker 
nel customiZed to support virtual computers takes the place of 
and performs the conventional functions of the host OS, such 
that virtual computers run on the kernel. In addition to the 
various VM/VMMs, the kernel also handles any other appli 
cations running on the kernel that can be separately sched 
uled, as Well as any temporary “console” operating system, if 
included, used for booting the system as a Whole and for 
enabling certain user interactions With the kernel. Thus, in a 
non-hosted vir‘tualiZed computer system, the kernel Will be 
the primary if not sole intermediate softWare layer 600. 
[0080] Compared With a system in Which VMMs run 
directly on the hardWare platform, use of a kernel offers 
improved performance because it can be co-developed With 
the VMMs and be optimiZed for the characteristics of a Work 
load consisting mostly of vir‘tualiZed computers. Moreover, a 
kernel can also be optimiZed for I/O operations and it alloWs 
services to extend across multiple VMs (for example, for 
resource management). The ESX Server product of VMWare, 
Inc., is an example of a non-hosted vir‘tualiZed computer 
system. 
[0081] Various options for scheduling different threads on 
the logical processors of different packages are described 
above With reference to FIGS. 1-6. All of these options may be 
made available in the more generaliZed system shoWn in FIG. 
7, such that logical processors are halted as needed, or anti 
cooperative threads can be rescheduled on different pack 
ages, upon detection of anti-cooperative behavior on the part 
of any running thread. 
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[0082] Note that, in a system With guests that have virtual 
processors, the virtual processors themselves are typically the 
threads that are scheduled to run on the underlying hardWare 
processors. Separate threads T0-1 to Ti-1 and T0-2 to Tj -2 are 
shoWn in FIG. 7 simply so that this Figure Will be easier to 
compare With the previous ?gures. 
[0083] Certain speci?cs of an implementation of the inven 
tion in a non-hosted virtualiZed computer systemispeci? 
cally, a version of VMWare’s ESX Server productiWill noW 
be described by Way of example. In this example, it is 
assumed that the processor architecture is Intel Corp.’s 
Hyper-Threading Technology architecture and that the shared 
resource in question is a trace cache. To the extent they are 
needed at all, modi?cations to the described embodiment to 
accommodate other architectures (such as multi-core, With 
more than tWo logical processors per package, etc.) and 
shared resources Will be Within the skill of experienced 
designers of system-level softWare. 
[0084] To understand the performance implications of 
Hyper-Threading (HT), it is important to recall that most 
processor resources are shared betWeen the tWo executing 
threads. For instance, the L1, L2 and L3 caches and all func 
tional units (such as the ?oating point units and arithmetic/ 
logical units) are ?exibly shared betWeen the tWo threads. So, 
if one thread is using very little cache, the other thread Will be 
able to take advantage of all the unused cache space. HoW 
ever, if both threads demand large amounts of cache, they Will 
compete for the limited capacity likely sloW each other doWn. 
[0085] By default, HT is preferably enabled during the ESX 
Server installation process on any hardWare that supports the 
feature. A checkbox is also provided in a Management User 
Interface to enable or disable HT. Assuming that the user 
selects multi-threading, the user, for example using the con 
sole 300, is preferably also given the option of enabling or 
disabling this invention. One advantage of the invention is 
that it requires feW other changes to the interface presented to 
the userithe number of CPUs shoWn in the Management 
User Interface Will double, and the list of available CPUs for 
the perVM-only use processors (also knoWn as CPU af?nity) 
Will double. 
[0086] Most systems With Intel Xeon MP processors or 
Intel Xeon processors With at least 512 KB of cache support 
HT. HoWever, in order for ESX Server to enable multi-thread 
ing, the server BIOS must be properly con?gured With multi 
threading enabled. Skilled systems administrators Will knoW 
hoW to con?gure a BIOS; moreover, the factory default BIOS 
setup often enables HT. 
[0087] As mentioned above, an operating system can cause 
logical processors to enter an architecture-dependent halted 
state, often Within the context of an idle thread. This halted 
state frees up hardWare execution resources to the partner 
logical processor (the other logical processor on the same 
package), so that a thread running on the partner logical 
processor runs effectively like a thread on a non-HT system. 
The VMWare ESX Server preferably uses the halted state 
aggressively to guarantee full utiliZation of the system’s pro 
cessing poWer, even When there are not enough running 
threads to occupy all logical processors. 
[0088] ESX Server accounts for CPU time in terms of 
“package seconds,” not logical processor seconds. A VM 
running on a logical processor that shares a package With 
another busy logical processor Will be charged for half as 
much as aVM running on a logical processor With its partner 
halted. In other Words, a VM is only “half-charged” When it 
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runs on only half of a package, but fully charged if it has the 
package to itself. Performance testing has shown this to be the 
mo st accurate and understandable Way to quantify the impact 
of HT performance implications. This style of accounting 
also makes it easier to compare performance betWeen HT and 
non-HT systems, because CPU time consumed is measured in 
the same units on both system types. 

[0089] Because the bene?ts of HT depend so heavily on the 
characteristics of the running Workload, it is dif?cult to gen 
eraliZe about the performance impact of HT. Intel suggests 
that some applications may see performance improvements 
of up to 30%, but, in practice, these extreme improvements 
are rare. More typical applications see performance bene?ts 
closer to 10%, and a feW applications Will decrease slightly in 
performance When run on a multi-threaded system. 

[0090] When running symmetric multi-processor (SMP) 
VMs on a system With tWo physical packages, hoWever, the 
performance gains may be more substantial. VMWare ESX 
Server preferably coschedules both virtual CPUs in an SMP 
VM. That is to say, if one virtual CPU in the VM is running, 
they must both be running or idle. This can lead to a problem 
of “processor fragmentation” on tWo-Way systems. Consider 
the case Where a uni-processor VM is running and a tWo 
processor VM is ready to run: One physical CPU Will be idle, 
but ESX Server Will not be able to run the SMP VM, because 
it Would need tWo available physical processors. Thus, a 
physical CPU may be left idle. This problem may also arise in 
the more generaliZed case shoWn in FIG. 7, in Which VMs 
have more than tWo virtual packages and/or more than tWo 
logical CPUs per virtual package. For example, is one VM has 
a single tWo-CPU package and another VM has a single 
three-CPU package, then the VM With the three-CPU pack 
age Would need to Wait to make any execution progress in 
knoWn systems. 
[0091] The above situation Would not be a problem for a 
multi-threaded system. For example, VMWare ESX server 
could dedicate one package (With tWo logical CPUs) to the 
SMP VM and another package to the uni-processor VM (run 
ning on one logical CPU, With the other halted), thus fully 
utiliZing the system’s resources. This increased utiliZation 
can lead to substantial performance bene?ts for realistic 
Workloads With a mix of SMP and uni-processor VMs. In 
addition to the basic features described above, VMWare ESX 
Server provides a number of improvements and con?guration 
options that advance the state of the art in HT performance 
and management. 
[0092] InVMWare ESX Server, VMs typically receive CPU 
time proportional to an allocation of “shares.” Even in sys 
tems that incorporate the invention, VMWare ESX Server’s 
CPU resource controls are preferably tightly integrated With 
HT accounting: Virtual machines still receive to their share 
allocation, but are capped by user-speci?ed min and max 
values, Which may be entered, for example, using the console 
300. While shares alloW relative allocation of resources (so 
that an administrator can specify one VM should receive 
tWice the resources of another VM, for instance), min and 
max are absolute guarantees, measured as a percentage of a 
package’s resources. That is, a VM With a min of “75%” and 
a max of “90%” is guaranteed to get at least 75% of a pack 
age’s time, but never more than 90%, even if extra idle time is 
available in the system. These limits may be incorporated into 
the scheduler’s 61 0 scheduling routine in any normal manner. 

[0093] To achieve this level of fairness, ESX Server 
dynamically expands a high-priority VM to use a full pack 
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age, by rescheduling its partner logical processor to run an 
idle thread (Which, for example, may execute the HLT 
instruction), even if other VMs are currently runnable in the 
system. This does not Waste resources, but simply redirects 
them to the high priority VM, so that it can receive up to a full 
physical package (or tWo full physical packages for an SMP 
VM With tWo virtual CPUs), depending on the administrator 
speci?ed con?guration. This feature differentiates ESX 
Server from commodity operating systems, Which attempt to 
keep all logical CPUs busy, even if doing so hurts the progress 
of a high-priority thread. Expansion and contraction are pref 
erably fully dynamic and transparent to the administrator. 
[0094] Another user choice made possible by the invention 
is that the user may specify not only a percentage of a pack 
age’s time, but may also indicate to the scheduler 610, via the 
console 300 or otherwise, such as With settings speci?ed in an 
associated con?guration ?le or other user-speci?ed con?gu 
ration state, that a particular thread is knoWn to be anti 
cooperative and should not be co-scheduled With other 
threads. The scheduler 61 0 Will then not need to bother detect 
ing Whether the indicated thread(s) must be isolated since this 
Will already have been decided. In addition to saving the 
scheduler from having to make the decision about quarantin 
ing, user-manual control has an additional bene?t: The user 
can take advantage of the invention to guard against attacks 
that are either impossible to detect With the activity sensor or 
that Were not knoWn at the time of the scheduler’s design. 
[0095] While HT Technology can provide a useful perfor 
mance boost for many Workloads, it also increases the possi 
bility of performance interference betWeen tWo applications 
running simultaneously. For instance, as discussed earlier, an 
application With extremely poor cache performance may lead 
to performance problems for another application running on 
the same physical package. 
[0096] On a commodity operating system, When an appli 
cation is observed to interact poorly With HT Technology, the 
administrator has little choice but to disable HT on the entire 
machine. ESX server, hoWever, using the invention, provides 
an additional level of control for administrators to manage 
package-sharing settings at the level of the individual VM: 
Users can select from three choices (called “HT-sharing” 
settings) for each VM: any sharing, no sharing, or internal 
sharing only. The default setting, “any,” alloWs the scheduler 
610 to schedule virtual CPUs from the designated VM on the 
same package With any other virtual CPU. This alloWs the 
system to exploit HT Technology to its fullest, and it is the 
best choice for the majority of applications. 
[0097] The “internal” setting applies only to SMP VMs. It 
speci?es that the tWo (or more) virtual CPUs (Which form 
schedulable threads) from the VM in question can share a 
package together, but not With virtual CPUs from any other 
VM. This contains any HT performance issues Within the 
designated VM, so it can neither affect the performance of 
other VMs nor be affected by them. ESX Server can still 
dedicate a full package to each virtual CPU in the VM, hoW 
ever, if resource constraints and the system activity load per 
mit it. For applications that are quite sensitive to performance 
variations (such as streaming media servers), this setting may 
provide the best balance betWeen HT utiliZation and perfor 
mance isolation. 

[0098] Finally, the “no sharing” setting guarantees that 
each virtual CPU Will alWays run on a full package, With the 
partner logical CPU halted. This setting can be chosen to 
maximiZe the VM’s isolation, and it is particularly appropri 
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ate for virtual machines running applications that are known 
to perform poorly on multi-threaded systems. Note that the 
“no sharing” option causes the scheduler to implement time 
slicing (coarse-grained interleaving) Whereas the “intemal” 
and “any” options both lead to ?ne-grained interleaving. 
[0099] As mentioned above, GrunWald shoWed a particu 
larly malicious application could degrade the performance of 
another Workload running on the same physical package by as 
much as 90% through, for example, the use of self-modifying 
code in a tight loop. Although the inventors have not yet 
observed such an attack in the ?eld, the invention as incorpo 
rated into ESX Server includes special optimizations to 
ensure that a rogue thread in one VM can not severely degrade 
the performance of another VM: The scheduler 610 in the 
ESX Server kernel accesses loW-level hardWare counters to 
ob serve the frequency of events that may indicate potentially 
anti-cooperative behavior. 
[0100] If the number of harmful events observed in a given 
time period for a certain VM is too high, the system automati 
cally “quarantines” that VM by placing it into the “no shar 
ing” state (or, alternatively, the internal state), as described 
above. This setting protects other VMs from the potential 
denial of service attack, but does not excessively degrade 
performance for the misbehaving VM, as it loses only the 
added bene?t of HT. If the degree of anti-cooperative behav 
ior eventually drops beloW a speci?ed threshold, the VM Will 
be released from the quarantined state and alloWed to run on 
a package along With other threads. 
[0101] Particularly for netWork-intensive Workloads, con 
text sWitches due to interrupts can be a major source of 
overhead. To address this problem, VMWare ESX Server 2.1 
has tightly integrated the interrupt-steering code With the 
HT-aWare scheduler 610. ESX Server minimiZes unnecessary 
context sWitches by preferentially directing interrupts to 
idling logical processors, Which are already Waiting in a ker 
nel mode, that is, are available to the kernel. Similarly, When 
the scheduler has to decide Which logical processor of a 
package should begin running a thread, it preferentially 
chooses the logical processor With the loWer interrupt load, 
Which the scheduler 610 may determine using knoWn tech 
niques 
[0102] In many systems, device drivers handle asynchro 
nous events, such as interrupts or “bottom halves,” Which are 
snippets of code (a form of thread) used to aid in the process 
ing of interrupts. The manual/automatic quarantining 
approach according to the invention could also apply to inter 
rupts, such that an interrupt is not handled by a logical CPU on 
the same package as a “no sharing” thread; furthermore, 
anti-cooperative device drivers could have their interrupts 
directed to processors that are not running time-critical 
threads. 

We claim: 
1. A method for controlling execution of a plurality of 

threads by a processing system that has at least tWo processors 
in at least one functional processor group, in Which threads 
coscheduled for execution on the processors share an internal 
processor group resource, the method comprising: 
When at least a ?rst and a second thread are coscheduled for 

execution on the processors of the functional processor 
group, sensing during run time the presence of a 
rescheduling condition indicating that either the ?rst 
thread or the second thread is exhibiting anti-coopera 
tive execution behavior toWards the other coscheduled 
thread, Wherein anti-cooperative execution behavior 
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comprises any behavior that reduces or interferes With 
the ability of another coscheduled thread to use the 
shared internal processor group resource; 

upon sensing the rescheduling condition, rescheduling at 
least one of the threads such that the ?rst and second 
threads no longer execute in the same functional proces 
sor group at the same time. 

2. A method as in claim 1, in Which the anti-cooperative 
execution behavior is use by the ?rst thread of the internal 
processor group resource causing a denial of use of the 
resource by the second thread above a minimum acceptable 
level. 

3. A method as in claim 2, in Which the anti-cooperative 
execution behavior is triggering more than a threshold num 
ber of cache ?ushes. 

4. A method as in claim 2, in Which the anti-cooperative 
execution behavior is triggering more than a threshold num 
ber of cache misses. 

5. A method as in claim 2, in Which the anti-cooperative 
execution behavior is triggering more than a threshold num 
ber of pipeline ?ushes. 

6. A method as in claim 1, further comprising inputting user 
designation of the ?rst thread as being un-coschedulable With 
the second thread, in Which such user designation is the 
rescheduling condition. 

7. A method as in claim 1, further comprising: 
inputting at least one user-provided execution guarantee 

for a designated one of the threads, in Which the resched 
uling condition is violation of the guarantee; and 

upon violation of the guarantee, rescheduling at least one 
of the coscheduled threads to ensure that the guarantee is 
met for the designated thread. 

8. In a computer system With at least tWo functional pro 
cessor groups each having at least tWo processors, the method 
of claim 1, further comprising 

alloWing continued execution of the second thread, and 
rescheduling execution of the ?rst thread on a processor in 

a different functional processor group, 

Whereby the ?rst and second threads continue to execute 
simultaneously but in different functional processor 
groups. 

9. A method as in claim 8, in Which the ?rst and second 
threads are initially scheduled in a ?rst one of the processor 
groups and at least a third and a fourth thread are running in a 
second functional processor group, further comprising: 

co-scheduling the second and third threads and co-sched 
uling the ?rst and fourth threads such that the ?rst, 
second, third and fourth threads are all running simulta 
neously but the ?rst and second threads are running in 
different functional processor groups and the third and 
fourth threads are also running in different functional 
processor groups. 

10. A method as in claim 1, in Which each functional 
processor group is a multi-threaded processor and the proces 
sors are logical processors. 

11. A method as in claim 1, in Which each functional 
processor group is a multi-core processor arrangement and 
the at least tWo processors are partnered, physical processors. 

12. A method as in claim 1, in Which the threads originate 
in at least one virtual machine. 

13 . A method as in claim 12, in Which the threads are virtual 
CPUs. 
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14. A method as in claim 13, in Which the virtual CPUs 
themselves are virtualiZed logical processors Within virtual 
iZed, functional processor groups. 

15. A method as in claim 1, in Which the step of resched 
uling a thread comprises putting the processor on Which it Was 
running into a halted state. 

16. A method as in claim 1, in Which the step of resched 
uling a thread compri ses preempting the thread that is running 
on that processor and scheduling a different thread to run on 

that processor. 
17. In a computer system in Which the processors in the 

functional processor group support a hardWare thread prior 
ity, the method as in claim 1, in Which the step of rescheduling 
a thread comprises changing its priority relative to the priori 
ties of coschedulable threads. 

18. A method for controlling execution of a plurality of 
threads by a processing system that has at least tWo processors 
in at least one functional processor group, in Which threads 
coscheduled for execution on the processors share an internal 
processor group resource, the method comprising: 
When at least a ?rst and a second thread are coscheduled for 

execution on the processors of the functional processor 
group, sensing during run time the presence of a 
rescheduling condition indicating that either the ?rst 
thread or the second thread is exhibiting anti-coopera 
tive execution behavior toWards the other coscheduled 
thread, Wherein anti-cooperative execution behavior 
comprises any behavior that reduces or interferes With 
the ability of another coscheduled thread to use the 
shared internal processor group resource; 

upon sensing the rescheduling condition, rescheduling at 
least one of the threads such that the ?rst and second 
threads no longer execute in the same functional proces 
sor group at the same time; 

in Which: 
the anti-cooperative execution behavior is use by the ?rst 

thread of the internal processor group resource causing a 
denial of use of the resource by the second thread above 
a minimum acceptable level; 

each functional processor group is a multi-threaded pro 
cessor and the processors are logical processors; and 

the threads are virtual CPUs in a virtual machine. 
19. A system for controlling execution of a plurality of 

threads by a processing system that has at least tWo processors 
in at least one functional processor group, in Which threads 
coscheduled for execution on the processors share an internal 
processor group resource, the system comprising: 

a scheduling module embodied in a computer readable 
storage medium comprising computer-executable code 
for sensing, during run time, When at least a ?rst and a 

second thread are coscheduled for execution on the 
processors of the functional processor group, the 
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presence of a rescheduling condition indicating that 
either the ?rst thread or the second thread is exhibiting 
anti-cooperative executionbehavior toWards the other 
coscheduled thread, Wherein anti-cooperative execu 
tion behavior comprises any behavior that reduces or 
interferes With the ability of another coscheduled 
thread to use the shared internal processor group 
resource; and 

upon sensing the rescheduling condition, for reschedul 
ing at least one of the threads such that the ?rst and 
second threads no longer execute in the same func 
tional processor group at the same time. 

20. A system as in claim 19, in Which the anti-cooperative 
execution behavior is use by the ?rst thread of the internal 
processor group resource causing a denial of use of the 
resource by the second thread above a minimum acceptable 
level. 

21. A system as in claim 19, in Which internal processor 
group resource is a cache and the anti-cooperative execution 
behavior is triggering more than a threshold number of cache 
?ushes. 

22. A system as in claim 20, in Which internal processor 
group resource is a cache and the anti-cooperative execution 
behavior is triggering more than a threshold number of cache 
misses. 

23. A system as in claim 20, in Which internal processor 
group resource is a pipeline and the anti-cooperative execu 
tion behavior is triggering more than a threshold number of 
pipeline ?ushes. 

24. A system as in claim 19, comprising at least tWo func 
tional processor groups each having at least tWo processors, 
the scheduling module being further provided: 

for alloWing continued execution of the second thread, and 
for rescheduling execution of the ?rst thread on a processor 

in a different functional processor group, 
Whereby the ?rst and second threads continue to execute 

simultaneously but in different functional processor 
groups. 

25. A system as in claim 19, in Which each functional 
processor group is a multi-threaded processor and the proces 
sors are logical processors. 

26. A system as in claim 19, in Which each functional 
processor group is a multi-core processor arrangement and 
the at least tWo processors are partnered, physical processors. 

27. A system as in claim 19, further comprising at least one 
virtual machine, in Which the threads originate. 

28. A system as in claim 27, in Which the threads are virtual 
CPUs. 

29. A system as in claim 28, in Which the virtual CPUs 
themselves are virtualiZed logical processors Within virtual 
iZed, functional processor groups. 

* * * * * 


