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ABSTRACT 

A computer-implemented system and method of organizing, 
storing, and analyzing intelligence data. The intelligence data 
is structured as “SDO” (standardized data object) data, each 
SDO containing data representing source intelligence or tar 
get intelligence orboth. The system receives threat de?nitions 

Antonio, TX (Us) from the user, and processes the SDOs and threat de?nitions 
to determine if there are location/time coherencies that indi 

Appl. No.: 12/367,975 cate a security threat. A “threat map” displays one or more 
SDOs in that location, each SDO having a geographical 

Filed: Feb. 9, 2009 radius and a time bar. 
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SYSTEM AND METHOD FOR MODELING 
AND PREDICTING SECURITY THREATS 

TECHNICAL FIELD OF THE INVENTION 

[0001] This invention relates to security intelligence analy 
sis, and more particularly to a computer-implemented system 
for acquiring and structuring threat-related data, de?ning 
threat criteria, and determining and displaying predictive 
indicators of potentially vulnerable locations, assets or 
events. 

BACKGROUND OF THE INVENTION 

[0002] The ?eld of geopolitical “intelligence” analysis 
involves the collection, evaluation and dissemination of vital 
political, economic, and scienti?c information for the pur 
pose of providing and maintaining security. The role of intel 
ligence in government, business settings and laW enforce 
ment is essential today. A professional intelligence analyst 
needs computer skills, analytic skills, a general grasp of cur 
rent events, and a desire to research. 
[0003] A groWing technology is the use of computer sys 
tems to model and analyze intelligence data. With the help of 
such systems, analysts Work all over the World for organiza 
tions and agencies in areas of government (homeland secu 
rity, drug enforcement, etc.), private business and state and 
local laW enforcement. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] A more complete understanding of the present 
embodiments and advantages thereof may be acquired by 
referring to the folloWing description taken in conjunction 
With the accompanying draWings, in Which like reference 
numbers indicate like features, and Wherein: 
[0005] FIG. 1 illustrates an intelligence analysis system in 
accordance With the invention. 
[0006] FIG. 2 illustrates the data acquisition process of the 
system of FIG. 1 in further detail. 
[0007] FIGS. 3 and 4 illustrate examples of the results of 
analysis performed by the system, displayed as graphical 
output. 
[0008] FIG. 5 illustrates a “virtual time machine”, resulting 
from the static analysis process of the system. 

DETAILED DESCRIPTION OF THE INVENTION 

[0009] The invention described herein falls into the general 
?eld of security intelligence analysis. One aspect of the inven 
tion is a computer-implemented system for capturing dispar 
ate intelligence data, receiving threat criteria de?nitions, and 
determining and displaying predictive indicators of poten 
tially vulnerable locations, assets or events. 
[0010] The system implements a data fusion methodology 
for detecting security threats against a variety of static and 
dynamic targets. “Data fusion” is generally de?ned as the use 
of techniques that combine data from multiple sources to 
achieve inferences that are more ef?cient and more accurate 
than if they Were achieved by means of a single data source. 
[0011] The approach described herein involves converting 
intelligence data into a standardized form, referred to herein 
as “standardized data objects” or “SDOs”. These SDOs are 
combined With operational data such as high value targets, 
dynamic events, and transportation of hazardous materials. 
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Operational data may be categorized as static (e. g., ?xed site 
locations) or dynamic (e.g., materials being transported by a 
vehicle). 
[0012] Using analyst-provided threat de?nitions, the data 
fusion process correlates potential threat information (in the 
form of SDOs) With knoWn or projected operational data (in 
the form of threat de?nitions) using semantics, logical rela 
tionships, location, and time. A strength of system 100 is its 
ability to discern threats embedded in large amounts of 
diverse, multi-source, multi-format data. 
[0013] FIG. 1 illustrates a processing system 100 in accor 
dance With the invention. System 100 has at least nine basic 
processing features: 
[0014] (1) Periodic and intelligent acquisition of data from 
multiple data sources 
[0015] (2) Standardization and data characterization 
[0016] (3) Use of third-party plug-ins for items (1) and (2) 
[0017] (4) Data reduction and intelligent ?ltering based on 
semantics, time, and location 
[0018] (5) Analyst-developed threat de?nitions and threat 
libraries 
[0019] (6) Data fusion using ?ve analytical techniques and 
application of one or more threat de?nitions to identify 
threats 
[0020] (7) Drill-doWn access to various levels of data pro 
cessed in the stream facilitated by the use of the standardized 
objects built in (2) 
[0021] (8) Static analysis based on stored standardized data 
for non-real-time analysis using a “virtual time machine” 
[0022] (9) Use of third party plug-ins for additional, post 
standardization analysis 
The sections beloW describe each of these features. 
[0023] Data Acquisition 
[0024] System 100 provides for an open data acquisition 
process 101, Which accepts data from diverse data sources. 
Third-party plug-ins may be used to perform data extraction, 
query, interpretation, and standardization operations. 
[0025] FIG. 2 illustrates data acquisition process in further 
detail, as Well as the resulting SDOs. Five data acquisition 
categories are de?ned, based on the type, interpretation 
requirements, and organization of intelligence data at the 
source. 

[0026] Intelligent Data Extraction 
[0027] This type of data acquisition determines hoW to 
extract intelligence from an unorganized data source before 
interpreting and standardizing the extracted data into an SDO. 
This type of extraction is the most sophisticated and is applied 
to the least pre-processed data. 
[0028] RaW CraWler Data Extraction 
[0029] This category assumes a higher level of data orga 
nization at the source. The process is analogous to Web craWl 
ers and agent-based modules and gathers intelligence for 
processing into SDOs. 
[0030] Interpretive RaW Document Data Extraction 
[0031] For this category of data acquisition, data has 
already been organized into a document (albeit in a Wide 
variety of formats) knoWn to contain intelligence data. HoW 
ever, the extracted data still require interpretation before stan 
dardization into an SDO. 

[0032] Noninterpretive RaW Document Data Extraction 
[0033] This category differs from the previous one in that 
the extracted data require minimal interpretation to produce 
an SDO. 
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[0034] Metaprocessed Document Data Extraction 
[0035] This category applies to data that has been metap 
rocessed and that can be extracted, standardized, and placed 
directly into the SDO repository With a minimum of addi 
tional processing. 
[0036] In addition to the data extraction methods described 
above, a database query mechanism may be used to acquire 
data from source databases. This mechanism uses query 
speci?cations from the analyst. 
[0037] Regardless of the source and method of acquisition, 
the data collected by system 100 is referred to herein as 
“intelligence data”. 
[0038] Standardization and Data Characterization 
[0039] An SDO (standardized data object) represents a 
single, discrete piece of acquired intelligence, based on intel 
ligence data. Each SDO has one of three possible con?gura 
tions: intelligence source information, intelligence target 
information, or a combination of the tWo. 
[0040] Intelligence source information is intelligence data 
about events that have already occurred, such as the capture of 
a Weapons cache. These events may or may not be associated 
With locations and times. 
[0041] Intelligence target information is information 
derived from semantic data in the intelligence pointing to a 
future time and/ or location [e.g., a meeting takes place 
(source) Where a future attack is discussed for a time and 
location in the current active map area (target)]. 
[0042] An SDO may lack source or target information, but 
not both. An SDO may contain both source and target infor 
mation, if the source data is relevant to the current map 
context. If available, a corroboration level as Well as a reli 
ability factor for both source and target data is embedded as 
part of the SDO during creation. 
[0043] During threat analysis processing, as described 
beloW, a threat de?nition determines What geographical areas 
are to be considered. SBO With times and locations outside an 
area being processed are not considered during processing for 
that area. 

[0044] Acquisition/Standardization Plug-Ins 
[0045] To facilitate extensibility and ?exibility, system 100 
has a plug-in architecture. This type of architecture alloWs 
third-party suppliers to expand capabilities by Writing mod 
ules that perform tasks Within the framework of system 100. 
Intelligence-speci?c data acquisition and standardization 
plug-ins perform the data extraction and query processes 
based on security levels, repository and database require 
ments, document types, and interpretation levels of raW intel 
ligence. 
[0046] Data Reduction and Intelligent Filtering 
[0047] As is also illustrated in FIG. 2, a ?ltering process 
103 alloWs an analyst to further reduce the post-standardized 
data set to manageable proportions. Because ?ltering is per 
formed on the SDOs, a single ?ltering format and processing 
step is built into the system’s architecture. Filtering can be 
applied to all SDOs, Whether created from extracted data or 
built directly from database query plug-in operations. Once 
?ltered, SDOs are stored in the SDO repository 104 for inter 
nal analysis, real-time processing, and threat detection. SDOs 
may also be archived in a historical database 105. 
[0048] Speci?cations for ?lter process 103 can be loose or 
tight, and can be saved into ?lter speci?cation ?les. During 
setup for a real-time session, saved ?lters can be assigned to 
one or more repositories. These Will be operative during 
runtime only for the assigned repository-?lter combinations. 
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Acquisition ?lter criteria can be composed of time ranges, 
location ranges, semantic speci?cations, corroboration level, 
reliability, and security access levels. A typical ?lter might be 
used to only alloW highly corroborated data to pass through to 
the real-time analysis, thus minimizing clutter associated 
With the vast amount of available information. 

[0049] Threat Criteria and Threat Libraries 

[0050] A feature of system 100 is its ability to discern 
threats embedded in a large quantity of incoming data char 
acterized by semantics, location, and time. 
[0051] Threat de?nition library 106 stores any number of 
analyst-de?ned threat de?nitions. Each threat de?nition is 
based on one of the ?ve data fusion techniques described 
beloW. Different versions of the same methodology may 
appear in the library 106 to cover more cases or to make the 
processing require feWer resources in a given time period. 
[0052] In addition to the time and location aspects of data 
fusion, threat de?nitions alloW the user to de?ne semantic 
requirements relevant to the analysis. Evaluation criteria 
using categories, subcategories, subtext information, and 
keyWords can be de?ned to support the semantic interpreta 
tion aspect of the threat detection process and to provide 
?exibility in levels of evaluation detail and speci?city. As 
threat library 106 evolves, it becomes more re?ned and more 
sophisticated in the detection of subtle variations and combi 
nations of SDOs in all three areas. 

[0053] A threat de?nition tool 107 alloWs the analyst to 
develop one or more threat de?nitions for a real-time analysis 
session or for standard threat monitoring. Each methodology 
has its oWn speci?c set of control parameters, and the analyst 
can specify all details using the tool. A vieWer 108 for exam 
ining and cross-referencing all items in a threat library is also 
provided. Threat de?nitions from multiple ?les can be 
merged With others to form a large, comprehensive threat 
detection library 106. 

[0054] 
[0055] Data fusion process 110 applies user-de?ned“threat 
de?nitions” to SDOs and operational data to determine 
threats. More speci?cally, data fusion process 110 detects 
threats by examining the cohesion (in time and space) of 
multiple SDOs With static and dynamic operational data in 
various combinations. 

[0056] The results of data fusion process 110 are graphi 
cally displayed as “threat maps”. A scenario driver 111 stores 
maps and operates in conjunction With fusion process to 
provide threat map scenarios associated With assets and 
events. The scenarios are based on the operational data from 
database 109, and may be real or simulated. As stated above, 
operational data may be static or dynamic, but in general, 
pertains to a place, thing or event that could be the target of a 
threat. 

[0057] FIGS. 3 and 4 each illustrate an example of a threat 
map, each of Which graphically illustrate SDOs and cohesion 
among SDOs. Because locations and times may be ill-de?ned 
in the raW intelligence data, a “radius of interest” is developed 
from the data along With a “relevance” life-span de?ned for 
the item. Together With semantic categorization and re?ne 
ment, an SDO characterizes intelligence data in time and 
space. Semantic coherency and cohesion in time and space 
among tWo or more SDOs may indicate a potential threat. 

[0058] In both FIGS. 3 and 4, location cohesion is dis 
played as intersecting SDO radii on a map. Time cohesion is 

Data Fusion Process 
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displayed as overlapping SDO bars. Each SDO has an asso 
ciated color, used for both its geographical radius and time 
bar. 
[0059] The user-de?ned threat de?nition determines Which 
data fusion technique Will be applied by process 110. Three 
types of threat detection data fusion combinations are imple 
mented and are available to the analyst (the user of system 
100) in ?ve categories. 
[0060] 1. Data fusion is represented at it simplest level 
When examining SDOs for common location and time. This 
process identi?es SDOs With enough cohesion to represent a 
possible threat. For example, FIG. 3 shoWs three highly cohe 
sive SDOs in both time and space. FIG. 4 shoWs three mini 
mally cohesive SDOs in space With no cohesion in time (the 
three bars do not overlap). 
[0061] 2. Data fusion can evaluate SDOs in combination 
With static operational data (e.g., purchase of a large amount 
of explosive chemicals Within close proximity of a populated 
area, bridge, tunnel, or nuclear facility) or With dynamic 
operational data (eg suspicious activity near a planned event 
such as a concert or convention). This technique requires data 
fusion in either the space domain or the time domain but not 
both. 
[0062] 3. The most complex conceptual data fusion tech 
nique involves evaluation of SDOs in combination With both 
static and dynamic operational data. This includes consider 
ation of the time domain as Well as location. As an example, 
intelligence points to several suspicious activities involving 
“Watch-list” individuals With explosive munitions (SDO 
data) associated With a railWay bridge (static data) on a sched 
uled haZardous Waste shipment route (projected transport 
vehicle location, i.e. dynamic data). 
[0063] The folloWing paragraphs brie?y outline ?ve threat 
detection processes of data fusion process 110. 
[0064] Generic Scanning 
[0065] This process examines map locations in an orderly, 
user-speci?ed manner. Each point in a generic scan is evalu 
ated With respect to overlapping SDOs and semantic speci? 
cations in the threat de?nition. Generic scanning threat de? 
nitions can use varying offsets and scan rates to alloW 
multiple scans to run quasi-concurrently and cover large areas 
in detail Without taxing system resources. Generic scans can 
cover large areas for screening purposes and do not take into 
account potential targets, populated areas, events, or other 
map features. 
[0066] High-Value Target Evaluation 
[0067] High-value targets are de?ned as part of the static 
operational data that is knoWn to system 100 at all times. 
Examples of these targets are airports, nuclear fuel cycle 
facilities, and re?neries. Because their locations are knoWn, 
examination of overlapping SDOs at these locations is more 
speci?c and e?icient than With the generic scan method. 
[0068] Population Area Scans 
[0069] This process is similar to the generic scan except 
that scanning is con?ned to de?ned population areas. Popu 
lation areas are also part of the static operational data. In these 
cases, scanning can be performed With a much ?ner scan rate. 
It is also more e?icient because large unpopulated areas of the 
countryside are not evaluated as in the generic scan. 
[0070] Dynamic Events 
[0071] All of the previous scans include the time domain 
only as it relates to the life span of each SDO, because x-y 
points on the map, high-value targets, and population areas 
are all ?xed locations over time. Dynamic events such as 
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conventions, concerts, and sporting events have a location 
and a (transient) life span on the map at their given location. 
The data fusion and evaluation process of system 100 takes 
these factors into account and evaluates each dynamic event 
at the location and time along With any associated SDOs. A 
“Look Ahead” feature evaluates Where SDOs and dynamic 
events Will coincide at a future time. 

[0072] Dynamic Transports 
[0073] These elements represent movement of haZardous 
material from one map location to another along routes speci 
?ed in the static operational data. They include ground, rail, 
WaterWay, and air transportation routes. When haZardous 
materials are transferred from one mode to another, the cargo 
is especially vulnerable. Evaluation of transports differs from 
other evaluation methods because the location of the target 
changes over time. The process can evaluate the projected 
path of transports along With SDO locations, cargo, haZard 
type, and proximity to other elements (e.g., high-value tar 
gets, population areas, and dynamic events). This methodol 
ogy represents the most complex data fusion technique 
offered by the system. 
[0074] As an example, FIG. 3 illustrates a threat detected in 
connection With nuclear material transport. 
[0075] Drill-DoWn 
[0076] Referring again to FIG. 1, a number of drill doWn 
modules provide WindoWs and displays that alloW a user to 
access data at different levels of detail. The unique nature of 
the SDO and its associated source data make drill-doWn 
operations especially e?icient and useful. 
[0077] For example, from an alert pop-up WindoW 170 
(appearing When a threat is detected), the analyst may drill 
doWn directly to detailed information about a selected SDO. 
Each SDO panel, in turn, provides a small drill-doWn com 
ponent that can be used to access deeper information about 
the raW intelligence used to build that particular SDO. 
[0078] Static Analysis and the Virtual Time Machine 
[0079] System 100 may operate in “real-time” meaning 
that threat data is processed as it arrives. Alternatively, SDOs 
generated during real-time analysis can be stored at any time 
in historical database 105. This database 105 can be used to 
examine and analyZe SDO dynamics in a non-real-time envi 
ronment. A Static Analysis process 150 provides access to the 
SDOs stored in the historical database. One or more sets of 
SDOs can be loaded and vieWed in the same Way they Were 
during an original real-time analysis session. Some drill 
doWn capabilities are available as Well. 
[0080] Using a “Virtual Time Machine”, the analyst can 
also control the time domain during static analysis. This 
means that the time can be incremented or skeWed forWard 
and backward in time in order to examine SDO relationships 
and cohesions. Static analysis of SDOs uses the same map as 
for all other map operations. 
[0081] FIG. 4 illustrates the Virtual Time Machine. 
[0082] liLoads a set of SDOs from a historical database 
(replaces all static data currently in memory) 
[0083] 2iLoads a set of SDOs and merge With those cur 
rently loaded 
[0084] 3iDisplays latest loaded ?le and current number of 
loaded SDOs 
[0085] 4iDisplays the currently loaded scenario ?le (if 
any); required for static analysis 
[0086] SiSet the “time Zero” date and time 
[0087] 6iList of currently loaded SDOs (entries shoW cat 
egory icon and abbreviated data) 
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[0088] 7iFeatures for setting the time granularity (as in 
real-time operations) 
[0089] 8iMaximum capture time extent 
[0090] 9ilnitialiZe the static analysis (required before 
using virtual time machine) 
[0091] 10iUsed to select one or more SDOs for display of 
detailed information 
[0092] lliDisplay controls for examining SDO details 
directly on the map display 
[0093] 12iTime for the loW end of the movable WindoW 
[0094] 13iScrollable panel WindoW for selecting the time 
WindoW for detailed static analysis 
[0095] 14iTime for high end of the movable WindoW 
[0096] 154Category color indicators for capture time of 
all SDOs 
[0097] 1 6iMovable WindoW that selects time range for the 
detailed static analysis panel 
[0098] 17iSteps forWard one cycle in the detailed static 
analysis panel 
[0099] 18iSteps backWard one cycle in the detailed static 
analysis panel 
[0100] 19iDetailed static analysis panel for controlling 
the static analysis 
[0101] 204Current time as selected using the blue time 
indicator handle 
[0102] 21iDraggable time indicator arroW for static 
analysis 
[0103] 224Category color indicators for capture time of 
all SDOs 
[0104] Analysis Plug-ins 
[0105] Third-party developers can extend the analytical, 
post-standardization capabilities of the system by creating 
and integrating additional features through analysis plug-ins 
160. These plug-ins folloW speci?c protocol requirements to 
process SDOs in the environment of system 100. These plug 
ins can provide functions such as SDO manipulation, statis 
tical processing, post-event analysis, Weather modeling, dis 
persion modeling, damage assessment, cost-bene?t analysis, 
resource management, charts and graphs, and others. 
What is claimed is: 
1. A computer-implemented method of organizing, storing, 

and analyZing intelligence data, comprising: 
generating a number of SDOs (standardized data object) 

based on the intelligence data, each SDO containing data 
representing source intelligence or target intelligence or 
both; 

storing operational data representing targets; 
storing a number of data fusion processes, each data fusion 

process representing one of the folloWing threats: 
the existence of SDOs at any location Within a speci?ed 

region at during the same time; 
the existence of SDOs at a speci?ed target location; 
the existence of SDOs in a speci?ed population area; 
the existence of SDOs during a speci?ed event; 
the existence of SDOs during a speci?ed transport activ 

1W; 
processing the SDOs, the operational data, and at least one 

data fusion process to determine if any SDOs indicate a 

threat; 
displaying a threat map, Which displays one or more SDOs 

in that location, each SDO having a geographical radius 
and a time bar. 
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2. The method of claim 1, Wherein each SDO contains data 
representing a corroboration level. 

3. The method of claim 1, Wherein each SDO contains data 
representing a reliability factor. 

4. The method of claim 1, further comprising the step of 
generating alert data if one or more SDOs are coherent in time 
and location. 

5. The method of claim 1, Wherein the process is performed 
When intelligence data is received. 

6. The method of claim 1, further comprising displaying a 
static analysis report, representing the results of performing 
the process on the basis of archived SDO data. 

7. The method of claim 6, further comprising the step of 
receiving data representing a time range, and modifying the 
archived SDO data so that each SDO has that time range. 

8. The method of claim 1, Wherein the geographical radius 
is displayed as a shaded area superimposed on the threat map. 

9. The method of claim 1, Wherein the time bar is displayed 
as a bar under the threat map. 

10. A computer-readable medium containing program 
ming for implementing the folloWing method of organiZing, 
storing, and analyZing intelligence data, comprising: 

generating a number of SDOs (standardiZed data object) 
based on the intelligence data, each SDO containing data 
representing source intelligence or target intelligence or 
both; 

storing operational data representing targets; 
storing a number of data fusion processes, each data fusion 

process representing one of the following threats: 
the existence of SDOs at any location Within a speci?ed 

region at during the same time; 
the existence of SDOs at a speci?ed target location; 
the existence of SDOs in a speci?ed population area; 
the existence of SDOs during a speci?ed event; 
the existence of SDOs during a speci?ed transport activ 

1W; 
processing the SDOs, operational data, and at least one 

data fusion process to determine if any SDOs indicate a 

threat; 
displaying a threat map, Which displays one or more SDOs 

in that location, each SDO having a geographical radius 
and a time bar. 

11. The medium of claim 10, Wherein each SDO contains 
data representing a corroboration level. 

12. The medium of claim 10, Wherein each SDO contains 
data representing a reliability factor. 

13. The medium of claim 10, further comprising the step of 
generating alert data if one or more SDOs are coherent in time 
and location. 

14. The medium of claim 10, Wherein the process is per 
formed When intelligence data is received. 

15. The medium of claim 10, further comprising displaying 
a static analysis report, representing the results of performing 
the process on the basis of archived SDO data. 

16. The medium of claim 10, Wherein the geographical 
radius is displayed as a shaded area superimposed on the 
threat map. 

17. The medium of claim 10, Wherein the time bar is 
displayed as a bar under the threat map. 

* * * * * 


