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VIRTUAL FILE-SHARING NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Patent Applications Nos. 60/309,050, ?led Aug. 1, 
2001; 60/331,582, ?led Nov. 20, 2001; and 60/338,593, ?led 
Dec. 11, 2001, all of Which are incorporated herein by refer 
ence. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to computer 
?le systems, and speci?cally to computer ?le sharing in a 
distributed netWork environment. 

BACKGROUND OF THE INVENTION 

[0003] Geographically dispersed enterprises often deploy 
distributed computer systems in order to enable information 
sharing throughout the enterprise. Such distributed systems 
generally comprise a number of local area netWorks (LANs) 
that are connected into one or more Wide area netWorks 

(WANs). Enterprises have commonly used dedicated leased 
lines or permanent virtual circuits, such as frame relay links, 
to connect their LANs and WAN end-points. While providing 
generally predictable bandWidth and quality of service, such 
interconnections are often expensive and represent ?xed costs 
for an enterprise. More recently, With the development of the 
Internet, many enterprises have begun to use virtual private 
netWorks (V PNs) operating over the public Internet, at least 
for a portion of their data traf?c. Although VPNs are typically 
less expensive than dedicated lines, bandWidth and latency 
are often unpredictable, particularly When transmitting large 
?les over long distances. 
[0004] Many LANs include one or more dedicated ?le 
servers that receive data from other processors on the LAN 
via the network for storage on the ?le servers hard disks, and 
supply data from the ?le servers’ hard disks to the other 
processors via the netWork. Data stored on ?le servers is often 
accessed using a distributed ?le system, the most prevalent of 
Which are NetWork File System (NFS), primarily used for 
UNIX clients, and Common Internet File System (CIFS, for 
merly SMB), used for Windows@ clients. 
[0005] Because these netWork ?le systems Were primarily 
designed for use With high-bandWidth LANs, ?le access over 
WANs is often sloW, particularly When interconnection is 
over a VPN. Numerous and frequent accesses to remote ?le 
servers are often necessary for most ?le operations, Which 
sometimes result in noticeably poor performance of the client 
application. 
[0006] In an attempt to improve response time, techniques 
of replication and caching are often used. Replication entails 
maintaining multiple identical copies of data, such as ?les and 
directory structures, in distributed locations throughout the 
netWork. Clients access, either manually or automatically, the 
local or topologically closest replica. The principal draWback 
of replication is that it often requires high bandWidth to main 
tain replicas up-to-date and ensure a certain amount of con 
sistency betWeen the replicas. Additionally, strong consis 
tency is often very dif?cult to guarantee as the number of 
replicas increases With netWork siZe and complexity. 
[0007] In standard cache implementations, clients maintain 
?les accessed from the netWork ?le system in local memory 
or on local disk. Subsequent accesses to the cached data are 
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performed locally until it is determined that the cached data is 
no longer current, in Which case a fresh copy is fetched. While 
caching does not necessarily require high bandWidth, access 
to large non-cached ?les (such as for each ?rst access) is 
sometimes unacceptably sloW, particularly if using a VPN 
characterized by variable bandWidth and latency. Maintain 
ing consistency is complex and often requires numerous 
remote validation calls While a ?le is being accessed. 

[0008] US. Pat. No. 5,611,049 to Pitts, Which is incorpo 
rated herein by reference, describes a distributed caching 
system for accessing a named dataset stored at a server con 
nected to a netWork. Some of the computers on the netWork 
function as cache sites, and the named dataset is distributed 
over one or more such cache sites. When a client Workstation 

presents a request for the named dataset to a cache site, the 
cache site ?rst determines Whether it has the dataset cached in 
its buffers. If the cache does not have the dataset, it relays the 
request to another cache site topologically closer to the server 
Wherein the dataset is stored. This relaying may occur more 
than once. Once a copy of the dataset is found, either at an 
intermediary cache site or on the server, the dataset is sent to 
the requesting client Workstation, Where it may be either read 
or Written by the Workstation. The cache sites maintain abso 
lute consistency betWeen the source dataset and its copies at 
all cache sites. The cache sites accumulate pro?ling data from 
the dataset requests. The cache sites use this pro?ling data to 
anticipate future requests to access datasets, and, Whenever 
possible, prevent any delay to client Workstations in accessing 
data by asynchronously pre-fetching the data in advance of 
receiving a request from a client Workstation. 

[0009] US. Pat. No. 6,085,234 to Pitts et al., Which is 
incorporated herein by reference, describes a netWork-infra 
structure cache that transparently provides proxy ?le services 
to a plurality of client Workstations concurrently requesting 
access to ?le data stored on a server. A ?le-request service 
module of the network-infrastructure cache receives and 
responds to netWork-?le-services-protocol requests from 
Workstations. A cache included in the network-infrastructure 
cache stores data that is transmitted back to the Workstations. 
A ?le-request generation-module, also included in the net 
work-infrastructure cache, transmits requests for data to the 
server, and receives responses from the server that include 
data missing from the cache. 
[0010] While providing an improvement in netWork ?le 
system performance, caching introduces potential ?le incon 
sistencies betWeen different cached ?le copies. A data ?le is 
considered to have strong consistency if the changes to the 
data are reconciled simultaneously to all clients of the same 
data ?le. Weak consistency alloWs the copies of the data ?le to 
be moderately, yet tolerably, inconsistent at various times. 
File systems can ensure strong consistency by employing 
single-copy semantics betWeen clients of the same data ?le. 
This approach typically utiliZes some form of concurrency 
control, such as locking, to regulate shared access to ?les. 
Because achieving single copy semantics incurs a high over 
head in a distributed ?le systems, many ?le systems opt for 
Weaker consistency guarantees in order to achieve higher 
performance. 
[0011] Cache consistency can be achieved through either 
client-driven protocols, in Which clients send messages to 
origin servers to determine the validity of cached resources, 
or server-driven protocols, in Which servers notify clients 
When data changes. Protocols using client-driven consis 
tency, such as NFS (Versions 1, 2 and 3) and HTTP 1.x, either 
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poll the server on each access to cache data in order to ensure 
consistent data, thereby increasing both latency and load, or 
poll the server periodically, Which incurs a loWer overhead on 
both the server and client but risks supplying inconsistent 
data. Server-driven consistency protocols, such as Coda and 
AFS, described beloW, improve client response time by 
allowing clients to access data Without contacting the origin 
server, but introduce challenges of their oWn, mostly With 
respect to server load and maintaining consistency despite 
netWork or process failures. 

[0012] When client-driven protocols are used in an envi 
ronment requiring strong consistency, they incur high valida 
tion tra?ic from clients to servers. This is undesirable in 
high-latency networks, as each read operation must suffer a 
round trip delay to validate the cached data. HTTP proxy 
caches have traded reduced consistency for improved access 
performance, a rational design choice for most Web content. 
Each resource is associated With an expiry timestamp, often 
derived by some heuristic from its modi?cation and access 
times. The timestamp is used to compute the resource’s fresh 
ness. A cache proxy may serve any non-expired resource 
Without ?rst consulting the origin HTTP server. For requests 
targeting expired resources, the proxy must ?rst revalidate its 
cached copy With the origin site before replying to the client. 
It is important to note that HTTP uses heuristics that reduce 
the chance of inconsistencies, but no hard guarantees can be 
made regarding actual resource validity betWeen validations 
because the server may freely modify the resource While it is 
cached by clients. 
[0013] Server-driven protocols rely on the server to notify 
clients of changes in the attributes or content of the resource. 
Each server maintains a list of clients possessing a cached 
copy of a resource. When a cached resource is modi?ed by a 
client, the server noti?es all clients possessing a cached copy, 
forcing them to revalidate their copies before alloWing further 
access to cached data. The server accomplishes this noti?ca 
tion by making a callback to each client. (A callback is a 
remote procedure call from a server to a client.) The guaran 
teed noti?cation relieves clients of having to continuously 
poll the server to determine validity, resulting in loWer client, 
server and netWork loads, When changes are relatively infre 
quent compared With the overall access. HoWever, the use of 
callbacks increases the burden of managing the server state 
(to maintain all client callbacks) and decreases system failure 
resilience (as the server is required to contact possibly-failed 
clients). CIFS and NFS Version 4 are stateful protocols. Some 
hybrid server-/client-driven protocols use leases for lock 
management. Leases grant control of a resource to a client for 
a server-speci?ed ?xed amount of time, and are reneWable by 
the client. While the lease is in effect, the server may not grant 
con?icting control to another client. Therefore, during a 
lease, a client can locally use the resource for reading or 
Writing Without repeatedly checking the status of the resource 
With the ?le server. The NFS Version 4 protocol implements 
leases for both locks and delegation. This feature is described 
by PaWloWski et al., in “The NFS Version 4 protocol,” pub 
lished at the System Administration and NetWorking (SANE) 
Conference (May 22-25, 2000 MECC, Maastricht, The Neth 
erlands), Which is incorporated herein by reference. This 
paper is available at WWW.nluug.nl/events/sane2000/Papers/ 
paWloWski.pdf. Leases or token-based state management also 
exists in several other distributed ?le systems. 

[0014] NFS has implemented several techniques designed 
to improve ?le access performance over a WAN. NFS clients 
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often pre-fetch data from a ?le server into the client cache, by 
asynchronously reading ahead When NFS detects that the 
client is accessing a ?le sequentially. NFS clients also asyn 
chronously delay Writing to the ?le server modi?ed data in the 
client’s cache, in order to maintain the client’s access to the 
cached data While the client is Waiting for con?rmation from 
the ?le server that the modi?ed data has been received. Addi 
tionally, NFS uses a cache for directories of ?les present on 
the ?le server, and a cache for attributes of ?les present on the 
?le server. 

[0015] A number of other distributed ?le systems, less 
Widely-used than NFS and CIFS, have been developed in an 
attempt to overcome the performance issues encountered 
When using distributed ?le systems over WANs. These ?le 
systems use client caching, replication of information, and 
optimistic assumptions (local read, local Write). These ?le 
systems also typically require the installation of a custom 
client and a customer server implementation. They do not 
generally support the standard ?le systems, such as NFS and 
CIFS. 

[0016] For example, the AndreW File System (AFS), Which 
is noW an IBM product, is a location-independent ?le system 
that uses a local cache to reduce the Workload and increase the 
performance of a distributed computing environment. The 
system Was speci?cally designed to provide very good scal 
ability. AFS caches complete ?les from the ?le server into the 
clients, Which are required to have local hard disk drives. AFS 
has a global name space and security architecture that alloWs 
clients to connect to many separate ?le servers using a WAN. 

[0017] Coda is an advanced netWorked ?le system devel 
oped at Carnegie Mellon University. Coda’s design is based 
on AFS, With added support for mobile computing and addi 
tional robustness When the system experiences netWork prob 
lems and server failures. Coda attempts to achieve high per 
formance through client-side persistent caching. The system 
Was also designed to achieve good scalability. 
[0018] InterMeZZo is an Open Source (GPL) project 
included in the Linux kernel. InterMeZZo’s development 
began at Carnegie Mellon University, and Was inspired by 
Coda. When several clients are connected to a ?le server, 
InterMeZZo decides Which client is permitted to Write using a 
mechanism called a “Write lease” or “Write token.” Only one 
client can hold a Write lease or token to a ?le at any given time, 
eliminating update con?icts. In InterMeZZo, all clients are 
immediately noti?ed of any updates to any directories to 
Which they are connected. As a result, exported directories on 
all clients are alWays kept synchronized so long as all clients 
are connected to the netWork. Coda and InterMeZZo are 
described by BraWn et al., in “Removing bottlenecks in dis 
tributed ?lesystems: Coda & InterMeZZo as examples,” pub 
lished in the Proceedings of Linux Expo 1999 (May 1999), 
Which is incorporated herein by reference. This paper is avail 
able at WWW-2.cs.cmu.edu/afs/cs/project/coda-WWW/Re 
searchWebPages/docdir/linuxexpo99.pdf. 
[0019] Ficus, developed at the University of California Los 
Angeles, is a replicated general ?ling environment for UNIX, 
Which is intended to scale to very large netWorks. The system 
employs an optimistic “one copy availability” model in Which 
con?icting updates to the ?le system’s directory information 
are automatically reconciled, While con?icting ?le updates 
are reliably detected and reported. The system architecture is 
based on a stackable layers methodology. Unlike AFS, Coda, 
and InterMeZZo, Which employ client-server models, Ficus 
employs a peer-to-peer model. Ficus is discussed by Guy et 
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al., in “Implementation of the Ficus replicated ?le system,” 
Proceeding of the Summer USENIX Conference (Anaheim, 
Calif., June 1990), 63-71, and by Page et al., in “Perspectives 
on optimistically replicated, peer-to-peer ?ling,” Software: 
Practice and Experience 28(2) (1998), 155-180, which are 
incorporated herein by reference. 

SUMMARY OF THE INVENTION 

[0020] It is an object of some aspects of the present inven 
tion to provide improved methods, systems and software 
products for ?le sharing over wide area networks. 
[0021] In preferred embodiments of the present invention, a 
distributed computer system comprises two or more geo 
graphically-remote local area networks (LANs) intercon 
nected into a wide area network (WAN). The system includes 
one or more ?le servers, which are located on respective 

LANs. The present invention provides a Virtual File-Sharing 
Network (VFN)TM to enable client computers on one LAN to 
e?iciently access ?les held by ?le servers on other LANs. 
[0022] The VFN comprises two or more VFN gateways, 
each of which is connected to a different LAN. The VFN 
gateways communicate with one another over the intercon 
nection provided by the WAN. In order to serve a resource 
from a ?le sewer on a ?rst LAN to a client on a second LAN, 
the VFN gateway on the ?rst LAN fetches the resource from 
the ?le server and transmits the resource over the WAN to the 
VFN gateway on the second LAN, which then serves the 
resource to the client. (The same VFN gateways may be used 
to provide resources from another ?le server on the second 
LAN to clients on the ?rst LAN.) The VFN system thus may 
be viewed as a “double-proxy” system, in which ?le system 
requests are intercepted by the local VFN gateways, which 
ful?ll the requests by communicating with remote VFN gate 
ways. This architecture enables clients and ?le servers to 
interact transparently via their standard native network ?le 
system interfaces, without the need for special VFN client or 
server software. A single VFN system may simultaneously 
support multiple native ?les systems and network protocols. 
[0023] Remote resources are e?iciently and transparently 
made available to clients by a combination of ?le replicating 
and caching, and on-demand retrieval. These functions are 
performed by a receiver component of the VFN gateway, 
which serves the clients that are located on the same LAN as 

the gateway. (A transmitter component of the VFN gateway is 
responsible for communicating with local ?le servers.) 
Selected resources are replicated (“pre-positioned”) prior to a 
client request. Policies and algorithms are used to determine 
which resources to pre-position and when to pre-position 
resources, based on characteristics of the resources and the 
availability of bandwidth and local storage. Preferably, the 
policies are set so that resources with higher ratios of 
expected usage to expected modi?cations are more likely to 
be pre-positioned. Look-ahead fetching is employed by ana 
lyZing real-time ?le usage patterns to detect sequential access 
patterns. 
[0024] The VFN receiver component retrieves and caches a 
requested resource on-demand if the resource has not previ 
ously been pre-positioned or cached, or if the cached version 
of the resource has become outdated. Advantageously, 
because the VFN gateway caches resources centrally for the 
LAN, when more than one client on the LAN requests the 
same resource, the resource is served locally without the need 
for redundant remote transfers. As a result, the VFN system 
exploits similarities in access patterns of multiple clients in 
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order to reduce bandwidth consumption and quickly serve 
resources. Additionally, the VFN system preferably imple 
ments negative caching, whereby when a VFN gateway on 
another LAN responds that requested content is not found, 
this negative response is cached by the requesting VFN 
receiver for a certain amount of time, so that the same request 
will not be repeated unnecessarily. Negative caching gener 
ally reduces bandwidth consumption and reduces resource 
request response time. 
[0025] Each VFN receiver maintains a virtual directory of 
?les held by remote ?le servers on other LANs. All registered 
directory trees from the remote servers are pre-positioned in 
the virtual directory. The VFN receiver keeps the directory 
information up-to-date, irrespective of ?le requests by its 
local clients. When the VFN receiver intercepts a request for 
?le directory information or ?le metadata from one of the 
local clients, the VFN receiver looks up the information on its 
local virtual directory. The VFN receiver then returns the 
requested information directly to the client, avoiding the 
delay that would otherwise be involved in requesting and 
receiving the information from the remote ?le server across 
the WAN. 

[0026] The virtual directory preferably includes metadata, 
including all ?le attributes that might be requested by a client 
application, such as siZe, modi?cation time, creation time, 
and ?le ownership. If necessary (as in the case of NFS, for 
example), the VFN system extracts this metadata from within 
the ?les stored on the origin ?le server, wherein the metadata 
is ordinarily kept. Local storage of this metadata in the virtual 
directory has several advantages. Many ?le system operations 
require attributes of numerous ?les without requiring the 
content of tho se ?les. The virtual directory precludes the need 
to transfer and store these unnecessary complete ?les. By use 
of the local virtual directory, the VFN receiver provides the 
client with fast response time to metadata-only operations, 
such as browsing the ?le system and property checking, as 
well as for performing permission and validation checks 
against these attributes. 
[0027] Preferably, VFN gateways on different LANs are 
connected to one another by a transport sub-system, which is 
based on a novel WAN-oriented protocol. This protocol 
ensures reliable and ef?cient use of available WAN band 
width. At the same time, communications between the VFN 
gateways and their local clients and ?le servers operate in 
accordance with LAN-oriented protocols, typically emulat 
ing the standard client/ server protocols used by the native ?le 
system. This arrangement enables seamless integration with 
existing LAN protocols, while providing effective perfor 
mance over the WAN. To achieve e?iciency, the transport 
sub-system preferably uses compression and delta transfer 
techniques, and, when appropriate, parallel connections to 
multiple remote VFN transmitters, multi-source routing, and 
throttling. Effective use of WAN bandwidth also reduces the 
impact of VFN traf?c on other applications using the WAN. 
[0028] In some preferred embodiments of the present 
invention, the VFN system is con?gured to provide strong 
consistency for ?les and directories by using a server-driven 
lease-based consistency protocol between VFN gateways.An 
access lease provides a VFN receiver with permission to 
perform speci?ed operations (including writing) during a 
speci?ed length of time, independent of the VFN receiver’s 
peerVFN transmitter. Preferably, the VFN uses a lease model 
that provides an effective balance between VFN receiver poll 
ing and VFN transmitter state. Consistency between the VFN 
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receiver and clients is provided by the consistency protocols 
of the client’s native ?le system. Consistency betWeen the 
VPN transmitter and the origin ?le server is preferably pro 
vided by using a Watchdog VFN ?le agent deployed in the 
origin ?le server. Alternatively, the VPN system may be con 
?gured for Weak or intermediate consistency. 
[0029] In some preferred embodiments of the present 
invention, the VPN system includes a VPN manager, Which 
centrally manages all VPN gateWays and administers the 
VPN system’s policy control mechanism. Policies may be 
edited via a multi-user GUI console, and are translated into a 
tag-based markup language. Policies include various distri 
bution-related attributes that may be assigned to any given set 
of ?les or directories, such as priorities, conditional pre 
fetching properties, cache consistency attributes, and active 
refresh rules. Policies are periodically doWnloaded from the 
VPN manager by control agents in the VPN gateWays. Addi 
tionally, the VPN manager periodically collects activity logs 
from the control agents, and analyZes this data to generate 
various activity analyses and reports. 
[0030] There is therefore provided, in accordance With a 
preferred embodiment of the present invention, a method for 
enabling access to a data resource, Which is held on a ?le 
server on a ?rst local area netWork (LAN), by a client on a 
second LAN, the method including: 
[0031] intercepting a request for the data resource submit 
ted by the client, using a proxy receiver on the second LAN; 
[0032] transmitting a message via a Wide area netWork 
(WAN) from the proxy receiver to a proxy transmitter on the 
?rst LAN, requesting the data resource; 
[0033] retrieving a replica of the data resource from the ?le 
server to the proxy transmitter; 
[0034] responsive to the message, conveying the replica of 
the data resource over the WAN from the proxy transmitter to 
the proxy receiver; and 
[0035] serving the replica of the data resource from the 
proxy receiver to the client over the second LAN. 

[0036] As appropriate, the data resource may include a ?le, 
a block of a ?le, a page of content encoded in a markup 
language, and/or a ?le system directory. Conveying the rep 
lica of the data resource may include conveying metadata 
relating to the data source, conveying an access list applicable 
to the data resource, and/ or conveying the replica of the data 
resource includes conveying a permission applicable to the 
data resource. 

[0037] In a preferred embodiment, retrieving the replica 
includes monitoring the ?le server using a Watchdog agent to 
detect a change made to the data resource by a native client on 
the ?rst LAN, and retrieving the replica of the data resource 
from the ?le server to the proxy transmitter again responsive 
to the change. 
[0038] In a preferred embodiment, intercepting the request 
includes intercepting a lock request submitted by the client 
for a lock on the data resource, and transmitting the message 
includes transmitting a lock message via the WAN from the 
proxy receiver to the proxy transmitter, requesting the lock, 
and including: 
[0039] responsive to the lock message, issuing the lock at 
the proxy transmitter; 
[0040] conveying the lock over the WAN from the proxy 
transmitter to the proxy receiver; and 
[0041] serving the lock from the proxy receiver to the cli 
ent. 
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[0042] Preferably, retrieving the replica of the data resource 
from the ?le server includes checking the ?le server to deter 
mine Whether the data resource is held by the ?le server, and 
conveying the replica of the data resource from the proxy 
transmitter to the proxy receiver includes conveying a nega 
tive response relating to the data resource over the WAN from 
the proxy transmitter to the proxy receiver When it is deter 
mined that the data resource is not held by the ?le server, and 
the method includes caching the negative response at the 
proxy receiver for a certain period. Preferably, transmitting 
the message from the proxy receiver to the proxy transmitter 
includes checking Whether the negative response relating to 
the requested data resource is present and not expired, and, 
responsive to determining that the negative response is 
present and not expired, Withholding transmitting the mes 
sage to the proxy transmitter, and serving the negative 
response from the proxy receiver to the client over the second 
LAN. 

[0043] In a preferred embodiment, intercepting the request 
includes intercepting a ?le system request submitted by the 
client for an operation on the data resource, and Wherein 
transmitting the mes sage includes transmitting the ?le system 
request and a request for a lock via the WAN from the proxy 
receiver to the proxy transmitter, and including: 

[0044] responsive to the request for the lock, obtaining the 
lock from the ?le server at the proxy transmitter; and 

[0045] conveying the lock over the WAN from the proxy 
transmitter to the proxy receiver. 

[0046] Preferably, the method includes, if the proxy 
receiver intercepts no more ?le system requests from the 
client With respect to the data resource for a certain period, 
issuing an unlock request from the proxy receiver to the proxy 
transmitter With respect to the data resource. 

[0047] In a preferred embodiment, intercepting the request 
includes intercepting the request for the data resource sub 
mitted in accordance With a ?rst native netWork ?le system of 
the client, and retrieving the replica includes translating the 
request for the data resource from the ?rst native netWork ?le 
system to a second native netWork ?le system used by the ?le 
server, and retrieving the replica of the data resource using the 
translated request. 
[0048] Preferably, conveying the replica of the data 
resource over the WAN includes ascertaining an available 
bandWidth of the WAN, and conveying the replica using a 
portion of the bandWidth that is less than a total available 
bandWidth, responsive to a management directive doWn 
loaded to the proxy receiver over the WAN. 

[0049] As appropriate, transmitting the message includes 
aggregating the message into a batch of messages, and trans 
mitting the aggregated batch. 
[0050] In a preferred embodiment, the proxy transmitter is 
one of a plurality of proxy transmitters, and conveying the 
replica includes assessing an e?iciency of conveying the rep 
lica over the WAN to the proxy receiver from each of at least 
tWo of the proxy transmitters, and selecting at least one of the 
proxy transmitters to convey the replica responsive to the 
assessed e?iciency. 
[0051] In this case, conveying the replica may include con 
veying respective portions of the replica from the at least tWo 
of the proxy transmitters, and concatenating the portions to 
create the replica at the proxy receiver. 
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[0052] Preferably, conveying the replica includes: 
[0053] checking a transmitter memory of the proxy trans 
mitter to determine Whether the replica of the data resource is 
present in the transmitter memory and valid; and 
[0054] responsive to the message and to determining that 
the replica in the transmitter memory is present and valid, 
conveying the replica from the transmitter memory over the 
WAN to the proxy receiver. 
[0055] In this case, retrieving the replica of the data 
resource from the ?le server preferably includes retrieving the 
replica of the data resource from the ?le server to the trans 
mitter memory When it is determined that the replica of the 
data resource is not present in the transmitter memory or is not 
valid. 
[0056] Preferably, the method includes conveying to the 
proxy receiver metadata regarding the data resource on the 
?le server and, responsive to the metadata, presenting to the 
client a virtual directory of the ?le server. Preferably, convey 
ing the metadata includes reading the metadata from ?les held 
by the ?le server using the proxy transmitter, and conveying 
the metadata from the proxy transmitter to the proxy receiver. 
[0057] Preferably, transmitting the message via the WAN 
includes encapsulating the message in accordance With a 
WAN transport protocol and transmitting the encapsulated 
message. Preferably, the WAN transport protocol includes a 
Hypertext Transfer Protocol (HTTP). 
[0058] Preferably, conveying the replica of the data 
resource over the WAN includes encapsulating the replica in 
accordance With a WAN transport protocol and conveying the 
encapsulated replica. Preferably, the WAN transport protocol 
includes a Hypertext Transfer Protocol (HTTP) and/ or a 
Transmission Control Protocol (TCP). 
[0059] Preferably, the request for the data resource is sub 
mitted by the client using a call to a native netWork ?le system 
used by the ?le server, and retrieving the replica of the data 
resource includes retrieving the replica of the data resource 
using the native netWork ?le system. Optionally, the native 
netWork ?le system is selected from a group of ?le systems 
consisting of NetWork File System (N TS), Common Internet 
File System (CIPS), and NetWare ?le system. Preferably, 
transmitting the message includes encapsulating the call to 
the native ?le system for transmission in accordance With a 
WAN transport protocol. 
[0060] Preferably, conveying the replica of the data 
resource includes compressing the replica at the proxy trans 
mitter, conveying the compressed replica over the WAN, and 
decompressing the compressed replica at the proxy receiver. 
Preferably, compressing the replica includes applying delta 
compression at the proxy transmitter to the replica responsive 
to information provided to the proxy transmitter by the proxy 
receiver. Most preferably, applying delta compression 
includes correlating the replica at the proxy transmitter With 
another version of the replica that is available at the proxy 
transmitter and at the proxy receiver, and/or correlating the 
replica at the proxy transmitter With one or more resource 
blocks of one or more other resources that are available at the 

proxy transmitter and at the proxy receiver. 

[0061] In a preferred embodiment, the method includes 
storing the replica of the data resource in a memory of the 
proxy receiver, and serving the replica of the data resource 
from the proxy receiver includes serving the replica of the 
data resource from the memory of the proxy receiver. 
[0062] Preferably, the method further includes: intercept 
ing a further request for the data resource from another client 
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on the second LAN; checking the memory to determine 
Whether the replica of the data resource is present in the 
memory and valid; and responsive to the further request and 
to determining that the replica is present and valid, serving the 
replica of the data resource from the memory of the proxy 
receiver to the other client over the second LAN. 
[0063] Preferably, When the data resource is a ?le including 
a plurality of ?le blocks, conveying the replica includes ana 
lyZing a pattern of access by the client to the ?le blocks, and 
conveying replicas of a portion of the ?le blocks not yet 
requested by the client, responsive to the pattern. 
[0064] In a preferred embodiment, the client is a ?rst client 
among a plurality of clients on the second LAN, and serving 
the replica of the data resource from the memory includes 
serving the replica both to the ?rst client and to a second client 
among the plurality of clients. 
[0065] Preferably, serving the replica includes periodically 
checking at the proxy receiver Whether the replica of the data 
resource in the memory of the proxy receiver is consistent 
With the data resource held by the ?le server, and deleting the 
replica from the memory upon determining that the replica is 
not consistent. Preferably, the method additionally includes 
deleting the replica from the memory responsive to a prede 
termined cache removal policy. 
[0066] Preferably, conveying the replica of the data 
resource includes conveying a read lease relating to the data 
resource to the proxy receiver, and serving the replica of the 
data resource includes serving the replica so long as the read 
lease has not expired or been revoked by the proxy transmit 
ter. When the proxy receiver is a ?rst proxy receiver among a 
plurality of proxy receivers, the method preferably includes 
revoking, at the proxy transmitter, the read lease conveyed to 
the ?rst proxy receiver if a second proxy receiver among the 
plurality of proxy receivers modi?es the data resource. Pref 
erably, conveying the read lease includes setting an expiration 
period of the read lease responsive to a ?le type of the data 
resource. Optionally, conveying the read lease includes lock 
ing the data resource at the ?le server, and the method 
includes unlocking the data resource at the ?le server upon 
termination of the expiration period of the read lease. 
[0067] Preferably, the method includes performing an 
operation on the replica of the data resource in the memory 
responsive to a management directive doWnloaded to the 
proxy receiver over the WAN. Preferably, the directive is 
encoded in a tag-based markup language, and performing the 
operation responsive to the directive includes parsing the 
markup language. 
[0068] Preferably, intercepting the request includes inter 
cepting a group of one or more requests for ?rst data resources 
on the ?le server, and the method includes analyZing a pattern 
of the group of requests, and retrieving replicas of one or more 
second data resources from the ?le server to the memory of 
the proxy receiver, responsive to the pattern. 
[0069] Preferably, retrieving the replicas of the one or more 
second data resources includes retrieving the second data 
resources before the client requests the second data resources. 

[0070] Preferably, analyZing the pattern includes calculat 
ing for each of the second data resources on the ?le server a 
relation of an expectedusage of the replicas of the second data 
resources at the proxy receiver to an expected modi?cation 
rate of the second data resources at the ?le server. 

[0071] Preferably, retrieving the replicas of the one or more 
second data resources includes analyZing a relation of an 
available bandWidth of the WAN to an expected usage of the 
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replicas of the second data resources at the proxy receiver, and 
determining, responsive to the relation, When to retrieve a 
replica of the second data resource. Alternatively or addition 
ally, retrieving the replicas of the one or more second data 
resources includes analyzing a ?rst relation of an expected 
usage of the replicas of the second data resources at the proxy 
receiver to an expected modi?cation rate of the second data 
resources at the ?le server, determining a second relation 
betWeen an available bandWidth of the WAN and the ?rst 
relation, and determining, responsive to the second relation, 
When to retrieve a replica of the second data resource. 

[0072] Preferably, retrieving replicas of the one or more 
second data resources includes determining an order of 
retrieval of the second data resources responsive to a prede 
termined retrieval policy, and conveying the replicas over the 
WAN in the determined order. Preferably, in accordance With 
the retrieval policy, the ?rst data resources requested by the 
client are retrieved With a higher priority than the second data 
resources. 

[0073] In a preferred embodiment the method includes: 
intercepting at the proxy receiver a Write request submitted by 
the client for application to the data resource; transmitting the 
Write request via the WAN from the proxy receiver to the 
proxy transmitter; and passing the Write request via the ?rst 
LAN from the proxy transmitter to the ?le server. 

[0074] Sometimes, intercepting the Write request includes 
intercepting multiple Write requests submitted by the client 
for application to the data resource, and aggregating the Write 
requests in a Write memory of the proxy receiver, and trans 
mitting the Write requests includes transmitting the aggre 
gated Write requests together via the WAN from the Write 
memory of the proxy receiver to the proxy transmitter. 

[0075] When the data resource includes multiple separate 
data resource items, preferably aggregating the Write requests 
includes aggregating the Write requests With respect to the 
multiple data resources items so as to transmit the aggregated 
Write requests together. 
[0076] In a preferred embodiment, conveying the replica of 
the data resource includes conveying to the proxy receiver a 
Write lease relating to the data resource, and transmitting the 
Write request via the WAN from the proxy receiver to the 
proxy transmitter includes transmitting the Write request via 
the WAN from the proxy receiver to the proxy transmitter 
upon expiration or revocation of the Write lease. Preferably, 
conveying the Write lease includes setting an expiration 
period of the Write lease responsive to a ?le type of the data 
resource. Optionally, conveying the Write lease includes lock 
ing the data resource at the ?le server, and the method 
includes unlocking the data resource at the ?le server upon 
termination of the expiration period of the Write lease. When 
the proxy receiver is a ?rst proxy receiver among a plurality of 
proxy receivers, and the method preferably includes revok 
ing, at the proxy transmitter, the Write lease conveyed to the 
?rst proxy receiver if a second proxy receiver among the 
plurality of proxy receivers conducts a ?le system operation 
on the data resource. 

[0077] Preferably, conveying the Write lease includes 
checking a connection status of the WAN, and determining 
Whether to maintain the Write lease responsive to the connec 
tion status. Preferably, intercepting the Write request prefer 
ably includes receiving and holding the Write request from the 
client at the proxy receiver While the WAN is disconnected, 
and transmitting the Write request includes transmitting the 
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Write request When the WAN is reconnected, and including 
integrating the Write request With the data resource at the ?le 
server. 

[0078] There is also provided, in accordance With a pre 
ferred embodiment of the present invention, a method for 
enabling access to a data resource held on a ?le server on a 

?rst local area netWork (LAN) by a client on a second LAN, 
the method including: 
[0079] intercepting a request to perform a ?le operation on 
the data resource submitted by the client, using a proxy 
receiver on the second LAN; 
[0080] checking a receiver cache held by the proxy receiver 
to determine Whether valid information necessary to ful?ll the 
request is already present in the receiver cache; responsive to 
the request and to determining that the valid information is 
not present in the receiver cache, transmitting via a Wide area 
netWork (WAN) a message requesting the information from 
the proxy receiver to a proxy transmitter on the ?rst LAN; 
[0081] responsive to the message, conveying the informa 
tion over the WAN from the proxy transmitter to the proxy 
receiver; and 
[0082] ful?lling the request at the proxy receiver to the 
client using the information. 
[0083] The valid information may include the data resource 
and/or metadata relating to the data resource. 
[0084] In a preferred embodiment, the ?le operation is a 
metadata-only ?le operation, and the information includes 
metadata. 
[0085] In a preferred embodiment, the request for the data 
resource is submitted by the client using a call to a native 
netWork ?le system used by the ?le server, and transmitting 
the message via the WAN includes transmitting the message 
via the WAN using the native netWork ?le system. 
[0086] Preferably, the method further includes: 
[0087] intercepting a further request to perform an opera 
tion on the data resource from another client on the second 

LAN; 
[0088] checking the receiver cache to determine Whether 
the valid information if already present in the receiver cache; 
and 
[0089] responsive to the further request and to determining 
that the valid information is present, ful?lling the further 
request at the proxy receiver to the other client using the valid 
information. 
[0090] Preferably, conveying the information includes 
checking a transmitter cache held by the proxy transmitter to 
determine Whether the valid information necessary to ful?ll 
the request is already present in the transmitter cache and, if 
so, conveying the information from the transmitter cache over 
the WAN to the proxy receiver. Further preferably, conveying 
the information includes, upon determining that the valid 
information is not present in the transmitter cache, fetching 
the information from the ?le server to the proxy transmitter, 
and conveying the fetched information over the WAN to the 
proxy receiver. 
[0091] Preferably, conveying the metadata includes read 
ing the metadata from ?les held by the ?le server using the 
proxy transmitter, and conveying the metadata from the proxy 
transmitter to the proxy receiver. 
[0092] There is further provided, in accordance With a pre 
ferred embodiment of the present invention, a method for 
enabling access to a data resource, Which is held on a ?le 
server on a ?rst local area netWork (LAN), by a client on a 
second LAN, the method including: 



US 2010/0169392 A1 

[0093] conveying a replica of the data resource over a Wide 
area network (WAN) from the ?le server to a cache held by a 
proxy receiver on the second LAN; 
[0094] intercepting at the proxy receiver a ?le system 
request for the data resource submitted by the client over the 
second LAN; 
[0095] checking the cache to determine Whether the replica 
of the data resource is present in the cache and valid; and 
[0096] responsive to the ?le system request and to deter 
mining that the replica is present and valid, serving the replica 
of the data resource from the cache of the proxy receiver to the 
client over the second LAN. 

[0097] In a preferred embodiment, the request for the data 
resource is submitted by the client using a call to a native 
network ?le system used by the ?le server. 
[0098] In a preferred embodiment, the method also 
includes: 
[0099] intercepting a further request for the data resource 
from another client on the second LAN; 
[01 00] checking the cache to determine Whether the replica 
of the data resource is present in the cache and valid; and 
[0101] responsive to the further request and to determining 
that the replica is present and valid, serving the replica of the 
data resource from the cache of the proxy receiver to the other 
client over the second LAN. 

[0102] In a preferred embodiment, the client is a ?rst client 
among a plurality of clients on the second LAN, and serving 
the replica of the data resource from the cache includes serv 
ing the replica both to the ?rst client and to a second client 
among the plurality of clients. 
[0103] In a preferred embodiment, intercepting the request 
includes intercepting a lock request submitted by the client 
for a lock on the data resource, and conveying the replica over 
the WAN includes transmitting a lock message via the WAN 
from the proxy receiver to the ?le server, requesting the lock, 
and including: 
[0104] responsive to the lock message, issuing the lock at 
the ?le server; 
[0105] conveying the lock over the WAN from the ?le 
server to the proxy receiver; and 
[0106] serving the lock from the proxy receiver to the cli 
ent. 

[0107] Preferably, the method includes, upon determining 
that the replica is not present or not valid, requesting that the 
replica be conveyed again from the ?le server to the proxy 
receiver. Preferably, requesting that the replica be conveyed 
includes requesting that the replica be conveyed using a 
native ?le netWork system of the ?le server. 

[0108] In a preferred embodiment, the method includes 
intercepting at the proxy receiver a Write request submitted by 
the client for application to the data resource, and passing the 
Write request over the WAN from the proxy receiver to the ?le 
server. 

[0109] There is still further provided, in accordance With a 
preferred embodiment of the present invention, a method for 
enabling access to data resources held on a ?le server on a ?rst 

local area netWork (LAN) by a client on a second LAN, the 
method including: 
[0110] reading metadata from the ?le server using a proxy 
transmitter on the ?rst LAN; 
[0111] transmitting the metadata via a Wide area netWork 
(WAN) from the proxy transmitter to a proxy receiver on the 
second LAN; and 
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[0112] based on the metadata, constructing at the proxy 
receiver a directory of the data resources on the ?le server, for 
use by the client in accessing the data resources. 
[0113] Preferably, reading the metadata includes reading 
updated metadata from the ?le server subsequent to con 
structing the directory, and Wherein constructing the direc 
tory includes synchronizing the directory With the ?le server 
responsive to the updated metadata. 
[0114] Preferably, the metadata includes ?le attributes of 
the data resources, Which ?le attributes are stored in a direc 
tory object on the ?le server, and reading the metadata 
includes reading the ?le attributes from the directory object. 
[0115] In a preferred embodiment, the data resources 
include ?les, and the metadata includes ?le attributes that are 
stored in the ?les, and reading the metadata includes reading 
the ?le attributes from the ?les. 
[0116] In a preferred embodiment, the method includes 
intercepting at the proxy receiver a ?le system request With 
respect to one of the data resources in the directory submitted 
by the client over the second LAN, and, responsive to the ?le 
system request, serving data from the one of the data 
resources from the proxy receiver to the client over the second 
LAN. 

[0117] In a preferred embodiment, intercepting the ?le sys 
tem request includes intercepting a ?le operation request 
based on the metadata, and including ful?lling the ?le opera 
tion request at the proxy receiver, and conveying a result of 
the ful?lled ?le operation request to the client over the second 
LAN. 
[0118] There is also provided, in accordance With a pre 
ferred embodiment of the present invention, a method for 
enabling access to a data resource held by a ?le server, the 
method including: 
[0119] submitting a ?rst request via a Wide area netWork 
(WAN) for access to the data resource from one or more 
sources able to receive the data resource from the ?le server; 

[0120] receiving a response from a ?rst source among the 
one or more sources indicating that the ?rst source cannot 

provide a valid replica of the data resource; 
[0121] caching a record indicating that the ?rst source is 
unable to provide the valid replica of the data resource; and 
[0122] submitting a second request for access to the data 
resource to at least a second source among the one or more 

sources, While avoiding, responsive to the cached record, 
sending the second request to the ?rst source. 
[0123] There is yet additionally provided, in accordance 
With a preferred embodiment of the present invention, a 
method for enabling access to a data resource, Which is held 
on a ?le server on a ?rst local area netWork (LAN), by a client 
on a second LAN, the method including: 
[0124] intercepting a request for the data resource submit 
ted by the client, using a ?le system driver on the second 
LAN; 
[0125] transmitting a message via a Wide area netWork 
(WAN) from the ?le system driver to a proxy transmitter on 
the ?rst. LAN, requesting the data resource; 
[0126] retrieving a replica of the data resource from the ?le 
server to the proxy transmitter; 
[0127] responsive to the message, conveying the replica of 
the data resource over the WAN from the proxy transmitter to 
the ?le system driver; and 
[0128] serving the replica of the data resource from the ?le 
system driver to the client over the second LAN. 


























































