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(57) ABSTRACT 

Example methods and apparatus to dynamically store net 
Work routes for a communication network are disclosed. A 
disclosed example method involves receiving data via a 
router having a ?rst memory to store active routes and a 
second memory to store inactive routes. A destination address 
associated With the data is identi?ed and in response to detect 
ing that no destination address entry stored in the ?rst 

(21) Appl' N05 12/333,949 memory matches the destination address associated With the 
data, a default route stored in the ?rst memory is selected to 

(22) Filed: Dec. 12, 2008 forward the data using a multicast transport protocol. 
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METHODS AND APPARATUS TO 
DYNAMICALLY STORE NETWORK ROUTES 

FOR A COMMUNICATION NETWORK 

FIELD OF THE DISCLOSURE 

[0001] The present disclosure relates generally to commu 
nication systems and, more particularly, to methods and appa 
ratus to dynamically store network routes for a communica 
tion network. 

BACKGROUND 

[0002] Network service providers enable data communica 
tion services using networks interconnected via switches and 
routing devices including provider edge (PE) routers and 
customer edge (CE) routers. Customer edge routers commu 
nicatively couple customer equipment (e.g., computers and 
other processor systems, local routers, and local switches) to 
wide are networks (WANs) via PE routers. Provider edge 
routers are communicatively coupled to other PE routers 
across a WAN to enable communicating information between 
local CE routers and remote CE routers. To deliver data, each 
PE router is provided with routes that can be used to forward 
data packets based on destination addresses stored therein. A 
PE router stores each route in a routing table, and retrieves 
that route from the routing table each time the PE router 
receives a data packet having a destination address matching 
the destination address associated with that route. 
[0003] As service providers expand their networks, addi 
tional routes are brought on line to enable data communica 
tions with the new portions of the network. Each time an 
additional route is created, PE routers to which that route is 
relevant must store the route in their routing tables. As the 
quantity of routes increase, so do the requirements for 
memory capacity to store those routes. Memory capacity for 
routing tables is typically increased in a network by adding 
additional routers. In this manner, each time a new router is 
added, its memory capacity is also added to the network to 
store additionally created routes. Thus, instead of having to 
store a single relatively long listing of routes in one router, 
installing another router enables storing a ?rst portion of the 
route listing in a ?rst router and storing a second portion of the 
route listing in the other router. The ?rst router then handles 
data packets for which it has relevant routes in its stored 
portion of the route listing, and the other router handles data 
packets for which it has relevant routes in its stored portion of 
the route listing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] FIG. 1 is an example provider edge (PE) router that 
may be used to implement the example methods and appara 
tus described herein. 
[0005] FIG. 2 illustrates example con?gurations that may 
be used to implement a forward information base (FIB) data 
structure and a routing information base (RIB) data structure 
of FIG. 1. 
[0006] FIG. 3 depicts an example multicast distribution tree 
network that can be used to forward data packets using a 
multicast transport protocol. 
[0007] FIG. 4 is a block diagram of an example apparatus 
that may be used to implement a route processor and/or line 
cards of the example PE router of FIG. 1. 
[0008] FIG. 5 is a ?owchart representative of example 
machine readable instructions that may be executed to imple 
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ment the example apparatus of FIG. 4 to dynamically store 
network routes in FIBs of the example PE router of FIG. 1. 
[0009] FIG. 6 is a ?owchart representative of example 
machine readable instructions that may be executed to update 
route information in the example PE router of FIG. 1. 
[0010] FIG. 7 is a block diagram of an example processor 
system that may be used to execute the example machine 
readable instructions of FIGS. 5 and/or 6 to implement the 
example apparatus of FIG. 4 and/or the example PE router of 
FIG. 1. 

DETAILED DESCRIPTION 

[0011] The example methods and apparatus described 
herein may be used to dynamically store network routes for a 
communication network. Network service providers imple 
ment communication networks using different network 
devices including service provider edge (PE) routers. Among 
other things, a PE router is responsible for storing network 
routes for different destination addresses to which data can be 
communicated. To store these different routes, a PE router is 
provided with a “fast” memory having relatively fast access 
speeds and that can be quickly accessed to route data at 
relatively high speeds. Such fast memory may be imple 
mented using, for example, static random access memory 
(SRAM) and ternary content-addressable memory (TCAM). 
In addition, a PE is also provided with relatively slower 
memory that is used to store other information such as soft 
ware and/or ?rmware. This relatively slower memory has 
relatively slower access speeds than the fast memory and can 
be implemented using, for example, dynamic RAM 
(DRAM). 
[0012] The relatively faster memory is used for storing 
routes to enable a router to provide and maintain a relatively 
high data throughput. That is, when a router receives a data 
packet for delivery, the router must ?nd the appropriate des 
tination route for that data packet in its network route table. 
By storing the network route table in fast memory, the router 
can search the table and ?nd the appropriate route relatively 
faster than if the network route table were stored in a slower 
memory. This enables the router to receive and forward data 
packets at relatively high speeds, thus providing high-speed 
data communications. 
[0013] As networks are expanded to service new areas and 
provide additional features, the number of routes that each PE 
router must know increases. This increase in route quantities 
presents several challenges, among which include providing 
suf?cient storage capacity at each PE router to accommodate 
the increased route quantities. Using traditional route storage 
techniques, the increased storage capacity would require add 
ing additional “fast” memory storage capacity, which would 
require higher costs to either add more memory to existing 
router designs or add additional routers to a network. Fast 
memory such as SRAM or TCAM is signi?cantly more 
expensive than slower memory such as DRAM. Thus, routers 
are typically con?gured to include less fast memory and 
relatively more slow memory. The fast memory is typically 
reserved for storing routing tables that are used to relatively 
quickly retrieve routes to deliver data packets while maintain 
ing high data throughput rates. The slow memory is typically 
used for storing program memory. 
[0014] Using the example methods and apparatus 
described herein, a PE router can be con?gured to accommo 
date the growing number of network routes while having 
substantially minimal or no effects on requirements for addi 
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tional “fast” memory. In particular, the example methods and 
apparatus described herein can be used to con?gure routers to 
dynamically learn routes as they become active by storing 
those routes in fast memory on demand while storing a com 
prehensive listing of available and valid routes in slow 
memory when they are inactive (i.e., not immediately needed 
to forward data). An active route is a route to which data was 
recently or is currently being delivered. Each PE router 
includes at least one forwarding information base (FIB) in 
fast memory in which it stores routes. Using the example 
methods and apparatus, a PE router can be con?gured to store 
active routes as needed in its FIB. When a PE router receives 
data to be forwarded to a particular destination, if the route to 
that destination is not already stored in its FIB (e. g., because 
no recent previous communication has required that same 
destination), the PE router will program or store the route into 
its FIB. In this manner, the PE router can access the route in 
the FIB for any subsequent incoming data to be forwarded to 
the same destination. 

[0015] When a PE router does not ?nd a relevant route in its 
FIB for an initial data packet destined to a particular destina 
tion address, the PE router is con?gured to forward that initial 
data packet via a multicast transport protocol. In this manner, 
the data packet is ?ooded onto the network so that it can be 
delivered to its destination address. Substantially simulta 
neously or after forwarding the data packet via the multicast 
transport protocol, the PE router searches its relatively slower 
memory (e.g., a routing informationbase (RIB)) for a relevant 
route based on the data packets destination address and stores 
it in its FIB. When stored in the FIB, the route entry is a 
“native” FIB entry. For any subsequently received data pack 
ets destined to the same destination address, the PE router can 
then use the native route stored in the FIB to route those 
subsequently received data packets via a unicast transport 
protocol. 
[0016] When routes are not active, they do not remain 
stored in fast memory. However, routes remain stored in the 
relatively slower program memory as each PE router has 
relatively more slow memory available than fast memory. In 
this manner, when a particular route is required to forward an 
incoming data packet, the route can be retrieved from slow 
memory and stored in fast memory to forward the data packet 
and any subsequent data packet associated with the same 
destination using, for example, a unicast transport protocol. 
[0017] When an active route stored in the FIB has not been 
used for some time, the PE router detects this based on some 
measurable criterion. For example, a PE router may use a 
predetermined duration threshold to determine when to delete 
the route from the FIB to allocate fast memory storage space 
for subsequent active routes. In this manner, a PE router can 
dynamically learn and program routes into its FIB and recycle 
fast memory storage capacity by deleting unused routes to 
enable the PE router to handle data forwarding for an 
increased number of destination routes. 

[0018] The example methods and apparatus described 
herein can be used in connection with different types of 
Internet Protocol Virtual Private Networks (IP VPNs), for 
example, multi protocol label switching/border gateway pro 
tocol VPNs (MPLS/BGP VPNs). 
[0019] Turning to FIG. 1, an example provider edge (PE) 
router 100 that may be used to implement the example meth 
ods and apparatus described herein includes a route processor 
102 and a line card interface plane 104. The example PE 
router 100 is con?gured to store active routes in one or more 
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route cache data structures and inactive routes in one or more 
mass route storage data structures. To implement route cache 
data structures, the PE router 100 is provided with a plurality 
of forward information bases (FIBs) 106a-e. To implement 
mass route storage data structures, the PE router 100 is pro 
vided with a routing information base (RIB) 108 communi 
catively coupled to a border gateway protocol (BGP) inter 
face 110. As shown in the illustrated example, the FIB 10611, 
the RIB 108, and the BGP interface 110 are provided in the 
route processor 102. In addition, the FIBs 106b-e are pro 
vided in line cards 112, which are communicatively coupled 
to the route processor 102 via the line card interface plane 
104. In the illustrated example, the FIBs 106a-e can be imple 
mented using relatively fast memory such as a SRAM or 
TCAM, and the RIB 108 can be implemented using a rela 
tively slower memory such as a DRAM. 

[0020] The BGP interface 110 communicatively couples 
the PE router 100 to a customer edge (CE) router 116 for local 
route communications and a wide area network (WAN) 118 
for remote route communications. In the illustrated example, 
the PE router 100 and the CE router 116 can be used to 
implement one or more virtual private networks (V PNs) 
between customer equipment (e.g., networked computers or 
other network devices) across the WAN 118. The BGP inter 
face 110 communicatively couples customer equipment to 
the BGP interface 110 and receives data packets from the 
customer equipment source nodes via the CE router 116 for 
delivery via remote routes across the WAN 118 to remote 
destination nodes. In addition, the BGP interface 110 receives 
data packets from destination nodes via the WAN 118 for 
delivery to local destination nodes via the CE router 1 1 6 using 
local routes. 

[0021] FIG. 2 illustrates example con?gurations that may 
be used to implement the forwarding information base (FIB) 
data structure 10611 of FIG. 1 (e.g., an active route table) and 
the routing information base (RIB) data structure 108 of FIG. 
1 (e.g., an inactive route table). The depicted con?guration of 
the FIB 106a can be used to implement the other FIBs 106b-e 
of FIG. 1. In the illustrated example, the FIB 10611 is shown as 
having a destination address column 206, a route information 
column 208, a route type column 210, and an active timeout 
column 212. The RIB 108 includes a destination address 
column 214 and a route information column 216. The 
example columns 202,206,208, 210,212,214, and 216, and 
their arrangements, are shown by way of example. In other 
example implementations more, less, or other types of col 
umns may be provided and may have different arrangements. 
[0022] In the illustrated example, the destination address 
columns 206 and 214 store destination addresses (e.g., desti 
nation internet protocol (IP) addresses) of destination nodes 
to which data (e. g., data received at the PE router 100 of FIG. 
1) is to be delivered. The route information columns 208 and 
216 include information used by a PE router (e.g., the PE 
router 100 of FIG. 1) to, for example, forward data to a next 
hop to deliver the data to its ?nal destination. The route 
information columns 208 and 216 may also store other route 
information. 

[0023] In the illustrated example, the route type column 
210 of the FIB 10611 is used to designate the type of route 
stored in each route entry. As shown, a ?rst entry stores a 
default FIB entry 218, a ?rst plurality of entries store local 
route type entries 220, a second plurality of entries store 
more-speci?c (m-speci?c) route type entries 222, a third plu 
rality of entries store multi-path (m-path) route type entries 
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224, and a fourth plurality of entries store single-path remote 
(s-remote) route type entries 226. 
[0024] In the illustrated example of FIG. 2, the default FIB 
entry 218 is pre-stored in the FIB 106a, and Whenever the 
default FIB entry 218 is selected to forWard a data packet, the 
PE router 100 is con?gured to encapsulate the packet in a 
multicast transport protocol and forWard the data packet to its 
destination using a multicast transport protocol. An example 
multicast distribution tree that can be used to implement the 
multicast transport protocol is described beloW in connection 
With FIG. 3. In operation, When the PE router 100 receives a 
data packet, it searches the FIB 106a based on destination 
addresses in the destination address column 206 to determine 
Whether it contains a native FIB route entry corresponding to 
a destination address of the data packet. If the PE router 100 
determines that a corresponding route is not stored in the FIB 
10611, the PE router 100 uses the default FIB entry 218 to 
forWard the data packet to its destination address via a mul 
ticast transport protocol encapsulation. Substantially simul 
taneously or immediately afterWard, the PE router 100 
searches the RIB 108 for a corresponding route so that it can 
forWard any subsequent data packet associated With the same 
destination address via a particular corresponding route. If the 
PE router 100 ?nds an appropriate route in the RIB 108 based 
on destination addresses in the destination address column 
214, it stores the route in the FIB 10611 as one of the single 
path remote route entries 226. 

[0025] The default FIB entry 218 is pre-stored in the FIB 
106a and is not deleted therefrom or overwritten (as are the 
single-path remote routes 226 When they are no longer in use 
as discussedbeloW). Pre-storing the default FIB entry 218 and 
using it as described above enables the PE router 100 to 
substantially immediately forWard data packets for Which no 
native routes are yet available in the FIB 106a While provid 
ing time to search the RIB 108 for an appropriate route With 
Which to service any subsequent data packet associated With 
the same destination address and install that appropriate route 
in the FIB 10611. By installing the appropriate route entry in 
the FIB 106a, it becomes a native FIB entry. In some example 
implementations in Which the PE router 100 needs an 
extended amount of time to ?nd an appropriate route in the 
RIB 108, the PE router 100 may forWard several initial data 
packets associated With the same destination address using 
the default FIB route entry 218 until the PE router 100 ?nds an 
appropriate single-path remote route and stores it in the FIB 
10611 or determines that a relevant route does not exist in its 
RIB 108. 

[0026] When a data packet received at the PE router 100 
and associated With a destination address for Which no rel 
evant route is stored in the FIB 106a, it may be an initial or 
?rst data packet of a communication stream and, thus, a 
plurality of other data packets associated With the same des 
tination address is likely to folloW. Although the PE router 
100 is con?gured to forWard the ?rst data packet or the ?rst 
several data packets associated With the same destination 
address using the default FIB entry 218, after the PE router 
100 ?nds a corresponding single-path remote route and stores 
it in the FIB 10611, the PE router 100 forWards the subse 
quently received data packets via that single-path remote 
route using a unicast transport protocol. 
[0027] The routes in the RIB 108 are updated as additional 
PE routers or destination nodes coupled to CE routers are 
installed in a netWork. The PE router 100 triggers an update to 
the FIB 106a Whenever a neW route is added to the RIB 108 
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for a particular destination pre?x and that destination pre?x 
has a native FIB entry already installed in the FIB 106a. 
HoWever, the update trigger to the FIB 106a may be condi 
tional based on Whether the neW route is a better route to the 
destination than the already stored native FIB entry. If the neW 
route is better, then the FIB update trigger Will occur causing 
the FIB 10611 to be updated With the neW route. This updating 
process is described beloW in connection With the ?oWchart 
of FIG. 6. 

[0028] The local routes 220 are used to forWard data from 
the PE router 100 of FIG. 1 to destination nodes coupled to the 
CE router 116 of FIG. 1. For example, When the PE router 100 
receives a data packet from a source node via the WAN 118 
for delivery to a destination node that is local to the PE router 
100, the PE router 100 uses the destination address in the data 
packet to select one of the local routes in the local route type 
entries 220 to forWard the data packet to its corresponding 
local destination node. 

[0029] In the example implementations described herein, 
the local routes 220 are pre-stored in the FIB 10611 to avoid 
dropping or discarding initial packets. If the local routes 220 
Were not pre-stored in the FIB 10611, the initial packets of a 
data stream or data communication to a locally attached des 
tination/ route Would have to be dropped until a relevant route 
stored in the RIB 108 is programmed in the FIB 106a. Thus, 
by having the local routes 220 pre-stored in the FIB 10611, the 
PE router 100 can relatively immediately forWard data pack 
ets to their designated local destinations. The local routes 220 
are not deleted from the FIB 10611 or overwritten so long as 
they are valid routes. 

[0030] The more-speci?c routes 222 are used to forWard 
data from the PE router 100 to destination nodes via routes 
that are de?ned more speci?cally relative to other more gen 
erally de?ned routes. For example, a route de?ned by its 
destination address pre?x as 10/8 means that any data des 
tined to an address starting With a ?rst-octet pre?x of ‘ 10’ (i .e., 
10.XXX.XXX.XXX) can be forWarded via a remote PE (e. g., 
PE1 (not shoWn)) over the 10/ 8 route. HoWever, a more spe 
ci?c route de?nition of 10. 1/ 16 Would indicate that any data 
traf?c destined to a destination address having a ?rst and 
second-octet pre?x of ‘10.1’ (i.e., 10.1.XXX.XXX) can be 
forWarded over the 10.1/ 16 route via a different remote PE 

(e.g., PE2 (not shoWn)). In this manner, While data associated 
With a destination address pre?x of ‘10.1 ’ Would be forWarded 
using the 10.1/ 16 route, all other data associated With a des 
tination address having a ?rst-octet pre?x ‘ 10’ (i.e., destina 
tion address 10.0.XXX.XXX, 10.2.XXX.XXX, 10.3.XXX. 
XXX, etc.) Would be forWarded using the 10/ 8 route. 
[0031] In the example implementations described herein, 
more-speci?c routes are pre-stored in the FIB 10611 to enable 
the PE router 100 to avoid sub-optimal forWarding or miss 
forWarding of packets. For example, if the PE router 100 
received a data packet for Which a more-speci?c route Was 
de?ned (e.g., the more-speci?c route 10.1/ 16) and if the FIB 
106a stored only a less speci?c route (e.g., the less speci?c 
route 10/ 8) While the more-speci?c route Was stored in the 
RIB 108, the PE router 100 Would forWard the data packet 
using the less speci?c route already stored in the FIB 10611. 
This Would result in mis-forWarding the data packet via the 
Wrong route. Thus, to ensure that a less speci?c route is not 
erroneously selected When a more-speci?c route exists, the 
more-speci?c routes are pre-stored in the FIB 106a and are 
not deleted or overWritten so long as they are valid routes. 
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[0032] The multi-path routes 224 are used to forward data 
destined for a destination node that can be reached via two or 
more network paths. For instance, in the illustrated example 
of FIG. 2, two of the multi-path routes 224 exist for the 
destination address ‘ADDR MA.’ In the illustrated example, 
each of the multi-path routes associated with ‘ADDR MA’ 
involves a different PE router communicatively coupled to the 
PE router 100 of FIG. 1 to enable delivering data to the same 
destination address (e.g., the address ‘ADDR MA’). If the PE 
router 100 receives data destined to the destination address 
‘ADDR MA,’ it may select to forward the data to either of the 
PE routers capable of delivering the data. The PE router 100 
may forward packets destined to ‘ADDR MA’ on both paths, 
if they are of equal cost (e.g., the routing cost or route metric). 
If the available paths to ‘ADDR MA’ are not of equal cost, the 
PE router 100 may select one of the two routes as the best 
route to forward packets to the destination. The PE router 100 
may select the best route based on one or more parameters 
including, for example, least number of hops, higher prefer 
ence, lower cost metric, etc. 

[0033] In the example implementations described herein, 
multi-path routes are pre-stored in the FIB 10611 to avoid 
duplicatively forwarding data packets having the same desti 
nation address. In particular, if the default FIB entry 218 were 
used to forward a data packet destined to a destination address 
for which multiple paths exist, the ?ooding of the data packet 
into a network via the multicast transport protocol (based on 
selection of the default FIB entry 218) would result in differ 
ent destination networks receiving two or more of the same 
data packets. For example, if the PE router 100 multicasts a 
data packet to two PE routers capable of delivering the data 
packet to the same destination address, when the two PE 
routers receive the data packet, each will forward its copy of 
the data packet to the same destination. Thus, pre-storing the 
multi-path routes 224 in the FIB 106a prevents the PE router 
100 from using the default FIB entry 218 to forward any data 
packets for which multi-path routes exist. 
[0034] The single-path remote routes 226 are used to com 
municate data across a wide area network (e.g., the WAN 118 
of FIG. 1). In the example implementations described herein, 
a single-path remote route may be moved between an active 
status and an inactive status. That is, when data is received at 
the PE router 100 and the data is associated with a single-path 
remote route, the example methods and apparatus described 
herein may be used to determine whether the route is already 
active and stored in the FIB 106a and, if not, to retrieve the 
route from the RIB 108 and store it in the FIB 106a. Even 
though single-path remote routes may be valid routes for 
communicating data to a device accessible via a network, 
when they are no longer needed for communicating data they 
may be deleted from the FIB 10611 or overwritten to recycle or 
reallocate memory space in the FIB 10611 for other subse 
quently active routes. That is, unlike the local routes 220, the 
more-speci?c routes 222, and the multi-path routes 224 
which are pre-stored in the FIB 106a and cannot become 
inactive (i.e., they are not deleted from the FIB 10611 or 
overwritten so long as they are valid routes), the single-path 
remote routes 226 can be dynamically stored in the FIB 10611 
when they are active and deleted from the FIB 10611 or over 
written when they are inactive. 

[0035] In the illustrated example, the active timeout col 
umn 212 of the FIB 10611 is used to store status information 
indicative of whether routes are active. The active timeout 
column 212 can be used to store timer values or other status 
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values that can be used to determine when single-path remote 
routes are no longer active and, thus, can be deleted from the 
FIB 10611 or can be overwritten by subsequent active routes. 
For example, if a timer is used, when a single-path remote 
route is stored in the FIB 106a, its associated timeout timer 
will be reset. In addition, whenever that single-path remote 
route entry is used to forward a data packet, its associated 
timeout timer will also be reset. When the route entry has not 
been used for some predetermined duration equal to the tim 
eout value, the timeout timer will expire indicating that the 
route entry is no longer active. When one of the single-path 
remote routes 226 becomes inactive, the PE router 100 can 
delete it from the FIB 10611 or ?ag it as an overwriteable entry 
to allocate free memory space for subsequent active routes. 
As discussed above, the default route 218, the local routes 
220, the more-speci?c routes 222, and the multi-path routes 
224 will not be deleted or overwritten and, thus, are not 
subject to the active timeout process. 

[0036] FIG. 3 depicts an example multicast distribution tree 
network 300 that can be used to forward data packets using a 
multicast transport protocol. As discussed above in connec 
tion with FIG. 2, when the default FIB entry 218 of the FIB 
10611 is selected (in response to determining that a route 
corresponding to the data packet’s particular destination 
address is not stored in the FIB 106a), the PE router 100 (FIG. 
1) encapsulates a data packet in a multicast transport protocol 
encapsulation and forwards the data packet via a multicast 
distribution tree such as the multicast distribution tree net 
work 300 of FIG. 3. 

[0037] As shown in FIG. 3, the multicast distribution tree 
network 300 is formed using a plurality of CE routers 302 
communicatively coupled to respective PE routers 304 in a 
multi-protocol label switching (MPLS) network core 306. In 
the illustrated example, the CE routers 302 and the PE routers 
304 form two multicast trees: a multicast tree A and a multi 
cast tree B. When any of the PE routers 304 participating in a 
multicast tree A (or B) forwards a data packet via a multicast 
transport protocol, the data packet is ?ooded onto the MPLS 
network 3 06 and received by every other one of the PE routers 
304 on multicast tree A (or B). The receiving PE routers 304 
that do not have a local route (e.g., one of the local route 
entries 220 of FIG. 2) in one of its FIBs to deliver the data 
packet will discard the data packet. However, a receiving one 
of the PE routers 304 having a corresponding local route will 
forward the data packet to its destination address via a corre 
sponding one of the CE routers 302. In this manner, the data 
packet is forwarded to its intended destination address. 

[0038] FIG. 4 is a block diagram of an example apparatus 
400 that may be used to implement the route processor 102 
and/or the line cards 112 of the example PE router 100 of FIG. 
1. In the illustrated example, the example apparatus 400 
includes a network interface 402, a data interface 404, a route 
manager 406, a search interface 408, a route expiration inter 
face 410, and a route update interface 412. The example 
apparatus 400 may be implemented using any desired com 
bination of hardware, ?rmware, and/or software. For 
example, one or more integrated circuits, discrete semicon 
ductor components, and/or passive electronic components 
may be used. Thus, for example, any of the network interface 
402, the data interface 404, the route manager 406, the search 
interface 408, the route expiration interface 410, and/ or the 
route update interface 412, or parts thereof, could be imple 
mented using one or more circuit(s), programmable proces 
sor(s), application speci?c integrated circuit(s) (ASIC(s)), 
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programmable logic device(s) (PLD(s)), ?eld programmable 
logic device(s) (FPLD(s)), etc. 
[0039] Some or all of the network interface 402, the data 
interface 404, the route manager 406, the search interface 
408, the route expiration interface 410, and/or the route 
update interface 412, or parts thereof, may be implemented 
using instructions, code, and/or other software and/or ?rm 
ware, etc. stored on a machine accessible medium and execut 
able by, for example, a processor system (e.g., the example 
processor system 710 of FIG. 7). When any of the appended 
claims are read to cover a purely software implementation, at 
least one of the network interface 402, the data interface 404, 
the route manager 406, the search interface 408, the route 
expiration interface 41 0, and/ or the route update interface 412 
is hereby expressly de?ned to include a tangible medium such 
as a memory, DVD, CD, etc. 
[0040] The example apparatus 400 is provided with the 
network interface 402 to receive data packets from a CE 
router (e.g., the CE router 116 of FIG. 1) or a WAN (e.g., the 
WAN 118 of FIG. 1). In addition, the network interface 402 
can forward data packets via local routes or remote routes to 
destination addresses. The example apparatus 400 is provided 
with the data interface 404 to identify and/ or extract destina 
tion addresses from received data packets. In this manner, the 
example apparatus 400 can search for corresponding routes 
in, for example, an FIB (e.g., one ofthe FIBs 106a-e of FIG. 
1) or an RIB (e.g., the RIB 108 ofFIG. 1) to forward received 
data packets. 
[0041] The example apparatus is provided with the route 
manager 406 to manage routes stored in the FIBs 106a-e and 
the RIB 108. For example, the route manager 406 can deter 
mine where routes should be stored based on their active/ 
inactive status and when routes can be deleted from the FIBs 
106a-e or overwritten when they are no longer active routes. 

[0042] The example apparatus 400 is provided with the 
search interface 408 to search the FIBs 106a-e to determine 
whether routes corresponding to destination addresses asso 
ciated with received data packets are active. In the illustrated 
example, the search interface 408 is also used to search the 
RIB 108 when routes are not found in the FIBs 106a-e. To 
perform these searches, the search interface 408 is con?gured 
to receive from the data interface 404 destination addresses of 
received data packets and compare the destination addresses 
to the destination addresses stored in the destination address 
columns 206 and 214 of FIG. 2. 

[0043] The example apparatus 400 is provided with the 
route expiration interface 410 to determine when single-path 
remote routes (e. g., the single-path remote routes 226 of FIG. 
2) stored in the FIBs 106a-e (FIGS. 1 and 2) are no longer 
active. In the illustrated example, the route expiration inter 
face 410 is provided with one or more timers, counters, or 
clocks used to store timing values in the active timeout col 
umn 212 for each of the single-path remote route entries 226. 
In some example implementations, the route expiration inter 
face 410 can be provided with a separate timer for each of the 
single-path remote route entries 226 that can be stored in the 
FIB 106a and can enable a timer for a particular entry any 
time a route is stored in that entry. In addition, any time the 
route in that entry is used to forwarded data, the route expi 
ration interface 410 can Zero or reset the timer. The route 
expiration interface 410 can monitor the timer to determine 
when it has exceeded a predetermined duration threshold 
corresponding to an inactive status. When the route expiration 
interface 410 detects that the timer for that entry has exceeded 
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the duration threshold, the route expiration interface 410 can 
alert or notify the route manager 406. The route manager 406 
can, in turn, delete the route from the FIB 10611 or ?ag the 
route entry as inactive and overwriteable. 

[0044] In other example implementations, the route expi 
ration interface 410 may be provided with a single timer or 
clock. When a route is stored in one of the single-path remote 
route entries 226, the route expiration interface 410 can store 
a time value of the timer or clock from that instance in time in 
association with the route entry. The route expiration inter 
face 410 can subsequently compare the stored time value with 
the value of its running timer or clock to determine when the 
route entry has exceeded a predetermined duration threshold 
corresponding to an inactive status. In addition, any time the 
route entry is used to forward data, the route expiration inter 
face 410 can update the time value for that entry in the active 
timeout column 212 to the value of the timer or clock at the 
instance in time when the entry was used. In this manner, as in 
the above example, that route entry will remain under active 
status as long as it is used before its active timeout value 
relative to the timer or clock indicates a timeout. In yet other 
example implementations, the route expiration interface 410 
can be provided with other alternative con?gurations to pro 
vide measurable criteria by which to determine when each of 
the single-path remote route entries 226 has expired to an 
inactive status. For example, other techniques may involve 
changing routes to inactive status based on elapsed processor 
clock cycles of the route processor 102 or elapsed numbers of 
data packets routed by the PE router 100 or any other mea 
surable criteria. 

[0045] The example apparatus 400 is provided with the 
route update interface 412 to update route entries in the FIBs 
106a-e and/or the RIB 108 each time the PE router 100 (FIG. 
1) receives updated route information to add valid routes or 
delete invalid routes. For example, when the PE router 100 
receives new route information from the CE router 116 or 
from other PE routers via the WAN 118 of FIG. 1, the route 
update interface 412 can store new valid routes in the RIB 
108. The new route information may include additional local 
or remote routes available to the PE router 100 or may indi 
cate invalid routes no longer available and needing to be 
deleted from the routing tables (e.g., the FIBs 106a-e and RIB 
108) ofthe PE router 100. 
[0046] In addition to updating the RIB 108, the route update 
interface 412 is con?gured to determine whether any of the 
new or updated routes should also be stored in the FIBs 
106a-e. For example, the route update interface 412 can be 
con?gured to determine whether any of the received routes is 
a local route or a multi-path route and, if so, the route update 
interface 412 can also store that route entry in the FIBs 106a 
e. In addition, if the route update interface 412 determines that 
for any new route added to the RIB 108 for a particular 
destination pre?x a native FIB entry for that destination pre?x 
is already installed in the FIBs 106a-e, the route update inter 
face 412 can update the FIBs 106a-e if the new route is a 
better route to the destination than the already stored native 
FIB entry. 
[0047] FIG. 5 is a ?owchart representative of example 
machine readable instructions that may be executed to imple 
ment the example apparatus 400 of FIG. 4 to dynamically 
store network routes in the FIBs 106a-e (FIG. 1) to commu 
nicate data in a communication network. FIG. 6 is a ?owchart 
representative of example machine readable instructions that 
may be executed to update route information in the PE router 
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100 (FIG. 1). The example processes ofFIGS. 5 and 6 may be 
performed using a processor, a controller, and/or any other 
suitable processing device. For example, the example pro 
cesses of FIGS. 5 and 6 may be implemented in coded instruc 
tions stored on a tangible medium such as a ?ash memory, a 
read-only memory (ROM), and/or a random-access memory 
(RAM) associated With a processor (e.g., the example pro 
cessor 712 discussed beloW in connection With FIG. 7). Alter 
natively, one or both of the example processes of FIGS. 5 and 
6 may be implemented using any combination(s) of applica 
tion speci?c integrated circuit(s) (ASIC(s)), programmable 
logic device(s) (PLD(s)), ?eld programmable logic device(s) 
(FPLD(s)), discrete logic, hardWare, ?rmWare, etc. Also, one 
or both of the example processes of FIGS. 5 and 6 may be 
implemented manually or as any combination(s) of any of the 
foregoing techniques, for example, any combination of ?rm 
Ware, software, discrete logic and/or hardWare. Further, 
although the example processes of FIGS. 5 and 6 are 
described With reference to the How diagrams of FIGS. 5 and 
6, other methods of implementing the processes of FIGS. 5 
and 6 may be employed. For example, the order of execution 
of the blocks may be changed, and/or some of the blocks 
described may be changed, eliminated, sub-divided, or com 
bined. Additionally, one or both of the example processes of 
FIGS. 5 and 6 may be performed sequentially and/or in par 
allel by, for example, separate processing threads, processors, 
devices, discrete logic, circuits, etc. 
[0048] The depicted example process of FIG. 5 is described 
in connection With the FIB 10611 of the route processor 102 of 
FIG. 1. HoWever, the example process may also be imple 
mented by each of the line cards 112 of FIG. 1, in Which case 
the line cards 112 Would operate in connection With their 
respective ones of the FIBs 106b-e. NoW turning in detail to 
FIG. 5, initially the netWork interface 402 (FIG. 4) receives a 
data packet (block 502). The data interface 404 (FIG. 4) 
retrieves the destination address from the data packet (block 
504). For example, the data interface 406 can locate a ?eld in 
the data packet that stores a destination internet protocol (IP) 
address and copy the destination address from that ?eld. 

[0049] The search interface 408 (FIG. 4) searches the for 
Ward information base 10611 for a route entry associated With 
the identi?ed destination address (block 506) based on desti 
nation addresses in the destination address column 206 (FIG. 
2). A matching route entry may by any of the local route 
entries 220, the more-speci?c route entries 222, the multi 
path route entries 224, or the single-path remote route entries 
226 if it stores a destination address matching the destination 
address of the received data packet. If the search interface 408 
determines that a matching route entry is stored in the FIB 
10611 (block 508), the route manager 406 (FIG. 4) selects the 
matching route entry for use in forWarding the received data 
packet (block 510) toWards its destination address. In the 
illustrated example, the PE router 100 forWards the data 
packet via a unicast transport protocol using the matching 
route entry selected by the route manager 406. 

[0050] The route expiration interface 410 (FIG. 4) resets a 
route active timeout criterion (e.g., in the route active timeout 
column 212 of FIG. 2) of the matching route entry (block 
512). In this manner, the status of the route entry is kept as 
active by prolonging the amount of time before its timeout 
value expires to indicate an inactive status. For example, the 
route expiration interface 410 can reset a timer uniquely 
associated With the relevant route entry and/ or update a cor 
responding predetermined duration value stored in the active 
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timeout column 212 (FIG. 2) as discussed above. Of course, 
as discussed above in connection With FIG. 2, the active 
timeout criteria applies to the single-path remote routes 226, 
but it does not apply to the local routes 220, the more-speci?c 
routes 222, or the multi-path routes 224. Thus, if the matching 
route is not one of the single-path remote routes 226, the route 
expiration interface 410 Would not reset an associated route 
active timeout value at block 512. 
[0051] If at block 508, the search interface 408 determines 
that a matching route entry does not exist in the FIB 106a 
based on destination addresses in the destination address 
column 206 (FIG. 2), the route manager 406 (FIG. 4) selects 
the default FIB entry 218 (FIG. 2) to forWard the data packet 
(block 514). As discussed above, When the default FIB entry 
218 is selected, the PE router 100 is con?gured to encapsulate 
the data packet using a multicast transport protocol encapsu 
lation and forWard the data packet via netWork paths of a 
multicast distribution tree (e.g., the multicast distribution tree 
netWork 300 of FIG. 3) so that a receiving PE router to Which 
the data packet is relevant (i.e., the PE router has a route entry 
for forWarding the data packet) Will forWard it to its destina 
tion address While other receiving PE routers to Which the 
data packet is not relevant Will discard or drop the packet. 
[0052] The search interface 408 searches the RIB 108 for a 
route entry matching the destination address of the data 
packet (block 516). If the search interface 408 does not ?nd a 
relevant route entry stored in the RIB 108 (block 518) based 
on destination addresses in the destination address column 
214 (FIG. 2), the FIB table 10611 is not updated With a route 
from the RIB 108. 
[0053] If at block 518, the search interface 408 does ?nd a 
relevant route entry stored in the RIB 108, the route manager 
406 stores the relevant route entry in the FIB 10611 (block 
520). The route expiration interface 410 then enables the 
route active timeout criterion associated With the relevant 
route entry stored in the FIB 10611 (block 522). For example, 
the route expiration interface 410 can start a timer uniquely 
associated With the relevant route entry and/ or store a prede 
termined duration value for that entry in the active timeout 
column 212 (FIG. 2) as discussed above. 
[0054] After the route active timeout criterion is enables 
(block 522) or if the search interface 408 does not ?nd a 
relevant route entry in the RIB 1 08 (block 518) or after a route 
active timeout criterion is reset (block 512), the netWork 
interface 402 determines Whether another data packet has 
been received (block 524). If a data packet has been received 
(block 524), control returns to block 504. OtherWise, the 
example process of FIG. 5 is ended. Ifa data packet is sub 
sequently received at the netWork interface 402, an interrupt 
can be asserted to pass control to block 502, and the process 
of FIG. 5 can be repeated. 

[0055] Turning noW to the example route information 
update process of FIG. 6, initially the netWork interface 402 
(FIG. 4) receives updated route information (block 602), and 
the route update interface 412 (FIG. 4) updates the RIB 108 
(block 604). The route update interface 412 retrieves the ?rst 
neW valid route from the updated route information (block 
606) and determines Whether the neW valid route is a multi 
path route or a more speci?c route than a local route already 
stored in the FIB 10611 (block 608). In the illustrated example, 
the route update interface 412 may determine the type of route 
of the neW valid route based on the destination address and/or 
a route type identi?er received in association With the neW 
valid route. 
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[0056] If the route update interface 412 determines that the 
neW valid route is not a multi-path route or a more speci?c 

route than a local route already stored in the FIB 10611 (block 
608), the route update interface 412 determines Whether the 
neW valid route is a local route (block 610). If the route update 
interface 412 determines that the neW valid route is a local 
route (block 610), the route update interface 412 stores the 
route and all of its associated more speci?c routes in the FIB 
106a (block 612). 
[0057] If the route update interface 412 determines that the 
neW valid route is not a local route (block 610), the route 
update interface 412 determines Whether the neW valid route 
is better than a native FIB entry having the same destination 
address pre?x (block 614). For example, the route update 
interface 412 may determine Which route entry is better based 
on one or more cost parameters including, for example, least 
number of hops, higher preference, loWer cost metric, etc. 
[0058] If the route update interface 412 determines that the 
neW valid route is better than a native FIB route entry having 
the same destination address pre?x (block 614), the route 
update interface 412 removes from the FIB 10611 the existing 
FIB entry for Which the neW valid route is better (block 616). 
[0059] If the route update interface 412 determines that the 
neW valid route is a multi-path route or it is a more speci?c 
route to a local route already stored in the FIB 10611 (block 
608), or after the route update interface 412 removes from the 
FIB 10611 the existing FIB entry for Which the neW valid route 
is better (block 616), the route update interface 412 stores the 
neW valid route entry in the FIB 10611 (block 618). 
[0060] If another neW valid route in the updated route infor 
mation remains to be processed (block 620), the route update 
interface 412 can retrieve that next neW valid route (block 
622) and control can return to block 608 to process that neW 
valid route. HoWever, if no neW valid routes in the updated 
route information remain to be processed (block 620), the 
example process of FIG. 6 is then ended. 
[0061] FIG. 7 is a block diagram of an example processor 
system 710 that may be used to implement the example appa 
ratus, methods, and articles of manufacture described herein. 
For example, processor systems substantially similar or iden 
tical to the example processor system 710 may be used to 
implement the PE router 100, the line cards 112, and/or the 
customer edge router 116 of FIG. 1. In addition, processor 
systems substantially similar or identical to the example pro 
cessor system 710 may be used to implement the netWork 
interface 402, the data interface 404, the route manager 406, 
the search interface 408, the route expiration interface 410, 
and/ or the route update interface 412 of the example appara 
tus 400 of FIG. 4. 

[0062] As shoWn in FIG. 7, the processor system 710 
includes a processor 712 that is coupled to an interconnection 
bus 714. The processor 712 may be any suitable processor, 
processing unit, or microprocessor. Although not shoWn in 
FIG. 7, the system 710 may be a multi-processor system and, 
thus, may include one or more additional processors that are 
identical or similar to the processor 712 and that are commu 
nicatively coupled to the interconnection bus 714. 
[0063] The processor 712 of FIG. 7 is coupled to a chipset 
718, Which includes a memory controller 720 and an input/ 
output (I/O) controller 722. A chipset provides I/O and 
memory management functions as Well as a plurality of gen 
eral purpose and/ or special purpose registers, timers, etc. that 
are accessible or used by one or more processors coupled to 
the chipset 718. The memory controller 720 performs func 
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tions that enable the processor 712 (or processors if there are 
multiple processors) to access a system memory 724 and a 
mass storage memory 725. 
[0064] In general, the system memory 724 may include any 
desired type of volatile and/or non-volatile memory such as, 
for example, static random access memory (SRAM), 
dynamic random access memory (DRAM), ?ash memory, 
read-only memory (ROM), etc. The mass storage memory 
725 may include any desired type of mass storage device 
including hard disk drives, optical drives, tape storage 
devices, etc. 
[0065] In the illustrated examples described herein, the sys 
tem memory 724 may be implemented using a relatively fast 
memory such as an SRAM or TCAM to store the FIB 10611 (or 
the FIBs 106b-e) of FIGS. 1 and 2. In addition, the mass 
storage memory 725 may be implemented using a relatively 
sloWer memory such as a DRAM to store the RIB 108 of 
FIGS. 1 and 2. 
[0066] The U0 controller 722 performs functions that 
enable the processor 712 to communicate With peripheral 
input/output (I/O) devices 726 and 728 and a netWork inter 
face 730 via an I/O bus 732. The I/O devices 726 and 728 may 
be any desired type of I/O device such as, for example, a 
keyboard, a video display or monitor, a mouse, etc. The 
netWork interface 730 may be, for example, an Ethernet 
device, an asynchronous transfer mode (ATM) device, an 
802.11 device, a digital subscriber line (DSL) modem, a cable 
modem, a cellular modem, etc. that enables the processor 
system 710 to communicate With another processor system. 
[0067] While the memory controller 720 and the I/O con 
troller 722 are depicted in FIG. 7 as separate functional blocks 
Within the chipset 718, the functions performed by these 
blocks may be integrated Within a single semiconductor cir 
cuit or may be implemented using tWo or more separate 
integrated circuits. 
[0068] Of course, persons of ordinary skill in the art Will 
recogniZe that the order, siZe, and proportions of the memory 
illustrated in the example systems may vary. Additionally, 
although this patent discloses example systems including, 
among other components, softWare or ?rmWare executed on 
hardWare, it Will be noted that such systems are merely illus 
trative and should not be considered as limiting. For example, 
it is contemplated that any or all of these hardWare and soft 
Ware components could be embodied exclusively in hard 
Ware, exclusively in softWare, exclusively in ?rmWare or in 
some combination of hardWare, ?rmWare and/or softWare. 
Accordingly, persons of ordinary skill in the art Will readily 
appreciate that the above-described examples are not the only 
Way to implement such systems. 
[0069] At least some of the above described example meth 
ods and/or apparatus are implemented by one or more soft 
Ware and/ or ?rmWare programs running on a computer pro 
cessor. HoWever, dedicated hardWare implementations 
including, but not limited to, an ASIC, programmable logic 
arrays and other hardWare devices can likeWise be con 
structed to implement some or all of the example methods 
and/or apparatus described herein, either in Whole or in part. 
Furthermore, alternative softWare implementations includ 
ing, but not limited to, distributed processing or component/ 
object distributed processing, parallel processing, or virtual 
machine processing can also be constructed to implement the 
example methods and/or apparatus described herein. 
[0070] It should also be noted that the example softWare 
and/ or ?rmWare implementations described herein are stored 



US 2010/0150155 Al 

on a tangible medium, such as: a magnetic medium (e.g., a 
disk or tape); a magneto-optical or optical medium such as a 
disk; or a solid state medium such as a memory card or other 
package that houses one or more read-only (non-volatile) 
memories, random access memories, or other re-Writeable 
(volatile) memories. Accordingly, the example software and/ 
or ?rmWare described herein can be stored on a tangible 
medium such as those described above or equivalents and 
successor media. 

[0071] To the extent the above speci?cation describes 
example components and functions With reference to particu 
lar devices, standards and/or protocols, it is understood that 
the teachings of the invention are not limited to such devices, 
standards and/or protocols. Such devices are periodically 
superseded by different, faster, and/ or more ef?cient systems 
having the same general purpose. Accordingly, replacement 
devices, standards and/or protocols having the same general 
functions are equivalents Which are intended to be included 
Within the scope of the accompanying claims. 
[0072] Further, although certain methods, apparatus, sys 
tems, and articles of manufacture have been described herein, 
the scope of coverage of this patent is not limited thereto. To 
the contrary, this patent covers all methods, apparatus, sys 
tems, and articles of manufacture fairly falling Within the 
scope of the appended claims either literally or under the 
doctrine of equivalents. 
What is claimed is: 
1. A method of dynamically storing netWork routes, com 

prising: 
receiving data via a router having a ?rst memory to store 

active routes and a second memory to store inactive 

routes; 
identifying a destination address associated With the data; 

and 
in response to detecting that no destination address entry 

stored in the ?rst memory matches the destination 
address associated With the data, selecting a default 
route stored in the ?rst memory to forWard the data using 
a multicast transport protocol. 

2. A method as de?ned in claim 1, Wherein in response to 
detecting that no destination address entry stored in the ?rst 
memory matches the destination address associated With the 
data, the method further comprises: 

retrieving from the second memory a route corresponding 
to the destination address; and 

storing the route in the ?rst memory. 
3. A method as de?ned in claim 2, further comprising 

providing a criterion to indicate When the route stored in the 
?rst memory is to become inactive. 

4. A method as de?ned in claim 3, further comprising, 
When the route becomes inactive, at least one of deleting the 
route from the ?rst memory or overWriting the route in the 
?rst memory With a second route associated With another 
destination address of second data. 

5. A method as de?ned in claim 1, Wherein the destination 
address is an intemet protocol address. 

6. A method as de?ned in claim 1, Wherein a data access 
speed of the ?rst memory is relatively faster than a data access 
speed of the second memory. 

7. A method as de?ned in claim 1, Wherein the ?rst memory 
implements a forWarding information base data structure, and 
Wherein the second memory implements a routing informa 
tion base data structure. 

8. (canceled) 
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9. An apparatus to dynamically store netWork routes, the 
apparatus comprising: 

a ?rst memory to store active routes; 
a second memory to store inactive routes; 
a data interface to receive data and identify a destination 

address associated With the data; and 
a route manager to select a default route stored in the ?rst 
memory to forWard the data using a multicast transport 
protocol in response to determining that no destination 
address entry stored in the ?rst memory matches the 
destination address associated With the data. 

10. An apparatus as de?ned in claim 9, Wherein in response 
to detecting that no destination address entry stored in the ?rst 
memory matches the destination address associated With the 
data, the route manager is further to: 

retrieve from the second memory a route corresponding to 
the destination address; 

store the route in the ?rst memory; and 
select the second route to forWard second data associated 

With the destination address. 
11 . An apparatus as de?ned in claim 10, further comprising 

a route expiration interface to provide a criterion to indicate 
When the route stored in the ?rst memory is to become inac 
tive. 

12. An apparatus as de?ned in claim 11, Wherein, When the 
route becomes inactive, the route manager is further to at least 
one of delete the route from the ?rst memory or overWrite the 
route in the ?rst memory With a second route associated With 
another destination address of third data. 

13. (canceled) 
14. An apparatus as de?ned in claim 9, Wherein a data 

access speed of the ?rst memory is relatively faster than a data 
access speed of the second memory. 

15. An apparatus as de?ned in claim 9, Wherein the ?rst 
memory implements a forWarding information base data 
structure, and Wherein the second memory implements a rout 
ing information base data structure. 

16. (canceled) 
17. A machine accessible medium having instructions 

stored thereon that, When executed, cause a machine to: 
receive data via a router having a ?rst memory to store 

active routes and a second memory to store inactive 

routes; 
identify a destination address associated With the data; and 
in response to detecting that no destination address entry 

stored in the ?rst memory matches the destination 
address associated With the data, select a default route 
stored in the ?rst memory to forWard the data using a 
multicast transport protocol. 

18. A machine accessible medium as de?ned in claim 17 
having instructions stored thereon that, When executed, cause 
the machine to, in response to detecting that no destination 
address entry stored in the ?rst memory matches the destina 
tion address associated With the data: 

retrieve from the second memory a route corresponding to 
the destination address; and 

store the route in the ?rst memory. 
19. A machine accessible medium as de?ned in claim 18 

having instructions stored thereon that, When executed, cause 
the machine to provide a criterion to indicate When the route 
stored in the ?rst memory is to become inactive. 

20. A machine accessible medium as de?ned in claim 19 
having instructions stored thereon that, When executed, cause 
the machine to, When the route becomes inactive, at least one 
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of delete the route from the ?rst memory or overwrite the 40.Amethod of routing data ina communication network, 
route in the ?rst memory With a second route associated With comprising: 
another destination address of second data, receiving via a router a ?rst data packet associated With a 

21_ (Canceled) ?rst destination address; 
communicating via the router the ?rst data packet via a 

multicast transport protocol; 
receiving via the router a second data packet associated 

With the ?rst destination address; and 

22. A machine accessible medium as de?ned in claim 17, 
Wherein a data access speed of the ?rst memory is relatively 
faster than a data access speed of the second memory. 

23 ' machine accessible medium as de?ned_in Claim 17’ communicating via the router the second data packet via a 
wherein the ?rst memory implements a forwarding mforma- unicast transport prOtOCOL 
tion base data structure, and Wherein the second memory 41_54_ (Canceled) 
implements a routing information base data structure. 

24-39. (canceled) * * * * * 


