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METHOD AND APPARATUS FOR DATA 
PACKET TRANSPORT IN A WIRELESS 
COMMUNICATION SYSTEM USING AN 

INTERNET PROTOCOL 

CLAIM OF PRIORITY UNDER 35 U.S.C. 120 

[0001] The present application for patent is a Division of 
and claims priority to patent application Ser. No. 09/970,487 
?led Oct. 3, 2001 entitled “Method and Apparatus for Data 
Packet Transport in a Wireless Communication System Using 
an Internet Protocol” assigned to the assignee hereof and 
hereby expressly incorporated by reference, noW alloWed. 

REFERENCE TO CO-PENDING APPLICATIONS 
FOR PATENT 

[0002] The present invention is related to the following 
applications for patent in the US. Patent & Trademark O?ice: 

[0003] “Method and Apparatus for Data Transport in a 
Wireless Communication System” by Raymond Hsu, 
having Attorney Docket No. 010499, now US. Pat. No. 
6,707,801. 

BACKGROUND 

[0004] 1. Field 
[0005] The present invention relates to Wireless communi 
cation systems generally and speci?cally, to methods and 
apparatus for message compression in preparation for trans 
mission in a Wireless communication system. 
[0006] 2. Background 
[0007] There is an increasing demand for packetiZed data 
services over Wireless communication systems.As traditional 
Wireless communication systems are designed for voice com 
munications, the extension to support data services intro 
duces many challenges. The conservation of bandWidth is the 
overWhelming concern for most designers. In uni-direction 
transmissions, such as broadcast transmissions, a single 
broadcast content is provided to multiple users. The users are 
identi?ed by a unique identi?er Which is then included in 
addressing information. In such a system, multiple infrastruc 
ture elements may be required to duplicate the broadcast 
packets so as to identify each of the multiple intended receiv 
ers. The duplication of transmission signals uses up valuable 
bandWidth thus reducing the ef?ciency of the communication 
system, and increases the processing requirements of inter 
mediate infrastructure elements. For a broadcast service in 
particular, the number of target recipients may be prohibi 
tively large, thus creating problems of resource allocation and 
loss of available bandWidth. 
[0008] There is a need, therefore, for an ef?cient and accu 
rate method of transmitting data to multiple recipients in a 
Wireless communication system. Further, there is a need for a 
method of routing broadcast data to multiple users, Wherein 
each user is uniquely identi?ed as a target recipient. 

SUMMARY 

[0009] Embodiments disclosed herein address the above 
stated needs by providing a method for routing IP packets in 
a Wireless communication system, Wherein packets are routed 
to the Access NetWork using a multicast address. 
[0010] In one aspect, a communication path for processing 
broadcast messages in a Wireless communication system, 
includes a ?rst multicast tree portion, Wherein the broadcast 
message is transmitted addressed to a multicast Internet Pro 
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tocol address, a second multicast tree portion, Wherein the 
broadcast message is transmitted addressed to a multicast 
Internet Protocol address, and a third portion, Wherein the 
broadcast message is transmitted addressed to at least one 
unicast address. 

[0011] In another aspect, In a Wireless communication sys 
tem supporting broadcast transmissions, the system having a 
broadcast source node and at least one termination node, at 
least one router coupled betWeen the source node and the at 
least one termination node, a method for setting up transmis 
sion paths includes determining a transmission range for a 
broadcast transmission Within the system, building a multi 
cast tree from a ?rst termination node to the broadcast source 
node, the multicast tree including the at least one router, and 
transmitting a broadcast message through the multicast tree 
over the transmission range. 

[0012] In still another aspect, an infrastructure element for 
generating Internet Protocol packets in a Wireless transmis 
sion system supporting broadcast transmissions, the infra 
structure element includes means for determining a broadcast 
transmission range, means for generating an Internet Protocol 
packet, the Internet Protocol packet having a multicast 
address, and means for transmitting the Internet Protocol 
packet. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a diagram of a spread spectrum communi 
cation system that supports a number of users. 

[0014] FIG. 2 is a block diagram of the communication 
system supporting broadcast transmissions. 
[0015] FIG. 3 is a model of the protocol stack correspond 
ing to a broadcast service option in a Wireless communication 
system. 
[0016] FIG. 4 is a How diagram for a message How for 
broadcast service in a Wireless communication system topol 
ogy. 
[0017] FIG. 5 is a functional diagram of a Wireless commu 
nication system supporting broadcast transmission With mul 
ticast Internet Protocol transmission of broadcast content. 

[0018] FIG. 6 is an architectural diagram of a multicast tree 
structure applicable to a communication system. 

[0019] FIG. 7 is a How diagram of broadcast processing in 
a Wireless communication system incorporating multicast 
Internet Protocol transmissions. 

[0020] FIG. 8 is a How diagram ofa process for building a 
multicast tree in a communication system. 

[0021] FIG. 9A is a How diagram ofmulticast processing of 
a broadcast message in a Wireless communication system. 

[0022] FIG. 9B is a signal ?oW diagram of setting up a data 
path in a Wireless communication system using a multicast 
Internet Protocol. 

[0023] FIG. 10 is a How diagram ofmulticast processing of 
a broadcast message in a Wireless communication system. 

[0024] FIG. 11A is a How diagram of multicast processing 
of a broadcast message in a Wireless communication system. 

[0025] FIG. 11B is a signal ?oW diagram ofbroadcast pro 
cessing in a Wireless communication system using a multicast 
Internet Protocol. 

[0026] FIG. 12 is a How diagram for a message How for a 
group call service in a Wireless communication system topol 
ogy. 
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DETAILED DESCRIPTION 

[0027] The Word “exemplary” is used exclusively herein to 
mean “serving as an example, instance, or illustration.” Any 
embodiment described herein as “exemplary” is not neces 
sarily to be construed as preferred or advantageous over other 
embodiments. 
[0028] The e?icient use of available bandWidth impacts the 
performance and breadth of the system. ToWard that end, 
various techniques have been applied to reduce the siZe of 
overhead information transmitted along With the data or con 
tent information. For example, in a digital transmission, data 
is transmitted in frames. A frame of information typically 
includes header information, data payload information, and a 
tail portion. The frames may be part of a packet of data, part 
of a data message, or continuous frames in a stream of infor 
mation, such as audio and/or video streams. Attached to each 
frame of data (and each packet or message) is a header con 
taining processing information that alloWs the receiver to 
understand the information contained in the frame(s). This 
header information is considered overhead, i.e., processing 
information transmitted along With information content. The 
information content is referred to as the payload. 

[0029] The data frames are transmitted throughout the 
communication system via various infrastructure elements. 
In a conventional system, the transmission of information to 
multiple users requires the duplication of the information at a 
central packet data control point, such as a Packet Data Ser 
vice Node (PDSN). The duplication increases the processing 
requirements of the PDSN and Wastes valuable bandWidth. 
For example, expansion of a given system may require routers 
and trunks proximate a PDSN be siZed suf?ciently to handle 
the duplicated traf?c. The PDSN transmits the multiple cop 
ies to the base stations, Which forWard the information to each 
user. The conventional approach is particularly disadvanta 
geous in a uni-directional broadcast service, Wherein many 
users are receiving the broadcast transmission. The PDSN in 
this case must make a great number of copies, apply a speci?c 
address to each copy and transmit the copies individually. 
[0030] The PDSN is typically required to provide addi 
tional header information identifying each target recipient. 
For a broadcast service, the number of target recipients may 
be prohibitively large, thus creating problems of resource 
allocation and loss of available bandWidth. 

[0031] An exemplary embodiment of a Wireless communi 
cation system employs a method of data transport that reduces 
the bandWidth used by the infrastructure elements While sat 
isfying the accuracy and transmission requirements of the 
system. In the exemplary embodiment, duplication is per 
formed at the BS or Packet Control Function (PCF) node, 
freeing the PDSN or central packet data router, to send the 
message With a multi-cast header to each BS or PCF involved 
in the broadcast. For example, a message may process 
through a MC tree to a PCP, Wherein the PCP duplicates the 
message for each BSC and then transmits each message via a 
distinct Uni-Cast (U C) connection, i.e., connection or secure 
tunnel created betWeen the PCP and a speci?c BSC. Note that 
a UC connection may be considered a point-to-point connec 
tion. The exemplary embodiment supports a uni-directional 
broadcast service. The broadcast service provides video and/ 
or audio streams to multiple users. Subscribers to the broad 
cast service “tune in” to a designated channel to access the 
broadcast transmission. As the bandWidth requirement for 
high speed transmission of video broadcasts is great, it is 
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desirable to reduce the amount of duplication and transmis 
sion of duplicate packets over the hops in the netWork. 
[0032] The folloWing discussion develops the exemplary 
embodiment by ?rst presenting a spread-spectrum Wireless 
communication system generally. Next, the broadcast service 
is introduced; Wherein the service is referred to as High Speed 
Broadcast Service (HSBS), and the discussion includes chan 
nel assignments of the exemplary embodiment. A subscrip 
tion model is then presented including options for paid sub 
scriptions, free subscriptions, and hybrid subscription plans, 
similar to those currently available for television transmis 
sions. The speci?cs of accessing the broadcast service are 
then detailed, presenting the use of a service option to de?ne 
the speci?cs of a given transmission. The message How in the 
broadcast system is discussed With respect to the topology of 
the system, i.e., infrastructure elements. Finally, the header 
compression used in the exemplary embodiment is discussed 
[0033] Note that the exemplary embodiment is provided as 
an exemplar throughout this discussion; hoWever, alternate 
embodiments may incorporate various aspects Without 
departing from the scope of the present invention. Speci? 
cally, the present invention is applicable to a data processing 
system, a Wireless communication system, a uni-directional 
broadcast system, and any other system desiring ef?cient 
transmission of information. 

Wireless Communication System 

[0034] The exemplary embodiment employs a spread 
spectrum Wireless communication system, supporting a 
broadcast service. Wireless communication systems are 
Widely deployed to provide various types of communication 
such as voice, data, and so on. These systems may be based on 
code division multiple access (CDMA), time division mul 
tiple access (TDMA), or some other modulation techniques. 
A CDMA system provides certain advantages over other 
types of system, including increased system capacity. 
[0035] A system may be designed to support one or more 
standards such as the “TIA/EIA/IS-95-B Mobile Station 
Base Station Compatibility Standard for Dual-Mode Wide 
band Spread Spectrum Cellular System” referred to herein as 
the IS-95 standard, the standard offered by a consortium 
named “3rd Generation Partnership Project” referred to 
herein as 3GPP, and embodied in a set of documents including 
Document Nos. 3G TS 25.211, 3G TS 25.212, 3G TS 25.213, 
and 3G TS 25.214, 3G TS 25.302, referred to herein as the 
W-CDMA standard, the standard offered by a consortium 
named “3rd Generation Partnership Project 2” referred to 
herein as 3GPP2, and TR-45.5 referred to herein as the 
cdma2000 standard, formerly called IS-2000 MC. The stan 
dards cited hereinabove are hereby expressly incorporated 
herein by reference. 
[0036] Each standard speci?cally de?nes the processing of 
data for transmission from base station to mobile, and vice 
versa. As an exemplary embodiment the folloWing discussion 
considers a spread-spectrum communication system consis 
tent With the cdma200 standard of protocols. Alternate 
embodiments may incorporate another standard. Still other 
embodiments may apply the compression methods disclosed 
herein to other types of data processing systems. 
[0037] FIG. 1 serves as an example of a communications 
system 100 that supports a number of users and is capable of 
implementing at least some aspects and embodiments of the 
invention. Any of a variety of algorithms and methods may be 
used to schedule transmissions in system 100. System 100 
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provides communication for a number of cells 102A through 
102G, each of Which is serviced by a corresponding base 
station 104A through 104G, respectively. In the exemplary 
embodiment, some of base stations 104 have multiple receive 
antennas and others have only one receive antenna. Similarly, 
some of base stations 104 have multiple transmit antennas, 
and others have single transmit antennas. There are no restric 
tions on the combinations of transmit antennas and receive 
antennas. Therefore, it is possible for a base station 104 to 
have multiple transmit antennas and a single receive antenna, 
or to have multiple receive antennas and a single transmit 
antenna, or to have both single or multiple transmit and 
receive antennas. 
[0038] Terminals 106 in the coverage area may be ?xed 
(i.e., stationary) or mobile. As shoWn in FIG. 1, various ter 
minals 106 are dispersed throughout the system. Each termi 
nal 106 communicates With at least one and possibly more 
base stations 104 on the doWnlink and uplink at any given 
moment depending on, for example, Whether soft handoff is 
employed or Whether the terminal is designed and operated to 
(concurrently or sequentially) receive multiple transmissions 
from multiple base stations. Soft handoff in CDMA commu 
nications systems is Well knoWn in the art and is described in 
detail in US. Pat. No. 5,101,501, entitled “Method and sys 
tem for providing a Soft Handoff in a CDMA Cellular Tele 
phone System”, Which is assigned to the assignee of the 
present invention. 
[0039] The doWnlink refers to transmission from the base 
station to the terminal, and the uplink refers to transmission 
from the terminal to the base station. In the exemplary 
embodiment, some of terminals 106 have multiple receive 
antennas and others have only one receive antenna. In FIG. 1, 
base station 104A transmits data to terminals 106A and 106] 
on the doWnlink, base station 104B transmits data to termi 
nals 106B and 106], base station 104C transmits data to 
terminal 106C, and so on. 
[0040] Increasing demand for Wireless data transmission 
and the expansion of services available via Wireless commu 
nication technology have led to the development of speci?c 
data services. One such service is referred to as High Data 
Rate (HDR). An exemplary HDR service is proposed in 
“EIA/TIA-IS856 cdma2000 High Rate Packet Data Air Inter 
face Speci?cation” referred to as “the HDR speci?cation.” 
HDR service is generally an overlay to a voice communica 
tion system that provides an e?icient method of transmitting 
packets of data in a Wireless communication system. As the 
amount of data transmitted and the number of transmissions 
increases, the limited bandWidth available for radio transmis 
sions becomes a critical resource. There is a need, therefore, 
for an e?icient and fair method of scheduling transmissions in 
a communication system that optimiZes use of available 
bandWidth. In the exemplary embodiment, system 100 illus 
trated in FIG. 1 is consistent With a CDMA type system 
having HDR service. 

High Speed Broadcast System (HSBS) 

[0041] A Wireless communication system 200 is illustrated 
in FIG. 2, Wherein video and audio information is provided to 
Packet Data Service Node (PDSN) 202. The video and audio 
information may be from televised programming or a radio 
transmission. The information is provided as packetiZed data, 
such as in IP packets. The PDSN 202 processes the IP packets 
for distribution Within an Access Network (AN). As illus 
trated the AN is de?ned as the portions of the system includ 
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ing a BS 204 in communication With multiple MS 206. The 
PDSN 202 is coupled to the BS 204. For HSBS service, the 
BS 204 receives the stream of information from the PDSN 
202 and provides the information on a designated channel to 
subscribers Within the system 200. 

[0042] In a given sector, there are several Ways in Which the 
HSBS broadcast service may be deployed. The factors 
involved in designing a system include, but are not limited to, 
the number of HSBS sessions supported, the number of fre 
quency assignments, and the number of broadcast physical 
channels supported. 
[0043] The HSBS is a stream of information provided over 
an air interface in a Wireless communication system. The 
“HSBS channel” to refer to a single logical HSBS broadcast 
session as de?ned by broadcast content. Note that the content 
of a given HSBS channel may change With time, e.g., 7 am 
NeWs, 8 am Weather, 9 am Movies, etc. The time based 
scheduling is analogous to a single TV channel. The “Broad 
cast channel” refers to a single forWard link physical channel, 
i.e., a given Walsh Code, that carries broadcast traf?c. The 
Broadcast Channel, BCH, corresponds to a single Code Divi 
sion Multiplex (CDM) channel. 
[0044] A single broadcast channel can carry one or more 
HSBS channels; in this case, the HSBS channels Will be 
multiplexed in a Time-Division Multiplex (TDM) fashion 
Within the single broadcast channel. In one embodiment, a 
single HSBS channel is provided on more than one broadcast 
channel Within a sector. In another embodiment, a single 
HSBS channel is provided on different frequencies to serve 
subscribers in those frequencies. 
[0045] According to the exemplary embodiment, the sys 
tem 100 illustrated in FIG. 1 supports a high-speed multime 
dia broadcasting service referred to as High-Speed Broadcast 
Service (HSBS). The broadcast capabilities of the service are 
intended to provide programming at a data rate su?icient to 
support video and audio communications. As an example, 
applications of the HSBS may include video streaming of 
movies, sports events, etc. The HSBS service is a packet data 
service based on the Internet Protocol (IP). 

[0046] According to the exemplary embodiment, a Content 
Server (CS) advertises the availability of such high-speed 
broadcast service to the system users. Any user desiring to 
receive the HSBS service may subscribe With the CS. The 
subscriber is then able to scan the broadcast service schedule 
in a variety of Ways that may be provided by the CS. For 
example, the broadcast schedule may be communicated 
through advertisements, Short Management System (SMS) 
messages, Wireless Application Protocol (WAP), and/or 
some other means generally consistent With and convenient 
for mobile Wireless communications. Mobile users are 
referred to as Mobile Stations (MSs). Base Stations (BSs) 
transmit HSBS related parameters in overhead messages, 
such as those transmitted on channels and/or frequencies 
designated for control and information, i.e., non-payload 
messages. Payload refers to the information content of the 
transmission, Wherein for a broadcast session the payload is 
the broadcast content, i.e., the video program, etc. When a 
broadcast service subscriber desires to receive a broadcast 
session, i.e., a particular broadcast scheduled program, the 
MS reads the overhead messages and learns the appropriate 
con?gurations. The MS then tunes to the frequency contain 
ing the HSBS channel, and receives the broadcast service 
content. 
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[0047] The channel structure of the exemplary embodiment 
is consistent With the cdma2000 standard, Wherein the For 
Ward Supplemental Channel (F-SCH) supports data transmis 
sions. One embodiment bundles a large number of the For 
Ward Fundamental Channels (F-FCHs) or the Forward 
Dedicated Control Channels (F-DCCHs) to achieve the 
higher data rate requirements of data services. The exemplary 
embodiment utiliZes an F-SCH as the basis for the F-BSCH 

supporting a payload of 64 kbps (excluding RTP overhead). 
The F-BSCH may also be modi?ed to support other payload 
rates, for example, by subdividing the 64-kbps payload rate 
into sub-streams of loWer rates. 

[0048] One embodiment also supports group calls in sev 
eral different Ways. For example, by using existing unicast 
channels, i.e., one forWard link channel per MS With no 
sharing, of F-FCH (or the F-DCCH) on both forWard and 
reverse links. In another example, the F-SCH (shared by 
group members in the same sector) and the F-DCCH (no 
frames but the Forward PoWer Control Subchannel most of 
the time) on the forWard link and the R-DCCH on the reverse 
link are applied. In still another example, the high-rate 
F-BSCH on the forWard link and the Access Channel (or the 
Enhanced Access Channel/ Reverse Common Control Chan 
nel combination) on the reverse link is utiliZed. 

[0049] Having a high data rate, the ForWard Broadcast 
Supplemental CHannel (F-BSCH) of the exemplary embodi 
ment may use a very large portion of a base station’s forWard 
link poWer to provide adequate coverage. The physical layer 
design of HSBC is thus focused on e?iciency improvements 
in a broadcast environment. 

[0050] To provide adequate support for video services, sys 
tem design considers the required base station poWer for 
various Ways to transmit the channel as Well as the corre 

sponding video quality. One aspect of the design is a subj ec 
tive trade-offbetWeen the perceived video quality at the edge 
of coverage and that close to the cell site. As the payload rate 
is reduced, the effective error correcting code rate is 
increased, a given level of base station transmit poWer Would 
provide better coverage at the edge of the cell. For mobile 
stations located closer to the base stations, the reception of the 
channel remains error-free and the video quality Would be 
loWered due to the loWered source rate. This same trade-off 

also applies to other, non-video applications that the F-BSCH 
can support. LoWering the payload rate supported by the 
channel increases the coverage at the expense of decreased 
doWnload speed for these applications. The balancing the 
relative importance betWeen video quality and data through 
put versus coverage is objective. The con?guration chosen 
seeks an application-speci?c optimiZed con?guration, and a 
good compromise among all possibilities. 
[0051] The payload rate for the F-BSCH is an important 
design parameter. The folloWing assumptions may be used in 
designing a system supporting broadcast transmissions 
according to the exemplary embodiment: (l) the target pay 
load rate is 64 kbps, Which provides an acceptable video 
quality; (2) for streaming video services, the payload rate is 
assumed to include the 12 8-bit bytes per packet overhead of 
the RTP packets; (3) the average overhead for all layers 
betWeen RTP and the physical layer is approximately 64, 
8-bit bytes per packet plus 8 bits per F-SCH frame overhead 
used by the MUXPDU header. 
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[0052] In the exemplary embodiment, for non-video broad 
cast services, the maximum rate supported is 64 kbps. HoW 
ever, many other possible payload rates beloW 64 kbps are 
also achievable. 

Subscription Models 

[0053] There are several possible subscription/revenue 
models for HSBS service, including free access, controlled 
access, and partially controlled access. For free access, no 
subscription is needed by the to receive the service. The BS 
broadcasts the content Without encryption and interested 
mobiles can receive the content. The revenue for the service 
provider can be generated through advertisements that may 
also be transmitted in the broadcast channel. For example, 
upcoming movie-clips can be transmitted for Which the stu 
dios Will pay the service provider. 
[0054] For controlled access, the MS users subscribe to the 
service and pay the corresponding fee to receive the broadcast 
service. Unsubscribed users are not being able to receive the 
HSBS service. Controlled access can be achieved by encrypt 
ing the HSBS transmission/content so that only the sub 
scribed users can decrypt the content. This may use over-the 
air encryption key exchange procedures. This scheme 
provides strong security and prevents theft-of-service. 
[0055] A hybrid access scheme, referred to as partial con 
trolled access, provides the HSBS service as a subscription 
based service that is encrypted With intermittent unencrypted 
advertisement transmissions. These advertisements may be 
intended to encourage subscriptions to the encrypted HSBS 
service. Schedule of these unencrypted segments could be 
knoWn to the MS through external means. 

HSBS Service Option 

[0056] The HSBS service option is de?ned by: (l) a proto 
col stack; (2) options in the protocol stack; and (3) procedures 
for setting up and synchronizing the service. The protocol 
stack according to the exemplary embodiment is illustrated in 
FIGS. 3 and 4. As illustrated in FIG. 3, the protocol stack is 
speci?c to the infrastructure element, i.e., MS, BS, PDSN and 
CS in the exemplary embodiment. 
[0057] Continuing With FIG. 3, for the application layer of 
the MS, the protocol speci?es audio codec, visual codec, as 
Well as any visual pro?les. Additionally, the protocol speci 
?es Radio Transport Protocol (RTP) payload types When RTP 
is used. For the transport layer of the MS, the protocol speci 
?es a User Datagram Protocol (UDP) port. The security layer 
of the MS is speci?ed by the protocol, Wherein security 
parameters are provided via out-of-band channels When the 
security is initially associated With the CS. The netWork layer 
speci?es the IP header compression parameters. According to 
one embodiment, at the link layer, data packets are com 
pressed and then an appropriate framing protocol is applied to 
the compressed data. 

Message FloW 

[0058] FIG. 4 illustrates the call How of one embodiment 
for a given system topology. The system includes a MS, BS, 
PDSN and CS, as listed on the horizontal axis. The vertical 
axis represents the time. The user or MS is a subscriber to the 
HSBS service. At time t1 the MS and CS negotiate the sub 
scription security for the broadcast service. Negotiation 
involves exchange and maintenance of encryption keys, etc., 
used for receiving the broadcast content on the broadcast 
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channel. The user establishes a security association With the 
CS on reception of the encryption information. The encryp 
tion information may include a Broadcast Access Key (BAK) 
or a key combination, etc., from the CS. According to one 
embodiment, the CS provides the encryption information 
over a dedicated channel during a packet data session, such as 
via PPP, WAP, or other out-of-band methods. 
[0059] At time t2 the MS tunes into the broadcast channel 
and starts to receive packets. At this point in time, the MS is 
unable to process the received packets because the IP/ESP 
header is compressed via ROHC, and the MS’s decompressor 
has not been initialiZed. The PDSN provides header compres 
sion information (detailed hereinbeloW) at time t3. From the 
ROHC packet header, the MS detects and obtains a ROHC 
Initialization & Refresh (IR) packet sent periodically from 
the PDSN to the broadcast channel. The ROHC IR packet is 
used to initialiZe the state of decompressor in the MS, alloW 
ing it to decompress the IP/ESP header of the received pack 
ets. The MS is then able to process the IP/ESP header of the 
received packets, hoWever, the MS requires further informa 
tion to process the ESP payload as the payload is encrypted 
With a Short-term Key (SK) at the CS. The SK acts in coor 
dination With the BAK, Wherein the SK is decrypted at the 
receiver using the BAK. The CS provides further encryption 
information, such as updated key information or a current SK 
at time t4. Note that the CS provides this information peri 
odically to the MS to ensure the ongoing security of the 
broadcast. At time t5 the MS receives the broadcast content 
from the CS. Note that alternate embodiments may incorpo 
rate alternate compression and decompression methods that 
provide e?icient transmission of the header information. 
Additionally, alternate embodiments may implement a vari 
ety of security schemes to protect the broadcast content. Still 
alternate embodiments may provide a non-secure broadcast 
service. The MS uses the encryption information, such as the 
SK, to decrypt and display broadcast content. 

Access Network 

[0060] A general access netWork topology for a system 300 
is illustrated in FIG. 5 having a CS 326, tWo PDSN 320, 322, 
a PCP 310, a co-located PCP and BSC 312, and three BSC 
302, 304, 306. The CS 326 is coupled to the PDSN 320,322 
by Way of an IP cloud 324. The IP cloud 324, as Well as IP 
clouds 314 and 308 are basically a con?guration of intercon 
nected routers that form an IP path from the CS to various 
recipients of data from the CS. In the IP cloud 308 a virtual 
tunnel, referred to as an A8 tunnel, is formed for transmitting 
information from the PCP 310 to the BSC 302 and the BSC 
304. The tunnel may be a GRE tunnel. A protocol referred to 
as A9 is used for establishing the A8 tunnel. The IP cloud 308 
may be labeled anA8/A9 cloud. In the IP cloud 314 a virtual 
tunnel, referred to as anAl 0 tunnel, is formed for transmitting 
information from the PDSN 320 to each of the PCP 310 and 
the PCP/BSC 312. Note that an A10 tunnel is formed from 
PDSN 320 to PCF 310 and a second A10 tunnel is formed 
from PDSN 320 to PCP/BSC 312. The tunnels may be GRE 
tunnels. A protocol referred to as Al 1 is used for establishing 
the A10 tunnel. The IP cloud 314 may be labeled anAlO/All 
cloud. One embodiment is consistent With that speci?ed in the 
cdma2000 and HDR standards, described hereinabove. The 
Access NetWork (AN) is de?ned as the elements and connec 
tions from the PDSN to the end user, e.g., MS. 
[0061] According to one embodiment, the broadcast CS 
326 sends IP packets containing encrypted broadcast content 
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to a multicast group identi?ed by a class-D multicast IP 
address. This address is used in the destination address ?eld of 
the IP packets. A given PDSN 320 participates in multicast 
routing of these packets. After compression, the PDSN 320 
places each packet in an HDLC frame for transmission. The 
HDLC frame is encapsulated by a Generic Routing Encapsu 
lation (GRE) packet. Note that the GRE encapsulation forms 
the A10 tunnel described hereinabove. The key ?eld of the 
GRE packet header uses a special value to indicate a broad 
cast bearer connection. The GRE packet is appended With the 
20-byte IP packet header having a source address ?eld iden 
tifying the IP address of the PDSN 320, and destination 
address ?eld uses a class-D multicast IP address. The multi 
cast IP address is the same as the one used by the original IP 
packet from CS 326. The packets delivered in the broadcast 
connection are provided in sequence; in one embodiment the 
GRE sequencing feature is enabled. Duplication of the IP 
multicast packets is done in multicast-capable routers. Note 
that according to an alternate embodiment, the IP cloud 314 
implements point-to-point, or uni-cast, tunnels to individual 
recipient PCF(s). The decision to us a multicast link or a 
unicast link for this connection point is made at a higher layer, 
Wherein the UC tunnels provide increased security, and the 
MC tree provides ef?ciency. 
[0062] According to an exemplary embodiment, the CS 
326 transmits data to the PDSN 320 via a multicast IP 
address, Wherein the PDSN 320 further transmits data to the 
PCP 310 and the PCP/BSC 312 also via a multicast IP 
address. The PCF 310, for example, then determines the 
number of individual users in the active set that are in the 
destination subscription group and duplicates the frame 
received from the CS 326 for each of those users. The PDSN 
PCF 310 determines the BSC(s) corresponding to each of the 
users in the subscription group. 
[0063] In one embodiment, the BSC 304 is adapted to trans 
mit to proximate BSC(s), Wherein the BSC 304 may duplicate 
the received packets and send them to one or more of the 
neighboring BSC(s). The chaining of BSCs yields better soft 
handoff performance. The “anchoring” BSC method yields 
better soft handoff performance. The anchoring BSC 304 
duplicates the transmission frame and sends it With the same 
time-stamp to its neighboring BSCs. The time-stamp infor 
mation is critical to the soft handoff operation as the mobile 
station receives transmission frames from different BSCs. 

Multi-Cast Service 

[0064] One type of broadcast service is referred to as Mul 
tiCast (MC) service or “Group Call (GC)” Wherein a “GC 
group” includes those users that Will be participants in the 
GC, Wherein a group of users is identi?ed for a given MC 
content. The group of users may be referred to as a MC group. 
The MC content is intended only for the MC group members. 
Each active user in the MC group registers With the AN. The 
AN then tracks the location of each registered user, and tar 
gets transmission of the MC message to these locations. Spe 
ci?cally, the AN determines a cell, sector, and/ or geographi 
cal area Within Which each of the users of the MC group is 
located, and then transmits the message to PCFs associated 
With those cells, sectors, and/or geographic areas. 
[0065] As opposed to some other type broadcast services 
Wherein the BC message is transmitted Without knoWledge of 
the location and activity of the recipients or subscribers, the 
MC service operates using knoWledge of the active users, 
speci?cally the location of each active user. Additionally, the 
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users provide location information to the AN. In one embodi 
ment the active users in an MC group register With the AN via 
IP communications, speci?cally by using an Internet Group 
Management Protocol (IGMP) message. As the MC service is 
able to identify the location of each user, and the MC targets 
transmission to those locations, the MC service utiliZes a 
router betWeen the PCF(s) and the PDSN(s). The MC service 
builds a tree of connections that provide a path from the CS to 
each PCF that is communicating With an active user in the MC 
group. The tree is referred to as an MC tree; an example of an 
MC tree is illustrated in FIG. 6 and is discussed hereinbeloW. 

[0066] In a conventional IP netWork or system, such as a 
computer netWork coupled to the Internet, if a user desires to 
receive MC type information, referred to as the MC content, 
the user registers With the nearest router using the Internet 
Group Management Protocol (IGMP). The router then begins 
the process of building a MC tree by registering With the next 
adjacent router. The CS then sends MC content in the form of 
a MC IP packet. The MC IP packet is then routed through the 
MC tree to the original router. This router duplicates the data 
for each user desiring the MC content. A common broadcast 
media in a computer netWork is an Ethernet hub that connects 
multiple users to a same information stream. 

[0067] The combination of the Internet and IP netWorks 
With Wireless communication systems introduces several dis 
tinct problems. One problem is routing the information from 
the IP netWork through the Wireless network. Several of the 
interconnections are prede?ned in a Wireless system. For 
example, as discussed hereinabove, the interface betWeen the 
BSC and PCP is de?ned by the A8/A9 connection. Similarly, 
the PCP to PDSN connection is de?ned by the AlO/All 
connection. One embodiment forms an internal MC tree 
betWeen the PDSN and PCP, and forms an external MC tree 
betWeen the PDSN and the CS. The PCF then forms speci?c 
tunnels to the various BSCs that request the MC content. This 
embodiment, discussed hereinbeloW, provides ef?ciency of 
operation. Another embodiment forms the external MC tree 
betWeen the PDSN and the CS, While setting up tunnels from 
the PDSN to each individual PCF that is to receive the MC 
content. This embodiment provides secure communications. 

[0068] Generally, the MC path is considered end-to-end, 
Wherein the MC content originates at a source and is trans 
mitted to the end user. The end user may be MS. Alternatively, 
the MS may be a mobile router that routes the MC content to 
a netWork. The end user does not forWard the MC content. 
Note that a MC path may include a plurality of different types 
of interconnects. For example, one embodiment may incor 
porate the internal MC tree discussed hereinabove having a 
termination point at the PCP, and the external MC tree having 
a termination point at the PDSN. Similarly, the MC path may 
include point-to-point tunnels, Wherein each tunnel is formed 
betWeen one node and a distinct individual node. 

[0069] According to an exemplary embodiment illustrated 
in FIG. 5, a communication system 300 includes a CS 326 in 
communication With PDSNs 320 and 322 via an IP cloud 324. 
Note that CS 326 also communicates With other PDSNs not 
shoWn. The IP cloud 324 includes a con?guration of routers, 
such as multicast routers (as described hereinabove) and other 
routers for passing data transmissions through the cloud 324. 
Transmissions through the IP cloud 324 are IP communica 
tions. The routers Within the IP cloud 324 accesses commu 
nications, such as BC messages and MC messages, to target 
recipients consistent With the Internet Engineering Task 
Force (IETF) protocols. 
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[0070] Continuing With FIG. 5, the PDSN 320 and 322 are 
in communication With PCFs 310 and 312, as Well as other 
PCFs not shoWn, via another IP cloud 314. The IP cloud 314 
includes a con?guration of routers, such as multicast routers 
and other routers for passing data transmissions through the 
cloud 314. Transmissions through the IP cloud 314 are IP 
communications. The routers Within the IP cloud 314 
accesses communications, such as BC messages and MC 
messages, to target recipients consistent With the Internet 
Engineering Task Force (IETF) protocols. Further, the PCP 
310 communicates With the BSC 304 via still another IP cloud 
308. The IP cloud 314 includes a con?guration of routers, 
such as Multicast routers and other routers for passing data 
transmissions through the cloud 314. Transmissions through 
the IP cloud 314 are IP communications. The PCF 312 also 
operates as a BSC and is in communication With any of the 
users Within system 300 (not shoWn). Note that for clarity 
three BSCs are illustrated, speci?cally, BSCs 302, 304 and 
306. The system 300 may include any number of additional 
BSC (not shoWn). Note that alternate embodiments may 
incorporate alternate con?gurations, Wherein any or connec 
tions indicated by the multiple IP clouds, such as IP clouds 
308, 314, 324, may be replaced With point-to-point connec 
tions. A point-to-point connection may be a secure connec 
tion made betWeen the apparatus at one point, such as at a 
PCP, to another point, such as a BSC. The point-to-point 
connection is achieved over an IP cloud, such as IP cloud 308, 
using the method called tunneling. The basic idea of tunnel 
ing to take an IP packet, encapsulate the packet in GRE/IP and 
send the resultant packet to a destination point. If the desti 
nation address of the outer IP header is a unicast IP address, 
the process achieves a point-to-point tunnel. If the destination 
address is a multicast IP address, the process achieves a 
point-to-multipoint tunnel. Note that all these are done in the 
same IP cloud. For example, in IP cloud 314, there are several 
different applicable methods. One method forms a point-to 
point tunnel, and a second method forms a point-to-multi 
point tunnel. This is contrasted With the connection method 
used in cloud 324, Wherein no GRE tunneling is used and the 
original multicast IP packet is transmitted. 
[0071] In the exemplary embodiment, the CS 326 con?g 
ures an HSBS channel With knoWledge of a multicast IP 
address to be used in the IP cloud 324. The CS uses the MC IP 
address to send the HSBS content information, referred to as 
the payload. Note that the con?guration of FIG. 8 may be used 
to broadcast a variety of BC services. 

[0072] To form a tunnel, the message is encapsulated 
Within an external IP packet. As the encapsulated message 
transmits through the tunnel, the internal IP address, i.e., IP 
address of the original IP packet, is ignored. The encapsula 
tion changes the Internet routing of the original IP packet. In 
the exemplary embodiment, the MC tunnel routes the BC or 
MC message through the MC tree betWeen PDSN and PCP. 

[0073] In the exemplary embodiment, the PDSN 320 and 
the PCFs 310 and 312 are associated With an MC group. In 
other Words, MC group members are located Within cells, 
sectors, and/or geographical areas serviced by the PCFs 310 
and 312. The system 300 builds an external MC tree from the 
CS 326 to the PDSN 320 and an internal tree from the PDSN 
320 to PCFs 310 and 312. The PDSN 320 builds the external 
MC tree by successively registering With neighboring Multi 
cast routers Within the IP cloud 324. The external MC tree is 
built from the PDSN 320 to the CS 326 through the IP net 
Work. The PDSN 320 receives the MC message(s) for MC 










