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Enjry type 
1 QW) Next-level Stride I mask Pointer 

001 Q(N) Next Hep unused 

O10 (KN) Pointer unused 

000 I I unused ' 

FIG. 2 
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Algotithm tookup(s, ht, h, d){ 
I! return the next hop for the destination d 
q = ?rst 5 bits of d; 
u = remaining bits of d; 
t= nqhiqtlz it heme bucket 

if (ttype == 000 [l Lkey != q) 
I! search auxiliary partition Ir(ht) of ht 
return tr(ht).|o0kup(d); 

1/ seazch in buckett 
switch (t.type){ 
1: If examine next-Eevet partition 

ab = lookup(t.stride, t.pointer, tmask, u); 
if (Rh m NULL) return lr(ht)tlookup(d); 
else return nh; 

G03: if examine a leaf 
retum tnextHop; 

010: I! examine a base structure 
nh = t.pointer.to0kup(u); 
if (nh == NULL) return ir(ht).tookup{d); 
else teturn nh; 

FIG. 3 
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Algorithm ioakupA(s, ht. h, d){ 

} 

I! return the next hop for the destination d 
a a first 5 bits at d; 
u = remaining bits ofci; 
t = ht[h(q)]; ll home bucket 

if (ttype == 000 1g tkey t= q) 
1/ search auxiiiary partition ir(ht) of ht 
return ir{ht).lookup(d); 

1/ search in buckett 
switch (t.type){ 
1: I! examine next~level partition 

return iookupmtstride, t.pointer, Lmaskt u); 

001: I! examine a leaf 
return t.nextHop; 

010: I! examine a base structure 
return t. pointer.lookup(u); 

FIG. 4 
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RECURSIVELY PARTITIONED STATIC IP 
ROUTER TABLES 

CROSS-REFERENCE TO A RELATED 
APPLICATION 

[0001] This application claims the bene?t of US. Provi 
sional Application Ser. No. 60/840,092, ?led Aug. 25, 2006, 
in its entirety. 

FIELD OF THE INVENTION 

[0002] The present invention generally relates to IP router 
tables; more speci?cally, to a method for partitioning a large 
static router-table into smaller tables. 

BACKGROUND OF THE INVENTION 

[0003] In general, incoming packets from several different 
netWorks are forwarded to their destination by routers using 
information such as the pre?x of the destination address 
located in a packet header of an incoming packet and a router 
table. The router table for each router contains records of the 
best routes to various netWork destinations in the form 
addresses for the devices connected to the router. The address 
of the next device, Which is connected to the router, that the 
router is to direct an incoming packet toWard in order for the 
packet to reach the packet’s ?nal destination is called a next 
hop. The next hop for an incoming packet is computed by 
determining the longest pre?x in the router table that matches 
the destination address of the packet; the packet is then routed 
to the destination speci?ed by the next hop associated With the 
longest pre?x. 
[0004] Router tables generally operate in one of tWo 
modes: static (of?ine) or dynamic (online). In the static mode, 
update requests are performed o?lline using a background 
processor. With some periodicity, a neW and updated forWard 
ing table is then created. In the dynamic mode, lookup and 
update requests are processed in the order they appear. Thus, 
a lookup cannot be done until a preceding update has been 
done. 
[0005] Many of the data structures developed for the rep 
resentation of a router table are based on the fundamental 

binary trie structure. For a binary trie structure, branching is 
done based on the bits in the search key. The node in Which a 
pre?x is to be stored is determined by doing a search using 
that pre?x as key. A node N is de?ned to be a node in a binary 
trie. Q(N) is de?ned as the bit string de?ned by the path from 
the root to N. Speci?cally, Q(N) is the pre?x that corresponds 
to N. The next hop corresponding to Q(N) is stored in N.data 
in case Q(N) is one of the pre?xes in the router table. For any 
destination address d, the longest matching pre?x can be 
found by folloWing a path beginning at the trie root and 
dictated by d. The last pre?x encountered on this path is the 
longest pre?x that matches d. 
[0006] Several strategies have been proposed to improve 
the lookup performance of binary tries. For example, LC tries 
(S. Nilsson and G. Karlsson, Fast address look-up for Internet 
routers, IEEE Broadband Communications, 1998), Lulea (M. 
Degermark, A. Brodnik, S. Carlsson, and S. Pink., Small 
forwarding tables for fast routing lookups, Proceedings of 
SIGCOMM, 3-14, 1997), tree bitmap (W. Eatherton, G. 
Varghese, Z. Dittia, Tree bitmap: hardware/software IP look 
ups with incremental updates, Computer Communication 
RevieW, 34(2): 97-122, 2004), multibit tries (V. Srinivasan 
and G. Varghese, Faster IP lookups using controlled pre?x 
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expansion, ACM Transactions on Computer Systems, Feb. 
1-40, 1999, shape shifting tries (H. Song, I. Turner, and J. 
LockWood, Shape shifting tries for faster IP route lookup, 
Proceedings of 13th IEEE International Conference on Net 
Work Protocols, 2005), and hybrid shape shifting tries (W. Lu 
and S. Sahni, Succinct representation of static packet classi 
?ers, University of Florida, 2006) have been employed. Other 
earlier partitioning schemes are limited to one front-end array 
and one-level pre?x partitioning. The strides of current par 
titioning tables are usually ?xed and not data dependent. In 
addition, earlier partitioning schemes represent all partitions 
using the same base structure. Although existing schemes are 
designed to keep the number of memory accesses required for 
an update at an acceptable level, they may increase the Worst 
case number of memory accesses required for a lookup and 
also increase the total memory required to store the structure. 
(See M. RuiZ-SancheZ, E. Biersack, and W. Dabbous, Survey 
and taxonomy of IP address lookup algorithms, IEEE Net 
Work, 2001, 8-23 and S. Sahni, K. Kim, and H. Lu, Data 
structures for one-dimensional packet classification using 
most-speci?c-rule matching, International Symposium on 
Parallel Architectures, Algorithms, and NetWorks (ISPAN), 
2002, 3-14) 
[0007] Accordingly, there exists a need for a method that 
provides less memory accesses for lookup, and less memory 
required overall. 

BRIEF SUMMARY 

[0008] The subject invention is directed to a method for 
partitioning a table, that addresses and/ or substantially obvi 
ates one or more problems, limitations, and/or disadvantages 
of the prior art. 
[0009] An object of the present invention is to provide a 
partitioning scheme that can provide less memory accesses 
for lookup, and less memory required overall. 
[0010] Additional advantages, objects, and features of the 
invention Will be set forth in part in the description Which 
folloWs and in part Will become apparent to those having 
ordinary skill in the art upon examination of the folloWing or 
can be learned from practice of the invention. The objectives 
and other advantages of the invention can be realiZed and 
attained by the structure particularly pointed out in the Written 
description and claims hereof as Well as the appended draW 
ings. 
[0011] To achieve these objects and other advantages and in 
accordance With the purpose of the invention, as embodied 
and broadly described herein, there is provided a partitioning 
scheme for recursively partitioning a static IP router table, 
incorporating a binary trie T representing a pre?x set of all 
possible destination addresses for routing packets, the trie T 
including: a ?rst-level partition and a next-level partition, 
Where the ?rst-level partition includes subtries and an auxil 
iary trie, Where the subtries are formed by selecting a stride s, 
Where a node of the subtrie includes: 1) a path Q(N), from the 
root R of T to a root N of the subtrie, 2) a stride s for a 
next-level partition, 3) a mask that characteriZes a next-level 
perfect hash function, and 4) a pointer to a hash table for the 
next-level partition; and Where the auxiliary trie represents 
pre?xes having a level 1 less than stride s of the ?rst-level 
partition, Where a node of the auxiliary trie includes the root 
R; Wherein the number of ?rst-level partitions is |DS(R)|+1, 
Where DS(R) represents the level 1 descendents of root R, 
Where l:s. Then, the next-level partition is formed by recur 



US 2010/0135305 A1 

sively repeating the subtrie formation of the ?rst-level parti 
tion to each of the |DS(R)| +1 partitions. 
[0012] In another aspect of the present invention, there is 
provided a method of using the data structure to perform a 
lookup, including: identifying a hash table entry type of a 
partition from a ?rst bit or ?rst three bits of an entry of the 
hash table, the entry types including: type 1 Which represents 
a partition that is further partitioned into next-level partitions, 
type 001 Which represents a leaf partition, type 010 Which 
represents a partition represented by a base structure, and type 
000 Which represents an unused hash table entry; stripping 
the ?rst s bits from a destination address d, Where s is a stride 
from a root R of the trie to a root N of the subtrie partition, 
Where the ?rst s bits de?ne a key used to index into the hash 
table; and 1) if the entry type is the type 000 or if the ?rst s bits 
do not match a key in the hash table, then performing a search 
of an auxiliary partition, 2) if the entry type is the type 001, 
then performing a search of the leaf, 3) if the entry type is the 
type 010, then performing a search of the base structure, or 4) 
if the entry type is the type 1, then performing a search of the 
next-level partition by repeating the method for performing a 
lookup. 
[0013] In yet another aspect of the present invention, there 
is provided a 01 1 entry type Which represents a partition that 
is further partitioned into next-level partitions, Where the 
partition is represented by a front end array With 2Z entries 
When the partition stride is l. 
[0014] It is to be understood that both the foregoing general 
description and the folloWing detailed description of the 
present invention are exemplary and explanatory and are 
intended to provide further explanation of the invention as 
claimed. 

BRIEF DESCRIPTION OF DRAWINGS 

[0015] FIGS. 1A and 1B shoW a representation of stride s 
partitioning of binary trie T; FIG. 1A shoWs a Trie T, and FIG. 
1B shoWs a hash table representation. 
[0016] FIG. 2 is a representation of hash table entry types. 
[0017] FIG. 3 is an algorithm for searching With basic strat 
egy. 
[0018] FIG. 4 is an algorithm for searching With leaf push 
ing version A. 
[0019] FIG. 5 shoWs a chart representation of memory 
accesses required for a lookup in IPv4 tables. 
[0020] FIG. 6 shoWs a chart representation of total memory 
required for IPv4 tables. 
[0021] FIG. 7 shoWs a chart representation of memory 
accesses required for a lookup in IPv6 tables. 
[0022] FIG. 8 shoWs a chart representation of total memory 
required for IPv6 tables. 
[0023] It should be understood that in certain situations for 
reasons of computational e?iciency or ease of maintenance, 
the ordering and relationships of the blocks of the illustrated 
?oW charts could be rearranged or re-associated by one 
skilled in the art. 

DETAILED DISCLOSURE OF THE INVENTION 

[0024] The subject invention as shoWn in the Figures and 
described beloW provides a method for recursively partition 
ing a large static router-table into smaller tables. The smaller 
tables can be represented using knoWn static router-table 
structures. In one embodiment example, the smaller tables 
can be represented using a multi-bit trie (MBT) as taught by 
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V. Srinivasan and G. Varghese, Faster IP lookups using con 
trolled pre?x expansion, ACM Transactions on Computer 
Systems, Feb. 1-40, 1999. In another embodiment example, 
the smaller tables can be represented using a hybrid shape 
shifting trie (HSST) as taught by W. Lu and S. Sahni, Succinct 
representation of static packet classifiers, University of 
Florida, 2006. Embodiments of the subject invention can 
permit multi-level partitioning. In further embodiments, a 
heterogenous collection of base structures can be selected to 
optimiZe memory utiliZation. In embodiments, different 
methods, such as a front-end array method and a hash table 
With auxiliary partition method, can be used to keep track of 
the partitions of a pre?x set. In such an embodiment, the 
optimal method for each partitioning can be selected through 
the use of dynamic programming. In one embodiment 
employing a front-end array to keep track of partitions Where 
the base structure is a multibit node, the recursive partitioning 
can be reduced to variable-stride tries. In one embodiment, 
recursive partitioning can be performed as described beloW. 

[0025] Referring to FIG. 1A, a given pre?x set can be 
represented by binary trie T. A stride s can be selected for 
partitioning the binary trie into subtries. The level 1 descen 
dents of the root R of T can be represented by DZ(R), Where the 
root is at level 1:0. Thus, DO(R) is R and DZ(R) is the children 
of R. When the trie is partitioned With stride s, each subtrie, 
S'T(N), rooted at a node NeDS(R) de?nes a partition of the 
router table. Here, 0<s§T.height+1, Where T.height is the 
maximum level at Which there is a descendent of R. Thus 
When s:T.height+1, DS(R):0. In addition to the partitions 
de?ned by DAR), there can be an auxiliary partition L(R), 
Which is de?ned by pre?xes Whose length is less than the 
selected stride s. The pre?xes in L(R) can be those stored in 
DZ.(R), Where 0§i<s such that the total number of partitions is 
|DS(R) | + 1. These partitions are called the ?rst-level partitions 
of T. To keep track of the ?rst-level partitions of T, a hash table 
With a perfect hashing function for the partitions de?ned by 
NeDS(R) can be constructed. 

[0026] In one embodiment of the invention, When sIT. 
height+ 1, the hash table is empty and L(R):7'. Here, T can be 
represented by a base structure such as MBT or HSST. 

[0027] In a further embodiment, When s<T.height+1, the 
above described partitioning scheme can be applied recur 
sively to each of the |DS(R)| +1 partitions to obtain loWer-level 
(or next-level) partitions. HoWever, Where NeDS(R) is a leaf, 
the next hop associated With the corresponding pre?x can be 
stored directly in the hash table. 
[0028] FIG. 1B shoWs a representation of the hash table. 
Referring to FIG. 1B, the root of the data structure used for 
L(R) canbe placed adjacent, in memory, to the hash table. The 
bit strings Q(N), NeDS(R) de?ne the keys used to index into 
the hash table. In one embodiment the perfect hashing func 
tion can be de?ned by J. Lunteren in “Searching very large 
routing tables in fast SRAM” published in Proceedings 
ICCCN, 2001, and “Searching very large routing tables in 
Wide embedded memory” published in Proceedings Globe 
com, 2001. 

[0029] In a preferred embodiment, each entry in the hash 
table can, therefore, represent one of four types of informa 
tion: 

[0030] Type 1: A partition that is further partitioned into 
loWer-level partitions 
[0031] Type 001: A leaf partition 
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[0032] Type 010: A partition that is represented by a base 
structure 

[0033] Type 000: An unused hash table entry 
[0034] Referring to FIG. 2, for type-l entries, one bit can be 
used to identify the entry type. In addition, the path Q(N) from 
the root R to the root N of the partition, the stride for the 
next-level partition, a mask that characterizes the next-level 
perfect hash function, and a pointer to the hash table for the 
next-level partition can be stored in memory. For the remain 
ing three types, three bits can be used to identify the entry 
type. For entry type-001, Q(N) and the next hop associated 
With the pre?x stored in node N can be stored. For type-010, 
Q(N) and a pointer to the base structure used for the partition 
can be stored. Type-000 entries can be left unused and store 
no additional information. 

[0035] Because pre?xes in the same ?rst-level partition 
agree on their ?rst 1 bits, these 1 bits can be removed from the 
pre?xes in the same ?rst-level partition before developing 
loWer-level partitions. Therefore, in one embodiment, a pre?x 
of length 1 can be replaced by a pre?x of length 0. 
[0036] A lookup function can be performed in router tables 
partitioned in accordance With embodiments of the subject 
invention. FIG. 3 shoWs an algorithm forperforming a lookup 
in a router table that has been partitioned according to 
embodiments described above and having at least one level of 
partitioning. The initial invocation speci?es for a ?rst-level 
partitioning, the stride s, the address of ?rst hash table entry 
ht, the perfect hash function h (speci?ed by its mask), and the 
destination d. 
[0037] In another embodiment, the Worst-case number of 
memory accesses required for a lookup can be reduced using 
controlled leaf pushing. Controlled leaf pushing can be per 
formed similar to the standard leaf pushing used in non 
partitioned router tables as described in V. Srinivasan and G. 
Varghese, Faster IP lookups using controlled prefix expan 
sion, SIGMETRICS, 1998. In controlled leaf pushing, every 
base structure that does not have a ‘stripped’ or removed 
pre?x of length 0 can be given a length 0 pre?x Whose next 
hop is the same as that of the longest pre?x that matches the 
bits stripped from all pre?xes in that partition. In an embodi 
ment example, a base structure can have stripped pre?xes of 
00,01, 101 and 110. All four ofthese pre?xes can have had the 
same number of bits stripped from their left end. The stripped 
bits are the same for all four pre?xes. Supposing that the 
stripped bits are 010, then because the partition does not have 
a length 0 pre?x, the partition inherits a length 0 pre?x Whose 
next hop corresponds to the longest of *, 0, 01 and 010 that is 
in the original set of pre?xes. Assuming that the original 
pre?x set contains the default pre?x, the inheritance of a 
length 0 pre?x as stated above ensures that every search in a 
partition ?nds a matching pre?x and hence a next hop. An 
embodiment of this approach is shoWn in FIG. 4 With the 
lookup algorithm lookupA. 
[0038] In a preferred embodiment of the invention, an 
appropriate stride can be selected for each partitioning that is 
done. In one embodiment, the stride can be selected by setting 
up a dynamic programming recurrence. Let B(N, l, r) be the 
minimum memory required to represent levels 0 through/of 
the subtrie of T rooted at N by a base structure. In a speci?c 
embodiment the base structure can be MBT or HSST. A 
lookup in this form of base structure can take no more than r 
memory accesses. Let H(N, 1) be the memory required for a 
stride l hash table for the paths from node N of T to nodes in 
Dl(N). Let C(N, l, r) be the minimum memory required by a 
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recursively partitioned representation of the subtrie de?ned 
by levels 0 through 1 of ST (N). From the de?nition of recur 
sive partitioning, the choices for l in C(N, l, r) are betWeen the 
range of l and N.height+l, Where N.height is the height of 
node N. When/is equal to one more than N.height, ST(N) is 
represented by the base structure. 

[0039] Thus, it folloWs that 

Z C(Q, Q-heighn r- 1) 
QQDIUV) 

rnin 

C(N, 1, 0) = 00 (2) 

The above recurrence assumes that no memory access is 

needed to determine Whether the entire router table has been 
stored as a base structure. Further, in case the router table has 
been partitioned then no memory access is needed to deter 
mine the stride and mask for the ?rst-level partition as Well as 
the structure of the auxiliary partition. Determining the stride 
and mask is possible if this information is stored in memory 
registers. HoWever, as the search progresses through the par 
tition hierarchy, this information has to be extracted from 
each hash table. So, each type-l hash-table entry can either 
store this information or the recurrence can be changed to 
account for the additional memory access required at each 
level of the partition to get this information. In the former 
case, the siZe of each hash-table entry is increased. In the 
latter case, the recurrence becomes 

C(N, N-height, r) = (3) 

B(N, N height, r), 

H(N, 1)+c(1v, 1-1, r—2)+ 

Z C(Q, Q-heighn r- 1) 
QQDIUV) 

rnin 

C(N, 1, r): 00,1'50 (4) 

Experiments With real-World router tables indicate that When 
auxiliary partitions are restricted to be represented by base 
structures, the memory requirement is reduced. With this 
restriction, the dynamic programming recurrence becomes 

C(N, N-height, r) = (5) 

B(N, N height, r), 

H(N, Z)+B(N, 1-1, r- 1)+ 

Z C(Q, Q-heighn r- 1) 
QQDIUV) 

rnin 

C(N, 1, 0) = 00 (6) 
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The second parameter/of C(N, l, r) generally is the node’s 
height, N.height and so this second parameter may be 
dropped. 
[0040] In another embodiment of the invention, optimiZa 
tion is possible by permitting the method used to keep track of 
partitions to be either a hash table plus an auxiliary structure 
for pre?xes Whose length is less than the stride or a simple 
array With 2Z entries When the partition stride is 1. Including 
this added ?exibility, but retaining the restriction that auxil 
iary partitions are represented as base structures, the dynamic 
programming recurrence becomes 

C(N, 1v height, r) = (7) 

CW, 1, 0) = 00 (8) 

Where c is the memory required by each position of the 
front-end array. Again, the second parameter in C may be 
dropped. The inclusion of front-end arrays as a mechanism to 
keep track of partitions requires the addition of a ?fth entry 
type (011) for hash table entries. This ?fth type, Which indi 
cates a partition represented using a front-end array, includes 
a ?eld for the key Q(N), another ?eld for the stride of the 
next-level partition, and a pointer to the next-level front-end 
array. The ?fth entry type (01 1) is similar to the ?rst type (1). 
Both represent a partition that is further partitioned into next 
level partitions and include ?elds for key Q(N) and next-level 
stride. HoWever, type (1) entries include a pointer pointing to 
a next-level hash table and a mask for this hash table, While 
type (011) entries include a pointer pointing to a next-level 
front-end array. 
[0041] Even though it is preferred to have all base struc 
tures in a recursively partitioned router table be of the same 
type (i.e., all are MBTs or all are HSSTs), in another embodi 
ment of the invention, it is possible to solve the dynamic 
programming recurrences alloWing a mix of basic structures. 
[0042] The folloWing are examples of implementation of 
one embodiment of the subject invention. 

Example 1 
36-Bit Design 

[0043] In one embodiment example, 36 bits are allocated to 
each hash entry. For IPv4, 8 bits for Q(N), 2 bits for the stride 
of the next-level partition, 8 bits for the mask, and 17 bits for 
the pointer are used. Although eight bits are allocated to Q(N), 
the strides are limited to be from ?ve to eight. Hence, tWo bits 
are su?icient to represent the next-level stride. The use of a 
17-bit pointer enables one to index up to 9 Mbits (2'><72) of 
SRAM. For IPv6, the corresponding bit allocations are 7, 2, 7, 
and 19, respectively. For IPv6, the strides Were limited to be 
from four to seven. Hence seven bits su?ice for Q(N) and tWo 
bits suf?ce for the next-level stride. The 19-bit pointers are 
able to index a 36M bit SRAM. For the next-hop ?eld, 12 bits 
Were allocated for both IPv4 and IPv6. For the base structure, 
the enhanced base Was used With end-node optimiZation 
(EBO) version of HSSTs as these Were shoWn to be the most 
e?icient router-table structure for static router tables. Non 
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leaf EBO nodes have child pointers and some EBO leaf nodes 
have pointers to next-hop arrays. For child pointers 10 bits 
Were allocated. This alloWs one to index 1024 nodes. The 
dynamic programming equations developed in W. Lu and S. 
Sahni, Succinct representation of static packet classifiers, 
University of Florida, 2006, can be modi?ed for the construc 
tion of optimal EBOs so that EBOs that require more than 
1024 nodes are rejected. For next-hop array pointers, 22 bits 
Were allocated. Since, the number of next-hop array pointers 
is bounded by the number of pre?xes in the router table and 
next-hop arrays are stored in a different part of memory from 
Where the rest of the EBO data structure is stored, an alloca 
tion of 22 bits for next-hop array pointers suf?ces for 222>4 
million pre?xes. For the next hops themselves, 12 bits Were 
allocated. 

Example 2 
72-Bit Design 

[0044] In another embodiment example, 72 bits Were allo 
cated for each hash-table entry. For both IPv4 and IPv6, 17 
bits Were used for Q(N), ?ve bits for the stride of the next 
level partition, 17 bits for the mask, and 19 bits for the pointer. 
The strides Were limited to be betWeen 1 and 17. Also, the next 
hop for the stripped pre?x * (if any) in L(R) is stored in each 
hash-table entry. Partitioning Was enabled so that at each node 
N, a selection Was made betWeen using an L(R) partition 
represented as an EBO and a (perfect) hash table for the 
remaining partitions and performing a pre?x expansion of the 
stripped pre?xes in L(R)—{*}, distributing these expanded 
pre?xes into the remaining partitions, and then constructing a 
hash table for the modi?ed partition set. Type 1 nodes use a 
designated bit to distinguish betWeen the different hash-table 
types they may point to. 

Experimental Results 
[0045] To assess the ef?cacy of the recursive partitioning 
scheme, C++ codes for the examples described Were com 
piled using the Microsoft Visual C++ compiler With optimi 
Zation level 02 and run on a 3.06 GHZ Pentium 4 PC. For 
benchmarking purposes the router table resided on a QDRII 
SRAM (dual burst), Which supports the retrieval of 72 bits of 
data With a single memory access. The recursive partitioning 
scheme Was compared against 1) a one-level partitioning 
scheme, OLP, Which is a generaliZation of the front-end array 
used in Lampson et al. (Lampson, Srinivasan, and Varghese, 
IP lookup using multi-way and multicolumn search, IEEE 
INFOCOM, 1998); and 2) a non-partitioned EBO. OLP does 
only one level of partitioning and uses EBO as the base 
structure. HoWever, unlike Lampson et al. Which ?xes the siZe 
of the front-end array to 216, OLP selects an optimal, data 
dependent, siZe for the front-end array. Note that using a 
front-end array of siZe 0 is equivalent to using no front-end 
array. OLP Was found to be superior, on the given data sets, to 
limiting the subject invention’s recursive partitioning scheme 
so as to partition only at the root level. 
[0046] All of the programs Were Written so as to construct 
lookup structures that minimiZe the Worst-case number of 
memory accesses needed for a lookup and minimize the total 
memory needed to store the constructed data structure. 
[0047] Six IPv4 router tables Aads, MaeWest, RRC01, 
RRC04, AS4637 and AS1221 Were used. The number of 
pre?xes in these router tables is 17486, 29608, 103555, 
109600, 173501 and 215487, respectively. Table 1 shoWs the 
number of memory accesses and memory requirement for the 
tested lookup structures. RP(k) (KI4, 5) denotes the space 
optimal recursively partitioned structure that requires at most 
k memory accesses per search. FIGS. 5 and 6 plot this data. 
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Memory accesses and total memory (KBytes) required for IPv4 tables 

36-bit 72-bit 
entries entries OLP EBO 

Database RP(4) RP(5) RP(4) RP(5) Accesses Memory Accesses Memory 

Aads 77 59 90 61 4 141 5 68 
MaeWest 124 98 143 100 4 186 5 113 
RRC01 392 300 442 309 4 507 6 335 
RRC04 417 318 474 327 4 2687 6 354 
AS4637 591 473 669 485 4 717 6 530 
AS1221 861 611 1080 634 5 3041 6 664 

[0048] For the memory access count, RP(4) is superior to 
EBO on all six data sets by one or tWo accesses. OLP is TABLE 2-continued 

superior to EBO by one access on three of the given data sets , , , , 
_ _ Statistics for IPv4 memory requirement normalized 

and by tWo accesses on the remaining 3 data sets. For the bvthatfor RPM) using 36_bit6nm6S 
memory access count, RP(5) is superior to EBO by one access I I I I 

on four of the six data sets. OLP required one more access Algorithm Mm Max Mean Standard Deviation 

than RP(4) on the largest data set (AS1221) and tied With OLP 1.21 6.44 2.64 2.05 
RP(4) on the remaining ?ve. On all the test sets, the 36-bit EBO 0'75 0'91 0'86 0'06 

implementation required less memory than required by the 
corresponding 72-bit implementation. In fact, the 36-bit [0050] Overanathe36'bltlmplememanonofRPM)15 Supe 
implementation required between 80% and 98% of the 
memory required by the 72-bit implementation, the average 
being 92% With a standard deviation is 6%. 

[0049] Table 2 gives the memory requirement of the lookup 
structures normalized by the memory requirement for RP(4) 
using 36-bit entries. Compared to RP(4) With 36-bit entries, 
OLP required from 21% to 544% more memory, While EBO 
required betWeen 9% and 25% less memory. Among all six 
representations, RP(5) using 36-bit entries Was the most 
memory el?cient. Compared to EBO, this implementation of 
RP(5), used betWeen 5% and 13% less memory; the average 
reduction is memory required Was 10% and the standard 
deviation as 3%. 

TABLE 2 

Statistics for IPv4 memory requirement normalized 
by that for RP(4) using 36-bit entries 

rior to OLP on both Worst-case memory accesses and total 
memory requirement, Which resulted in a 25% to 50% reduc 
tion in Worst-case memory accesses over EBO. This reduc 
tion came at the expense of an increase in required memory 
betWeen 10% and 37%. The 36-bit implementation of RP(5) 
improved the lookup time by up to 20% relative to the base 
EBO structure and reduced total memory by 10% on average. 
[0051] For IPv6 experiments, the 833-pre?x AS1221-Tel 
stra router table as Well as six synthetic IPv6 tables Were used. 
Pre?xes longer than 64 Were removed from the AS1221i 
Telstra table as current IPv6 address allocation schemes use at 
most 64 bits (see M. Wang, S. Deering, T. Hain, and L. Dunn, 
Non-random Generator for [P116 Tables, 12th Annual IEEE 
Symposium on High Performance Interconnects, 2004). For 
the synthetic tables, a 16-bit string comprised of 001 folloWed 
by 13 random bits Was prepended to each IPv4 pre?x (see 
lPv6AddressAllocation andAssignment Policy (APNIC)). If 
this prepending didn’t at least double the pre?x length, a 
suf?cient number of random hits were appended so that the 
length of the pre?x is doubled. Following this prepending and 
possible appending, the last bit Was dropped from one-fourth 
of the pre?xes so as to maintain the 3:1 ratio of even length 
pre?xes to odd length observed in real router tables. Each 

Algorithm Min Max M6911 Standard Deviation synthetic table Was given the same name as the IPv4 table 
I I I from Which it Was synthesized. The AS1221 -Telstra IPv6 

RP(5) 115mg 36'b1t 611m“ 0-71 0-80 0-77 0-03 table is named AS1221 * to distinguish it from the IPv6 table 
RP(4)11S1Hg 72-b1t 6119168 1-13 1-25 1-16 0-05 synthesized from the IPv4 AS1221 table. Table 3 gives the 
RP(5) using 72bit ?ntri?s 0-74 0-82 0-79 0-03 number of memory accesses and memory requirement for the 

IPv6 data sets. FIGS. 7 and 8 plot this data. 

TABLE 3 

Memory accesses and total memory (KBytes) required for IPv6 tables 

36-bit 72-bit 
entries entries OLP EBO 

Database RP(4) RP(5) RP(4) RP(5) Accesses Memory Accesses Memory 

AS1221* 2021 282 79 5.7 7 4.6 7 4.6 
Aads 197 179 183 178 4 221 5 184 
MaeWest 332 302 309 299 4 45 6 5 311 
RRC01 1165 1027 1295 1015 4 1348 6 1046 
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TABLE 3-continued 
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Memory accesses and total memory (KBytes) required for IPv6 tables 

3 6-bit 72-bit 
entries entries OLP EBO 

Database RP(4) RP(5) RP(4) RP(5) Accesses Memory Accesses Memory 

RRCO4 1253 1088 1372 1075 4 2287 6 1108 
AS4637 1871 1712 2013 1695 4 2346 6 1752 
AS1221 3432 2217 2979 2188 5 2414 7 2252 

[0052] As was the case for the IPv4 experiments, RP(4) was remaining six data sets. As can be seen, the memory of EBO 
the best in terms of lookup complexity. Particularly, RP(4) 
required one to three fewer memory accesses than required by 
EBO for a lookup. RP(4) and OLP tied on ?ve of the seven 
data sets. On one data set, RP(4) required 3 fewer memory 
accesses and on the other, it required one less access. RP(5) 
outperformed EBO by one or two accesses on ?ve data sets 
and tied on the remaining two. 

[0053] In contrast to the experiments with IPv4 tables, the 
72-bit implementation of recursive partitioning generally 
required less memory than did the 36-bit implementation. On 
11 of the 14 tests (RP(4) and RP(5)) with recursive partition 
ing, the memory required by the 72-bit implementation was 
less than that required by the 36-bit implementation and it was 
more on the remaining three tests. The memory of recursively 
partitioned structure using 36-bit hash entries normalized by 
the memory required using 72-bit entries ranged from 0.9 to 
49.9. The data set AS incurred the largest difference. When 
AS1221 * was excluded, the normalized number for the 
remaining six data sets was between 0.90 to 1.15 and the 
mean and standard deviation were 1.00 and 0.00. For the data 
set AS 1 221 *, the 72-bit implementation of RP(4) reduced the 
memory accesses of EBO by three but required 17 times as 
much memory. 
[0054] The same implementation of RP(5) required 24% 
more memory than required by the base EBO structure. On 
the other hand, RP(6) required 3.8 Kbytes hence, a 17% 
memory reduction accompanied by a reduction in memory 
accesses of one. For this data set, OLP yielded no improve 
ment over EBO, thus, OLP wound up using a front-end table 
of size 0. For the remaining six data sets, RP(5) required 
slightly less memory than EBO. On ?ve of the six data sets, 
OLP required more memory than did RP(4). On the sixth data 
set, AS1221, OLP took less memory. However, when the 
same budget for worst-case memory accesses was used, 
RP(5) using 72-bit entries required 9% less memory than 
OLP onAS1221. 

TABLE 4 

IPv6 data normalized by the memory required by RP(4) using 72-bit 
entries. The data setAS1221* is excluded here. 

Algorithm Min Max Mean Standard Deviation 

RP(4) using 36-bit entries 0.90 1.15 1.00 0.11 
RP(5) using 36-bit entries 0.74 0.98 0.86 0.10 
RP(5) using 72-bit entries 0.73 0.97 0.85 0.10 
OLP 0.81 1.67 1.23 0.31 
EBO 0.76 1.00 0.87 0.11 

[0055] Table 4 presents the statistics normalized by the 
memory required by RP(4) using 72-bit entries for the 

normalized by RP(4) using 72-bit entries ranged from 0.76 to 
1.00, with the mean and standard deviation being 0.87 and 
0.11. The corresponding normalized numbers for OLP were 
0.81, 1.67, 1.23, and 0.31. 
[0056] While both OLP and recursive partitioning are able 
to improve the lookup performance of EBO, OLP does this 
with a much larger memory cost. The experiments demon 
strate the superiority of recursive partitioning over even a 
generalized version of the standard front-end array method. 
For IPv4 tables, recursive partitioning with 36-bit entries is 
superior to using larger hash-table entries (e.g., 72 hits) while 
for IPv6 tables, 72-bit entries often resulted in reduced 
memory requirement. Using even larger hash-table entries 
(e.g., 144 bits) resulted in no reduction in memory required by 
either RP(4) or RP(5) for the IPv4 and IPv6 test data. 
[0057] Based on the foregoing speci?cation, the invention 
may be implemented using computer programming or engi 
neering techniques including computer software, ?rmware, 
hardware or any combination or subset thereof. Any such 
resulting program, having computer-readable code means, 
may be embodied or provided within one or more computer 
readable media, thereby making a computer program prod 
uct, i.e., an article of manufacture, according to the invention. 
The computer readable media may be, for instance, a ?xed 
(hard) drive, diskette, optical disk, magnetic tape, program 
mable logic device, semiconductor memory such as read 
only memory (ROM), etc., or any transmitting/receiving 
medium such as the lntemet or other communication network 
or link. The article of manufacture containing the computer 
code may be made and/ or used by executing the code directly 
from one medium, by copying the code from one medium to 
another medium, or by transmitting the code over a network. 

[0058] One skilled in the art of computer science will easily 
be able to combine the software created as described with 
appropriate general purpose or special purpose computer 
hardware, including programmable logic devices, to create a 
computer system or computer sub-system embodying the 
method of the invention. An apparatus for making, using or 
selling the invention may be one or more processing systems 
including, but not limited to, a central processing unit (CPU), 
memory, storage devices, communication links and devices, 
servers, I/O devices, or any sub-components of one or more 
processing systems, including software, ?rmware, hardware 
or any combination or subset thereof, which embody the 
invention. User input may be received from the keyboard, 
mouse, pen, voice, touch screen, or any other means by which 
a human can input data into a computer, including through 
other programs such as application programs. 

[0059] All patents, patent applications, and publications 
referred to or cited herein are incorporated by reference in 
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their entirety, including all ?gures and tables, to the extent 
they are not inconsistent With the explicit teachings of this 
speci?cation. 
[0060] It should be understood that the examples and 
embodiments described herein are for illustrative purposes 
only and that various modi?cations or changes in light thereof 
Will be suggested to persons skilled in the art and are to be 
included Within the spirit and purvieW of this application. 
We claim: 
1. A computer-readable medium having stored thereon a 

data structure, the data structure comprising: 
a binary trie T representing a pre?x set of all possible 

destination addresses for routing packets, the T compris 
ing: 

a ?rst-level partition, Wherein the ?rst-level partition com 
prises: 
a subtrie formed by selecting a stride s for the ?rst-level 

partition, Where 0<s§T.height+l, Where T.height is 
the maximum level 1 at Which there is a descendent of 
a root R, Wherein a node of the subtrie includes: 
a path Q(N), from the root R ofT to a root N of the 

subtrie, 
a stride s for a next-level partition, 
a mask that characterizes a next-level perfect hash 

function, and 
a pointer to a hash table for the next-level partition; 

an auxiliary trie representing pre?xes having a level 1 
less than stride s of the ?rst-level partition, Wherein a 
node of the auxiliary trie includes the root R; 

Wherein the number of ?rst-level partitions is |DS(R)|+l, 
Where DS(R) represents the level 1 descendents of root R, 
Where l:s, 

the next-level partition formed by recursively repeating 
subtrie formation of the ?rst-level partition to each of the 
|DS(R)|+l partitions. 

2. The data structure according to claim 1, Wherein at least 
one of the trie T, the ?rst-level partition, the auxiliary trie, and 
the next-level partition is represented by a base structure 
selected from the group consisting of MBT and HSST. 

3. The data structure according to claim 2, Wherein the base 
structure is an end-node optimization version of HSST. 

4. The data structure according to claim 1, Wherein each 
node is allocated 36 bits, With 8 bits for the mask, 8 bits for the 
path Q(N) With strides limited to be from 5 to 8, 2 bits for the 
stride for the next-level partition, and 17 bits for the pointer. 

5. The data structure according to claim 1, Wherein each 
node is allocated 36 bits, With 7 bits for the mask, 7 bits for the 
path Q(N), 2 bits for the stride for the next-level partition, and 
19 bits for the pointer. 
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6. The data structure according to claim 1, Wherein each 
node is allocated 72 bits, With 17 bits for the mask, 17 bits for 
the path Q(N), 5 bits for the stride for the next-level partition, 
and 19 bits for the pointer. 

7. A method for performing a look-up using a data structure 
comprising a ?rst-level partition of a trie T including an 
auxiliary partition and a subtrie partition, and a hash table 
having one or more entry types for keeping track of the 
?rst-level partitions of 7', the method comprising: 

identifying the entry type of a partition from a ?rst bit or 
?rst three bits of an entry of the hash table, 
Wherein a type 1 entry type represents a partition that is 

further partitioned into next-level partitions, 
Wherein a type 001 entry type represents a leaf partition, 
Wherein a type 010 entry type represents a partition 

represented by a base structure, and 
Wherein a type 000 entry type represents an unused hash 

table entry; 
stripping the ?rst s bits from a destination address d, Where 

s is a stride from a root R of the trie to a root N of the 
subtrie partition, Wherein the ?rst s bits de?ne a key used 
to index into the hash table; and 
if the entry type is the type 000 or if the ?rst s bits do not 
match a key in the hash table, then 
performing a search of the auxiliary partition, and 
returning the destination address d; 

if the entry type is the type 001, then 
performing a search of the leaf, and 
returning a next hop for the destination address d; 

if the entry type is the type 010, then 
performing a search of the base structure, and 
returning a pointer to the destination address d; 

if the entry type is the type 1, then 
performing a search of the next-level partition by 

repeating the method for performing a lookup. 
8. The method according to claim 7, Wherein the data 

structure further comprises a type 01 1 entry type, Wherein the 
type 011 entry type represents a front-end array partition for 
keeping track of partitions, Wherein a node of the front-end 
array partition includes a key Q(N), a stride s for a next-level 
partition, and a pointer to the next-level front-end array, the 
method further comprising: 

keeping track of the partitions using the front-end array 
partition. 

9. The method according to claim 8, further comprising a 
stride l for pre?xes having a level 1 less than s for the next 
level partition, Wherein When the partition stride is l, the 
front-end array partition has 2Z entries. 

* * * * * 


