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(GPS), vicinity type Radio Frequency Identi?cation Devices 
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METHOD AND SYSTEM FOR CREATING 
AND OPERATING BIOMETRICALLY 

ENABLED MULTI-PURPOSE CREDENTIAL 
MANAGEMENT DEVICES 

[0001] This application is a continuation-in-part of and 
claims priority from US. Provisional Patent Application Ser. 
No. 60/478,363 ?led on Jun. 16, 2003 for a METHOD AND 
SYSTEM FOR CREATING AND OPERATING BIO 
METRICALLY ENABLED MULTI-PURPOSE CREDEN 
TIAL MANAGEMENT DEVICES. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates to a method and sys 
tem used to integrate and control multiple secure credential 
ing approaches including magnetic stripes, bar codes, contact 
and contactless SmardCard chips, Short Message Systems 
(SMS), Global Positioning Systems (GPS), vicinity type 
Radio Frequency Identi?cation Devices (RFID), and proxim 
ity type RFID, into compact, self-poWered, biometrically 
protected and enabled devices. 

SUMMARY OF THE INVENTION 

[0003] The invention 10 consists of a Digital Identi?cation 
Veri?cation Authentication-Personal Identi?cation Device 
(DIVA-PID 12) and an enrollment system 14 that also enables 
instant identi?cation and veri?cation through the application 
of a single ?nger or a group of ?ngers in a pre-arranged order 
of the device holder and their credentials for selected appli 
cations. The DIVA-PID 12 protects the personal biometric 
data of the user by utiliZing a one-to-feW match to release the 
holder’s credential but not the ?ngerprint image. 
[0004] The released credential enables multi-purpose 
applications. The invention is used to capture the results of 
personal background checks With appropriate authorities to 
verify and authenticate the status of an individual, transform 
this data into an encrypted, secure personal credential, trans 
fer this credential onto the device and subsequently verify the 
user to the device. 

[0005] Only the user can energiZe the device 12 (i.e., none 
of the internal systems: memory, processor, communication 
links and applications can be activated until the device detects 
the valid ?ngerprint of the card holder) by a ?ngerprint driven 
biometric system. Applications of the device include visual 
and electronic personal identi?cation for access control, 
?nancial transactions, loyalty or membership programs, 
employee identi?cation, passport, VISA, driver’s license and 
government identi?cation credentials. 
[0006] A principle object and advantage is that this inven 
tion alloWs credentialing enrollment authorities, device oWn 
ers, and point of use applications to establish and de?ne 
control over the access and transfer of credential and access 
control information through unique processes and equip 
ment. 

[0007] Another object and advantage of the present inven 
tion is that this invention protects individual civil liberties 
While enabling the positive identi?cation of the oWner to the 
credential management device Without the use of external 
poWer, human, or electronic detection means. 
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[0008] Another object and advantage of the present inven 
tion is that the credential management device is visually 
unidenti?able, inaccessible, and unusable except When ener 
giZed by the oWner. 
[0009] Another object and advantage of the present inven 
tion is that the invention creates a method for providing 
secure, private, and e?icient access and transaction account 
control that can interact With an assortment of deployed infra 
structures or neW infrastructures including automated teller 
machines (ATMs), point-of-sale (POS) terminals, SmartCard 
contact and contactless terminals, radio frequency terminals, 
short message services (SMS), Global Positioning Systems 
(GPS), magnetic stripe readers, and bar code scanners (With 
out the need to validate the user through an independent 
systemithe distinction being that the user is authenticated 
on the card Without needing to interface With another system). 
[0010] Another object and advantage of the present inven 
tion is that the DIVA-PID invention can be manufactured and 
integrated With (not attached to) small, self-poWered form 
factors such as credit cards, key fobs, pagers, or other similar 
siZed devices. 
[0011] Another object and advantage of the present inven 
tion is that the invention is highly secure since the biometric 
enabling sWitch can be activated With various “pass codes” 
created by using multiple ?ngers in a pattern. In addition, the 
release of credentials is encrypted. 
[0012] Another object and advantage of the present inven 
tion is that the invention has a unique manufacturing method 
that uses pressure sensitive printed materials to create the 
DIVA-PID core functionality in high volumes. The printed 
materials alloW for ?exibility, reliability and infrastructure 
capability consistent With or exceeding ISO standards gov 
eming credit cards and similar devices. 
[0013] Another object and advantage of the present inven 
tion is that the invention alloWs for unique adaptive applica 
tions. Information from interacting With one infrastructure, 
such as neW account credentials obtained via a SmartCard 

reader connected to a personal computer can interact With 
another infrastructure, such as using this neW account infor 
mation during a transaction With an ATM or POS terminal 
through the magnetic stripe emulation. 
[0014] Another principal object and advantage of the 
present invention is that the invention integrates numerous 
credential, access control, and credential transfer techniques 
into a single device enabled and protected by a ?ngerprint 
system alloWing the user to self-select the credential or data 
stored on the device. 

[0015] Another object and advantage of the present inven 
tion is that the invention integrates ?exible glass and/or other 
substrate materials into the device layers to provide dielectric 
isolation of circuit layers and components to enable the ISO 
7816 standard to be met for thickness and ?exibility. 
[0016] Another object and advantage of the present inven 
tion is that the device can combine the ?ngerprint biometric 
With a secondary biometric such as voice recognition to 
enhance the security of the device, With the secondary bio 
metric integrated as an integral part of the device. 

[0017] Another object and advantage of the present inven 
tion is that this invention may make use of Tempest shielding 
to prevent unauthorized access to electronic systems and data 
through remote electronic eavesdropping. 
[0018] Another object and advantage of the present inven 
tion is that this invention may embody decoy circuits to pre 



US 2010/0117794 A1 

vent or delay reverse engineering that would penetrate the 
internal security of the invention and its data. 
[0019] Another object and advantage of the present inven 
tion is that this invention provides for inter-circuit communi 
cation that is internally encrypted to secure the privacy of 
applications and data (i.e., when data passes from a processor 
to memory or visa versa on the device, that data transmission 
is encrypted). 
[0020] Another object and advantage of the present inven 
tion is that this invention detects anomalous behavior through 
on-board applications that either alert the issuer or disable the 
invention from continuing use (i.e., on-board means on-card 
and relies on the internal architecture to allow applications to 
run on the card). 
[0021] Another object and advantage of the present inven 
tion is that this invention allows the issuer to instantiate mul 
tiple types of encryption that can be used in any combination 
to secure applications and data internally and externally (i.e., 
there are numerous encryption methods and this means that 
they are employable because of the card’s internal processor 
and capability to run user de?ned applications, such as 

encryption methods). 
[0022] Another object and advantage of the present inven 
tion is that this invention allows for each transmission of data 
to be uniquely encrypted limiting the effectiveness of eaves 
dropping on the communication of data and the replication of 
transmitted data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] FIG. 1 is a schematic of the enrollment system of the 
present invention. 
[0024] FIG. 2a is a top plan view ofa ?rst embodiment of 
the device of the present invention having a form factor simi 
lar to a credit card. 
[0025] FIG. 2b is a bottom plan view of a ?rst embodiment 
of the device of the present invention having a form factor 
similar to a credit card. FIG. 4 is a plan view of a second 
embodiment of the present invention having a form factor 
similar to a key fob. 
[0026] FIG. 3 is a schematic of various elements of the 
device of the present invention. 
[0027] FIG. 4 is a schematic of a second embodiment of the 
present invention having a form factor similar to a key fob. 
[0028] FIGS. 5a-5c are perspective views of a third 
embodiment of the present invention having a form factor 
similar to a pager. 

[0029] FIG. 6 is an exploded perspective view of the layers 
of the device of the present invention. 
[0030] FIG. 7 is a ?owchart of the device enrollment 
method of the present invention. 
[0031] FIG. 8 is a ?owchart of the device activation method 
of the present invention. 
[0032] FIG. 9 is a ?owchart of the security control method 
of the present invention. 

DETAILED SPECIFICATION 

[0033] Please refer to FIG. 7: 
[0034] Scenario 
[0035] Policy makers determine access control rules and 
credential authority. Security Authority sets the technology 
levels required to allow policy: Timers, power management, 
encryption, applications to be run, order of processes, com 
munication channels, communication frequencies, update 
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policies, command center controls, transaction logging, panic 
modes, display data. These are programmed into the enroll 
ment station. 

[0036] During enrollment, the Enrollment station requests 
the insertion of a blank Divacard. The card is tested to detect 
any interface ?aws. If it is ?awed the transaction is terminated 
and a new card inserted. The system acknowledges the status 
on the workstation screen. 

[0037] The policy and applications that drive the card pro 
cesses are loaded onto the Divacard and stored in memory. 

[0038] The enrollment application requests the personnel 
data from the database. 
[0039] The data and the credentials associated with the 
individual and policy are loaded onto the Divacard. 
[0040] Divacard applications encrypt the data and applica 
tion. 
[0041] The Divacard requests a ?ngerprint to associate with 
the credential and personnel data. 
[0042] The enrollment system passes on the request. The 
user places their ?nger on the Divacard embedded ?ngerprint 
reader. 
[0043] The Divacard runs its ?ngerprint algorithm and 
encrypts and stores the data on the card. 
[0044] The enrollment station may optionally store the ?n 
gerprint on a database (policy driven). 
[0045] The transaction is logged on the security transaction 
database. 
[0046] The application is terminated. 
[0047] Please refer to FIG. 8. 
[0048] Scenario 
[0049] l A User activates the card. Pressing on the ?nger 
sensor activates the power. The initial application is loaded 
and the ?ngerprint is delivered to RAM for comparison. 
[0050] The application loads the template from stored 
memory and if the template is successful then the secondary 
application is requested and loaded. 
[0051] On false, the application terminates power. 
[0052] In Bimodal Mode the application powers the micro 
phone and requests the voiceprint. The voiceprint is loaded 
into RAM and the system requests the user to speak. 
[0053] The voice is compared. On False the application 
terminates power. On positive the application loads the cre 
dential application. 
[0054] The application selects the interface for credential 
distribution and applies power to each circuit. 
[0055] The sensor is transformed to a selector and the 
microphone is transformed into a selector by the application. 
[0056] Selected applications run until the user of the appli 
cation terminates power. 
[0057] 2 Remote signals activate the passive RFID and it 
transmits the unique RFID. 
[0058] A separate challenge is required to the user to prove 
credential ownership. 
[0059] 3 A page is sent to the card on standby power. 
[0060] A ?rmware application updates the credential 
against a preassigned code. 
[0061] 4 Multi app to follow. 
[0062] Please reference FIG. 9. 
[0063] Scenario 
[0064] A user enters a secure Zone. 

[0065] The card detector identi?es the card ID number. 
[0066] The detector communicates with the Command 
Center. 
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[0067] If the card is not approved then access is denied and 
condition A is implemented. 
[0068] If the card ID is approved, the user is requested to 
send the credential by matching their ?ngerprint to the card 
and releasing the appropriate security data. 
[0069] The command system alloWs access. 
[0070] Condition A 
[0071] The command center checks policy. 
[0072] If the card holder has no updating authority then 
access is denied. 

[0073] If access is denied the policy engine can enforce the 
shut doWn of the card, disabling it from further use. 
[0074] If the card can be updated the updated credential is 
sent through the communications netWork and the card is 
updated. 
[0075] The user represents the credential. 
[0076] The transaction and credential databases are 
updated. 
[0077] The form factors for the DIVA-PID 12 come in three 
general con?gurations, a credit card like format, a key fob like 
format, and a pager like format. Numerous variations of these 
con?gurations are possible. The enrollment station 14 is a 
series of integrated devices (see FIG. 1) and softWare that is 
con?gured into numerous con?gurations to suit the applica 
tion. The 
[0078] DIVA-PID 12 and the enrollment station 14 com 
prise the elements of the credentialing authentication and 
management system. 
[0079] The Enrollment and Credentialing Control Center 
[0080] There are three functions to Enrollment and Creden 
tialing Control: 
[0081] DIVA-PID Enrollment Station 14 
[0082] Security Control Equipment 16 
[0083] Communications Process (not shoWn) 
[0084] DIVA-PID Enrollment Station 
[0085] The station 14 is used to create and manage person 
nel access. It consists of biometric device interface modules 
to capture data, netWorked stations integrating the device With 
the Security Integration Engine, and a netWorked station to 
create and control personnel enrollment and authorization 
records. 
[0086] Speci?cally, the DIVA-PID Enrollment Station 14 is 
used to: 

[0087] Create authorized personnel records. 
[0088] Capture ?ngerprint records (if desired or man 

dated by underlying policy). 
[0089] Run background checks With appropriate 

authorities to verify status of personnel (if desired or 
mandated by underlying policy). 

[0090] Program DIVA-PID 12 access devices. 
[0091] Grant authorizations based upon the unique pro 

?le of the holder. 
[0092] Print and secure DIVA-PID 12 devices and issue 

each device to an Authenticated individual. 

[0093] Security Control Equipment 
[0094] The SCS 16 is used to monitor the status ofan access 
control application and make necessary interventions. The 
SCS 16 can also be used to modify the general security 
protocols being used by the system, or the speci?c protocols 
being used by sensors. 
[0095] Speci?cally, the SCS 16 can be used to: 

[0096] Track the location of authorized personnel 
throughout the control area. 
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[0097] Monitor the alert status of the DIVA-PID 12 and 
track the location of unauthorized entries in the control 
area. 

[0098] 
[0099] The communications methodology integrates com 
patible Wireless and non-Wireless devices and enables access 
control to authorized devices only. The communications pro 
cess consists of a netWorked station that integrates secure 
Wireless and non-Wireless voice communication devices. 

[0100] 
[0101] Manage communications With security personnel 
from the security o?ice, including the transmission of 
security protocols and changes to alert status. 

[0102] Control and/ or limit access to the communica 
tions netWork. 

[0103] 

Communications Process 

Speci?cally, the communications process is used to: 

Update, add, or remove credential information. 

[0104] Typical Enrollment Process (FIG. 8) 
[0105] DIVA-PID 12 blanks are delivered to enrollment 
centers for personalization to the end user, and to have all the 
appropriate codes, tokens, and credentials added (see FIG. 8). 
Prior to issuing a DIVA-PID 12, the enrollment of?cer Will 
folloW the established policy for card issuance. A policy Will 
typically involve a background check and a veri?cation of 
credentials and/or access privileges. The enrollment of?cer 
and the policy mechanisms are responsible for verifying that 
the applicant has been positively identi?ed prior to proceed 
ing. Depending upon the underlying policy, the user Will 
enroll a single ?nger, or a combination of digits. The ability to 
enroll multiple digits means that more than one individual can 
be enrolled to a single card. The DIVA-PID 12 can be set up 
to activate When it positively identi?es any one of the digits 
noW stored in memory or a combination of digits in a speci?c 
order to act as additional security. A certain pattern of ?ngers 
could be assigned to covertly indicate that a user Was under 
duress When authenticating. 
[0106] Once the enrollment process is completed the 
enrollment circuitry is disabled by electronic means so that 
only the enrollment of?ce can enroll or re-enroll a user. If the 
policy alloWed, the DIVA-PID 12 could be set up to alloW the 
addition or removal of credentials through the REID. At the 
time of enrollment: 

[0107] DIVA-PID 12 can employ encryption and digitally 
secure transfer mechanisms. 

[0108] The DIVA-PID 12 can be used for every secure card 
need from access control to credit card protection. 

[0109] Each DIVA-PID 12 has the ability to store multiple 
credentials, such as a drivers license, passport, building 
access, credit card, health care card, etc. 

[0110] Unless authenticated, the DIVA-PID 12 remains in 
the “deep sleep” default mode, but can be “seen” once the 
DIVA-PID 12 is Within the read range of the REID netWork. 
This is due to DIVA-PID 12’s on-board REID being in the 
semi-active REID mode While the card is in deep sleep. Only 
When the DIVA-PID 12 is turned on by an authenticated 
holder can the card functions be activated. 

[0111] Enrollment Center Equipment Description 
[0112] Enrollment Center Digital Camera 
[0113] A digital camera 18 is connected to the Enrollment 
Station computer to capture the oWner’s photograph, Which is 
taken by the enrollment o?icer. A typical camera for this 
purpose is a Polaroid model SX-2, photo ID camera. 
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[0114] Enrollment Center Printer 
[0115] A card printer 20 is used to print return address if 
lost information or a photo ID if an active display con?gura 
tion Was not selected. A typical ID card printer is a Fargo 
CardJet 410 Photo Id System. 
[0116] Enrollment Center Enrollment Station 
[0117] The enrollment station 14 is preferably a personal 
computer running access control software from Galaxy Con 
trols model/ system 602. This system captures the personal 
credential information transferred from the background 
check database and stores the information in the secure cre 
dential storage database. The digital picture is attached elec 
tronically to the stored credential to complete the data portion 
of the enrollment process. 
[0118] The personal computer is preferably a standard Win 
doWs 2000 operating system compliant desktop from any 
commercial source such as a Dell DimensionTM 4600 or 

equivalent. 
[0119] Enrollment Center RFID Reader 
[0120] The RFID reader 22 is a 80215.4 transceiver device 
that detects the presence of a DIVA-PID 12 from up to 300 
feet aWay depending on obstructions or the speci?c frequency 
selected. The reader Will interface back to the enrollment 
station computer 14 to validate the device-holder’s credential 
once the device-holder authenticates the DIVA-PID 12. The 
reader is equivalent to the DIVAcard con?guration except it 
does not include the optional functions like the LEDs, tone 
generator, LCD, Display, smart chip, or magnetic stripe emu 
lator. The reader can interface back to the enrollment station 
over a Wired or Wireless connection as desired in the applica 
tion. The reader is preferably compatible With the Chipcon 
CC2420DK Development Kit. 
[0121] Enrollment Center Secure Background Check Data 
base 
[0122] A secure server 24 is used to store, search, and 
retrieve background information on enrolled users. A com 
mon SQL complaint database With WindoWs 2000 server or 
equivalent is preferably used for the data structure. The server 
is preferably compatible With a Dell PoWerEdgeTM 700 series 
server. 

[0123] Enrollment Center Secure Credential Storage 
[0124] A secure credential storage server 26 is used to 
store, search, and retrieve credential information on enrolled 
users from the enrollment station and the secure background 
database. A common SQL complaint database With WindoWs 
2000 server or equivalent is preferably used for the data 
structure. The server is preferably compatible With a Dell 
PoWerEdgeTM 700 series server. 
[0125] Enrollment Center DIVA-PID Blanks 
[0126] DIVA-PID 12s, available in all three con?gurations 
are delivered to authorized enrollment centers to be matched 
to users and activated. 

[0127] DIVA-PID 12 Typical Form Factors 
[0128] (a) The Credit Card Like Con?guration 
[0129] The DIVAcard 12 format 12a is generally designed 
to have a form factor (see FIGS. 2a, 2b and 3) that conforms 
With the physical requirements of standard magnetic strip 
cards and smart cards, as speci?ed in International Standards 
Organization (“ISO”) standards ISO 7811 and ISO 7816 With 
the exception of ?exibility and that the thickness Will likely 
range from 0.78 to 5.0 millimeters depending on the applica 
tion and features. 
[0130] The invention 10 includes a biometric sensor 30 
coupled With control circuitry (not shoWn), microprocessor 
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32, memory 34 and an on-board poWer source 36. An alpha 
numeric display 38 , tone generator 40, and LEDs 42 are 
provided for interacting With the user. A visual display area 44 
With either an active display or a printable area is provided 
With multiple means of securely interacting With the user and 
With existing infrastructure, including: a magnetic stripe 
emulator 45 for interacting With magnetic stripe readers in 
ATMs or POS devices; a smart card contact pad 46 in the 0.78 
mm thick con?guration; and an embedded antenna 48 for 
interacting With a number of electromagnetic devices, includ 
ing contact-less smart card readers, SMS, GPS, and radio 
frequency identi?cation devices (RFIDs). The alphanumeric 
display 38 is also capable of interacting With infrared bar code 
scanners by displaying a bar code similar to a Universal 
Product Code used on most consumer goods or of the type 
used to identify a customer’s loyalty or member account 
number, such as those used at a retail store. The on-board 
poWer source may include a rechargeable battery, a non 
rechargeable battery, or some combination of these devices. 
For an exploded vieW of the layers making up the core func 
tions of the DIVAcard, see FIG. 4. 

[0131] (b) The Key Fob Like Con?guration (FIGS. 3 and 4) 
[0132] The DIVAkey Fob 12, 12b includes the folloWing 
components: a biometric sensor 30 coupled With control cir 
cuitry (not shoWn) and memory 34, an on-board poWer source 
36, a means of interacting With the user, such as an alphanu 
meric display device 38, and various means of securely inter 
acting With existing infrastructure, such as through a mag 
netic stripe emulator 45 for interacting With magnetic stripe 
readers inATMs or POS devices, an antenna 48 for interacting 
With any of a number of electromagnetic device terminals, 
such as contact-less smart card readers or other radio fre 
quency devices. 

[0133] In one variation a Universal Serial Bus (U SB) plug 
50 is included for interaction With a USB port of a typical 
personal computer. The poWer source 36 includes a recharge 
able battery, a non-rechargeable battery, or some combination 
of these poWer sources. In one variation, the display 38 is 
capable of interacting With bar code scanners, such as stan 
dard infrared bar code scanners used at the checkout lanes of 
retail stores by displaying a bar code similar to a Universal 
Product Code used on most consumer goods or of the type 
used to identify a customer’s loyalty or member account 
number, such as those used at a retail store. 

[0134] In this form factor, the magnetic stripe emulator 45 
does not Work in so-called capture magnetic stripe readers of 
the type found inATMs and gas pumps, but does Work in most 
sWipe-style POS terminals Where the magnetic stripe is 
sWiped through a slot that contains the magnetic stripe read 
head. 

[0135] (c) The Pager like con?guration (FIGS. 3, 5a, 5b, 
5c) 
[0136] The DIVApager 12, 120 includes the folloWing 
components: a biometric sensor 30 coupled With control cir 
cuitry (not shoWn) and memory 34, an on-board poWer source 
36, a means of interacting With the user, such as an alphanu 
meric display 38 and a visual display area 44, and various 
means of securely interacting With existing infrastructure, 
such as through a magnetic stripe emulator 45 for interacting 
With magnetic stripe readers in ATMs or POS devices, an 
antenna 48 for interacting With any of a number of electro 
magnetic device terminals, such as contact-less smart card 
readers or other radio frequency devices. 
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[0137] In one variation (not shown) a Universal Serial Bus 
(USB) plug is included for interaction With a USB port of a 
typical personal computer. The poWer source 36 is a standard 
cell phone rechargeable battery. In one variation, the display 
38 is capable of interacting With bar code scanners, such as 
standard infrared bar code scanners used at the checkout lanes 
of retail stores, by displaying a bar code similar to a Universal 
Product Code used on most consumer goods or of the type 
used to identify a customer’s loyalty or member account 
number, such as those used at a retail store. 
[0138] In one variation (not shoWn), an audio tone genera 
tor and LEDs are included to assist in the interaction With the 
user. 

[0139] In this DIVApager form factor, the magnetic stripe 
emulator 45 ?ips out from the side of the case and does not 
Work in so-called capture magnetic stripe readers of the type 
found in ATMs and gas pumps, but does Work in most sWipe 
style POS terminals Where the magnetic stripe is sWiped 
through a slot that contains the magnetic stripe read head. 
[0140] The DIVA-PID Manufacturing Approach (FIG. 6) 
[0141] The core functionality integrated by the DIVA-PID 
12 device utilizes a unique manufacturing process developed 
for the pressure sensitive materials industry to build up 
printed layers of functional devices at high machine speed 
feeds (see FIG. 10) utilizing ?exible glass, glass epoxy or 
polyimide substrates. 
[0142] Pressure Sensitive Adhesive Layers Using Flexible 
Substrates 
[0143] The core functions are partitioned on up to three 
layers of adhesive material that are combined to form a single 
?exible assembly for the DIVAcard and the DIVApager for 
mats. The preferred substrate material is a thin Woven ?ber 
glass sheet that is vacuum impregnated With a solvent-less 
resin technology. This material is very stable thermally and 
mechanically With excellent dielectric properties. The indi 
vidual layers can be applied to a roller and con?gured in a 
machine to be rolled out With the other layers to make the 
?nished assembly. An adhesive is applied during the process 
to permanently bind the layers. 
[0144] The DIVAkey Will use the same manufacturing 
technique but Will have different layers to ?t into the irregular 
case. 

[0145] SmartCard Contact/Contactless Chip 
[0146] The DIVA-PID 12 may include a contact-less 
SmartCard device and can interact With standard SmartCard 
readers of the type that are typically connected to merchant 
terminals and standard computers, as described in the ISO 
7816 speci?cation such as a Datakey Model 330. The DIVAc 
ard also has a SmartCard contact terminal pad 46. There are a 
number of interactions for Which standard smart cards are 
used, including building access, computer access, netWork 
access, electronic ?nancial purses, long distance telephone 
calls at pay phones, mobile phone netWork access and mobile 
phone account numbers or purses. The interaction begins 
With a personalized DIVA-PID 12 With at least one previously 
initialized credit or debit account number. The ?ngerprint 
template of the authorized user and the initialized account 
numbers are stored in the non-volatile memory of the device. 
The process includes three principle steps: enabling the 
device, selecting an account, and enabling the SmartChip. 
[0147] Magnetic Stripe Emulation 
[0148] The DIVA-PID magnetic stripe emulation processes 
include an account initialization process and an emulation 
process at an ATM or at the point of sale. The magnetic stripe 
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of common identi?cation cards are speci?ed by the American 
National Standards Institute (ANSI), such as in ANSI stan 
dard X4.16-1983, and by the more recent international stan 
dard for identi?cation cards provided inANSI/ISO/IEC-781 1 
Parts 1-5. The typical process for any of the devices described 
herein With a magnetic stripe emulator is the use of the mag 
netic stripe emulation at a POS terminal or, at anATM for the 
purpose of transmitting to the magnetic stripe reader a credit 
or debit account number. The magnetic strip is part of the 
internal circuit of the Divacard and operates only after the 
user authenticates himself/herself to the device. In addition, 
the function of the card alloWs multiple accounts to be 
accessed via the conversion of the ?ngerprint sensor into a 
track pad. 
[0149] The interaction begins With a personalized device 
With at least one previously initialized credit or debit account 
number. The ?ngerprint template of the authorized user and 
the initialized account numbers are stored in the non-volatile 
memory of the device. The process includes three principle 
steps: enabling the device, selecting an account, and emula 
tion of the magnetic stripe. 
[0150] Magnetic stripe emulators are generally knoWn. 
See, for example, US. Pat. No. 6,206,293, No. 5,834,747, 
and No. 4,791,283. Our invention does not attempt to repro 
duce the entire magnetic stripe but instead electronically 
couples a portion of the needed code Written on the magnetic 
stripe track at the enrollment process. In this manner the 
poWer requirements are minimal and the magnetic stripe is 
unreadable until turned on by the authenticated device holder. 
[0151] Biometric Control System 
[0152] The invention 10 can incorporate ?ngerprint sensor 
technologies 30a of three available types, pressure, optical, 
and ultrasonic. It currently focuses on the pressure type from 
Fidelica Corp. primarily due to size, cost and the ease of 
manufacture on thin ?lm materials. In addition, the pressure 
type sensor 30a can be used as a selector sWitch thus elimi 
nating the need for additional devices. The ?ngerprint sensor 
30a acts as an intelligent on-off sWitch for all function incor 
porated into the DIVA-PID 12. During the enrollment pro 
cess, the oWner of the DIVA-PID 12 may enroll any ?nger or 
thumb and multiple additional digits to activate the device. 
For more secure applications the enrollment process can 
require a number of ?ngers to be entered in a speci?c order, 
thereby making it more di?icult to counterfeit. Once the 
?ngerprint enrollment process is completed, the templates are 
stored in memory and the enrollment process is electronically 
permanently destroyed so no tampering With the authentica 
tion process can occur. The softWare algorithm used to match 
the results has a “single touch” false acceptance rate (FAR) of 
0.001% and false rejection rate (FRR) of 0.08%, and is based 
on the leading forensic ?ngerprint algorithm developed by 
BioScrypt. 
[0153] The interaction begins With the ?ngerprint template 
(s) of the authorized user that is stored in the non-volatile 
memory of the device by the authorized enrollment o?icer. 
The process includes four principle con?gurations: unauthen 
ticated, authenticated, failed authentication, and authenti 
cated “under duress.” 
[0154] RFID System 
[0155] The RFID antennas 48 and chips support operating 
frequencies from 800 MHz to 2.45 GHz and are of the trans 
ceiver type operating in semi-active and active modes. The 
initial con?gurations utilize IEEE 802.15.4/Zigbee protocols 
in a Chipcon cc2420 (see FIG. 14). Once the biometric sensor 
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30 is activated by the authorized user, the RFID circuit can be 
selected to operate in the active mode. The semi-active mode 
alloWs the device to be detected by vicinity and proximity 
readers to alert the reader that the device is Within a control 
area, but has not yet been authenticated to pass sensitive 
credential information. This feature is important in access 
control applications as a detection and tracking tool. The 
read/Write capability alloWs credentials to be electronically 
updated, added, or removed by authorized enrollment agents. 
[0156] The interaction begins With a personalized device 
With at least one stored credential. The ?ngerprint template of 
the authorized user and the active and semi-active credentials 
are stored in the non-volatile memory of the device. The 
device, even in “deep sleep” mode, is alWays in the semi 
active mode so it can detect or be detected by a RF reader. 

Once the device is detected, the reader can activate the 
device’s tone generator 40 or LED 42 to indicate that the user 
should attempt to authenticate the device. Once authenti 
cated, one or more credentials are transmitted, or other func 
tions on the card are activated to interact With the reader. 

[0157] 
[0158] The bar codes displayed by the devices described 
herein are dynamically rendered on the alphanumeric display 
38 that can be read by standard bar code scanners. Further, the 
user is able to select from a number of bar codes stored in the 
device. Further, the display device can be directed to remove 
the image of the bar code from the display so that the bar code 
cannot be scanned until the user again selects the bar code to 
be displayed and potentially re-veri?es his identity through 
biometric input. This invention 10 can be used to display 
membership account numbers of the type used by retail and 
grocery stores, as Well as membership numbers used by mem 
bership clubs, such as country clubs and ?tness clubs. 
[0159] The interaction begins With a personalized device 
With at least one stored credential. The ?ngerprint template of 
the authorized user and the bar code information is stored in 
the non-volatile memory of the device. Once the user authen 
ticates the card the ?nger platen 3011 can be used as a mouse 
to index through the functions displayed on the LCD until the 
Bar code function is selected. The bar code can then be 
scanned. 

[0160] 
[0161] The Basic Display card includes all of the devices 
listed in the Secure Multi-access Display card, With a small 
display 38 that displays alphanumeric text, graphics, and bar 
codes. The small display uses 1 to 2 lines and up to 20 
characters. A special ?lm material is applied over the display 
in manufacturing to alloW the LCD or other display type to 
emulate bar codes readable by standard bar code scanners. 

[0162] The interaction begins With a personalized device 
With at least one stored credential. The ?ngerprint template of 
the authorized user is stored in the non-volatile memory of the 
device. Once the user authenticates the card, the ?nger platen 
30a can be used to index through the functions displayed on 
the LCD or other display type until the desired function is 
selected and becomes active for a predetermined period of 
time. 

[0163] 
[0164] An optional con?guration provides for an active 
display 44 that has suf?cient resolution to produce tables of 
information and graphical images. Information can be stored 
in memory or dynamically Written to the card through the RF 
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interface. Once the image is Written there is no need to keep 
poWer applied to the display to retain the image, thereby 
saving battery poWer. 
[0165] In one use of this display, a table includes immigra 
tion and visa information of the authorized user. In another 
use, the display shoWs information typically found on a driv 
er’s license. HoWever, the device is not limited to storing a 
single display as the biometric sensor pad permits input from 
the user that includes the ability of selecting and displaying 
multiple pages of information. 
[0166] By Way of example, a single device could store and 
display data for various purposes, such as passport control, 
driver’s license information, border control authorization, 
building and computer netWork access control, ?nancial 
account and balance information, credit/ debit card authoriza 
tion, and healthcare information. 

[0167] 
[0168] The control electronics tie all functions of the card 
together and control their operation including poWer manage 
ment and battery charging. Application Speci?c Integrated 
Circuits and discrete devices are used in conjunction With 
memory devices, operational softWare, and encryption tech 
niques to complete the total control of the DIVA-PID con 
?gurations. 
[0169] No function can be executed unless ?rst enabled by 
a successful ?ngerprint match except for the limited informa 
tion available in the RFID semi-active mode. 

[0170] 
[0171] PoWer generation is achieved by a combination of 
traditional thin-?lm deposition technologies and high energy 
density such as lithium polymer to create rechargeable bat 
tery technology that is integrated directly into the thin ?lm 
layers of the functional elements being manufactured. The 
DIVAkey 12b and DIVApager 120 Will use standard battery 
technology for electronic devices because more space is 
available. The battery is used in a pulsed mode to maximize 
the time betWeen charges. 

[0172] 
[0173] The optional SMS Circuitry (not shoWn) can send 
and receive messages using the same deployed infrastructure 
as is used by existing tWo-Way pagers. 
[0174] The interaction begins With a personalized device 
With at least one stored credential. The ?ngerprint template of 
the authorized user is stored in the non-volatile memory of the 
device. Once the DIVA-PID 12 comes Within range of a 
reader, the reader can send the user a signal to authenticate in 
order to receive a message. Once the user authenticates the 
card, the ?nger platen can be used to index through the func 
tions displayed on the LCD until the desired SMS function is 
selected and becomes active for a predetermined period of 
time. 

[0175] 
[0176] The optional GPS receiving circuitry (not shoWn) 
can be queried by the microprocessor to determine the global 
position of the device. 
[0177] The interaction begins With a personalized device 
With at least one stored credential. The ?ngerprint template of 
the authorized user is stored in the non-volatile memory of the 
device. The DIVA-PID 12 can be set up to transmit a periodic 
GPS protocol format to a reader or it can be queried by an RF 
reader and the user can determine if they Want to transmit a 
signal to identify their location. 

Control Electronics and Operational SoftWare 

PoWer Generation 

Short Messaging Service 

Global Positioning System 
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[0178] Manner and Process of Using the Invention 
[0179] The DIVA-PIDs ?ngerprint platen 30a is activated 
upon touch, Which sWitches on the electronics and initiates a 
comparison of the current ?ngerprint(s) With the onboard 
?ngerprint(s). If the print matches one of the stored prints or 
the correct pattern of stored prints, then the card is enabled; if 
not, it shuts doWn so that no data can be transmitted by the 
device. Once activated, the platen 30a can be used as a select/ 
scroll touch sensitive control pad. 
[0180] Because the card Will be handed to third parties 
(e. g., a merchant) for many of the transactions, a timer can be 
programmed to keep the card open for a ?xed period (e.g., 
?fteen seconds to tWo minutes) so that the card can go through 
its authoriZation and update processes. After the time expires, 
the card shuts doWn until biometrically activated again. 
[0181] Expiration dates can be set to shut doWn the card at 
a ?xed time. The card can be addressed by authorized enroll 
ment agents to remotely remove or update credential data. 
The card has a variety of optional Ways of interacting With the 
infrastructure. Magnetic Stripe Emulation interacts With stan 
dard magnetic stripe readers.A SmartCard contact pad is used 
to interact With SmartCard contact readers. An antenna pro 
vides interactions With contact-less read/Write devices and 
may interact With common transponder technology such as 
EZ-Pass and SpeedPass. 
[0182] In addition, card queries and detection can be man 
aged from distances of up to 300 feet, depending on poWer 
and data transmission speed requirements. 
[0183] A signi?cant advantage of the DIVA-PID 12, in 
addition to biometric security, is the magnetic stripe emula 
tion capability that alloWs current magnetic stripe readers, the 
least expensive and most ubiquitous credit card reading 
devices, to interact With the DIVA-PID 12. Most credit card 
and access control infrastructure is based on magnetic stripe 
readers. 

[0184] The inventors have developed a method for sending 
a signal to the magnetic stripe area 45 of the card to “unlock” 
the magnetic card stripe. The major difference is that, unlike 
current magnetic stripe technology, the magnetic stripe can 
not be read unless the device is sWitched on by the authenti 
cated holder. This greatly enhances the security of this most 
basic technology. 
[0185] Another security risk, the embossed number, can be 
overcome by replacing the embossed number With a digital 
display that is only activated by the veri?ed user. As a by 
product of this function, multiple card accounts, reWard pro 
grams, coupons, access rules, credentials, special applica 
tions and other digital real estate can be vieWed and used. 
Notwithstanding brand and issuer rules, a single card could 
contain issuing bank account information, as Well as account 
numbers for VISA, MasterCard, American Express, or any 
other desired debit/credit payment system. 
[0186] (d) Typical Operational Modes 
[0187] 1. RFID credential pass 

[0188] a. The user receives a yelloW LED and a single 
tone to indicate they are Within range of a reader. 

[0189] b. The user activates the card 12 by placing the 
correct ?nger(s) on the platen 30a. Once the scan is 
complete a single audible tone occurs and the LCD 44 is 
activated to alloW the user to scroll to select the desired 
function. 

[0190] c. The user scrolls to the Active RFID function 
using the platen 30a then “double presses the platen” to 
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execute the Active RFID function and the credential is 
transmitted Qi) times per second for Q() seconds. 

[0191] d. Once the Active RFID function has been acti 
vated, a timer is started for a total of Qi) seconds, then 
the Active RFID is disabled. 

[0192] e. An audible tone is sounded once at the begin 
ning of the transmittal and tWice at the end of the time 
out period. 

[0193] f. The user can select another function through the 
LCD 44, or do nothing and the card 12 Will shut off in 
Q() seconds/minute(s). Once the time out period has 
completed the card 12 Will deactivate, Which Will be 
noted by tWo audible tones. 

[0194] 2. Active Display Data 
[0195] a. The user activates the card 12 by placing the 

correct ?nger(s) on the platen 30a. Once the scan is 
complete a single audible tone occurs and the LCD is 
activated to alloW the user to scroll to select the desired 
function. 

[0196] b. The user scrolls to the Visual data function 
using the platen 3011 then “double presses the platen” to 
execute the Visual data function. 

[0197] c. Once the Visual display function has been acti 
vated the display image remains until Wiped clean or 
replaced by the next transaction. 

[0198] d. The user can select another function through 
the LCD 44, or do nothing and the card 12 Will shut off 
in (x) seconds/minute(s). Once the time out period has 
passed, the card 12 Will deactivate, Which Will be noted 
by tWo audible tones. 

[0199] 3. LCD Data Display 
[0200] a. The user activates the card 12 by placing the 

correct ?nger(s) on the platen 30a. Once the scan is 
complete a single audible tone occurs and the LCD 44 is 
activated to alloW the user to scroll to select the desired 
function. 

[0201] b. The platen 3011 can be depressed once to scroll 
through functions or lines of Alpha-numeric data as 
desired. Once the platen ceases to be depressed for (x) 
seconds and audible tone is sounded to alert the user the 

card Will shut off in (x) seconds/minute(s). 
[0202] c. If the platen 30a is depressed during the time 

out period the time out period Will restart. Once the time 
out period has completed the card Will deactivate, Which 
Will be noted by tWo audible tones. 

[0203] 4. Smart Card Operational 
[0204] a. The user activates the card 12 by placing the 

correct ?nger(s) on the platen 30a. Once the scan is 
complete, a single audible tone occurs and the LCD 44 is 
activated to alloW the user to scroll to select the desired 
function. 

[0205] b. The user scrolls to the Smart Card function 
using the platen 3011 then “double presses the platen” to 
execute the Smart Card function and the token is trans 
mitted Qi) times per second for Q() seconds. 

[0206] c. Once the Smart Card function has been acti 
vated, a timer is started for a total of 10 seconds then the 
Smart Card function is disabled. 

[0207] d. An audible tone is sounded once at the begin 
ning of the transmittal and tWice at the end of the time 
out period. 

[0208] e. The user can select another function through 
the LCD 44, or do nothing and the card 12 Will shut off 
in (x) minute(s). 
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[0209] f. Once the time out periodhas completed the card 
12 Will deactivate, Which Will be noted by tWo audible 
tones. 

[0210] 5. Magnetic Stripe Operational 
[0211] a. The user activates the card 12 by placing the 

correct ?nger(s) on the platen 30a. Once the scan is 
complete a single audible tone occurs and the LCD 44 is 
activated to alloW the user to scroll to select the desired 
function. 

[0212] b. The user scrolls to the Magnetic Stripe function 
using the platen 30a then “double presses the platen” to 
execute the Magnetic Stripe function. 

[0213] c. Once the Magnetic Stripe function had been 
activated, a single tone is heard and the magnetic stripe 
emulation circuit is energized complete the Magnetic 
Stripe information and a timer is started for a total of 30 
seconds, then the magnetic stripe emulation circuit 
turned off and the function is disabled With a double tone 
executed. 

[0214] d. The user can select another function through 
the LCD 44, or do nothing and the card 12 Will shut off 
in one minute. Once the time out period has completed 
the card 12 Will deactivate, Which Will be noted by tWo 
audible tones. 

[0215] 6. Bar Code Operational 
[0216] a. The user activates the card 12 by placing the 

correct ?nger(s) on the platen 30a. Once the scan is 
complete a single audible tone occurs and the LCD 44 is 
activated to alloW the user to scroll to select the desired 
function. 

[0217] b. The user scrolls to the bar code function using 
the platen 30a then “double presses the platen” to 
execute the bar code function. 

[0218] c. Once the bar code function had been activated, 
a single tone is heard and the LCD emulation circuit is 
energized to display the bar code information and a timer 
is started for a total of (x) seconds, then the bar code 
LCD circuit is turned off and the function is disabled 
With a double tone executed. 

[0219] d. The user can select another function through 
the LCD 44, or do nothing and the card 12 Will shut off 
in (x) minute(s). Once the time out period has completed 
the card 12 Will deactivate, Which Will be noted by tWo 
audible tones. 

[0220] 7. SMS and GPS Messaging 
[0221] a. The user receives a yelloW LED and a single 

tone to indicate they are Within range of a reader that is 
SMS and GPS enabled. 

[0222] b. The user activates the card 12 by placing the 
correct ?nger(s) on the platen 30a. Once the scan is 
complete, a single audible tone occurs and the LCD 44 is 
activated to alloW the user to scroll to select the desired 
function. 

[0223] c. The user scrolls to the SMS or GPS function 
using the platen 30a then “double presses the platen” to 
execute the SMS or GPS function and the credential is 
transmitted Qi) times per second for Q() seconds. 

[0224] d. Once the SMS or GPS function has been acti 
vated the message is sent or received and a timer is 
started for a total of (X) seconds then the SMS or GPS is 
disabled. The GPS can be programmed to periodically 
transmit if tracking is desired. 
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[0225] e. An audible tone is sounded once at the begin 
ning of the transmittal and tWice at the end of the time 
out period. 

[0226] f. The user can select another function through the 
LCD 44, or do nothing and the card 12 Will shut off in 
Q() minute(s). Once the time out period has completed 
the card 12 Will deactivate, Which Will be noted by tWo 
audible tones. 

[0227] Personalization Process 
[0228] Before any of the DIVA-PID 12 devices described 
herein can be used to conduct transactions on behalf of a 
particular user, the device must be personalized to the oWner. 
For example, the oWner must register his ?ngerprint With the 
device through the biometric ?ngerprint platen 30a. After the 
personalization step, that individual becomes the authorized 
user of a particular device. For the devices With a display 44, 
the authorization process can be facilitated through graphical 
prompts in the display. For secure credentials, the enrollment 
and credentialing systems must be used. HoWever there are 
numerous applications Where the oWner can doWnload infor 
mation from the lntemet directly onto the DlVA-PlD 12 
through the smart chip pad and a PCMCIA card Without the 
need for the enrollment system 14. For example, coupons, 
specials, or loyalty programs a company may Wish to offer 
DlVA-PlD oWners. 

[0229] Initialization Process 
[0230] Once a DIVA-PID 12 has been personalized, it may 
be initialized With data, such as account information related to 
a particular credit account through the enrollment and cre 
dential management system. 
[0231] The basic steps in the remote initialization process 
are: 

[0232] Enabling the device by an authorized oWner 
[0233] Establishing a secure connection to an authorized 
initializing institution so that particular information can be 
doWnloaded to the biometric device 
[0234] Verifying the right of the user to access the sought 
after information, and doWnloading the information to the 
biometric device. Credentials can also be doWnloaded by 
authorized reader stations at various locations. See FIG. 8, 
Which details the systems vieW of the initialization and man 
agement process. 
[0235] Enabling Processes 8 Card Activation: 
[0236] Scenario: 
[0237] l. A user activates the card, pressing on the ?nger 
sensor and activates the poWer; the initial application is 
loaded and the ?ngerprint is delivered to RAM for compari 
son. 

[0238] The application loads the template from stored 
memory, and, if the template is successful, then the secondary 
application is requested and loaded. On false, the application 
terminates poWer in Bimodal Mode; the application poWers 
the microphone and requests the voiceprint. The voiceprint is 
loaded into RAM, and the system requests the user to speak. 
[0239] The voice is compared on False; the application 
terminates poWer. 
[0240] On positive, the application loads the credential 
application. 
[0241] The application selects the interface for credential 
distribution and applies poWer to each circuit. 
[0242] Then sensor is transformed to a selector, and the 
microphone is transformed to a selector by the application. 
[0243] Selected applications run until the user or the appli 
cation terminates poWer. 
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[0244] 2. Remote signals activate the passive RFID, and it 
transmits its unique RFID. 
[0245] A separate challenge is required for the user to prove 
credential ownership. 
[0246] 3. A page is sent to the card on standby power. 
[0247] A ?rmware application updates the credential 
against a preassigned code. 
[0248] 4. Multi-app to follow. 
[0249] 7 Card Enrollment: 
[0250] Scenario: 
[0251] Policymakers determine access control rules and 
credential authority. 
[0252] Security authority sets the technology levels 
required to allow policy, timers, power management, encryp 
tion, applications to be run, order of processes, communica 
tion channels, communication frequencies, update policies, 
command center controls, transaction logging, panic modes, 
display data. 
[0253] These are programmed into the enrollment work 
station. 
[0254] During enrollment, the enrollment station requests 
the insertion of a blank Divacard. The card is tested to detect 
any interface ?aws. If it is ?awed, the transaction is termi 
nated and a new card inserted. The system acknowledges the 
status on the work station screen. 

[0255] The policy and applications that drive the card pro 
cesses are loaded onto the Divacard and stored in memory. 

[0256] The enrollment application requests the personnel 
data from the database. 
[0257] The data and the credentials associated with the 
individual and policy are loaded onto the Divacard. 
[0258] Divacard applications encrypt the data and applica 
tion. 
[0259] The Divacard requests a ?ngerprint to associate with 
the credential and personnel data. 
[0260] The enrollment system passes on the request. 
[0261] The user places their ?nger on the Divacard embed 
ded ?ngerprint reader. 
[0262] The Divacard runs its ?ngerprint algorithm and 
encrypts and stores that data on the card. 
[0263] The enrollment station may optionally store the ?n 
gerprint on a database (policy driven). 
[0264] The transaction is logged on the security transaction 
database. 
[0265] The application is terminated. 
[0266] 9 Security Control: 
[0267] Scenario: 
[0268] A user enters a secure Zone. 

[0269] The card detector identi?es the card ID number. 
[0270] The detector communicates with the Command 
Center. 
[0271] If the card is not approved, then access is denied and 
Condition A is implemented. 
[0272] If the card ID is approved, the user is requested to 
send the credential by matching their ?ngerprint to the card 
and releasing the appropriate security data. The command 
system allows access. 

[0273] Condition A: 
[0274] The command center checks policy; if the card 

holder has no updating authority, then access is denied. 
[0275] If access is denied, the policy engine can enforce 

the shutdown of the card, disabling it from further use. 
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[0276] If the card can be updated, the updated credential 
is sent through the communications network, and the 
card is updated. 

[0277] The user represents the credential. 
[0278] The transaction and credential databases are 

updated. 
[0279] Once a DIVA-PID 12 that has been initialiZed with 
the necessary information associated with the authoriZed 
user, the enabling process will verify that that individual is an 
authoriZed user of the device. 

[0280] The enabling process must be successfully per 
formed before the device will transmit any personal data to 
any outside device. The enabling process is the same for all of 
the biometric devices. Where the biometric device 30 
includes a ?ngerprint sensor 30a, the biometric device 30 is 
enabled by the authoriZed user by the placement of the user’s 
enrolled ?nger, or ?ngers in a series, on the ?ngerprint platen 
30a. The ?ngerprint platen 30a recogniZes the placement of 
the ?nger and begins the scan of the ?nger to determine the 
?ngerprint, reducing the ?ngerprint to a template of minutiae 
as is common in the art. This minutiae template is compared 
with a previously stored ?ngerprint minutiae template and a 
calculation is made as to the degree of match between the two 
templates. If the match meets pre-established criteria, then 
the match is veri?ed and the biometric device converts to an 
enabled state. 

[0281] The enabling step takes less than two seconds. 
[0282] Consistent with the concepts of the invention 10, 
suf?cient power is included in the devices such that the 
enabling process can occur without the aid of any other 
device. This step is crucial to enabling the biometric device 30 
to transact with other systems, such as a magnetic stripe 
reader, a contact or contact-less smart card reader, a radio 
frequency device, or a bar code scanner. 
[0283] Consistent with the invention 10 herein, each device 
includes a display or an audio tone generator, or some com 

bination thereof, which separately or together aid the autho 
riZed user of the device through the enabling process by 
providing prompts on the display or generating one or more 
tones or tone sequences, or some combination of these 

prompts and feedbacks. Once enabled, the device may stay 
enabled until, for example, a predetermined time period has 
elapsed or for a predetermined number of uses. Once the 
device is in an enabled state, the device is ready for the 
account selection step. For the devices described herein with 
active displays 44, the display may show the account number 
used during the last transaction, or some graphic or text that 
identi?es the account number to the user such as either an 

institution name, credit organiZation name or icon. 
[0284] The owner uses the ?nger platen 30a to index 
through the type of transaction he wishes to perform. If the 
account that the user wants to use for the given transaction is 
the same as the account used on the previous transaction, then 
this step is complete. Once the desired account has been 
selected, the user again places their ?nger on the ?ngerprint 
platen 30a to con?rm the new account selection, ending the 
account selection step. Once the authoriZed user selects the 
desired account on an enabled device, the user either hands 
the DIVA-PID 12 to the store clerk for the clerk to swipe or 
insert in a magnetic stripe reader, or swipes/ inserts the device 
himself. 
[0285] Disabling Process 
[0286] Consistent with the invention 10 described herein, 
select account information or all of the information on a 
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secure device is subject to being removed by an authorized 
central service using SMS or a similar Wireless messaging 
service. The disabling instructions are communicated in an 
encrypted manner by an authorized central service. The dis 
abling instruction is called for When a user is no longer autho 
rized to use a particular account or When the user reports the 
device as missing or stolen. 

BEST MODE CONTEMPLATED FOR 
CARRYING OUT THE INVENTION 

[0287] The business processes that are enabled by the inte 
grated biometric devices are in the areas, among others, of 
?nancial transactions, information security transactions, 
physical access control, identi?cation, device access control, 
loyalty program transactions, immigration and border con 
trol, travel identi?cation, coupon solicitation and coupon 
redemption processes. 
[0288] One of the novelties of the neW invention is that 
information from interacting With one infrastructure, such as 
neW account information obtained via a smart card reader 
connected to a personal computer, can subsequently be used 
during interactions With another infrastructure, such as mak 
ing use of this neW account information during a transaction 
With an ATM or POS terminal through the magnetic stripe 
emulation. 

[0289] Immigration Process 
[0290] In one variation of the DIVA-PID 12, some of the 
pages of information that can be displayed contain the same 
information that is on a standard passport, including type of 
passport, passport number, surname, given name, nationality, 
date and place of birth, sex, and date of issue of the passport, 
expiration date of the passport, authority, and image of the 
passport holder. In this variation, another page that can be 
selected contains information related to entering and leaving 
a country. 

[0291] Driver’s License Process 
[0292] In one variation of the DIVA-PID 12 With the large 
display 44, some of the pages of information that can be 
displayed contains the same information that is on a state 
issued driver’s license, including licensing state, driver’s 
license number, driver’s name, current address, date of birth, 
sex, Weight, height, eye color, an image of the driver, and 
additional information as required by the issuing state. 
[0293] Travel Process 
[0294] In one variation of the devices described herein, the 
device can be used during the travel process to validate that 
the user holding the device is the authorized user. This infor 
mation can then be used to streamline the security clearance 
processes in place to screen passengers before they are autho 
rized to board commercial transport, such as a ship, airline, 
bus or train. 

[0295] Multi-Pass Process 
[0296] There are several existing infrastructures presently 
deployed that make use of the ability to transmit an identi? 
cation number over a radio frequency as a means of initiating 
a transaction With a subscribed patron. This radio frequency 
identi?cation (RFID) process is used by drivers of vehicles to 
pay tolls at the tollbooths of toll roads and toll bridges, by 
drivers at gas pumps to pay for gasoline, and by patrons of 
convenience stores and restaurants to pay for goods and ser 
vices. In the current art, each of the organizations that deploys 
RFID infrastructure for the purpose of accepting payment 
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also gives to each of their customers that subscribe to the 
RFID payment service a physical token that responds With a 
preset RFID number. 
[0297] Consistent With the invention 10 described herein, 
some variations of the DIVA-PID 12 devices can interact With 
one or more of these existing RFID payment infrastructures. 
After successfully initializing a device With one or more 
authorized subscriber RFID numbers, the authorized user of 
the device can enable the device, select the desired RFID 
account, and interact With the RFID payment infrastructure. 
[0298] Coupon Selection Process 
[0299] Consistent With the invention 10 described herein, 
some variations of the DIVA-PID 12’s can interact With com 
puter applications and With devices at a retail store Where 
store-issued or manufacturer-issued coupons are accepted. 
The device can interact With a computer application to doWn 
load electronic versions of coupons offered to the device user 
by the store, a manufacturer, or a third party organization 
acting on the behalf of the coupon issuing entity. The UPC 
code, codes, or code pattern for the product or products asso 
ciated With the coupon offer and the amount of the discount 
are doWnloaded into non-volatile memory of the device. 
[0300] In the variations of the devices that include the abil 
ity to interact through radio frequencies (RF capable devices), 
the devices can be activated at the entrances of participating 
retail stores and can provide an audible or visible prompt to 
the device user that coupons are available to that user for 
selection. In this variation, the user can then interact With the 
device to vieW the coupons that are being offered for products 
being carried by the retail store that has just been entered, and 
can select to accept one or more coupons for use in the near 

future. In one variation, the expiration time of the selected 
offers is selectable by the coupon issuer. 
[0301] In some variation of the RF capable devices, the 
device can interact With an electronic coupon-dispensing 
device located on the store shelf near the product. When the 
user device is Within a pre-selected distance (for example, ten 
feet or less), the shelf device can alert the shopper that a 
coupon is available for selection by ?ashing a light on the 
shelf unit and/ or shoWing a prompt on a display attached to or 
part of the shelf unit. 
[03 02] In at least one variation, the shelf unit contains infor 
mation on a default value of the coupon available for selec 
tion. In another variation, the shelf unit receives a value for the 
coupon from the user device. This step permits the coupon 
issuer the ability to offer a coupon to a device user that is 
different from the default value, With the speci?c user’s cou 
pon value having been previously selected during the coupon 
doWnload process. In turn this personalized coupon value can 
then be displayed at the shelf unit for vieWing by the device 
user. 

[0303] Coupon Redemption Process 
[0304] Consistent With the invention 10 described herein, 
the selected coupons are redeemed through a process at the 
checkout lane of the retail store. There is a device at the 
checkout lane that interacts With the user device, (the “Check 
out Device”) using any of the means supported by the user 
device. The Check-out Device also interacts With the store 
register. In the traditional process of coupon redemption, the 
shopper pays a discounted price and the store receives a 
printed coupon that it submits to the coupon issuer or a third 
party coupon redemption aggregator for payment of the face 
value of the coupon plus a handling fee. In the process 
described here, hoWever, the store receives full payment for 










