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Embodiments provide a surveillance system having at least 
(21) Appl, No.1 12/606,533 one camera adapted to produce an IP signal, the at least one 

camera having an image collection device con?gured for 
(22) Filed: Oct. 27, 2009 collecting image data, the at least one camera having at least 

one facial processor con?gured to execute With digital format 
Related US- Application Data image data at least one facial recognition algorithm, execu 

. . . . tion of the at least one facial recognition algorithm With the 

(63) 132131; ilaggggoigsfggit?g go6'3zoé76l2g’7g2’ ?led on digital format image data detecting faces When present in the 
' ’ ’ ' ' ’ ’ ' digital format image data, execution of the at least one facial 

(60) Provisional application NO_ 60/428,096, ?led on Nov recognition algorithm providing for each detected face at 
21, 2002. least one set of unique facial image data. 
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METHOD FOR INCORPORATING FACIAL 
RECOGNITION TECHNOLOGY IN A 

MULTIMEDIA SURVEILLANCE SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a Continuation of application 
Ser. No. 10/719,792, ?led on Nov. 21, 2002, titled “Method 
for Incorporating Facial Recognition Technology in a Multi 
media Surveillance System”, the entire contents of Which are 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The invention generally relates to use of facial rec 
ognition technology as used in surveillance and access sys 
tems and is speci?cally directed to incorporation of such 
technology in an IP compatible, networked, comprehensive 
multimedia surveillance system. 
[0004] 2. Discussion of the PriorArt 
[0005] My earlier patents and applications have covered 
various aspects of the netWorked multimedia surveillance 
system in detail. My folloWing earlier patents and pending 
applications are incorporated herein by reference: 
Ser. No. 10/192,870 Filing Date: Jul. 10, 2002 

Title: Comprehensive Multi-Media Surveillance and 
Response System for Aircraft, Operations Centers, Airports 
and Other Commercial Transports, Centers and Terminals 

[0006] Ser. No. 08/738,487 Filing Date: Oct. 28, 1996 
US. Pat. No. 5,798,458 Issue Date: Aug. 25, 1998 

Title: Acoustic Catastrophic Event Detection and Data Cap 
ture and Retrieval System for Aircraft 

[0007] Ser. No. 08/745,536 Filing Date: Nov. 12, 1996 
US. Pat. No. 6,009,356 Issue Date: Dec. 28, 1999 

Title: Wireless Transducer Data Capture and Retrieval Sys 
tem for Aircraft 

[0008] Ser. No. 08/815,026 Filing Date: Mar. 14, 1997 
US. Pat. No. 5,943,140 Issue Date: Aug. 24, 1999 

Title: Method and Apparatus for Sending and Receiving Fac 
simile Transmissions Over a Non-Telephonic Transmission 
System 

[0009] Ser. No. 09/143,232 Filing Date: Aug. 28, 1998 

Title: Multifunctional Remote Control System for Audio 
Recording, Capture, Transmission and Playback of Full 
Motion and Still Images 

[0010] Ser. No. 09/257,448 Filing Date: Feb. 25, 1999 

Title: Multi-Casting Communication Protocols for Simulta 
neous Transmission to Multiple Stations 

[0011] Ser. No. 09/257,720 Filing Date: Feb. 25, 1999 
US. Pat. No. 6,392,692 Issue Date: May 21, 2002 

Title: Network Communication Techniques for Security Sur 
veillance and Safety System 

[0012] Ser. No. 09/257,765 Filing Date: Feb. 25, 1999 
US. Pat. No. 6,366,311 Issue Date: Apr. 2, 2002 
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Title: Record and Playback System for Aircraft 

[0013] Ser. No. 09/257,767 Filing Date: Feb. 25, 1999 
US. Pat. No. 6,246,320 Issue Date: Jun. 12, 2001 

Title: Ground Link With On-Board Security Surveillance 
System for Aircraft and Other Commercial Vehicles 

[0014] Ser. No. 09/257/769 Filing Date: Feb. 25, 1999 

Title: Ground Based Security Surveillance System for Air 
craft and Other Commercial Vehicles 

[0015] Ser. No. 09/257,802 Filing Date: Feb. 25, 1999 
US. Pat. No. 6,253,064 Issue Date: Jun. 26, 2001 

Title: Terminal Based Traf?c Management and Security Sur 
veillance System forAircraft and Other Commercial Vehicles 

[0016] Ser. No. 09/593,901 Filing Date Jun. 14, 2000 

Title: Dual Mode Camera 

[0017] Ser. No. 09/594,041 Filing Date: Jun. 14, 2000 

Title: Multimedia Surveillance and Monitoring System 
Including NetWork Con?guration 

[0018] Ser. No. 09/687,713 Filing Date: Oct. 13, 2000 

Title: Apparatus and Method of Collecting and Distributing 
Event Data to Strategic Security Personnel and Response 
Vehicles 

[0019] Ser. No. 09/966,130 Filing Date: Sep. 21, 2001 
Title: Multimedia NetWork Appliances for Security and Sur 
veillance application 
Ser. No. 09/974,337 Filing Date: Oct. 10, 2001 

Title: NetWorked Personal Security System 

[0020] Ser. No. 09/715,783 Filing Date: Nov. 17, 2000 

Title: Multiple Video Display Con?gurations and BandWidth 
Conservation Scheme for Transmitting Video Over a Net 
Work 

[0021] Ser. No. 09/716,141 Filing Date: Nov. 17, 2000 

Title: Method and Apparatus for Distributing DigitiZed 
Streaming Video Over a NetWork 

[0022] Ser. No. 09/725,368 Filing Date: Nov. 29, 2000 

Title: Multiple Video Display Con?gurations and Remote 
Control of Multiple Video Signals Transmitted to a Monitor 
ing Station Over a NetWork 

[0023] Ser. No. 09/853,274 Filing Date: May 11, 2001 

Title: Method and Apparatus for Collecting, Sending, 
Archiving and Retrieving Motion Video and Still Images and 
Noti?cation of Detected Events 

[0024] Ser. No. 09/854,033 Filing Date: May 11, 2001 

Title: Portable, Wireless Monitoring and Control Station for 
Use in Connection With a Multi-Media Surveillance System 
Having Enhanced Noti?cation Functions 

[0025] Ser. No. 09/866,984 Filing Date: May 29, 2001 

Title: Modular Sensor Array 
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[0026] Ser. No. 09/960,126 Filing Date: Sep. 21, 2001 

Title: Method and Apparatus for Interconnectivity BetWeen 
Legacy Security Systems and Networked Multimedia Secu 
rity Surveillance System 

[0027] Ser. No. 10/134,413 Filing Date: Apr. 29, 2002 

Title: Method for Accessing and Controlling a Remote Cam 
era in a Networked System With Multiple User Support Capa 
bility and Integration to Other Sensor Systems 

[0028] Several companies have developed computer algo 
rithms that are capable of producing a “digital signature” 
from video images of people’s faces. These signatures are 
much like a ?ngerprint: they are unique to individuals; they 
are relatively small so they are ef?cient; and, they may be 
used in databases to look up the identity and other data about 
the person. 
[0029] While other types of biometrics, such as iris scan 
ning, are at best or even more accurate than facial recognition 
(Which has a relatively loW error rate; just under 1 percent), 
facial recognition Will probably be accepted more Widely 
because it is not intrusive. Further, it does not require that the 
user push, insert or click on anything. Companies often do not 
need to install anything beyond the neW software because 
most already have cameras in place andpictures of employees 
on ?leimaking it less expensive than iris reading setups. In 
addition, the relatively small siZe of the database for a facial 
pro?le makes it an attractive technology. 
[0030] One example of a currently available facial recog 
nition softWare is the Visionics’ FaceIt system. The FaceIt 
softWare measures a face according to its peaks and valleysi 
such as the tip of the nose, the depth of the eye socketsi 
Which are knoWn as nodal points. A typical human face has 80 
nodal points and precise recognition can be achieved With as 
feW as 14 to 22 utiliZing the FaceIt system. Speci?cally, the 
FaceIt system concentrates on the inner region of the face, 
Which runs from temple to temple and just over the lip, called 
the ‘golden triangle.’ This is the most stable because even if 
facial hair such as a beard is altered, or if the subject changes 
or adds glasses, changes in Weight or ages substantially the 
‘golden triangle’ region tends to not be affected, While places 
such as under chin Would be substantially altered. FaceIt plots 
the relative positions of these points and comes up With a long 
string of numbers, called a faceprint. 
[0031] Visage Technology of Littleton, Mass., has a 
slightly different model. Its softWare compares faces to 128 
archetypes it has on record. Faces are then assigned numbers 
according to hoW they are similar or different from these 
models. The Visage Technology has been utiliZed to date in 
the identi?cation of criminals, for access control, for transac 
tion security and for identity fraud prevention. 
[0032] Most recently, government and aviation of?cials are 
poised to begin using facial recognition systems to scan air 
port terminals for suspected “terrorists. Recently, Visionics 
has teamed up With a domestic airline to demonstrate a con 
ceptual boarding system that Will use FaceIt to facilitate the 
rapid boarding of the airline’s frequent ?yers. 
[0033] In the past, laW enforcement of?cials often have no 
more than a facial image to link a suspect to a particular crime 
or previous event. Up to noW, database searches Were limited 
to textual entries (i.e., name, social security number, birth 
date, etc.), leaving room for error and oversight. By conduct 
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ing searches against facial images, the facial recognition tech 
nology permits rapid revieW of information and quickly gen 
erated results, With the ability to check literally millions of 
records for possible matches, and then automatically and 
reliably verifying the identity of a suspect. 
[0034] The facial recognition technology has several 
advantages over other biometric systems. For example, With 
facial recognition technology a person can be identi?ed at a 
distance or in a croWd. The technology has the capability of 
capturing a face in the ?eld of vieW, extract the face from the 
background data and compare it against a database. 
[0035] The system permits the creation of Watch lists or the 
like. This could include, for example, knoWn shoplifters, 
terrorists or criminals, as Well as frequent customers, VIP’s, 
expected visitors or individuals generally classi?ed as friends 
or foes. The system can be used at airports, casinos, public 
buildings, schools, subWays, colleges, factories, business 
facilities, housing complexes, residences and the like. 
[0036] The system also is useful in transaction modes. Cus 
tomers are used to being veri?ed or being recogniZed by their 
face at retail locations by providing merchants With a driver’s 
license or other form of photo ID. In sharp contrast to today’s 
Widely used signature veri?cation process, Which is highly 
unreliable and cannot be accurately determined by unskilled 
and untrained clerks, face recognition makes veri?cation reli 
able, automatic and fast. In banking, facial recognition tech 
nology can adapt to already installed ATM cameras for rec 
ogniZing and verifying customer identities so the ?nancial 
transaction can be quickly and effortlessly conducted. Such 
technology can replace reliance on alphanumeric PINs to 
identify and authenticate a user. 
[0037] Face recognition is the only biometric that can be 
used in tWo modalitiesilogon and continuous monitoring. 
An example of logon modality is use as a perimeter defense 
mechanism, Where an authoriZed individual gains entry to a 
netWork or session after a one-time logon process. This is the 
typical mode for all biometric systems. In addition, face rec 
ognition supports a continuous monitoring mode Where per 
sons are continuously authenticated for ensuring that at all 
times the individual in front of the computer or handheld 
device continues to be the same authorized person Who 
logged in. 
[0038] Currently available technology focuses on the fol 
loWing aspects of facial recognition: 
[0039] DetectioniWhen the system is attached to a video 
surveillance system, the recognition softWare searches the 
?eld of vieW of a video camera for faces. If there is a face in 
the vieW, it is detected Within a fraction of a second. A multi 
scale algorithm is used to search for faces in loW resolution. 
The system sWitches to a high-resolution search only after a 
head-like shape is detected. 
[0040] AlignmentiOnce a face is detected, the system 
determines the head’s position, siZe and pose to assure that the 
face is appropriately turned toWard the camera for the system 
to register it. 
[0041] NormaliZationiThe image of the head is scaled 
and rotated so that it can be registered and mapped into an 
appropriate siZe and pose. Normalization is performed 
regardless of the head’s location and distance from the cam 
era. 

[0042] RepresentationiThe system translates the facial 
data into a unique code. This coding process alloWs for easier 
comparison of the neWly acquired facial data to stored facial 
data. 
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[0043] MatchingiThe newly acquired facial data is com 
pared to the stored data and linked to at least one stored facial 
representation. 
[0044] The heart of current facial recognition systems is the 
algorithm. This is the mathematical technique the system uses 
to encode faces. The system maps the face and creates a 
faceprint, a unique numerical code for that face. Once the 
system has stored a faceprint, it can compare it to the thou 
sands or millions of faceprints stored in a database. In the 
FaceIt system, each faceprint requires an 84-byte ?le. The 
FaceIt system can match multiple faceprints at a rate of up to 
60 million per minute. As comparisons are made, the system 
assigns a value to the comparison using a scale of 1 to 10. If 
a score is above a predetermined threshold, a match is 
declared. The operator then vieWs the tWo photos that have 
been declared a match to be certain that the computer is 
accurate. 

[0045] As the facial recognition technology develops, 
expanding uses are desirable. A comprehensive, system 
approach incorporating this technology With other legacy, 
digital and IP system architectures is needed. A comprehen 
sive, coordinated approach utilizing this technology With 
knoWn surveillance techniques and With system collection, 
distribution and management techniques Will be required to 
maximize the value of this and other biometric recognition 
technologies. 

SUMMARY OF THE INVENTION 

[0046] The subject invention is directed to the integration 
of facial recognition capability into a multimedia security 
system With IP compatibility for enhancing the collection, 
distribution and management of recognition data by utilizing 
the system’s cameras, databases, monitor stations, and noti 
?cation systems. 
[0047] In its simplest con?guration, a camera vieWs a scene 
of interest, and a processor analyzes the video signals pro 
duced by the camera. The processor performs the steps of: 

[0048] Facial Separation, e.g., locating human faces 
Within the vieWed scene, 

[0049] Facial Signature generation, e.g., deriving a 
unique identifying descriptor for the detected faces, 

[0050] Database Creation, adding said descriptors and 
separated facial image to a comparison database, 

[0051] Database Lookup, matching the captured 
descriptors With previously-captured faces or images 
containing faces or other relevant data, and 

[0052] Generating alarms as appropriate. 
[0053] The basic function of the system can be enhanced by 
dividing the processing function processors. One or more 
processors perform the computationally intensive tasks of 
Facial Separation and Facial Signature generation, While yet 
another processor performs the less demanding task of data 
base pattern matching. This yields improved system econo 
mies and ?exibility. Cameras and Facial Processors may be 
added incrementally to the system as needed, and as is unnec 
essary for each Facial Processor to contain or to access the 
entire ‘reference’ database. 
[0054] In the subject invention, the basic facial recognition 
technology is incorporated into a netWorked surveillance sys 
tem. In the preferred embodiment of the system, at least one 
camera, ideally an IP camera, is provided. This IP camera 
performs additional processing steps to the captured video; 
speci?cally the captured video is digitized, compressed into a 
convenient compressed ?le format, and sent to a netWork 
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protocol stack for subsequent conveyance over a local or Wide 
area netWork. Typical compression schemes include MPEG, 
JPEG, 11.261 or H.263, Wavelet, or a variety of proprietary 
compression schemes. A typical netWork topology is the 
popular Ethernet standard, IEEE 802.3, and may operate at 
speeds from 10 Mb/s to 100 Mb/s. NetWork protocols are 
typically TCP/IP, UDP/IP, and may be Unicast or Multicast as 
dictated by the system requirements. 
[0055] The compressed digital video is transported via 
Local Area NetWork (LAN) or Wide Area NetWork (WAN) to 
a processor Which performs the steps of Facial Separation, 
Facial Signature Generation, and Facial Database Lookup. 
[0056] The utility of the system may be enhanced by the 
increased use of the netWorking techniques of the subject 
invention. In this enhancement, a group of netWorked proces 
sors perform the steps of Facial Separation and Facial Signa 
ture generation. The Facial Processors function as netWork 
resources, and are con?gured to process video from any net 
Worked camera, as required. This improves the ?exibility and 
economics of the system. For example, during periods When 
a particular area is not used, Facial Processors may be 
diverted from analysis of that particular camera to an area of 
higher tra?ic. Also, the Workload of a failed Facial Processor 
may be diverted to a different processor. 

[0057] Other bene?ts arise from this con?guration. For 
example, the Facial Database may be treated as a general 
purpose netWork resource, alloWing a greater number of cam 
eras and Facial Processors to perform Facial Signature look 
ups at any given time. Moreover, the digital IP surveillance 
netWork is often part of a larger “netWork of netWorks”, thus 
alloWing the Facial. Database to be consulted by devices on a 
different netWork. This is useful in cases Where different 
organizations may have compiled different Facial Databases. 
For example, an airport may maintain a database of the Facial 
Signatures of all current employees, as Well as of past 
employees. A laW enforcement organization may maintain a 
separate database of knoWn offenders, and an Intelligence 
organization may maintain a current database of foreign 
nationals of interest. In the depicted netWorked environment, 
the Facial Processors may consult several different Facial 
Databases, across the LAN or WAN. 

[0058] An additional bene?t arises from the fact that IP 
surveillance systems often maintain an archive of stored 
video or images. Since this archive is generally available on 
the netWork, it is possible to use the system to search for faces 
in archived images, during event reconstruction. In the pre 
ferred embodiment the IP surveillance netWork stores cap 
tured images or video in an Image Database. Often, these 
images are captured only When the associated camera has 
detected motion Within its ?eld-of-vieW, thus reducing the 
storage requirements of the image archive platform. Since the 
Image Database is a generally-available netWork resource, it 
is thus possible to perform the Facial Processing on these 
stored images as Well as on live camera video. 

[0059] For example, the Facial Processors and Facial Data 
base detect the presence of a person of interest in some live 
scene. Using the image archive, it is possible to track the 
person’s movements backWard in time, thus re-constructing 
the person’s movements through a facility. It is additionally 
possible, for example, to note Whether the person-of-interest 
may have made contact With other people Within the area 
being monitored. The system may then, upon command, 
derive a Facial Signature from that ‘neW’ person’s image, and 
add that neW Facial Signature to the Facial Database. Histori 
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cal analysis of the ‘new’ person’s movements through the 
facility may then be performed, or the real-time location and 
movements of the ‘neW’ person may be tracked. 
[0060] The Facial Database and the Image Archive may be 
tWo distinct platforms, both resident on the LAN or WAN, or 
Where desired both functions may be resident on the same 
physical platform. 
[0061] In a further enhancement of the invention, the IP 
cameras include additional processing resources, and are 
thereby capable of performing the Facial Processing inter 
nally. The separate Facial Processors of the previous example 
are thereby eliminated. This approach alloWs improvement of 
the storage ef?ciency of the Image Database since images 
may, if desired, only be stored in the Image Archive if a face 
is recogniZed by one of the cameras, or if a particular prede 
termined face is detected by the Facial Database. 
[0062] My previous applications and patents as listed above 
and as incorporated by reference herein describe a surveil 
lance system Wherein the IP cameras may produce multiple 
video streams as the system requirements may dictate. For 
example, the IP cameras may produce several motion MPEG 
video streams With different bandWidths (for different audi 
ences), and may additionally produce a high-resolution still 
frame JPEG image for storage in an image database. The 
system may utiliZe any of these video streams for facial 
recognition. Since the cameras are IP-based, their motion 
video and still frame video streams are generally available 
upon demand throughout the netWork, and either type of 
video may be used to drive the Facial Recognition system. 
The still frame images have the advantage of greater resolu 
tion, but may be generated less frequently. Motion video 
sources may produce useful images more often, but at a 
reduced resolution. This reduced resolution decreases the 
accuracy of the Facial Recognition process. 
[0063] Prior disclosures have additionally described the 
use of Multicast protocols to support the one-camera-to 
many-vieWers nature of the surveillance system Without 
duplicating netWork tra?ic. This Multicast netWork protocol 
lends itself Well to the present invention. Speci?cally, the 
Facial Processor is another ‘vieWer’ on the netWork and no 
additional netWork traf?c need be generated for it. Previous 
disclosures have described the use of Multicast protocol to 
convey the motion video, and Unicast protocols to convey the 
still-frame images to the image database. In the present inven 
tion, the still-frame images may also be conveyed over the 
netWork as Multicast data, since there is more than one recipi 
ent of the still images. 
[0064] The subject invention is directed to the overall inte 
gration of the Facial Recognition technology With the IP 
camera netWork. IP cameras produce a variety of real-time 
data streams. Motion video may be compressed into tWo 
simultaneous transport streams, such as a loW-resolution 
QSIF stream and a higher-resolution SIF stream. (SIF is nor 
mally 352x288 resolution, and QSIF is normally 176x144 
resolution.) 
[0065] Audio may be captured, digitiZed into a loW-bit-rate 
stream for transport over the netWork. In addition, the still 
frame images may be captured at a high resolution, say 704x 
480, and compressed into image ?les suf?ciently small as to 
meet system requirements. As previously described, these 
still-frame compressed image ?les may be conveyed by the 
netWork as a Multicast stream, or as a pair of Unicast streams. 

[0066] Monitor stations are con?gured to display the 
scenes captured by one or more of the netWorked video cam 
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eras. The monitor station may display one or multiple cam 
eras. To conserve system bandWidth and the monitor station 
processing capacity, larger arrays display the loW-resolution 
QSIF streams, While the single-camera array displays the 
selected camera’s SIF output. The system also supports Wire 
less monitor stations, typically used by guards or other laW 
enforcement personnel Who require mobility. 
[0067] An image server receives and stores still-frame 
images produced by the cameras for subsequent retrieval and 
analysis. These still-frame images are ordinarily produced 
only When the associated camera has detected motion Within 
its ?eld-of-vieW. The server may additionally be con?gured to 
store motion video streams upon detection of motion Within 
its ?eld-of-vieW. A facial database processor contains a stored 
database of the Facial Signatures and associated “mugshots” 
of some previously-de?ned persons. A facial processor 
detects faces Within a selected camera’s captured video, and 
subsequently derives unique Facial Signatures from the 
detected faces. Facial Signatures thus detected are forWarded 
to the Facial Database for correlation With a previously stored 
‘library’ of facial mugshots, associated Facial Signatures, and 
database images in Which the current Facial Signature Was 
previously detected. 
[0068] In one con?guration of the invention an Image Data 
base stores captured still images from the various IP cameras 
Within the netWork. Each captured image is stored in some 
predetermined location Within the server’s ?le system. Each 
such image is represented by a unique Image ID number, 
maintained in a database ?le. Within the ?le, each record 
contains the Image ID number, as Well as related data such as 
the date and time the image Was taken, physical location 
Where the image Was taken, Which camera captured the 
image, a fully-quali?ed URL describing Where the image is 
located, and any Facial Signatures Which Were detected 
Within the image. 
[0069] In a typical structure for the Facial Signature Data 
base, each unique Facial Signature ?le contains the Facial 
Signature data, the subject’s name if knoWn, age, Weight, 
aliases if any, URL of a mugshot or separated facial image, 
URL of a biographical ?le if any, and image ID numbers of 
any Image Database records Which contain the current Facial 
Signature. 
[0070] There are several primary objectives of the inven 
tion, directed to the folloWing activities: (1) identifying and 
looking for suspicious person; (2) providing access control; 
(3) attendance taking and veri?cation; (4) identi?cation and 
veri?cation of friend or foe; (5) automated signaling upon 
veri?cation of an issue; (6) management and distribution of 
the data; and (7) interconnectivity With other facial recogni 
tion databases and With other surveillance systems and equip 
ment. 

[0071] It is, therefore, an object and feature of the invention 
to integrate facial recognition technology With other surveil 
lance technology for de?ning an enhanced multi-media sur 
veillance capability. 
[0072] It is also an object and feature of the subject inven 
tion to provide improved facial recognition capability by 
utiliZing high resolution digital camera technology to capture 
the image. 
[0073] It is another object and feature of the subject inven 
tion to provide interconnectivity betWeen facial recognition 
systems and other surveillance systems. 
























