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(57) ABSTRACT 
A method for controlling access to a massively multi-player, 
online role-playing game begins by presenting a Web page to 

(21) App1_ NO; 10/572,230 a ?rst user. The Web page receives a parameter for controlling 
access of a second user to a massively multi-player, online 

(22) PCT Filed; Sq), 17, 2004 role-playing game. The received parameter is transmitted to a 
database server, Which stores the received parameter in a 

(86) PCT No.1 PCT/US2004/030411 database record associated With the second user. A game 
server receives a connection request from the second user and 

§ 371(c)(1), controls access of the second user to the massively multi 
(2), (4) Date; Nov, 9, 2006 player, online role-playing game using the stored parameter. 
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SYSTEM AND METHOD FOR CONTROLLING 
ACCESS TO A MASSIVELY MULTIPLAYER 

ON-LINE ROLE-PLAYING GAME 

FIELD OF INVENTION 

[0001] This invention relates generally to multiplayer com 
puter games, and in particular, to methods for limiting access 
to a massively multiplayer on-line role- playing game. 

BACKGROUND 

[0002] A massively multiplayer game (“MMP”) is a com 
puter game played by a large number of users through a 
communications network, Which can be a local area netWork 
(e.g., Ethernet), a medium-area netWork (e. g., an intranet), or 
a Wide-area netWork (e.g., the Internet). In addition, the com 
munications netWork can be a Wireless netWork, a cellular 
netWork or any other system Which facilitates the transmis 
sion of data. In MMPs, humans and their avatars Within the 
game (“players”) are free to interact With otherplayers as Well 
as autonomous “non-player characters” Which inhabit and are 
part of the game. Early examples of MMPs include games 
such as Ultima Online, EverQuest, and CrossGate. 

[0003] Most MMPs are fantasy role-playing games 
(“RPGs”) Which take place Within a mythical or mystical 
World. Most MMPs appear timeless, in that from the player’s 
perspective they have no beginning and no end. NeW players 
can join a game in progress at any time, and do not need to 
Wait for the start of a neW game. In addition, many MMPs do 
not even de?ne an absolute game endpoint, making the end of 
a game a logical impossibility. Thus, once a game has started, 
it can continue inde?nitely. The players of that MMP are 
thereby involved in a continuing storyline akin to life Within 
the real World. MMPs alloW players to develop their avatars, 
form personal relationships With other players, and to enjoy 
social interaction through the reality of the game. 

[0004] Unfortunately, the ongoing, immersive nature of 
massively multiplayer on-line role playing games (MMOR 
PGs) causes many players to spend large amounts of time 
engaged in active game play. The reasons for this are mani 
fold. Some players may fear missing an important develop 
ment in the game. Others may play constantly in order to 
further develop their character and develop their characters 
more rapidly than other players of the game. 

[0005] A second problem associated With MMORPGs is 
that the “World” in Which play take place is a virtual one that 
is not easily monitored by supervising individuals. For 
example, in the case of minors, a parent or guardian has no 
Way of knoWing When or for hoW long the player has played 
the game, nor can a parent or guardian ensure that the minor 
does not engage in objectionable behavior While playing the 
game. 

[0006] Accordingly, neW methods are needed to control 
access of players to MMORPGs and to monitor their usage of 
the game. 

SUMMARY OF THE INVENTION 

[0007] The present invention provides systems and meth 
ods for controlling access to a MMORPG that can be con?g 
ured to control access at certain times or for certain periods of 
time. It also provides a convenient Way for a supervising user 
to revieW the behavior of a player Without requiring the super 
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vising user to continually monitor the action of the player. In 
some embodiments, the systems and methods disclosed may 
be used by a player of the MMORPG to self-regulate involve 
ment in the game. 

[0008] In one aspect, the present invention relates to a 
method for controlling access to a MMORPG. A Web page or 
other suitable interface, such as an in-game or mobile device 
interface, may be presented to a supervising user. The super 
vising user provides one or more parameters for controlling 
the access of a player to the game. The parameters may be 
transmitted via an intermediary system or server. The 
received parameter is transmitted to a database Where it is 
stored in a database record associated With the player. When 
a connection request is received at a game server, the param 
eters stored in the database control the player’s access to the 
game. 

[0009] In another aspect, the present invention relates to an 
article of manufacture embodying computer-readable pro 
gram means for controlling access to a MMORPG. The com 

puter-readable program means presents a Web page or other 
suitable interface, such as an in-game or mobile device inter 
face, to a supervising user. The computer-readable program 
means receives one or more parameters for controlling the 
access of a player to the game and transmits the one or more 
parameters to a database for storage in a database record 
associated With the player. The parameters may be transmit 
ted via an intermediary system or server. When a connection 
request is received at a game server, the computer-readable 
program means retrieves parameters stored in the database 
and controls the player’s access to the game responsive to the 
retrieved parameters. The connection requests may be inter 
cepted by an intermediary system or server before they reach 
the game server. 

[0010] In still another aspect, the present invention relates 
to a system for controlling access to a massively multi-player, 
online role-playing game. The system includes a Web server, 
a database server in communication With the Web server, and 
a game server in communication With both the Web server and 
the database server. In some embodiments other intermediary 
systems may be provided. The Web server presents a user 
interface to a supervising user and receives from the super 
vising user a parameter for controlling access to the game of 
a player. In some embodiments, other suitable interfaces, 
such as an in-game or mobile device interface, are used to 
help control access. The database server receives from the 
Web server the parameter for controlling access of the player 
to the game and stores the parameter in a database record 
associated With the player. In other embodiments, the Web 
server communicates With the database server through an 
intermediary server. The game server receives a connection 
request from the player and prohibits access to the game 
responsive to data received from the database server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] These and other aspects of this invention Will be 
readily apparent from the detailed description beloW and the 
appended draWings, Which are meant to illustrate and not to 
limit the invention, and in Which: 

[0012] FIG. 1 is a block diagram shoWing a distributed 
computer system in accordance With one embodiment of the 
present invention; 
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[0013] FIG. 2 is a block diagram of an embodiment of a 
computer useful in connection With the present invention; 

[0014] FIG. 3 is a block diagram showing one embodiment 
of a distributed system in Which a computer is used to set 
parameters controlling access to the game; 

[0015] FIGS. 4-5D are screenshots shoWing an embodi 
ment of a screen used to collect parameter data for controlling 
access to the game; and 

[0016] FIG. 6 is a ?owchart depicting one embodiment of 
the steps taken by a game server utiliZing gameplay param 
eters supplied by a database server. 

DETAILED DESCRIPTION 

[0017] While the content and nature of MMPs is the key to 
their Widespread success, it is important to understand the 
technological underpinnings of a typical MMP. Although it is 
possible to host andplay a computer game, and even an MMP, 
on a single computer, it is not preferred for MMPs. FIG. 1 
illustrates a distributed computer system 100 in accordance 
With one embodiment of the present invention. The system 
100 includes a server platform 102 and one or more client 

systems 112, 114, 116, 118 communicating via a communi 
cations netWork 110. In the embodiment depicted in FIG. 1, 
the server platform 102 includes a plurality of individual 
servers 104, 106, 108. In other embodiments the server plat 
form 102 may comprise a single server. The number of clients 
is virtually limitless, constrained only by the physical char 
acteristics of the server platform 102, and the communica 
tions netWork 110 connecting the tWo. The topology of the 
netWork 110 over Which the client nodes 112, 114, 116, 118 
communicate With the server platform 102 may be a bus, star, 
or ring topology. The netWork 110 can be a local area netWork 
(LAN) such as Ethernet, a metropolitan area netWork (MAN) 
such as an intranet, or a Wide area netWork (WAN) such as the 
Internet. In other embodiments, the communications netWork 
110 could include, Without limitation, a Wireless netWork, a 
cellular netWork or any other system Which facilitates the 
transmission of data. Each client 112, 114, 116, 118 has an 
associated communications link (or session) With one or more 
ofthe servers 104, 106, 108. As shoWn in FIG. 1, client 1 112 
could communicate With server A 104 via communications 
link 122. Similarly, client 2 114 could communicate With 
server B 106 via communications link 124. As shoWn in FIG. 
1, the communications netWork 110 may be a dedicated net 
Work or a shared netWork such as the Internet. As Will be 
appreciated, the system 100 is a distributed virtual environ 
ment tailored to facilitate MMPs. 

[0018] The client systems 112, 114, 116, 118 and servers 
104, 106, 108 can connect to the netWork 110 through a 
variety of connections including standard telephone lines, 
LAN or WAN links (e.g., T1, T3, 56 kb, X.25), broadband 
connections (ISDN, Frame Relay, ATM), and Wireless con 
nections. Connections can be established using a variety of 
communication protocols (e.g., TCP/IP, IPX, SPX, NetBIOS, 
Ethernet, ARCNET, Fiber Distributed Data Interface (FDDI), 
RS232, IEEE 802.11, IEEE 802.11a, and direct asynchro 
nous connections). Other client nodes and server nodes (not 
shoWn) may also be connected to the netWork 110. In other 
embodiments, client systems may connect to servers using 
separate, distinct netWorks. 

[0019] Each client 112, 114, 116, 118 is generally respon 
sible for displaying interacting objects (other players, terrain, 
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non-player characters, etc.), displaying the game’s interface, 
processing a player’s inputs, playing music and sounds, and 
performing other CPU or bandWidth intensive operations. 
The client nodes 112, 114,116, 118 canbe any device capable 
of displaying video, audio or tactile game content and receiv 
ing user input for game interaction. Client nodes 112, 114, 
116, 118 may be personal computers, WindoWs-based termi 
nals, netWork computers, information appliances, palmtop 
computers (such as the Series 7 by Psion PLC), X-devices, 
Workstations, mini computers, personal digital assistants 
(such as the Tungsten C by Palm Inc.), portable digital hand 
held game systems (such as the Gameboy Advance by Nin 
tendo of America Inc.), game consoles (such as the Play 
Station 2 by Sony Corporation of America), or cellular tele 
phones (such as the Motorola Inc. A388c). 

[0020] For embodiments in Which the client 112, 114, 116, 
118 is a personal computer, the client may be constructed 
around the Pentium family of processors manufactured by 
Intel Corp. of Mountain VieW, Calif., Which includes the 
Pentium, Pentium II XEON, Celeron, and Pentium III micro 
processors, the PoWer PC line of processors manufactured by 
Motorola Corp. of Schaumburg, 111., or the Crusoe line of 
processors manufactured by TransMeta Corp. of Santa Clara, 
Calif. In these embodiments, the client nodes 112, 114, 116, 
118 can operate under the control of a variety of operating 
systems including, but not limited to, WINDOWS 3 .X, WIN 
DOWS 95, WINDOWS 98, WINDOWS 2000, WINDOWS 
NT 3.51, WINDOWS NT 4.0, WINDOWS CE, and WIN 
DOWS XP, all of Which are manufactured by Microsoft Cor 
poration of Redmond, Wash., MacOS, manufactured by 
Apple Computer of Cupertino, Calif Java, UNIX, or Linux. 

[0021] In other embodiments, the client 112, 114,116, 118 
may have different processors, operating systems, and input 
devices consistent With the device. For example, in one 
embodiment the client node is a Zire 71 personal digital 
assistant manufactured by Palm, Inc. of Santa Clara, Calif. In 
this embodiment, the Zire 71 operates under the control of the 
PalmOS operating system and includes a stylus input device 
as Well as a ?ve-Way navigator device. 

[0022] Each of the servers 104, 106, 108 generally coordi 
nates communication, database storage, and overall control 
and administration of the game. The servers 104, 106, 108 
generally maintain state information and coordinate client 
interaction With various objects in a virtual environment, 
including but not limited to other clients, vehicles, arti?cial 
intelligence, terrain, music and sound. Each server 104, 106, 
108 provides additional functions, such as security, recording 
game goals and scoring and tracking each player’s advance 
ment toWards those goals. The server nodes 104, 106, 108 can 
be any computing device that stores ?les representing game 
elements and capable of receiving and processing game input. 
The servers 104, 106, 108 can be provided as a group ofserver 
systems logically acting as a single server system, referred to 
herein as a server farm. In one embodiment, the servers 104, 
106, 108 are a multi-user server system supporting multiple 
concurrently active client connections. Servers 104, 106, 108 
may be computers based on the Pentium family of processors 
manufactured by Intel Corp. of Mountain VieW, Calif., Which 
includes the Pentium, Pentium II XEON, Celeron, and Pen 
tium III microprocessors, the PoWer PC line of processors 
manufactured by Motorola Corp. of Schaumburg, 111., or the 
Crusoe line of processors manufactured by TransMeta Corp. 
of Santa Clara, Calif. The servers 104, 106, 108 may operate 
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under the control of a variety of operating systems including, 
but not limited to, WINDOWS 3.x, WINDOWS 95, WIN 
DOWS 98, WINDOWS 2000, WINDOWS NT 3.51, WIN 
DOWS NT 4.0, WINDOWS CE, and WINDOWS XP, all of 
Which are manufactured by Microsoft Corporation of Red 
mond, Wash., MacOS, manufactured by Apple Computer of 
Cupertino, Calif., Java, UNIX, or Linux. 

[0023] FIG. 2 depicts a block diagram of a typical computer 
200 that may be used as a client 112, 114, 116, 118 or server 
104, 106, 108. As shoWn in FIG. 2, the computer 200 includes 
a central processor 210, a main memory unit 220 for tempo 
rarily storing programs and/ or data, an input/output (I/ O) 
controller 230, a display device 240, and a data bus 250 
coupling these components to alloW them to communication 
With each other. The data bus 250 may be a VESA bus, a 
VESA VL bus, an ISA bus, an EISA bus, a PCI bus, a NuBus, 
or a MicroChannel Architecture bus. In some embodiments, 
the display device 240 communicates With the data bus 250 
via a video card (not shoWn), such as the Radeon 7000 Mac 
Edition PCI video card, manufactured by ATI Technologies 
of Santa Clara, Calif. The main memory unit 220 may include 
both random access memory (RAM) and read only memory 
(ROM) chips. The computer 200 typically also has one or 
more input/ output devices, such as a keyboard 260, a mouse 
265, or a game controller 270 connected to the I/ O controller 
230. In some embodiments, the computer 200 includes dedi 
cated circuitry for producing sound, such as a “sound car ” 
(not shoWn). In some of these embodiments the sound card is 
controlled by the I/O controller 230. In other of these embodi 
ments, the sound card interfaces directly to system bus 250. 

[0024] As shoWn in FIG. 2, the computer 200 typically also 
has a hard disk drive 280. The computer may optionally 
provide other storage devices (not shoWn in FIG. 2) such as a 
?oppy disk drive for receiving ?oppy disks such as 3.5 -inch or 
5.25-inch disks, a CD-ROM drive, a CD-R drive, a CD-RW 
drive, a DVD-ROM drive, or tape drives of various formats. In 
still other embodiments, the computer 200 may provide USB 
connections to receive handheld USB storage devices such as 
the USB Flash Drive line of devices manufactured by TWin 
tech Industry, Inc. of Los Alamitos, Calif. 

[0025] Referring noW to FIG. 3, an administration client 
300 is used to connect to an administration server 310 via a 
second communications netWork 110'. In some embodi 
ments, the administration client 300 may be one of the clients 
112, 114, 116, 118 used for enjoyment of the game. In still 
other embodiments, the administration client 300 may be a 
personal computer, a WindoWs-based terminal, netWork com 
puter, information appliance, palmtop computer, X-device, 
Workstation, mini computer, personal digital assistant, por 
table digital handheld game, or game console not typically 
used for enjoying the game, or it may be a cellular telephone 
or line-based telephone. The administration server 310 may 
be one of the servers included in the server platform 102. In 
other embodiments, such as the one shoWn in FIG. 3, the 
administration server 310 is separate from, but in communi 
cation With, the server platform 102 via a third communica 
tions netWork 110". The administration server 310 includes a 
database, shoWn as 320 in FIG. 3. The database 320 may be a 
relational database, such as MicroStrategy 7i, manufactured 
by MicroStrategy, Inc. of McLean, Va. or Transformation 
Server, manufactured by DataMirror Corporation of Toronto, 
Canada. In other embodiments, the database 320 may be 
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provided as a ?at-?le database, such as JET, manufactured by 
Microsoft Corporation of Redmond, Wash. 

[0026] The second communications netWork 110' may be a 
different portion of the same public netWork that the clients 
112, 114, 116, 118 use to connect to the server platform 102. 
In other embodiments, the second communications netWork 
110' is physically separate from communications netWork 
110. For embodiments in Which the administration client 300 
is a personal computer, a WindoWs-based terminal, netWork 
computer, information appliance, palmtop computer, X-de 
vice, Workstation, mini computer, personal digital assistant, 
portable digital handheld game, or game console, the com 
munications netWork 110' may be provided as a packet 
sWitched netWork such as the Internet. In some of these 
embodiments the administration client 300 may communi 
cate With the server platform 102 the Point-to-Point ( PPP) 
communications protocol or the Serial Line Internet Protocol 

(SLIP). 
[0027] For embodiments in Which the administration client 
300 is a cellular telephone it may communicate With the 
server platform via the Wireless Access Protocol (WAP) or 
i-Mode. For embodiments in Which the administration client 
300 is a telephone, the communication netWork 100' may use 
plain old telephone service (POTS). 

[0028] The third communications netWork 110" may be a 
different portion of the same public netWork that the clients 
112, 114, 116, 118 use to connect to the server platform 102. 
In other embodiments, the third communications netWork 
110" is physically separate from communications netWork 
110. In other embodiments, the third communications net 
Work 110" is part of the second communications netWork 
110', both of Which are separate from communications net 
Work 100. In still other embodiments, the third communica 
tions netWork 110", the second communications netWork 
110', and the communications netWork 110 are all part of the 
same netWork. 

[0029] FIG. 4 depicts one embodiment of a screen shot 
presented to a user of the administration client 300 (referred 
to as a “supervising user”) upon connection and proper 
authentication to the administration server 310. Although 
shoWn in FIG. 4 as a separate client, the administration client 
can be any client system 112,114,116,118 used by aproperly 
authenticated user. The supervising user may authenticate 
herself to the administration server 310 using any one of a 
number of Well-knoWn techniques including, but not limited 
to, passWords, passpbrases, certi?cates, token-based tech 
niques, public key techniques, or biometric techniques. 

[0030] FIG. 4 depicts a screen shot embodiment in Which 
the administration client 300 communicates With the admin 
istration server 310 With the aid of a broWser program, such as 
INTERNET EXPLORER, manufactured by Microsoft Cor 
poration of Redmond, Wash. or SAFARI, manufactured by 
Apple Computer, of Cupertino, Calif. In other embodiments, 
the administration client 300 may not require a broWser pro 
gram to communicate With the administration server 3 1 0. For 
example, the administration server 310 may execute a tradi 
tional client-server program in Which the application executes 
on the administration server 310 and application output is 
transmitted to the administration client 300 using a presenta 
tion-level protocol such as X-WindoWs. In other embodi 
ments, the administration client 3 00 is an application program 
that is speci?cally Written to execute on the client system 112, 
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114, 116, 118. In still other embodiments, as noted above, the 
administration client 300 may be a cellular telephone or stan 
dard telephone. In these embodiments, the administration 
server 310 may communicate With the administration client 
300 using a voice menu instead of a screen of visual data. 

[0031] Once the supervising user has authenticated herself, 
selected the game-playing user for Which she Wishes to enter 
account parameters, and the administration server 310 has 
veri?ed that the supervising user has the right to change the 
account parameters for that particular game-playing user, the 
administration server 310 provides a number of dialog boxes 
for setting parameters associated With the game-playing 
user’s account. In the embodiment shoWn in FIG. 4, ?ve 
dialog boxes are present: a Game Time-Out dialog 410, a 
Parental Noti?cations dialog 420, a History dialog 430, a 
Chat Logging dialog 440, and a Restrictions dialog 450. The 
dialog boxes 410, 420, 430, 440, 450 can be implemented as 
HTML code Within an HTML page describing the screen 400. 
Alternatively, each dialog box may be implemented as an 
ActiveX control or JAVA applet. In still other embodiments 
the dialog boxes 410, 420, 430, 440, 450 may be created by 
application code speci?cally Written to execute on the target 
client device. 

[0032] The Game Time-Out dialog 410 alloWs a user to 
specify the maximum length of time for a single game ses 
sion. A user clicks the Time-Out button 412 to specify param 
eters for this control. FIG. 5A depicts an embodiment of a 
page 510 delivered to the administration client 300 When the 
Time-Out button 412 is clicked. In the embodiment shoWn in 
FIG. 5A, the page includes a pull-doWn menu 512 alloWing 
one of multiple time-out lengths to be selected. In other 
embodiments, the time-out length may be selected using 
radio buttons. Alternatively, the time-out length may be pro 
vided by the supervising user in a blank ?eld. Upon selection 
or entry of a time-out length, the time-out length is transmit 
ted to the administration server 310, Which stores it in a 
database record corresponding to the player’s account. 

[0033] In other embodiments, the page 510 may include a 
control for immediately logging a game-playing user out of 
the game. In these embodiments, activation of that control 
causes a message to be sent to the server platform 102 to 
terminate the session associated With the identi?ed player. In 
still other embodiments, the page 510 may include a control 
for locking the player’s account. In these embodiments, a 
locked account prevents a player from accessing the game 
until the account is unlocked. 

[0034] Referring again to FIG. 4, the Parental Noti?cations 
dialog 420 displays information to a supervising user relating 
to the behavior of the identi?ed player. In the embodiment 
shoWn in FIG. 4, the Parental Noti?cations dialog 420 
includes summary information 422 regarding the mo st recent 
behavior events that have occurred. Although the embodi 
ment shoWn in FIG. 4 relates to negative behavioral events, 
positive behavior events, such as achievement of goals in the 
game, may also be displayed. The depicted embodiment of 
the Parental Noti?cations dialog 420 also includes a “View 
All” button 424. Clicking the “View All” button 424 causes a 
message to be sent to the administration server 310. In 
response to the message, the administration server 310 que 
ries the database 320 for a complete list of behavior events for 
the speci?ed player. In HTML embodiments, the administra 
tion server 310 responds With an HTML page of the sort 
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depicted in FIG. 5B. As shoWn in FIG. 5B, the Parental 
Noti?cations page 520 includes additional information 
regarding the behavior event 522, the start time of any disci 
pline imposed 524, the end time of any discipline imposed 
526, Whether the player appealed the discipline 528 and the 
status of the appeal 529. As shoWn in FIG. 5B, multiple 
Parental Noti?cation pages 520 may be required. 

[0035] In other embodiments, the Parental Noti?cations 
dialog box 420 may include a control alloWing the supervis 
ing user to request a copy of each parental control noti?cation 
by email or SMS message as it occurs. In still other embodi 
ments, the Parental Noti?cations dialog box 420 may include 
a ?eld for entering a limit on the number of negative parental 
noti?cations that may be received. In these embodiments, 
When the number of negative parental noti?cations exceeds 
the entered limit, the player’s account is locked. In still others 
of these embodiments, the supervising user may specify a 
time period during Which, if the number of negative parental 
controls received exceeds the limit, the player’s account is 
locked. 

[0036] The Gameplay History dialog box 430 provides 
information to the supervising user concerning gameplay 
statistics for the player’s account. In the depicted embodi 
ment, the history for a single day is listed in detail box 432. As 
shoWn in the depicted embodiment, the detail box includes 
the date, the total amount of time spent playing the game by 
the player, and the earliest and latest time during the day that 
the player Was active. The embodiment depicted in FIG. 4 
includes a check box for requesting Weekly summaries of the 
player’s activity. The requested summaries may be sent to the 
supervising user by email or as an SMS message. The 
depicted embodiment also includes a “VieW More” button 
436. Clicking the “VieW More” button 436 causes a message 
to be sent to the administration server 310. In response to the 
transmitted message, the administration server 310 queries 
the database 320 to compile statistics concerning the game 
play history of the speci?ed user. In HTML embodiment, an 
HTML ?le of the sort depicted in FIG. 5C is displayed to the 
supervising user. 

[0037] The embodiment of a Gameplay History screen 530 
depicted in FIG. 5C includes a pull-doWn menu 532 alloWing 
the supervising user to specify the number of days for Which 
gameplay statistics are requested. In other embodiments, the 
history value may be selected using radio buttons. Altema 
tively, history value may be provided by the supervising user 
in a blank ?eld. Upon selection or entry of a history value, it 
is transmitted to the administration server 310, Which queries 
the database 320 to retrieve the appropriate number of values 
from concerning the speci?ed user’s gameplay history. Also 
included in the embodiment of a Gameplay History page 530 
as shoWn in FIG. 5C is a table 534 that includes the total 
number of hours spent playing the game and the last login 
time for each day. 

[0038] A Well-knoWn feature of online games is the ability 
to “chat” With other players of the game. A player types text 
into a text ?eld that is transmitted to another player. The 
transmitted text appears on the other player’s screen. The 
Chat Logging dialog 440 enables or disables storage of 
“chats.” When a supervising user clicks the “On” button 442 
in the Chat Logging dialog box 440, that selection is trans 
mitted to the administration server 310, Which stores the 
parameter in a database record corresponding to the game 
playing user’s account. 
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[0039] The Restrictions dialog 450 allows a supervising 
user to set parameters controlling speci?c times and durations 
for which a player will be allowed to play the game. In the 
embodiment shown in FIG. 4, a supervising user may set the 
amount of time per week a player may play the game or may 
control the speci?c times during the week that a player may 
play. Clicking the “Edit” button 452 causes a message to be 
sent to the administration server 310. In HTML embodi 
ments, the administration server 310 responds with an HTML 
page 550 of the sort depicted in FIG. 5D. In the embodiment 
shown in FIG. 5D, a “Game Time Calendar” page 550 is 
displayed to the supervising user. The page 550 includes a 
pull-down menu 552 allowing a supervising user to select the 
amount of time per week a player may play the game. The 
page 550 also includes a calendar that allows a supervising 
user to specify blocks of time during which a player may play 
the game and blocks of time during which a player may not 
play the game. In some embodiments, selection of a block of 
time is accomplished by clicking on the rectangle represent 
ing the time period. For example, in the embodiment depicted 
in FIG. 5D, a supervising user may enable playing Sunday 
nights from 9:00 PM to 10:00 PM by clicking rectangle 558. 
Similarly, in the depicted embodiment, a supervising user 
may disable playing Saturdays from 1 1 :00 PM to midnight by 
clicking rectangle 560. 
[0040] The embodiment depicted in FIG. 5D also includes 
a “Weekdays” column 562 and a “Weekends” column 564. 
These columns allow a playing to be enabled or disabled 
uniformly across Monday through Friday or Saturday and 
Sunday, respectively. Once a supervising user has speci?ed a 
total amount of time game play is allowed and speci?c time 
periods during which game play is allowed, the supervising 
user clicks the “Submit” button 556 to transfer the parameters 
to the administration server 510. The administration server 
310 stores the transmitted parameters in a database record 
associated with the player. 

[0041] Referring now to FIG. 6, a ?owchart showing one 
embodiment of the steps taken by the server platform 102 
when a user logs into the game is shown. The user authenti 
cates herself to the server platform 102 (step 602). Once 
authenticated, the server platform 102 requests gameplay 
parameters from the administration server 320 (step 604). 
Upon receipt of the player’s gameplay parameters, the server 
platform 102 determines whether the user is prohibited from 
logging into the game by comparing the current date and time 
to information entered via the Gameplay Calendar 562 (step 
606). In other embodiments, the server platform 102 checks 
whether the user has been explicitly banned by game admin 
istrators or by supervising users. If play is not allowed at the 
current date and time the player’s session is terminated (step 
608). Otherwise, the serverplatform 102 checks the total time 
played by the player during this period and compares it to the 
limit entered in the Restrictions pull-down menu 552 (step 
610). If the player has exceeded her time allotment for the 
current period, the server platform 102 terminates her session 
(step 608). Otherwise, the server platform 102 checks the 
player’s parameters to determine if chat logging has been 
enabled (step 612). If so, the server platform 102 transmits a 
message to the player’s client to log all chat activity (step 614) 
and play begins. Otherwise, play begins without chat logging. 
The server platform 102 activates a timer during gameplay to 
track the amount of time played by the user. During gameplay 
the user may voluntarily logout (step 618). During active 
gameplay, the server platform 102 periodically checks the 
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amount of time spent by the user to determine if the user has 
exceeded her allotted time or to determine if the user has 
entered a time period for which play is prohibited (step 620). 
If this occurs, the server platformlO2 terminates the player’s 
game session. 

[0042] Still referring to FIG. 6 and in more detail, the player 
authenticates herself to the server platform 102 (step 602). 
The player may authenticate herself to the server platform 
102 using any one of a number of well-known techniques 
including, but not limited to, passwords, passphrases, certi? 
cates, public key techniques, or biometric techniques. 

[0043] Once the player is properly authenticated, the server 
platform 102 requests gameplay parameters for the authenti 
cated player from the administration server 310 (step 604). 
The serverplatform 102 may issue a Common Gateway Inter 
face (CGI) request using the HyperText Transfer Protocol 
(HTTP) to the administration server 310. In other embodi 
ments, the server platform 102 transmits an SOL-compliant 
database query to the administration server 310. In still other 
embodiments, the server platform 102 may issue an XML 
RPC request using the HyperText Transfer Protocol (HTTP) 
or other suitable interface mechanism to the administration or 
other intermediary server. Other embodiments may include 
SOAP, RPC, orDCOM. The administration server 310 
retrieves gameplay parameters for the authenticated player 
and transmits the parameters to the server platform 102. 

[0044] In the embodiment of steps shown in FIG. 6, the 
server platform 102 ?rst checks the gameplay calendar to 
determine if the player is permitted to play during this time 
period (step 606). In some embodiments, this determination 
is effected by comparing the current time to a table represent 
ing the gameplay calendar. The table includes each time 
period with a ?ag indicating whether gameplay is permitted 
or not during the associated period. If the gameplay calendar 
indicates that gameplay is prohibited, the player’s session is 
terminated (step 608). In some embodiments, the server plat 
form 102 may terminate a player’s session if the player 
attempts to login to the game with insu?icient time to play, 
e.g., ?ve minutes before a prohibited period of time. Time 
period information may be stored relative to the game play 
er’s local time or relative to a referenced time Zone, such as 
Greenwich Mean Time (GMT). 

[0045] If the gameplay parameters indicate that play is 
allowed during the current time period, in the embodiment 
shown in FIG. 6, the server platform 610 next checks to 
determine if the player has exceeded total allowed game time 
during the period (step 612). In some embodiments, this is 
done by comparing a value representing total time played to 
the time limit entered in the Restrictions pull-down menu 
552. If the player’s totals for game play exceed the entered 
limit, the player’s session is terminated (step 608). In some 
embodiments, the server platform 102 may terminate the 
player’s session if insu?icient time remains to achieve mean 
ingful interaction with the game. 

[0046] If the player is authoriZed to play during the current 
time period and has not exceeded her gameplay time limits, 
the server platform 102 checks the player’s gameplay param 
eters to determine if chat logging should be enabled (step 
612). If not, active gameplay starts at once. If, however, chat 
logging should be enabled, the server platform 102 transmits 
a message to the player’s client instructing it to log all chat 
activity (step 614). In some embodiments, the client effects 
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chat logging by storing a copy of all outgoing and incoming 
chat messages in a secure ?le on the client platform that may 
only be accessed by the supervising user. In other embodi 
ments, the client platform transmits a copy of all outgoing and 
incoming chat messages to a separate computer or to the 
administration client 310 for storing and later revieW by the 
supervising user. In still other embodiments, the client may 
store all chat messages in a ?le Which is emailed to the 
supervising user. In some of these embodiments, the client 
may send batches of chat messages Without regard to Whether 
the current chat session has ended. 

[0047] In the embodiment depicted in FIG. 6, the server 
platform 102 activates a timer during active gameplay (step 
616). If the user voluntarily logs out of the game (step 618), 
the player’s session is terminated (step 608). Otherwise, the 
timer value is used to ensure that the player does not exceed 
gameplay limits during the current session (step 620). In 
some embodiments, this is accomplished be periodically add 
ing together the timer value With the gameplay total from the 
player’s gameplay parameters. The total is checked at any 
interval determined to provide su?icient resolution. This total 
may checked every hour, every half hour, every ?fteen min 
utes, every ?ve minutes or every minute. If the total exceeds 
the player’s gameplay limit, the user’s session is terminated 
(step 608). 
[0048] The serverplatform 102 also periodically checks the 
gameplay calendar to determine if the user is authorized to 
play during the current time period (step 620). The total is 
checked at any interval determined to provide suf?cient reso 
lution. The may be done by the server platform 102 once an 
hour. In other embodiments, the administration server may 
send a message to the server platform 102 at the start of each 
hour With a list of players prohibited from playing during the 
next hour. If any of those users are logged in, their game 
sessions are terminated. In other embodiments, the server 
platform 102 may send a message to a centraliZed access 
system or other intermediary system or server With a request 
that is checked against a database for access. 

[0049] Although it has been described With respect to a 
supervising user and a game player, it is contemplated that 
certain players may provide parameters for their oWn account 
in a form a self-regulation. Players may do this because they 
recogniZe that they spend excessive amounts of time playing 
the game. Alternatively, players may use these parameters to 
stay Within certain ?nancial boundaries. For example, a 
player that pays a set price for tWenty hours of game access 
With additional fees required for each hour over tWenty can 
instruct the game to prohibit her access to the game in excess 
of tWenty hours. 

[0050] The present invention can be provided as one or 
more computer-readable programs embodied on or in one or 
more articles of manufacture. The article of manufacture can 

be a ?oppy disk, a hard disk, a CD ROM, CD-R, CD-RW, 
DVD, DVD-RAM a ?ash memory card, a USB storage 
device, a PROM, a RAM, a ROM, or a magnetic tape. In 
general, the computer-readable programs can be imple 
mented in any programming language. Some examples of 
languages that can be used include C, C++, or JAVA. The 
softWare programs can be stored on or in one or more articles 

of manufacture as object code. 

[0051] Methods and systems to limit player access to a 
MMP have been described With respect to preferred embodi 
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ments; hoWever, the methods and systems of the present 
invention are not limited to the preferred embodiments. In 
particular, various arrangements of data to be stored in the 
database and used to control access are readily apparent to 
those of ordinary skill in the art. The skilled artisan Will 
readily appreciate that various omissions, additions and 
modi?cations can be made to the methods and systems 
described above Without departing from the scope of the 
invention, and all such modi?cations and changes are 
intended to fall Within the scope of the invention, as de?ned 
by the appended claims. 

1-20. (canceled) 
21. A method for providing a supervising user With control 

of access to an online game by a minor player, the method 
comprising: 

(a) presenting a user interface to the supervising user; 

(b) receiving, via the user interface, a parameter for con 
trolling the minor player’s access to the online game; 

(c) transmitting, to a database server, the received param 
eter; 

(d) storing the received parameter in a database record 
associated With the minor player; 

(e) receiving, at a game server, a connection request from 
the minor player; and 

(f) controlling the minor player’s access to the online game 
using the stored parameter. 

22. The method of claim 21 Wherein step (a) comprises 
presenting a Web page to the supervising user, the Web page 
displaying, to the supervising user, information regarding the 
minor player’s gameplay behavior. 

23. The method of claim 21, Wherein step (a) comprises 
presenting a Web page to the supervising user, the Web page 
displaying information regarding gameplay statistics associ 
ated With the minor player. 

24. The method of claim 23, Wherein presenting the Web 
page comprises displaying, on the Web page, information 
regarding the minor player’s most recent login time. 

25. The method of claim 23, Wherein presenting the Web 
page comprises displaying, on the Web page, information 
regarding the minor player’s total playtime during the minor 
player’s most recent game session. 

26. The method of claim 21, Wherein step (b) comprises 
receiving, via the user interface, a parameter for prohibiting 
access by the minor player to the game for a predetermined 
amount of time. 

27. The method of claim 21, Wherein step (b) comprises 
receiving, via the user interface, a parameter for terminating 
a minor player’s game session. 

28. The method of claim 21, Wherein step (b) comprises 
receiving, via the user interface, a parameter for prohibiting 
access by the minor player to the game for a predetermined 
period of time on a predetermined day of the Week. 

29. The method of claim 21 Wherein step (f) comprises: 

transmitting, in response to the connection request, an 
authentication request, the transmitted request identify 
ing the minor player and the time of the connection 
request; 
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determining, on the basis of information in the database 
record associated With the minor player and on the time 
of the connection request, that the minor player is for 
bidden access to the game; 

sending an authentication denial message; and 

on the basis of the authentication denial message, denying 
the minor player access to the game. 

30. The method of claim 21, Wherein step (f) comprises: 

transmitting an authentication request, the transmitted 
request identifying the minor player; 

retrieving the database record associated With the minor 
player; 

determining, on the basis of information in the database 
record and the time of the connection request, that the 
minor player is forbidden from accessing the game; and 

denying the minor player access to the game. 
31. The method of claim 21, 

Wherein presenting the user-interface to the supervising 
user comprises presenting a calendar display; and 

Wherein receiving the parameter for controlling access via 
the user interface comprises receiving a speci?cation of 
a block of time during Which the minor player’s access is 
controlled. 

32. The method of claim 21, Wherein receiving the param 
eter for controlling access via the user interface comprises 
receiving a speci?cation of an amount of time during Which 
the minor player is permitted access to the game. 

33. A manufacture having encoded thereon softWare for 
controlling access to an online game, the softWare comprising 
instructions for: 

(a) presenting a user interface to a supervising user; 

(b) receiving, via the user interface, a parameter for con 
trolling access by the minor player to a massively multi 
player, online role-playing game; 

(c) transmitting to a database server the received param 
eter; 

(d) storing the received parameter in a database record 
associated With the minor player; 

(e) receiving, at a game server, a connection request from 
the minor player; and 

(f) controlling access by the minor player to the massively 
multi-player, online role playing game using the stored 
parameter. 

34. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for presenting a Web page to a 
supervising user, the Web page displaying to the supervising 
user information regarding the minor player’s gameplay 
behavior. 

35. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for receiving, via the user 
interface, a parameter for prohibiting access of the minor 
player to the game for a predetermined amount of time. 

36. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for presenting a Web page to a 
supervising user, the Web page displaying, to the supervising 
user, information regarding the minor player’s gameplay sta 
tistics. 
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37. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for receiving, via the user 
interface, a parameter for terminating a minor player’s game 
session. 

38. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for receiving, via the user 
interface, a parameter for prohibiting access by the minor 
player to the game for a predetermined amount of time on a 
predetermined day of the Week. 

39. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for: 

transmitting, in response to the connection request, an 
authentication request, the transmitted request identify 
ing the minor player and the time of the connection 
request; 

determining, on the basis of information in the database 
record associated With the minor player and on the time 
of the connection request, that the minor player is for 
bidden access to the game; 

sending an authentication denial message; and 

on the basis of the authentication denial message, denying 
the minor player access to the game. 

40. The manufacture of claim 33, Wherein the softWare 
further comprises instructions for: 

transmitting an authentication request, the transmitted 
request identifying the minor player; 

retrieving the database record associated With the minor 
player; 

determining, on the basis of information in the database 
record and the time of the connection request, that the 
minor player is forbidden from accessing the game; and 

denying the minor player access to the game. 
41. A system for controlling access to an online game, the 

system comprising: 

a user-interface server presenting a user interface to a 

supervising user and receiving from the supervising user 
a parameter for controlling access of a minor player to 
the game; 

a database server in communication With the user-interface 
server, the database server receiving the parameter from 
the user-interface server and storing the parameter in a 
database record associated With the minor player; and 

a game server in communication With the database server, 
the game server receiving a connection request from the 
minor player and prohibiting access to the game in 
response to data received from the database server. 

42. The system of claim 41, Wherein the database server 
further comprises an Open Database Connectivity-compliant 
database. 

43. The system of claim 41, Wherein the user-interface 
server communicates With the database server over a ?rst 
network and the database server communicates With the game 
server over a second network. 

44. A method for control of a player’s access to an online 
game by a supervising user, the method comprising: 

receiving from the supervising user, via a user interface, an 
input characterizing a time-based restriction on access 
by the player to the online game; 
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storing data representing the time-based restriction in asso 
ciation With the player, the stored data being accessible 
by a game server of the online game; 

receiving, at the game server, a connection request from the 
player; 

retrieving the stored data representing the time-based 
restriction for the player; and 

on the basis of the retrieved data, determining Whether to 
alloW the player to play the game. 

45. The method of claim 44, Wherein receiving the input 
from the supervising user includes receiving an input charac 
terizing a duration of time the player is alloWed to play the 
online game. 

46. The method of claim 45, Wherein the input de?nes a 
?xed interval and a maximum duration during the ?xed inter 
val. 

47. The method of claim 44, 

Wherein receiving the input from the supervising user 
includes receiving an input characterizing a time inter 
val; and 

Wherein determining Whether to alloW the player to play 
the game includes comparing a present time With the 
time interval. 

48. The method of claim 44, Wherein receiving the input 
from the supervising user includes: 

presenting a representation of a plurality of time intervals; 
and 

accepting selections of time intervals characterizing access 
restrictions associated With the selected time intervals. 

49. The method of claim 48, Wherein presenting the repre 
sentation of the plurality of time intervals includes presenting 
a calendar display that includes blocks associated With the 
time intervals. 

50. The method of claim 44, Wherein receiving an input 
from the supervising user comprises receiving input from at 
least one of a parent and a guardian of the player. 

51. The method of claim 44, further comprising receiving 
from each of a plurality of supervising users, each associated 
With a corresponding player, an input characterizing a time 
based restriction on access by the corresponding player. 

52. A method for controlling access to an online game, the 
method comprising: 

(a) presenting a user-interface to a supervising user; 

(b) receiving, via the user-interface, a parameter indicating 
a condition under Which a player is to be denied access to 
the on-line game; 

(c) storing the received parameter in association With the 
player; 

(d) receiving a connection request from the player; 
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(e) retrieving the received parameter from storage; 

(f) determining that the condition has been met; and 

(g) on the basis of the determination, denying the player 
access to the on-line game using the received parameter. 

53. The method of claim 52, further comprising selecting 
the online game to be an online role-playing game. 

54. The method of claim 52, further comprising selecting 
the online game to be a massively multi-player online role 
playing game. 

55. The method of claim 52, Wherein step (a) comprises 
presenting a Web page to the supervising user, the Web page 
displaying, to the ?rst user, information regarding the player’s 
game-play behavior. 

56. The method of claim 52, Wherein step (a) comprises 
presenting a Web page to the supervising user, the Web page 
displaying information regarding game-play statistics asso 
ciated With the player. 

57. The method of claim 56, Wherein step (a) comprises 
displaying, on the Web page, information regarding the play 
er’s most recent login time. 

58. The method of claim 56, Wherein step (a) comprises 
displaying, on the Web page, information regarding the play 
er’s total playtime during the player’s most recent game ses 
sion. 

59. The method of claim 52, Wherein step (b) comprises 
receiving, via the user interface, a parameter for prohibiting 
access by the player to the game for a predetermined amount 
of time. 

60. The method of claim 52, Wherein step (b) comprises 
receiving, via the user interface, a parameter for terminating 
a player’s game session. 

61. The method of claim 52, Wherein step (b) comprises 
receiving, via the user interface, a parameter for prohibiting 
access by the player to the game for a predetermined period of 
time on a predetermined day of the Week. 

62. A computer-readable medium having encoded thereon 
softWare for controlling access to an online game, the soft 
Ware comprising instructions for: 

(a) presenting a user-interface to a supervising user; 

(b) receiving, via the user-interface, a parameter indicating 
a condition under Which a player is to be denied access to 
the on-line game; 

(c) storing the received parameter in association With the 
player; 

(d) receiving a connection request from the player; and 

(e) retrieving the received parameter from storage; 

(f) determining that the condition has been met; and 

(g) on the basis of the determination, denying the player 
access to the on-line game using the received parameter. 

* * * * * 


