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In general, in one aspect, the invention relates to a method for 
accessing encrypted data by a client. The method includes 
receiving from the client by a server client information 
derived from a ?rst secret Wherein the client information is 
derived such that the server can not feasibly determine the 
?rst secret The method also includes providing to the client by 
the server intermediate data, Which is derived responsive to 
the received client information, a server secret, and possibly 
other information. The intermediate data is derived such that 
the client cannot feasibly determine the server secret. The 
method also includes authenticating the client by a device that 
stores encrypted secrets and is con?gured not to provide the 
encrypted secrets Without authentication. After the authenti 
cating step, the method also includes providing the encrypted 
secrets to the client. The encrypted secrets 5 are capable of 
being decrypted using a third secret that is derived from the 
intermediate data. 
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SYSTEM AND METHOD FOR INCREASING 
THE SECURITY OF ENCRYPTED SECRETS 

AND AUTHENTICATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application Ser. No. 60/188,834, “Server-As 
sisted Regeneration of a Strong Secret from a Weak Secret,” 
by Warwick Ford and Burt Kaliski, ?led Mar. 10, 2000; Which 
is incorporated herein by reference. 

TECHNICAL FIELD 

[0002] This invention relates generally to the ?eld of cryp 
tographic protocols and, more particularly, to a system and 
method for increasing the security of secrets used to decrypt 
encrypted secrets and secrets used to authenticate users to a 
server. 

BACKGROUND 

[0003] FIG. 1 shoWs a prior art system 100 in Which a user 
3 stores secrets 5 on a remote server computer 10, Where the 
term secrets is used broadly to mean any data or information 
that the oWner Wishes to keep private. The user 3 accesses the 
secrets 5 using a client computer 15 that is connected to the 
server computer 10 via a data or telecommunications netWork 
20, such as the Internet. Storage of the secrets 5 on the server 
10 alloWs the user 3 to access the secrets 5 from any client 
computer connected to the netWork 20. 

[0004] To help prevent the secrets 5 from being obtained by 
others, the secrets 5 are typically encrypted. Encrypting the 
secrets 5, for example, by use of a key 24, prevents someone 
Who has access to the secrets 5 from learning the secrets 5, for 
example, by compromise of the server or by observing the 
user’s communications With the server 10 over the netWork 
20. The encryption of the secrets 5 can be performed accord 
ing to various knoWn techniques including symmetric 
encryption in Which the same decryption key 24 is used for 
both encryption and decryption, and/or asymmetric encryp 
tion, in Which different keys are used for encryption and 
decryption respectively. 
[0005] As the number of possible values from Which a key 
24 might be chosen (the “key space”) is increased by chang 
ing the encryption implementation, it becomes increasingly 
more dif?cult for an attacker to try every possible decryption 
key 24. At some point, the number of possible of keys is so 
great that an encrypted secret 5 cannot feasibly be decrypted 
by trying each possible key 24. This is referred to as a strong 
encryption, because the large key space makes the encryption 
stronger. For example, a key that is chosen from the set of all 
knoWn English Words is much Weaker than a key that is 
chosen from the set of all l024-bit numbers. An encryption 
and/or decryption key 24 that is selected from a large key 
space is typically cumbersome for a user 3 to employ, hoW 
ever, because long sequences of characters are dif?cult for 
humans to remember. Users 3 may be inclined to Write doWn 
such sequences, thereby making the key available to an 
attacker. To ease the memory burden on users 3, shorter 
decryption keys 24 are frequently used, With the disadvantage 
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that it may be feasible for a party that has access to the 
encrypted secrets 5 to decrypt the encrypted secrets 5 by 
trying every possible key. 

SUMMARY 

[0006] There exists a need, therefore, for a convenient and 
secure means for a user to access data that has been encrypted 
using strong secrets, and also to authenticate to servers using 
strong secrets. 
[0007] In general, in one aspect, the invention relates to a 
method for accessing encrypted data by a client. The method 
includes receiving from the client by a server client informa 
tion derived from a ?rst secret Wherein the client information 
is derived such that the server can not feasibly determine the 
?rst secret. The method also includes providing to the client 
by the server intermediate data that is derived responsive to 
the received client information, a server secret, and possibly 
other information. The intermediate data is derived such that 
the client cannot feasibly determine the server secret. The 
method also includes authenticating the client by a device that 
stores encrypted secrets and is con?gured not to provide the 
encrypted secrets Without authentication. The method also 
includes, after the authenticating step, the step of providing 
the encrypted secrets to the client. The encrypted secrets are 
capable of being decrypted using a third secret that is derived 
from the intermediate data. 
[0008] In one embodiment, the third secret is derived from 
the intermediate data by use of a key derivation function. In 
one embodiment, the third secret is the intermediate data. In 
one embodiment, the ?rst secret includes one or more of a 
PIN, a passWord, and biometric information. 
[0009] In another embodiment, the intermediate data is 
derived from at least the ?rst secret and the server secret by 
the use of a blind function evaluation protocol. In one varia 
tion of this embodiment, the blind function evaluation proto 
col involves the use of the RSA cryptosystem. In another 
variation of this embodiment, the security of the blind func 
tion evaluation protocol is based on the principles of discrete 
logarithms. In another embodiment, the blind function evalu 
ation protocol involves the use of a one-Way function that is 
calculated using a multiparty secure computation technique. 
[0010] In various embodiments, the authenticating step can 
include authenticating the client based on one or more of a 

PIN, a passWord, a token code, a time-dependent code, and 
biometric information, alone or in combination. In one 
embodiment, the authenticating step includes authenticating 
the client based on a secret other than the ?rst secret. In 
another embodiment, the authenticating step includes using a 
secret derived from the intermediate data. 
[0011] In another embodiment, the device includes at least 
one of a ?le server, a directory server, a key server, a PDA, a 
mobile telephone, a smart card, and a desktop computer. In 
one such embodiment, the device includes at least one secure 
data store, Which requires authentication before alloWing the 
client access to the data store. 

[0012] In another embodiment, the encrypted secrets 
include a private key of a public/private key pair used for 
asymmetric cryptography. In one such embodiment, the pri 
vate key is a signature key used-for creating a digital signa 
ture. In one such embodiment, the authenticating step 
involves authenticating the client based on a secret other than 
the ?rst secret, so that the user provides different information 
to access the device and to access the signature key. In such an 
embodiment, the user authenticates to a computer using one 
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authentication mechanism, and uses a password different 
than the authentication mechanism to digitally sign a docu 
ment. The password is used in a blind function evaluation 
protocol, the result of Which is used to decrypt the signature 
key. This procedure can be used to satisfy digital signature 
requirements that a different passWord be used to digitally 
sign a document. 

[0013] In still another embodiment, the encrypted secrets 
include a secret key used for symmetric cryptography. In 
another additional embodiment, the encrypted secrets include 
at least one unit of digital currency. In one such embodiment, 
the encrypted secrets function as an electronic Wallet, con 
taining digital currency and/or other information, such as 
keys and identi?cation numbers. In still another embodiment, 
the encrypted secrets include one or more usernames and 

passWords that can be used to authenticate to one or more 

other servers. In this Way the user can remotely access the 

collection of access codes, and use them to access other 
servers. 

[0014] In another embodiment, the method also includes 
the step of verifying that the client has not exceeded a prede 
termined number of unsuccessful attempts to obtain the inter 
mediate data. In one variation of this embodiment, the veri 
fying step also includes the steps of transmitting a challenge 
code to the client and receiving the result of a cryptographic 
operation using the challenge code as an input and using a 
cryptographic key derived from at least one of the encrypted 
secrets. In another embodiment, the veri?cation comprises 
shoWing knoWledge of some item of information contained in 
the encrypted secrets. 

[0015] In general, in another aspect, the invention relates to 
a system for accessing encrypted data by a client. The system 
includes a ?rst server. The ?rst server includes a ?rst server 

receiver for receiving from a client client information derived 
from a ?rst secret. The client information is derived such that 
the ?rst server can not feasibly determine the ?rst secret. The 
system includes a server secret. The system includes a ?rst 
server output for providing to the client by the server inter 
mediate data. The intermediate data is derived from at least 
the received client information and a server secret. The inter 
mediate data is derived such that the client can not feasibly 
determine the server secret. The system also includes a sec 
ond device. The second device includes a data store storing an 
encrypted secret. The encrypted secret is capable of being 
decrypted using a third secret that is derived from the inter 
mediate data. The device includes an authentication sub 
system for authenticating the client by the device. The device 
includes a device output for providing to the client by the 
device the encrypted secrets upon authentication. 

[0016] In one embodiment, the third secret is derived from 
the intermediate data by use of a key derivation function. In 
another embodiment, the intermediate data is derived from at 
least the ?rst secret and the server secret by use of a blind 
function evaluation protocol. In another embodiment, the 
intermediate data is derived from at least the ?rst secret and 
the server secret and the security of the blind function evalu 
ation protocol is based on the principles of the RSA crypto 
system, the problem of extracting roots modulo a composite. 
In another embodiment, the intermediate data is derived from 
at least the ?rst secret and the server secret and the security of 
the blind function evaluation protocol is based on the prin 
ciples of discrete logarithms. 
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[0017] In one embodiment, the authentication subsystem 
authenticates the client based on a secret other than the ?rst 
secret. In one embodiment, the authentication subsystem 
authenticates the client using a secret derived from the inter 
mediate data. In one embodiment, the second device com 
prises at least one of a ?le server, a directory server, a key 
server, a PDA, a mobile telephone, a smart card, and a desktop 
computer. In one embodiment, the encrypted secret is one of 
a private key of a public/private key pair used for asymmetric 
cryptography, a signature key used for creating a digital sig 
nature, a secret key used for symmetric cryptography, and at 
least one unit of digital currency. In one embodiment, the ?rst 
server also includes a veri?er for verifying that the client has 
not exceeded a predetermined number of unsuccessful 
attempts to obtain the intermediate data. 

[0018] In general, in another aspect, the invention relates to 
a method for generating a passWord for a user to use for 
authenticating to a server. The method includes specifying a 
server secret, and receiving from a client a server identi?er 
and client information derived from a ?rst secret Wherein the 
client information is derived such that the ?rst server can not 
feasibly determine the ?rst secret. The method includes gen 
erating a pas sWord derived from at least the server identi?er, 
the client information, and the server secret Wherein the pass 
Word is derived such that the client can not feasibly determine 
the server secret from knoWledge of the ?rst secret, the Web 
server identi?er, and the generated passWord. 
[0019] In one embodiment, the method also includes trans 
mitting the generated passWord to the client. In another 
embodiment, the method also includes transmitting an 
attempt identi?er to the client With the generated passWord. In 
another embodiment, the method also includes receiving 
from the server veri?cation that the user has authenticated 
successfully to the server. 

[0020] In general, in another aspect, the invention relates to 
a passWord for a user to use for accessing a Web server. The 
system includes a server secret and a receiver for receiving 
from a client a Web server identi?er and client information 
derived from a ?rst secret Wherein the client information is 
derived such that the ?rst server can not feasibly determine 
the ?rst secret. The system also includes a passWord generator 
for generating a passWord derived from at least the Web server 
identi?er, the client information, and the server secret 
Wherein the passWord is derived such that the client can not 
feasibly determine the server secret from knoWledge of the 
?rst secret, the Web server identi?er, and the generated pass 
Word. 

[0021] The foregoing and other objects, aspects, features, 
and advantages of the invention Will become more apparent 
from the folloWing description and from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] In the draWings, like reference characters generally 
refer to the same parts throughout the different vieWs. Also, 
the draWings are not necessarily to scale, emphasis instead 
generally being placed upon illustrating the principles of the 
invention. 

[0023] FIG. 1 is block diagram ofa prior art system 100 for 
accessing encrypted secrets; 
[0024] FIG. 2 is block diagram of a system 200 according to 
an embodiment of the invention for accessing encrypted 
secrets; 
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[0025] FIG. 3 is block diagram of an embodiment of the 
system 200 that makes use of a blind function evaluation 
protocol; 
[0026] FIG. 4 is an event trace of an embodiment of a 
method that employs discrete logarithms in the blind function 
evaluation protocol; 
[0027] FIG. 5 is an event trace of an embodiment of a 
method that employs the RSA cryptosystem in the blind 
function evaluation protocol; 
[0028] FIG. 6 is a block diagram ofan embodiment used to 
authenticate a user; and 

[0029] FIG. 7 is a block diagram shoWing the data How in 
one embodiment of a system used to authenticate a user. 

DETAILED DESCRIPTION 

[0030] Referring to FIG. 2, an embodiment of a system 200 
according to the invention alloWs a user 3 to conveniently and 
securely gain access to encrypted secrets 5, Where the term 
secrets is used broadly to mean any data or information that 
the oWner Wishes to keep private. Here, for convenience, the 
encrypted secrets 5 are referred to in the plural, although there 
may be one or more secrets. The one or more secrets may 

include any data or information, as examples Without limita 
tion, such secrets as a private key 8 of a public/private key pair 
as used in asymmetric cryptography and/or for providing a 
digital signature, a secret key used for symmetric cryptogra 
phy, one or more units of digital currency, or some combina 
tion. In this embodiment of the invention, the security of the 
encrypted secrets 5 is increased by storing the encrypted 
secrets 5 in one device that requires authentication for access 
to the secrets (the second device 10') and storing information 
used in the decryption process in another device (the ?rst 
server 30). 
[0031] The system 200 includes a client 15 that may inter 
act With a user 3. The client can be implemented as any sort of 
device or machine capable of communicating With the second 
device 10' and the ?rst server 30. As examples of implemen 
tations of clients 15 not intended to be limiting, the client 15 
may be one or more of a personal computer, a mobile tele 
phone, a personal digital assistant (PDA), a netWork appli 
ance, a smart card, a netWork terminal, and a Workstation. 
[0032] The client 15 is in communication With a ?rst server 
30 and a second device 10' over communications links, Which 
may be the same, or different communications links for each 
of the ?rst server 30 and the second device 10'. For example, 
the client 15 may be a PDA that communicates via a Wireless 
and Wired internet protocol netWork With the ?rst server 30, 
and via a direct serial connection to the second device 10'. As 
another example, the client 15 may be a personal computer in 
an airport that communicates With both the ?rst server 30 and 
the second device 10' over a Wired internet protocol netWork 
such as the Internet. Again, these examples of types of com 
munications links are not intended to be limiting, and the 
invention may be used With any suitable Wireless or Wired 
communication links. 
[0033] In an embodiment of the invention, a user 3 provides 
a ?rst secret 35 to the client 15. The ?rst secret 35 can be 
something that is measured or something that the user enters, 
for example through a user interface 17. Typically, the ?rst 
secret 35 might be (as examples not intended to be limiting) 
one or more of a short numerical code such as a PIN, an 

alphanumeric code such as a passWord, a token code, a time 
based code such as that provided by a RSA SECURID secu 
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rity token manufactured by RSA Security Inc. of Bedford, 
Mass., biometric information, and data derived from one or 
more of these. 

[0034] The client derives client information 38 from the 
?rst secret 35 that is used to harden (i.e., strengthen) the ?rst 
secret 35. The derivation might be that the client 15 uses the 
?rst secret 35 directly as the client information 38. The deri 
vation might be that the client uses the ?rst secret 35 as part of 
a blind function evaluation protocol to generate the client 
information 38. The derivation can include use of one or more 

of a key derivation function, mask generation function, or 
another cryptographic function to derive the client informa 
tion 38 from the ?rst secret 35.As described furtherbeloW, the 
derivation may be for using the ?rst secret 35 as part of a blind 
function evaluation protocol. 
[0035] The ?rst server 30 receives the client information 38 
from the client. Preferably, the client information 38 is such 
that the ?rst server 30 can not feasibly determine the ?rst 
secret from the client information 38, With feasibly being 
used here to mean not Without an extraordinary amount of 
time and/or computational effort. In response to the client 
information 38, the ?rst server 30 provides the client 15 With 
intermediate data 22, Which is used by the client 15 (directly 
or indirectly) to decrypt the encrypted secrets 5. 
[0036] The ?rst server 30 may derive the intermediate data 
22 from a combination of information 38 that the client 15 
provides to the ?rst server 30 and a server secret, that is stored 
on or available to the ?rst server 30. The intermediate data 22 
is preferably derived such that the client can not feasibly 
determine the server secret, meaning that an attacker posing 
as the client 15, or observing the client’s interactions With the 
?rst server 30 can not determine the server secret Without an 

extraordinary amount of time and/ or computational effort. 
[0037] The ?rst server 30 preferably is a server-class com 
puter that is in communication With a netWork 20, and that is 
capable of responding to many requests from clients 15 
throughout the netWork 20. In other embodiments, the ?rst 
server 30 may be any type of computer or device. The ?rst 
server may be, as examples not intended to be limiting, a 
personal computer, a mobile telephone, a personal digital 
assistant (PDA), a netWork appliance, a smart card, a netWork 
terminal, or a Workstation. 

[0038] The client 15 and the ?rst server 30 interact such that 
the client 15 is provided With intermediate data 22 that the 
client 15 can use as part of the process to decrypt the 
encrypted secrets 5. The client 15 may use the intermediate 
data 22 directly as a decryption key, for example, if the 
decryption key is communicated over a secure channel. Alter 
natively, the client 15 may derive (possibly in combination 
With other information) from the intermediate data 22 some 
portion or all of one or more decryption keys that are used to 
decrypt the encrypted secrets 5. The client 15 and the ?rst 
server 30 may participate in a blind function evaluation pro 
tocol, in Which the client 15 has some secret information and 
the ?rst server 30 has some secret information, and together 
the client 15 and the ?rst server 30 provide their respective 
secrets as an input to a jointly calculated function, Without 
either the client 15 or the ?rst server 30 revealing their secrets 
to the other and With only the client 15 obtaining the output of 
the jointly calculated function. The speci?cs of the particular 
blind function evaluation protocol, What the ?rst server 30 
does With the client information 38, and What the client 15 
does With the intermediate data 22, Will vary depending upon 
the evaluated function and the blinded protocol selected. 
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[0039] The interaction between the client 15 and the ?rst 
server 30 might include only a single data exchange or they 
might participate in more complicated protocols in Which 
multiple data exchanges take place. For example, in a simple 
blind function evaluation protocol, there might be a single 
communication of client information 38 to the ?rst server 30, 
and a single response of the ?rst server 30 back to the client 15 
in Which the intermediate data 22 is communicated. In more 
complex blind function evaluation protocols, portions of cli 
ent information 38 are sent at different times to the ?rst server 
30, and portions of intermediate data 22 are communicated to 
the client 15 at different times. 

[0040] The use of a blind function evaluation protocol, or 
other embodiments in Which the decryption key is derived 
from the client information, provides additional security ben 
e?ts resulting from the fact that the ?rst server 30 does not 
have the decryption key in an unblinded form. Even if the ?rst 
server 30 is compromised, and a server secret obtained, it Will 
still be necessary for an attacker to do more Work to transform 
the server secret into the decryption key. Just as one example, 
in one such embodiment, the ?rst server 30 and client 15 
engage in a blind function evaluation protocol that results in 
the ?rst server 30 providing to the client 15 a blinded key as 
the intermediate data 22. The client 15 has information used 
to unblind the decryption key 24, Which is then used to 
decrypt the encrypted secrets 5. Compromise of the ?rst 
server 30 Would still not directly reveal the decryption key 25 
to an attacker. 

[0041] In one embodiment, a veri?cation is used to prevent 
attempts to gain access to the intermediate data 22 by repeated 
guessing of the ?rst secret 35 or client information 38. With 
out such a veri?cation, an attacker that compromises the 
second device 10' and has access to the encrypted secrets 5 
could determine the corresponding intermediate data 22 by 
sending the various possible values of the client information 
38 to the ?rst server 30. By limiting the number of unsuccess 
ful attempts alloWed, the ?rst server 30 prevents such an 
attack. For example, the veri?cation can be made by demon 
strating successful decryption of the encrypted secrets 5. If 
the encrypted secrets 5 include an encryption key, the encryp 
tion key can be used to encrypt a challenge value provided by 
the ?rst server 30. If the encrypted secrets 5 include personal 
information of the user, such information can be provided to 
the ?rst server 30. 

[0042] In one embodiment, biometric information is used 
for the ?rst secret 35, through the use of “fuZZy commitment” 
techniques such as those described in PCT Patent Application 
Serial No. PCT/US00/03522 entitled “A FuZZy Commitment 
Scheme.” The transformation from initial biometric informa 
tion to ?rst secret 35 is accomplished With the use of codes 
that are akin to error correcting codes. Generally, the resulting 
?rst secret 35 has at least PIN-level security due to the limited 
amount of uncertainty available in typical biometrics and the 
accommodation for measurement errors. In one embodiment, 
code information used to correct differences in biometric 
information is stored on a code server (not shoWn) connected 
to the netWork 20. The client 15 combines the code informa 
tion With biometric data to generate the ?rst secret 35. In other 
embodiments, the code information is stored on the client 15, 
the ?rst server 30, the second device 10', or some combina 
tion. 

[0043] The second device 10' stores encrypted secrets 5 for 
the user 3. The second device 10' can be implemented as any 
sort of device or machine capable of storing encrypted secrets 
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and communicating the secrets upon authentication. As 
examples of implementations of devices 10' not intended to 
be limiting, the second device 10' can be one or more of a ?le 
server, a directory server, a key server, a personal computer, a 
mobile telephone, a personal digital assistant (PDA), a net 
Work appliance, a smart card, a netWork terminal, and a Work 
station. In one embodiment, the second device 10' is imple 
mented in the client 15 in a cryptographically secure section 
of memory or on a dedicated cryptographically secure chip. 
The encrypted secrets 5 are stored in the second device 10' 
such that a client 15 authenticates to the second device 10' 
prior to the second device 10' providing the encrypted secrets 
5 to the client 15. The second device 10' may be an already 
existing ?le server or other authenticated data store. The 
system and method of the invention can be used to provide 
additional security to secrets stored on such a data store. 

[0044] In one embodiment, the second device 10' does not 
provide encrypted secrets 5 to the client 15 until the client 15 
has authenticated to the second device 10'. The authentication 
step can be based on information derived from the interme 
diate data 22 or the authentication can be based on indepen 
dent authentication information, such as a PIN, a passWord, a 
token code, a time-based code, biometric information, or 
some combination. The second device 10' can be an already 
existing, or standard, authenticating data store, for example, a 
directory server such as a ?le server accessed by 
MICROSOFT WINDOWS NT available from Microsoft 
Corporation of Redmond, Wash., clients, or a ?le system 
accessed by NIS clients, such as those available from Sun 
Microsystems of Mountain View, Calif. The second device 
10' can also be a local device (implemented in hardWare or 
softWare) on the user’s 3 personal computer, or a portable 
memory device in communication With the client 15 by PCM 
CIA or serial connection. Because the encrypted secrets 5 can 
be stored in a conventional manner, the system of the current 
invention can be integrated With existing systems that provide 
authenticated access to encrypted secrets 5 to increase the 
security of the encryption. 
[0045] In one example embodiment that enables digital 
signing of documents, a user has one mechanism for authen 
ticating to a computer, and another for signing a document. In 
this embodiment, a computer stores an encrypted signature 
key and the user authenticates to that computer to obtain the 
encrypted signature key. When the user Wishes to use the 
encrypted signature key to sign a document, the user provides 
a client (Which may be the computer) With a passWord. The 
client engages in a blind function evaluation protocol With a 
?rst server. The result of the blind function evaluation proto 
col (or a key derived from the result) is used to decrypt the 
signature key, and the signature key is then used to digitally 
sign a document. In this Way, a second mechanism, involving 
an independent server, is used to enable the digital signature 
of a document. Compromise of the computer does not enable 
an attacker to make use of the signature key. 

[0046] Referring to FIG. 3, in one embodiment, a client 15 
communicates With a ?rst server 30 and a second device 10" 
as in FIG. 2. In this illustrative embodiment, the second 
device 10" is a second server that is accessed over a commu 

nications netWork such as the Internet. In this illustrative 
embodiment, the communication betWeen the client 15 and 
the ?rst server 30 takes place over a computer netWork 20 
such as the Internet, and the communication betWeen the 
client 15 and the second server 10" takes place over a com 
puter netWork such as the Internet. Prior to the user 3 attempt 
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ing to access the encrypted secrets 5, the system 300 is ini 
tialiZed 33 for use by the user 3. This initialization may 
include operations performed on both the client 15 and ?rst 
server 30 and some initial exchange of data. 

[0047] To access the encrypted secrets 5, the user 3 ?rst 
uses the client 15 and the ?rst server 30 to convert a ?rst secret 
35 into a decryption key 25, Which preferably is a stronger key 
than the ?rst secret 35. In this example, the ?rst secret 35 is a 
passWord, that is a sequence of symbols that can be conve 
niently remembered by the user 3. As described above, in 
other embodiments, the ?rst secret 35 might also be some 
thing else, or a combination of a passWord and something 
else. 
[0048] In this embodiment, the client 15 participates in a 
blind function evaluation protocol 40 With the ?rst server 30. 
The blind function evaluation protocol 40 takes as input client 
information in the form of the client’s secret input 45, Which 
may be the ?rst secret 35 or information derived by the client 
15 from the ?rst secret 35, and a server secret 50 to produce a 
hardened (i.e. stronger) secret 25 than the ?rst secret 35. The 
hardened secret is stronger at least partially because it is 
chosen from a much larger key space and so it is more dif?cult 
to guess. The blind function evaluation protocol is designed in 
such a Way that the ?rst secret 35 and the hardened secret 25 
result are knoWn to the client 15 but not the ?rst server, and the 
?rst server secret 50 is knoWn only to the ?rst server 30, yet 
both the client 15 and the server 30 participate in the protocol. 
[0049] A blind function evaluation protocol 40 can be rep 
resented mathematically by the expression R:g(W, b) Where, 
R is the result 25 of the blind function evaluation protocol, b 
is the ?rst server’s secret 50, and W is the client’s 15 secret 
input 45. The function g is constructed such that the client 15 
cannot determine the ?rst server’s secret 50 given the result 
25, yet the same inputs 45, 50 consistently produce the same 
output 25 R. Preferably, the protocol is also designed such 
that a third party does not learn any of the three values b, W, 
and R. 

[0050] Various blind function evaluation protocols have 
been developed that are based on different functions. These 
include, as examples not intended to be limiting, implemen 
tations based on discrete-logarithm cryptography and the 
RSA algorithm Which is based on the problem of extracting 
roots modulo a composite. Blind function evaluation is an 
instance of multi-party secure computation, introduced by A. 
Yao in “Protocols for Secure Computations,” IEEE FOCS 
(1982), pp. 160-164. In multi-party secure computation, a 
function is computed in Which the inputs are provided by tWo 
or more parties, and the output may be kept private from some 
parties as Well. It has been shoWn that any polynomial-time 
computable function g can be computed securely in polyno 
mial time by representing the function as a logic circuit and 
evaluating it With What amounts to a gate-by-gate protocol 
(Which tends to be complex). 
[0051] In the embodiments described beloW, using discrete 
logarithm cryptography and the RSA crypto system, the func 
tion g has a special form and the protocol is more e?icient, but 
it is also possible to use another one-Way function, for 
example a hash function, or an encryption function, and apply 
the general methods. Generally, the function g(W, b) should 
be one-Way With respect to b such that it is dif?cult to deter 
mine b, given a set of g(W, b) values for some inputs W. 
OtherWise, an attacker could participate in the protocol some 
number of times, each time providing different values of W, 
and then solve for b. Also, it should be dif?cult, given a set of 
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g(W, b) values for some inputs W, to determine g(W, b) for 
other values of W. OtherWise, an attacker could use the results 
of some passWord guesses to get other passWord guesses. The 
second property implies the ?rst. 
[0052] Yao’s construction enables tWo parties, such as the 
server and the client in this implementation, to compute the 
output y of any polynomial-computable function g on any 
pair of secret inputs b and W in the domain of g in such a Way 
that the evaluator learns y, and neither party learns any addi 
tional information. Other variants are also possible. 

[0053] We assume that the server behaves correctly, i.e., 
adheres to the protocol, but may try to learn additional infor 
mation. In this case, theYao construction involves tWo phases. 
In the ?rst phase, the server decides on a polynomial-siZed 
boolean circuit C. Input to this circuit is a secret v, While the 
output is g(v, b). (The input b is built into the circuit.) Let v1, 
v2, . . . , v” represent the individual bits of v. The circuit C is 

constructed in such a Way that each bit vi is expressed as one 
of tWo random “tags”, yl-O and yl-l, the ?rst assigning a ‘0’ bit 
to V, and the second assigning a ‘ l ’ bit to vi. The server sends 

C (in an appropriate representation) to the user. Further 
details are available in the Yao paper. 

[0054] In order to evaluate C on the desired secret value 
WW1, W2 . . . W”, the user must obtain the correct set of tags 

{ywi}. On the other hand, to ensure in general that the user 
learns no information other than y, it is critical that the user 
learn only these tags, and furthermore that the server not learn 
Which tags the user has obtained. This is accomplished by 
means of a protocol knoWn as one-out-of-tWo oblivious trans 
fer, abbreviated l-2 OT. l-2 OT is a cryptographic primitive 
involving tWo players, a sender and a receiver. The sender 
sends tWo values x0 and x 1 to the receiver. The receiver selects 
a bit c and receives xc. The sender learns no information about 
c, While the receiver learns no information about xl_c. Yao 
proposed an RSA cryptosystem based l-2 OT protocol in the 
paper referenced above, While Goldreich, Micali, and 
Wigderson extended the protocol to make use of any one-Way 
permutation. 
[0055] In the second phase, the server sends the set of tags 
yiwi to the user using a l-2 OT protocol as folloWs. For each 
value i, the server sets xOwl-O and x 1111-1, and the user selects 
Zqvi. Once the second phase is complete, the user has all of 
the necessary tags to compute g(W, b). 
[0056] In one embodiment, the client 15 uses the result 25 
R of the blind function evaluation protocol as a decryption 
key 25 to decrypt the encrypted secrets 5. In another embodi 
ment, the client 15 derives from the result R 25 intermediary 
strong secrets 60 that can include the decryption key (and 
possibly other data). 
[0057] The client 15 also authenticates 65 to a second 
server 10". Typical authentication measures can include using 
something the user 3 knoWs, something the user 3 has, some 
measured characteristic of the user 3, or some combination. 
The authentication 65 thus can take place in various Ways, 
including Without limitation by transmission of a PIN, a pass 
Word, a biometric measurement, a token code, a time-based 
code (such as, from a SECURID token manufactured by RSA 
Security Inc.), use of an encryption key, use of a hash-chain 
approach, such as S/KEY, or some combination. If the 
authentication to the second device 10" is successful, then the 
second device 10" provides the client 15 access to, or a copy 
of, the encrypted secrets 5. 
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[0058] In one embodiment, after successfully authenticat 
ing to the second device 10" and decrypting the encrypted 
secrets 5, the client 15 veri?es 55 the successful recovery of 
the encrypted secrets 5 to the ?rst server 30. The veri?cation 
step 55 could be implemented in various Ways including 
using asymmetric cryptography, symmetric cryptography, or 
a proof of knowledge protocol. An advantage of using asym 
metric cryptography is that the initialiZation step 33 is more 
straight-forward. 
[0059] Successful decryption of the encrypted secrets 5 
implies that the user 3 provided the client 15 With the correct 
?rst secret 35. In one embodiment, the ?rst server 30 only 
alloWs a client 15 to engage in the blind function evaluation 
protocol 40 a limited number of times Without demonstrating 
a successful veri?cation 55 that the encrypted secrets 5 Were 
successfully decrypted. The purpose of the veri?cation 55 is 
to ensure that an attacker could not determine the correct 
hardened secret 25 through exhaustive searching of the pos 
sible client 15 ?rst secret values 35. The veri?cation 55 can be 
implemented in various Ways. 
[0060] In one embodiment, the encrypted secrets 5 include 
a private key 8, Which the client 15 uses to sign an identi?er 
70. The identi?er 70 can be a nonce or other data selected by 
the ?rst server 30 as representing to the ?rst server 30 the 
particular instantiation of the recovery process. The identi?er 
70 can thus serve as a challenge, to Which the client 15 
responds by shoWing knoWledge of the private key 8. 
[0061] One bene?t of the invention is that an attacker has to 
compromise both the ?rst server 30 and the second device 10" 
to obtain a decrypted form of the encrypted secrets 5. Without 
compromise of both servers, an attacker’s best attack on the 
secrets is on-line guessing of the user’s passWord and other 
authentication factors, if any. On-line guessing in this context 
means the attacker attempts to guess by participating in the 
protocol and providing guessed values to either the ?rst server 
30 or the second device 10". In general, the success of on-line 
guessing can be severely limited by preventing the attacker 
from making more than a certain number of guesses, either by 
halting acceptance of guesses after more than a certain num 
ber have been made, or by increasing the delay time before the 
system responds to an on-line guess after a certain number 
have been made. In general, if such guess-prevention mecha 
nisms are in place, limiting an attacker to on-line guessing is 
a suf?cient level of security. 

[0062] For example, in a simple implementation involving 
a ?rst server 30 and a device 10' (as in FIG. 2), the user has a 
?rst PIN or passWord and the user has a token, such as a 
tWo-factor authentication token that produces a time-based 
token code in response to the current time, a token code, and 
a second PIN. In this implementation, the ?rst server 30 
merely stores the intermediate data 22, and transmits it to the 
client upon receipt of the ?rst PIN or passWord. Preferably, 
the communication takes place over an encrypted communi 
cations channel to ensure the security of the ?rst PIN or 
passWord and the intermediate data 22. The client uses the 
token code to authenticate to the device 10' and accesses the 
encrypted secrets 5. The intermediate data 22 is used to 
decrypt the encrypted secrets 5. 
[0063] In this simple implementation, an attacker that has 
not compromised either the ?rst server 30 or the device 10' 
needs to perform both on-line passWord guessing and on-line 
token-code guessing. If the device 10' is compromised (but 
not the ?rst server 30), the attacker can either try off-line 
guessing of the decryption key of the encrypted secrets 5 (the 
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success of Which is highly improbable) or the attacker still 
needs to undertake on-line guessing of the ?rst PIN or pass 
Word. If the ?rst server 30 is compromised (but not the device 
10'), the attacker still has to undertake on-line token-code 
guessing. If both the ?rst server 30 and the second device 10" 
are compromised, then the attacker has direct access to the 
encrypted secrets and to the intermediate data 22 and thus can 
immediately decrypt the encrypted secrets 35. 
[0064] As another example, another embodiment makes 
use of the blind function evaluation protocol and a tWo-factor 
token code. An example of such an embodiment is described 
in more detail With reference to FIG. 5 beloW. In this embodi 
ment, the user has a ?rst PIN or passWord (the ?rst secret 35), 
and the user has a tWo-factor authentication token as in the 
previous example. The client participates in the blind function 
evaluation protocol (also referred to as a passWord hardening 
protocol) With the ?rst server. The client provides the ?rst 
secret 35 as input to the blind function evaluation protocol and 
obtains the strong secret R 25. The client then derives one 
intermediary strong secret value from the strong secret R. The 
client uses the token to authenticate to the second device 10" 
to access the encrypted secrets 5. The intermediary strong 
secret T2 is used to decrypt the encrypted secrets 5. 
[0065] In this embodiment, an attacker that has not com 
promised either the ?rst server 30 or the second device 10" 
needs to perform both on-line passWord guessing and on-line 
token-code guessing. If the second device 10" is compro 
mised (but not the ?rst server 30), the attacker can either try 
off-line guessing of the decryption key of the encrypted 
secrets 5 (the success of Which is highly improbable) or the 
attacker still needs to undertake on-line guessing of the pass 
Word. If the ?rst server 30 is compromised (but not the second 
device 10"), the attacker has to undertake on-line token-code 
guessing and on-line ?rst secret 35 guessing, because the 
blinding prevents the attacker from knoWing the strong secret 
R 25. It is only if the both the ?rst server 30 and the second 
device 10" are compromised that the attacker can undertake 
off-line passWord guessing (but cannot immediately decrypt 
the encrypted secrets 5). 
[0066] Thus, the use of the blind function evaluation pro 
tocol provides bene?ts even to a system that uses a tWo-factor 
authentication token, because information is hidden from the 
?rst server 30, Which information the ?rst server 30 cannot 
reveal even if the ?rst server 30 is compromised. In the event 
that both the ?rst server 30 and the second device 10' are 
compromised, the user’s passWord still provides a degree of 
protection. This degree of protection can be increased by 
increasing the amount of time that an attacker (as Well as the 
actual user) needs to spend to derive the intermediary strong 
secret value T2 from the ?rst secret 35. Increasing the amount 
of time can be accomplished by increasing the complexity of 
the derivation of the strong secret R (Which in the embodi 
ments described herein is already relatively complex) and by 
increasing the complexity of the derivation of the intermedi 
ary strong secret value T2 from the strong secret R. If each 
derivation of T2 from a guess of the ?rst secret 35 is su?i 
ciently time consuming, even off-line guessing can be made 
unlikely to succeed. 
[0067] In still another embodiment, described in more 
detail beloW With reference to FIG. 4, the user has only a 
single PIN or passWord. The client participates in the blind 
function evaluation protocol With the ?rst server and obtains 
the strong secret R 25. The client then derives tWo interme 
diary strong secret values T 1 and T2 from the strong secret R. 
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One intermediary strong secret T1 is used to authenticate With 
the second device 10" and the other intermediary strong secret 
T2 is used to decrypt the encrypted secrets 5. 

[0068] In this embodiment, an attacker that has not com 
promised either the ?rst server 30 or the second device 10" 
can only perform on-line passWord guessing. If the second 
device 10" is compromised (but not the ?rst server 30), the 
attacker can either try off-line guessing of the decryption key 
of the encrypted secrets 5 (the success of Which is highly 
improbable) or the attacker still needs to undertake on-line 
guessing of the passWord. If the ?rst server 30 is compro 
mised (but not the second device 10"), the attacker is still 
limited to on-line passWord guessing, because the blinding 
prevents the attacker from knoWing the strong secret R 25. It 
is only if the both the ?rst server 30 and the second device 10" 
are compromised that the attacker can undertake off-line 
passWord guessing. Thus, this embodiment provides security 
against the compromise of a single server, using only a single 
(possibly Weak) PIN or passWord. 
[0069] Referring to FIG. 4, an embodiment of the invention 
uses discrete logarithm cryptography in the blind function 
evaluation protocol 40'. Prior to a user 3 attempting to access 
the encrypted secrets 5, initialiZation is performed as in the 
initialiZation 33 of FIG. 3. One step in this initialiZation 
process is that the ?rst server 30 selects 75 a prime p such that 
p:2q+l Where q is a prime. The value of p is selected in this 
manner because it is useful to ensure that there is a large 

sub-group Within the multiplicative group ZP* (Where ZP* is 
the group of integers from 1 to (p—l) under the operation of 
multiplication modulo p) for straight forWard cryptographic 
computation With minimal leakage of secret information in 
protocols, hoWever other arrangements are possible. The ?rst 
server 30 communicates 80 p to the client 15. 

[0070] The security of this discrete logarithm embodiment 
depends upon the parameters p and q being generated appro 
priately, Which may be, as in the embodiment described here, 
that p and q are prime, and p:2q+l. In other embodiments, 
there may be more or less requirements on p and q, With the 
resulting tradeoffs in security bene?ts. In one embodiment, 
both p and q are published, or otherWise made available to the 
client. The client can then directly verify the properties of p 
and q. 

[0071] The ?rst server 30 also selects 85 a secret exponent 
b between 1 and q-l for each user 3 i that can store encrypted 
secrets 5 EI2(Kl, . . . , K”) on the second device 10'. The ?rst 

server 30 also publishes a function 3“ that maps Weaker secrets 
35, such as passWords, to elements of the multiplicative group 
Z P*. For instance, given the ?rst secret 35 PS, f(FS) might be 
de?ned as MGF(FS) mod (p) or MGF2(FS) mod (p) Where 
MGF is a mask- generation function. Various mask generation 
functions can be used. One suitable MGF is MGF1, described 
in PKCS #1: RSA Cryptography Speci?cations, Version 2.0 
B. Kaliski and J. Staddon, available at http:/WWW.rsalabs. 
com/pkc s/pkcs- l /index.html. For security purposes, the map 
ping shouldbe independent of other cryptographic operations 
performed and should map to suf?ciently randomly distrib 
uted values mod p. The function 3“ might be different for 
different users or groups of users, so long as it is possible for 
the client to determine the appropriate function to use. 

[0072] A ?nal step in the initialiZation is that the ?rst server 
30 stores 90 a veri?cation value vU. In the current embodi 
ment, the veri?cation value vUis the user’s 3 public key. In an 
alternative embodiment, the veri?cation value vUis one of the 
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encrypted secret 5 K,- knoWn only to the user 3 and the ?rst 
server 30, or something derived from the encrypted secret 5 

K. 
[0073] Having initialiZed to the ?rst server 30, the user 3 
can then use the ?rst server 30 to access his or her encrypted 
secrets 5. To initiate access to the encrypted secrets 5, the user 
3 provides 95 his or her ?rst secret 35 to the client 15. The 
client 15 then generates 100 a random exponent k that satis 
?es lékéq- l. The client 15 next computes 105 r:f(FS)kqvk 
mod p and transmits 110 this value along to the ?rst server 30. 
The exponentiation 105 by k serves to hide the value of f(FS) 
from the ?rst server 30 and from parties observing commu 
nications betWeen the client 15 and the ?rst server 30. In this 
Way, even a party that compromises the ?rst server 30 Will not 
be able to determine the user’s 3 underlying ?rst secret 35. 
Depending on the form of f(FS), it may not ensure that all 
values of r are equally likely. 

[0074] For example, if p:2q+l and J"(FS):MGF(FS)2 mod 
p, Where MGF(FS) is de?ned to map to a subset of the integers 
betWeen 2 and p—2, then f(FS) is an element in the multipli 
cative subgroup of ZP* of order q, and all values of r are 
equally likely. As another example, if p:2q+l and f(FS) 
:MGF(FS), With the same de?nition of MGF, then f(FS) is an 
element in the multiplicative group ZP*, but not necessarily in 
the subgroup of order q. The value f(FS) may either have 
order q or order 2q. If it has order q, then all values of r are 
equally likely, but if it has order 2q, only about half the 
elements of ZP* are possible, and information about f(FS) is 
leaked, although it is not clear hoW to exploit this information. 
As a result, if f(FS) is de?ned Without squaring, k should 
range from 1 to 2q-l .A small amount of information may still 
be leaked (in particular, Whether f(FS) is in the subgroup of 
order q or not), but this is not signi?cant. 
[0075] In any implementation Where p:2q+l, one bit of b 
may be leaked (speci?cally, Whether it is even or odd) by an 
attacker Who sends values not in the multiplicative group of 
order q, to determine Whether they are mapped into the group 
or not When raised to the b poWer. This attack can be over 
come by raising to the 2b poWer, or choosing an even value of 
b. In the more general situation, J°(FS):MGF(FS)“ mod p, 
Where p:aq+l, and a>2, and the greatest common divisor of 
a and q is 1. More bits of b may be leaked in this situation, 
speci?cally, the value b mod a. This can be overcome by 
raising to the a-times b poWer, or choosing a value of b that is 
divisible by a. This is described further in Us. Pat. No. 
5,933,502 to Vanstone et al. The general hardening function 
g(W, b) in the discrete logarithm embodiment is given by g(W, 
b,):Wb mod p. Upon receiving r, the ?rst server computes 115 
sIrb mod p. The term b is the ?rst server’s 30 secret input. 
Exponentiation by this factor transforms the ?rst secret 35 
into a recoverable hardened secret. Undoing the exponentia 
tion is not mathematically feasible for suf?ciently large 
valves of b due to the discrete logarithm problem. For the 
same reason, the term b remains unknoWn to the client 15. 
That is, even With knoWledge of r and s the client 15 can not 
feasibly determine b. 
[0076] In addition, if this is the user’s 3 ?rst attempt to 
access the encrypted secrets 5 or ?rst attempt since success 
fully accessing the encrypted secrets 5, the ?rst server 30 
initialiZes 120 the access attempt variable nU. If this is not the 
user’s 3 ?rst attempt, then the ?rst server 30 increments 120 
the access attempt variable n U. The access attempt variable nU 
is used by the ?rst server 30 as a mechanism to lock-out or 
throttle an attacker Who is attempting to determine the hard 
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ened secret 25 by guessing the ?rst secret 35. In one embodi 
ment, if the access attempt variable nU exceeds a predeter 
mined number, then further attempts to harden the particular 
user’s 3 ?rst secret 35 are prohibited until either the ?rst secret 
35 is changed or a system administrator determines that the 
failed attempts do not represent a security threat. In another 
embodiment, the ?rst server 30 increasingly delays its com 
munication 125 of s and N (discussed beloW) as the access 
attempt variable nU increments. This throttling mechanism 
makes it impractical for an attacker to determine the hardened 
secret 25 by searching all possible values of the ?rst secret 35. 
[0077] If the alloWed number of attempts has not been 
exceeded, the ?rst server 30 returns 125 s and a unique index, 
or nonce N, for this instantiation of the attempted recovery 
process. In one embodiment, the nonce N is derived from the 
access attempt variable nU such that the derived value is 
unique for each instantiation. In another embodiment, the 
nonce N is chosen at random. 

[0078] Upon receiving s and N, the client 15 computes 130 
l/k, the multiplicative inverse of k mod q. The client 15 uses 
this value to generate 135 the hardened secret 25 R according 
to RIsI/k mod p. This step 135 reverses the blinding factor k 
that Was used to hide communications betWeen the client 15 
and the ?rst server 30. In this embodiment, the client 15 uses 
R to compute 140 the intermediary strong secret values T 1 and 
T2 according to the relationship T 1:KDF(R, i) Where KDF is 
a key derivation function. The key derivation function alloWs 
the system 300 to produce multiple intermediary strong 
secrets 60 from the hardened secret 25 R. The nature of the 
KDF is that knoWledge of T1 does not make it substantially 
easier to determine T2. TWo example key derivation functions 
are PBKDFI and PBKDF2, described in PKCS #5 by RSA 
Laboratories, a part of RSA Security Inc., available at http:// 
WWW.rsalabs.com/pkcs/pkcs-5/index.html. 
[0079] The client 15 then authenticates 65' the user 3 to a 
second device 10' by transmitting 141 T 1 and doWnloads 142 
the encrypted secrets 5 T2(K1, . . . , Kn) that have been 

encrypted With T2. Next, the client 15 recovers 145 the secrets 
K1, . . . , K” using T2. The client 3 then uses Kl to produce 150 
veri?cation data to verify 55 to the ?rst server 30 that the 
current secret decryption attempt Was successful. In the cur 
rent embodiment, K 1 is the user’s 3 private key 8 and the client 
15 uses this value to sign 150 the nonce N. The ?rst server 30 
veri?es the signature on the value N by applying 155 the 
user’s 3 stored public key vU. If the signature veri?es, then the 
?rst server 30 is assured that the client 15 successfully 
decrypted the secret value K1. In this case, the access attempt 
is considered successful and the value of the access attempt 
variable nU is reset 160. If the decryption Was unsuccessful, 
the value of nU Would remain unchanged to be incremented 
120 by any subsequent attempts so that, as mentioned above, 
if an excessive number of unsuccessful attempts Were made, 
hardening of the particular user’s 3 ?rst secret 35 Would be 
prohibited or throttled. 
[0080] To help ensure the security of the encrypted secrets 
5, the client 15 can be con?gured to store the encrypted 
secrets 5 only in active memory so that they Will be lost 
Whenever the client 15 is shut doWn. In addition, the client 15 
can be con?gured to purge the encrypted secrets 5 Whenever 
a particular user 3 signs off the client 15 or after a ?xed period 
of time. 

[0081] Ifthe user’s only secret is a PIN or passWord, as it is 
in this embodiment, the authentication protocol betWeen the 
client 15 and the second device 10' should not provide enough 
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information for an eavesdropper to verify a guess of T1 and T2 
by examining messages exchanged betWeen the client 15 and 
the second device 10'. OtherWise, an attacker that compro 
mises the ?rst server 30 can verify guesses of the passWord by 
deriving R and T 1 and checking Whether T 1 is correct. If the 
second device 10' is physically local to or integrated With the 
client 15, this protection may be inherent in the architecture. 
If the client 15 and the second device 10' are separated by a 
computer netWork, hoWever, one Way to achieve this is to use 
a secure communication protocol, such as SSL, Which 
encrypts and integrity-protects the data. 
[0082] LikeWise, the hardened secret 25 R should be 
obtained from the passWord in a manner such that the client 
can be assured that R has been computed by the ?rst server 30 
(and not an attacker) before the client 15 uses a key derived 
from R to authenticate to the device. OtherWise, an attacker 
that compromises the device may be able to manipulate the 
protocol to cause the client 15 to use a different key in a Way 
that leaks information about the user’s passWord. For 
instance, by manipulating the protocol so that the intermedi 
ate value s returned is the same as the value r provided by the 
client, the attacker can cause the hardened secret R to equal 
the value f(FS). The keys T1 and T2 Would then directly 
depend on the passWord. If T1 is used to authenticate to the 
device in a typical challenge-response protocol, the attacker 
Will be able to verify Whether guesses of the passWord are 
correct. There is a similar attack if the encrypted secrets 5 are 
transmitted in the clear. Again, the use of a secure communi 
cation channel, such as SSL Will provide the necessary secu 
rity. 
[0083] Alternatively, a “proof of correctness” can be used 
to so the client can determine Whether the correct value of b 
has been applied. A proof of correctness is stronger than an 
SSL session as it does not require the client to trust the server 
to perform the computation correctly, and so provides more 
than is necessary to meet the protocol’s design goal, Which is 
for the client to knoW that the server Was involved. In embodi 
ments using the RSA cryptosystem (described further With 
regard to FIG. 5), the “proof” is built in. The client simply 
checks that R:f(FS)e (mod n). A proof involves additional 
computations for the discrete logarithm approach described 
above. An illustrative example of the embodiment shoWn in 
FIG. 4 is given by a cellular telephone that contains a dedi 
cated cryptographic chip containing encrypted secrets 5. In 
this example the cellular telephone is the client 15 and the 
cryptographic chip is the second device 10'. As cellular tele 
phones can be lost, it is advantageous to strongly encrypt the 
encrypted secrets 5, such as a private key 8 used for digital 
signatures, on the cryptographic chip. As mentioned above, 
the decryption key 25 necessary to decrypt strongly encrypted 
secrets 5 can be dif?cult for users 3 to remember. 

[0084] Given this, the cellular telephone can be con?gured 
to employ the embodiment shoWn in FIG. 4 in Which a ?rst 
secret 35, such as a PIN, can be used to access strongly 
encrypted secrets 35. According to this embodiment, a user 3 
Would ?rst enter 95 a numeric PIN as a ?rst secret 35 into the 
cellular telephone key pad When he or she Wanted to, for 
example, execute a digital signature. The cellular telephone 
Would then modify and blind 105 the PIN and transmit 110 it 
to a ?rst server 35. The ?rst server 35 Wouldthen apply 115 its 
secret b and transmit 125 the resulting value, as intermediate 
data 22, back to the cellular telephone. The cellular telephone 
Would then unblind the intermediate data thereby generating 
135 the hardened secret 25 R. Using the hardened secret 25 R, 
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the cellular telephone Would generate 140 tWo intermediary 
strong secrets T1 and T2. Next, the cellular telephone Would 
transmit 141 T1 to the cryptographic chip for authentication 
65'. Assuming that the authentication 65' Was successful, the 
cryptographic chip Would then download 142 into the cellular 
telephone’s active memory the encrypted secrets 5. The cel 
lular telephone Would then use T2 to decrypt 145 the 
encrypted secrets 5. Using the private key 8, or employing one 
of the alternative methods discussed above, the cellular tele 
phone Would then verify 55 to the ?rst server 30 that it had 
successfully accessed the encrypted secrets 5. With access to 
the private key 8, the cellular telephone could then use the 
private key 8 to form a digital signature to, for example, 
execute a digital transaction. 

[0085] Referring to FIG. 5, in another embodiment, the 
blind function evaluation protocol 40" is based on the RSA 
cryptosystem, Which is based on the problem of extracting 
roots modulo a composite, and Which is described in R. 
Rivest, A. Shamir, and L. Adleman, “A Method for Obtaining 
Digital Signatures and Public-key Cryptosystems,” Commu 
nications of the ACM, 21(2) pp. 120-126, February 1978 and 
“PKCS #1: RSA Cryptography Speci?cations,” Version 2.0, 
by B. Kaliski and J. Staddon, available at http://WWW.rsalabs. 
com/pkcs/pkcs-1/index.html. The use of the RSA cryptosys 
tem to perform blind signatures in the context of anonymous 
digital cash is described in D. Chaum, “Security Without 
Identi?cation: Transaction Systems to Make Big Brother 
Obsolete,” Communications of the ACM, 28 (1985), 1030 
1044. 

[0086] Also, in this embodiment, to shoW an example of 
this type of authentication, the authentication 65" operation 
employs a time-based token code. As before, the system 
includes a client 15 that receives a ?rst secret 35 from a user 
3, a ?rst server 30, and a second device 10'. 

[0087] As part of initialiZation , the ?rst server 30 generates 
170 a product n that is the product of tWo primes, pl- and q,- for 
each user 3 i. The values pl- and q,- are large prime numbers, for 
example numbers larger than 512 bits in length, and n is the 
RSA modulus. The ?rst server 30 also selects 175 a value el 
that is a small integer that is relatively prime to LCM(pl.—1, 
ql-—1), Where LCM stands for Least Common Multiple. The 
value of el- is the public exponent in the RSA cryptosystem. 
The public exponent el. is chosen to be relatively prime to 
LCM(pl-—1, ql-—1) so that it is assured that a multiplicative 
inverse b exists. The value of b is de?ned by bIeZTl mod 
LCM(pl-—1, ql-—1). The RSA cryptosystem makes use of the 
fact that Mbe mod(n):Meb mod(n):Ml mod n, Where M is a 
message to be encrypted. That is, the exponentiation of M to 
el- and then to b or the exponentiation of M to b and then el 
returns M to its original value mod(n). 
[0088] The value b is the server secret input, Which is either 
computed 180 by the ?rst server or, in an alternative embodi 
ment, stored on the ?rst server 30 after being generated else 
Where, during initialiZation 33 (FIG. 3). An additional step in 
the initialiZation of the client 15 and the ?rst server 30 is that 
both store 185, 185' a secret seed SS that is used as part of the 
authentication 65" process. A further initialiZation step is that 
the ?rst server 30 stores 188 a copy of the public exponent el 
and the modulus nl- or publishes them so that they can be 
provided to the client, and initialiZes 189 the access attempt 
variable nU. 
[0089] The hardening function R:g(W, b) in the RSA cryp 
tosystem-based embodiment is de?ned by g(W, b):Wb mod n. 
The value W is generated 190 as above via a function 3“ applied 
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to a user 3 supplied ?rst secret 35, such as a passWord P. That 
is, W:f(FS) Where the function 3“ may be based on a mask 
generation function and FS is the ?rst secret 35 as previously. 
To blind the initial communication from the client 15 to the 
?rst server 30, the client 15 generates 195 a random value al 
such that (1<al.<n—1) and gcd(al., n):1. The value al. is rela 
tively prime to n so that an inverse of aid is guaranteed to exist. 
The client 15 then 200 computes MZ-Iaiei W mod n. Here, al-ei is 
a random element of Zn*, regardless of f(W). Provided that 
f(W) is in Zn*, so that it does not contain a factor in common 
With n, the MI. Will be a random element of Zn*, so all values 
of M,- are equally likely. As all values of al- are equally likely, 
multiplication by the value al. serves to blind the value of W 
mod n With respect to the ?rst server 30 and With respect to 
someone observing communications betWeen the client 15 
and the ?rst server 30. The value MI. is transmitted 205 to the 
?rst server 30 by the client 15. 
[0090] The next step in the blind function evaluation pro 
tocol 40" is that the ?rst server 30 computes 210 the value 
cIMZ-b mod n and returns 215 this value to the client 15 along 
With the nonce N. As described above, this operation reverses 
the exponentiation by eZ- because el- and b are the multiplicative 
inverses of each other. Mathematically the value of c is given 
by hIMZ-b mod IIIaZ-Wb mod n. If the space for b is suf?ciently 
large, the exponentiation of M,- by b serves to harden the user’s 
3 ?rst secret 35 P. As mentioned above, the value OfWb mod n 
is blinded from observers (including the ?rst server 30) by the 
multiplication by the random value of ai. In order to limit 
unauthorized attempts to harden a ?rst secret 35, the nonce N 
is returned is returned by the ?rst server 30 to the client 15 to 
identify this instantiation of the encrypted secrets 5 recovery 
attempt for veri?cation purposes. 
[0091] The ?nal stage in the blind function evaluation pro 
tocol 40" ?rst involves the client 15 removing the blinding 
associated With the random value ai. The client 15 achieves 
this by multiplying 220 c modnby afl modn. The unblinding 
is represented mathematically by afl cqvb mod n. To provide 
additional security to the hardened secret Ravi7 mod n 25", 
the unblinded value is next entered 225 as the input to a hash 
function h so that the intermediary strong secret T3 65" is 
given by T3:h(ai_l c mod n). 
[0092] An advantage of the RSA cryptosystem-based blind 
function evaluation protocol 40" is that it only involves one 
short exponentiation, one multiplication, and one modular 
inversion per user 3. The modulus may be the same for each 
user 3 i provided that the exponents el- are different, so that 
protocol runs are associated With a particular user 3 i and 
throttling of other account-speci?c countermeasures can be 
enabled. If the exponent el- varies for each user 3 i, the set of 
possible exponents should be pairWise relatively prime to 
LCM(p-1,q—1). 
[0093] The security of the RSA cryptosystem-based blind 
function evaluation protocol 40" depends on the modulus n 
and the exponent e forming a valid RSA public exponent such 
that n is a product of tWo large primes, and e is relatively 
prime to (I>(n). If n is not a product of tWo large primes, it may 
be possible for an attacker to determine the value R from 
f(W), and if e is not relatively prime to (I>(n), then information 
about f(W) may be leaked from the client information ae f(W). 
[0094] In one embodiment, the server provides the n and e 
values to the client in a certi?cate, Where the certi?cate asso 
ciates the n and e values With the particular user. The certi? 
cate authority can assure that the n and e values are valid 
before issuing the certi?cate. To do this the certi?cate author 
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ity may, for example, use the methods and apparatus 
described in co-pending U.S. Ser. No. 09/188,963, entitled 
“Methods and Apparatus for Verifying the Cryptographic 
Security of a Selected Private and Public Key Pair Without 
Knowing the Private Key,” by Liskov et al., incorporated 
herein by reference. 
[0095] It should be noted that in the embodiment of FIG. 5, 
proper selection of e may be more critical than selection of n. 
If a compromised ?rst server selects n such that it does not 
have prime factors, that Will help an attacker Who compro 
mises the device. But a improper selection of e Will make it 
possible for someone else (Who has not compromised the 
device 10'), to attack the system. 
[0096] As mentioned above, the authentication step 65 can 
be implemented in various Ways. In the embodiment shoWn in 
FIG. 5, the authentication 65" shoWs the details of using a 
time-based token code. Under this method, the client 15 gen 
erates 230 a dynamic passWord L as a function of a secret seed 
SS and the current time CT (and optionally a user PIN PP) and 
sends 235 the dynamic passWord L to the second device 10'. 
To authenticate 65" the client 15, the second device 10' regen 
erates 240 a version L' of the dynamic passWord L from its 
copy of the secret seed SS, the current time CT (and the user 
PIN PP, if appropriate). The second device 10' then compares 
245 the dynamic passWord L it received from the client to the 
one L' that it generated. If there is not an exact match, the 
second device 10' can be con?gured to recalculate the regen 
erated dynamic passWord L' utiliZing times nearby to its cur 
rent time CT to synchroniZe its clock With the client’s 15 
clock. In an alternative embodiment, the second device 10' 
does not directly verify the dynamic passWord L but instead 
employs a third server to generate and verify the client’s 15 
dynamic passWord L. 
[0097] In the current embodiment, the generation of the 
dynamic passWord L by the user is implemented as a physical 
token, such as a RSA SECURID token. In an additional 
alternative embodiment, the physical token is combined With 
a PIN to provide additional security through a tWo-factor 
authentication process. The use of the token is just one Way 
that authentication could be implemented. 
[0098] In another embodiment, biometric information is 
used for the authentication step 65". The use of biometric 
derived information for authentication 65" could be similar to 
the use of biometric derived information for the ?rst secret 35. 
The initial biometric information, such as a ?ngerprint or iris 
scan, is here converted into-authentication data. In one 
embodiment as in the ?rst secret 35 case, the error correction 
codes are stored on error correction servers connected to the 

netWork 20 and can be signed by an independent server to 
ensure integrity. Before providing the authentication data, the 
client 15 obtains the error correcting information and veri?es 
its integrity. The client 15 then combines the information With 
the initial biometric information to generate the authentica 
tion data that is used to authenticate 65" to the second device 
10'. In other embodiments, the error correction codes are 
stored in other locations including on the client 15, on the ?rst 
server 30, or the second device 10'. 

[0099] In an additional embodiment also employing bio 
metric-derived information for authentication 65" no error 
correction codes are utiliZed. In this embodiment, the authen 
tication 65" process tolerates a range of biometric values. 
According to this embodiment, the client 15 transmits the 
biometric derived information to the second device 10', and if 
this information falls Within the range that the second device 
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10' is con?gured to accept, then the second device 10' Will 
consider that the client 15 has successfully been authenticated 
65". 
[0100] Once the client 15 has been authenticated 65" by the 
second device 10', the second device 10' provides 250 to the 
client 15 the encrypted secrets 5. To decrypt the encrypted 
secrets 5 the client 15 uses the intermediary strong secret T3. 
Once the encrypted secrets 5 are decrypted 255, the client 15 
veri?es 55 this to the ?rst server 30 as before. That is, the 
client 15 signs 260 the nonce N With the user’s 3 private key 
8 and transmits 265 this valve to the ?rst server 30. The client 
15 has access to the user’s private key 8 because, as before, the 
user’s private key 8 Was one of the encrypted secrets 5. The 
?rst server 30 then checks 270 the signature using the user’s 
3 public key Pub” and veri?es 275 that the nonce N represent 
ing this instantiation of the access attempt is correct. Assum 
ing the nonce N is veri?ed, the value of the access attempt 
variable nu is reset 280 for further access attempts. 

[0101] Referring to FIG. 6, in another embodiment, a user 
603 uses commercially available Web broWser softWare run 
ning on a personal computer 615 (the client in this embodi 
ment), to access a Web server 610 over a computer netWork 
such as the Internet. In this interaction With the Web server 
610, the user 603 provides certain personal information, such 
as the user’s name and address, and possibly other informa 
tion, such as personal preferences, demographic information, 
?nancial information (credit card or bank account numbers), 
and so on, to the Web server 610. 

[0102] This personal information is useful for the interac 
tion of the user 603 With the Web server 610 using the client 
615, and the user 603 Would typically prefer not to provide the 
same information to the Web server 610 each time the user 
interacts With the Web server 610. The personal information 
could be stored on the client 615, but this may not be practical, 
for example because the user Would like to access the Web 
server 610 from more than one location, or for example 
because the client 615 is not used by the user 603 exclusively. 
[0103] It therefore is useful to store the personal informa 
tion on the Web server 610, but in a manner that makes it 
dif?cult for an attacker to access the personal information. 
For performance reasons, Web servers are frequently placed 
on an open netWork outside of ?reWalls and other security 
measures, and so they are vulnerable to attack. The user’s 
personal information can be stored as encrypted secrets 605. 
As described above, if a user-provided passWord (or other 
Weak secret) is used as a key to encrypt the personal informa 
tion, the passWord is likely to be a Weak key, and so it Will 
likely afford less than optimal protection to the encrypted 
secrets. In one embodiment, the encrypted secrets are stored 
such that they can be decrypted With a hardened passWord. In 
various embodiments, a user’s passWord is used as the input to 
a blind function evaluation protocol in Which either the client 
or the Web server participates With a hardening server 630. 
The result of the blind function evaluation protocol is used as 
or to derive a decryption key for the encrypted secrets. 

[0104] In one embodiment, the user communicates 651 
With the Web server 610, and the Web server 610 directs the 
broWser to communicate 652 With the hardening server 630. 
If the Web broWser does not have the appropriate code to 
engage in the blind function evaluation protocol, either the 
Web server 610 or the hardening server 630 can provide the 
broWser With the necessary code, for example in the form of 
a Java applet, or in the form of a broWser plug-in, or in the 
form of executable code for the computer. 
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[0105] The client 615 and the hardening server 630 engage 
in a blind function evaluation protocol, With the result that the 
client derives a hardened passWord. The hardened passWord 
is communicated to the Web server, Which then decrypts the 
user’s personal information, and so can make the personal 
information available to the user as part of the user’s interac 
tion With the Web server 610. When the user has completed his 
interaction With the Web server 610 (eg logs off), the Web 
server deletes the unencrypted secrets, keeping only the 
encrypted secrets in its data store. If the data store of the Web 
server 610 is compromised, the attacker has access only to the 
encrypted secrets, and cannot directly access to the user’s 
personal information. 
[0106] In one embodiment, the blind function evaluation 
protocol takes as input a Web server 610 identi?er, in addition 
to the client information and the ?rst server secret. The Web 
server identi?er might be, for example, some portion of the 
URL or netWork address of the Web server, or the Web server 
identi?er could be another identi?er assigned to one or more 
Web servers. The Web server 610 identi?er is used in the blind 
function evaluation protocol, for example as an input to the 
blind function, and/ or as an input to the key derivation func 
tion that derives the decryption key from the result of the blind 
function. By including the Web server identi?er 610 as an 
input to the blind function evaluation protocol, the user need 
only have one passWord, yet the client Would generate differ 
ent decryption keys for different Web servers. 
[0107] In one such embodiment, the Web server 610 com 
municates the veri?cation information to the hardening 
server 630. When the Web server 610 decrypts the encrypted 
secrets, it uses some information in the encrypted secrets to 
prove to the hardening server that successful decryption has 
occurred. In this embodiment, the client communicates to the 
Web server 610, along With the decryption key, the nonce or 
other veri?cation information provided by the hardening 
server. 

[0108] In another embodiment, the client 615 provides the 
client information (derived from the user’s passWord and/or 
other secret data) directly to the Web server 610, and the Web 
server 610 engages 652 in the blind function evaluation pro 
tocol With the hardening server. The Web server 610 then 
derives the decryption key from the hardened passWord 
(Which may be the hardened passWord) to decrypt the 
encrypted secrets. In this Way, the client 615 has to do less 
Work, but the Web server is able to store data that is only 
vulnerable to compromise When the user is communicating 
With the Web server 610. 

[0109] Referring to FIG. 7, in a variation of the embodi 
ment of FIG. 6, the client 715 uses the passWord hardening 
server 730 to generate a hardened passWord that is used to 
authenticate the client 715 to the Web server 710. The client 
715 receives a Web server identi?er WSID 771. The Web 
server identi?er might be, for example, some portion of the 
URL or netWork address of the Web server, or the Web server 
identi?er could be another identi?er assigned to one or more 
Web servers. Instead of receiving the WSID from the Web 
server, the client could derive the WSID from such other 
information, store a list of WSID’s locally, or request the 
WSID from a server on the netWork (such as the authentica 
tion server 730). 
[0110] The client provides 772 the client information 
(Which is derived from the user’s secret) to the authentication 
server 730 as part of the client’s participation in a blind 
function evaluation protocol. The client may also provide the 
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Web server identi?er WSID, and the client may also provide a 
user identi?er to the authentication server 730 as part of the 
blind function evaluation protocol. The WSID can be used in 
the blind function evaluation protocol, for example as an 
additional input to the blind function, to select a server secret 
to use in the blind function evaluation protocol. This may be 
in addition to or instead of the use of the WSID as an input to 
the key derivation function that derives the decryption key 
from the result R of the blind function. The user identi?er may 
be used to selected the appropriate server secret, or for other 
purposes. 
[0111] The authentication server 730 returns the blinded 
result R to the client 715, along With a nonce or other session 
identi?er 772. The client generates a hardened passWord for 
use in authenticating to the Web site based on the result R of 
the blind function evaluation protocol and possibly the other 
information (i.e. user identi?er, Web site identi?er). By 
including the Web server identi?er WSID as an input to the 
key derivation function (and/or as an input to the blind func 
tion evaluation protocol), the user need only have one pass 
Word, yet the client can generate different passWords for 
authentication to different Web servers. 

[0112] The client communicates 774 the hardened pass 
Word and the nonce to the Web server 71 0. For the veri?cation, 
the Web server 710 sends 775 a message to the authentication 
server 730, indicating Whether or not the authentication 
attempt associated With the nonce Was successful. If the 
authentication Was successful, the hardening server resets the 
attempt counter, if it Was not successful, the account variable 
is increased. Preferably, the message is communicated such 
that the Web server 710 cannot be impersonated. For example, 
the communication can include the digital signature of the 
Web server on the nonce. 

[0113] Variations, modi?cations, and other implementa 
tions of What is described herein Will occur to those of ordi 
nary skill in the art Without departing from the spirit and the 
scope of the invention as claimed. Accordingly, the invention 
is to be de?ned not by the preceding illustrative description 
but instead by the spirit and scope of the folloWing claims. 

What is claimed is: 
1. A method comprising: 
implementing a multi-party secure computation protocol 

betWeen a client Which has a client secret and a server 

Which has a server secret to compute a third secret from 
the client secret and the server secret, Wherein the pro 
tocol is implemented so that the client obtains the third 
secret and cannot feasibly determine the server secret, 
and the server cannot feasibly determine the client secret 
and cannot feasibly determine the third secret; 

authenticating the client by a device, the device storing an 
encrypted secret and con?gured not to provide the 
encrypted secret Without authentication and the device 
being distinct from the server; and 

after authenticating, providing to the client by the device 
the encrypted secret, Wherein the encrypted secret is 
capable of being decrypted using a decryption key 
derived from the third secret and Wherein the multi-party 
secure computation protocol implemented betWeen the 
client and the server is the only multi-party computation 
protocol that is implemented in generating the third 
secret and the decryption key derived from the third 
secret; 
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wherein implementing the multi-par‘ty secure computation 
protocol involves: 

at the client, using the client secret to compute client infor 
mation to harden the client secret and then sending the 
client information to the server; 

at the server, using the client information and the server 
secret to compute intermediate data and sending the 
intermediate data to the client; and 

at the client, deriving the third secret from the intermediate 
data. 

2. The method of claim 1 Wherein the third secret is derived 
from the intermediate data by use of one of a key derivation 
function and a hash function. 

3. (canceled) 
4. The method of claim 1 Wherein the client secret com 

prises at least one of a PIN, a passWord, and biometric infor 
mation. 

5. The method of claim 4 Wherein the intermediate data is 
derived from at least the client secret and the server secret by 
use of a blind function evaluation protocol. 

6. The method of claim 5 Wherein the security of the blind 
function evaluation protocol is based on the problem of 
extracting roots modulo a composite. 

7. The method of claim 5 Wherein the security of the blind 
function evaluation protocol uses discrete logarithms. 

8. The method of claim 1 Wherein authenticating comprises 
authenticating the client based on a time-dependent code. 

9. The method of claim 1 Wherein authenticating comprises 
authenticating the client based on at least one of a PIN, a 
passWord, and biometric information. 

10. The method of claim 1 Wherein authenticating com 
prises authenticating the client based on a secret other than the 
client secret. 

11. The method of claim 1 Wherein authenticating com 
prises using an authentication secret derived from the third 
secret. 

12. The method of claim 1 Wherein the device comprises at 
least one of a ?le server, a directory server, a key server, a 
PDA, a mobile telephone, a smart card, and a desktop com 
puter. 

13. The method of claim 12 Wherein the device comprises 
at least one secure data store, the device requiring authenti 
cation before alloWing the client access to the data store. 

14. The method of claim 1 Wherein the encrypted secret 
comprises an encrypted private key of a public/private key 
pair used for asymmetric cryptography. 

15. The method of claim 14 Wherein the encrypted secret 
comprises an encrypted signature key used for creating a 
digital signature. 

16. The method of claim 15 Wherein authenticating com 
prises authenticating the client based on a secret other than the 
client secret, so that the user provides different information to 
access the device and access the signature key. 

17. The method of claim 1 Wherein the encrypted secret 
comprises an encrypted secret key used for symmetric cryp 
tography. 

18. The method of claim 1 Wherein the encrypted secret 
comprises at least one unit of encrypted digital currency. 

19. The method of claim 1 further comprising verifying 
that the client has not exceeded a predetermined number of 
unsuccessful attempts to obtain the intermediate data. 
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20. The method of claim 19 Wherein verifying further 
comprises: 

transmitting a challenge code to the client; and 
receiving the result of a cryptographic operation using the 

challenge code as an input and using a cryptographic key 
derived from the encrypted secret. 

21-30. (canceled) 
31. The method of claim 1, further comprising 
deriving the decryption key from the third secret; and 
decrypting the encrypted secret using the decryption key. 
32-37. (canceled) 
38. A method for authenticating to a netWork server, the 

method comprising: 
implementing a multi-par‘ty secure computation protocol 

betWeen a client Which has a client secret and a server 

Which has a server secret to compute a third secret from 
the client secret and the server secret, Wherein the pro 
tocol is implemented so that the client cannot feasibly 
determine the server secret and the server cannot feasi 
bly determine the client secret and cannot feasibly deter 
mine the third secret; 

at the client deriving a passWord from the third secret; 
authenticating to the netWork server using the derived pass 

Word, Wherein the multi-par‘ty secure computation pro 
tocol implemented betWeen the client and the server is 
the only multi-par‘ty computation protocol that is imple 
mented in generating the third secret and the passWord 
derived from the third secret; 

Wherein implementing the multi-par‘ty secure computation 
protocol involves: 

at the client, using the client secret to compute client infor 
mation to harden the client secret and then sending the 
client information to the server; 

at the server, using the client information and the server 
secret to compute intermediate data and sending the 
intermediate data to the client; and 

at the client, deriving the third secret from the intermediate 
data. 

39. The method of claim 38 further comprising transmit 
ting to the ?rst server by the netWork server veri?cation that 
the user has authenticated successfully. 

40. The method of claim 38 Wherein the netWork server is 
a Web server. 

41. The method of claim 38 Wherein deriving comprises 
deriving a server passWord using a key derivation function. 

42-43. (canceled) 
44. The method of claim 1, Wherein the multi-party secure 

computation protocol is a blind function evaluation protocol. 
45. The method of claim 44, Wherein the blind function 

evaluation protocol is based on discrete-logarithm cryptog 
raphy. 

46. The method of claim 45, Wherein the blind function 
evaluation protocol is based on an RSA algorithm. 

47. A method comprising: 
implementing a multi-par‘ty secure computation protocol 

betWeen a client Which has a client secret and a server 

Which has a server secret to compute a third secret from 
the client secret and the server secret, Wherein the pro 
tocol is implemented so that the client cannot feasibly 
determine the server secret and the server cannot feasi 
bly determine the client secret and cannot feasibly deter 
mine the third secret; 




