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METHOD AND SYSTEM FOR ACCESSING 
MEDIA CONTENT VIA THE INTERNET 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

[0001] The present invention is a continuation of and 
claims bene?t of priority to co-pending, US. patent applica 
tion Ser. No. 11/341,715 of DUA, entitled “METHOD AND 
SYSTEM FOR ACCESSING MEDIA CONTENT VIA THE 
INTERNET”, ?led on Jan. 27, 2006, noW allowed, the entire 
disclosure of Which is hereby incorporated by reference 
herein. 

BACKGROUND 

[0002] 1. Field of the Invention 
[0003] The present invention relates generally to systems 
and methodologies for accessing media content such as tele 
vision and radio programming via the Internet and more 
particularly to a centraliZed system and methodology for 
processing such media content in connection With a variety of 
external devices. 
[0004] 2. Background of the Invention 
[0005] A digital video recorder (DVR) is a device that 
records video to a digital storage medium such as a hard disk, 
DVD, or CD. The term DVR may be used to describe a device 
such as a Personal Video Recorder (PVR) or a closed circuit 
television (CCTV) DVR. It may also be used to reference a 
function in a device such as a digital video camera that has a 
DVR function built into it. 
[0006] Television (TV) and video are terms that are some 
times used interchangeably, but in their narroW de?nitions are 
different. Video is the visual portion of television Where as 
television is video and audio modulated onto (combined 
With) a carrier frequency (television channel), so that it may 
be transported either Wirelessly or over cables With many 
other frequencies (channels). 
[0007] Consumer DVRs such as those offered by TiVoTM 
and ReplayTVTM provide a multimedia time Warping system 
that gives users the ability to simultaneously record and play 
back TV broadcast programs. Such DVRs also alloW consum 
ers to pause, reWind, and play live TV in sloW motion. DVR 
functionality is described in, for example, US. Pat. No. 
6,233,389 assigned to TiVo, Inc. There are a number oftech 
nology trends in force today that are continuing to expand the 
functionality of DVRs. 
[0008] For example, one such trend is the ability to record 
data onto a recordable DVD or CD. A digital video recorder 
system With an integrated DVD recording device that gives 
users the ability to record TV broadcast programs to a DVD 
and playback that content is speci?ed in US. patent applica 
tion Ser. No. 10/418,646 ?led on Apr. 18, 2003. 
[0009] Another trend is the ability to access media assets 
stored in a digital video recorder via the Internet. A method 
and system for accessing stored media assets in a digital 
recorder via the Internet using E.164 telephone numbers, 
Uniform Resource Identi?ers (U RIs), and other address 
schemes is speci?ed in co-pending US. patent application 
Ser. No. 11/205,639 ?led by the Applicant. 
[0010] Consumers generally personaliZe their home televi 
sion and radio programming to their oWn preferences. First, 
consumers generally choose providers that offer program 
ming that matches their interests. In addition, consumers 
sometimes have the option of choosing speci?c content pack 
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ages that meet their needs. For example, cable and satellite 
TV providers offer consumers a choice of packages, Which 
include different channels and access to premium program 
ming (e.g., sports broadcasts, movies, international content, 
etc.). HoWever, as a general matter, to applicant’s knoWledge, 
there exists no system Whereby consumers can easily and 
remotely access all their personaliZed, home-based television 
and radio programming on any Intemet-enabled media 
device. 
[0011] TWo technology trends make the access of live 
media such as television and radio programming via the Inter 
net feasible. First, the proliferation of broadband netWork 
access alloWs for the streaming of high-quality digital media 
across the Internet. Second, the proliferation of media devices 
that are able to connect to the Internet and process a variety of 
digital content makes this possible. Media devices include for 
example, cellular phones, personal digital assistants (PDAs), 
video players, music players, game players, digital video 
recorders (DVRs), netWork televisions, personal computers, 
etc. The miniaturization of such devices along With the ability 
to connect to Wireless and Wireline netWorks gives consumers 
the ability to access their home-based television and radio 
programming from virtually anyWhere in accordance With the 
present invention. 
[0012] As a result of the increasing availability of broad 
band Internet access, telecommunications providers are 
offering Internet Protocol (IP)-based voice and video ser 
vices. Many service provider netWorks utiliZe the Session 
Initiation Protocol (SIP) to enable VOIP and other multime 
dia services. A SIP-compliant analog telephone adaptor 
(ATA) is generally deployed on residential and business 
broadband netWorks to facilitate the origination and termina 
tion of voice over Internet Protocol (VOIP) calls. 
[0013] It Would be advantageous to provide a digital media 
recorder system that is capable of simultaneously receiving 
multiple signal inputs, processing these signals, storing digi 
tal programming content, and making stored and live pro 
gramming content available locally through a media device 
connected to the unit or remotely via the Internet. It Would 
also be desirable for this system to be capable of receiving and 
processing multiple signal inputs from such sources as satel 
lite television receivers, cable television receivers, CCTV 
netWorks, TV antennas (e.g., UHF and VHF), radio receivers 
(e.g., AM, FM, ShortWave, LongWave, HD, Weatherband, and 
Digital Audio Broadcasting), satellite radio receivers (e.g., 
Digital Audio Radio Services), video cameras, Internet, etc. 
[0014] It Would be another advantage to provide a digital 
media recorder that provides multimedia time Warping func 
tionality that can be controlled locally While in proximity to 
the digital recorder or remotely While accessing live media 
content over a data netWork such as a local area netWork 

(LAN), Wide area netWork (WAN), or the Internet. 
[0015] It Would be a further advantage to provide a digital 
media recorder device With an integrated ATA that alloWs for 
call termination/origination. Having a single set-top box that 
provides VOIP and DVR functionality Would simplify resi 
dential netWorks, as feWer devices Would need to be con?g 
ured and installed. It Would be a further advantage to provide 
a set-top box that alloWs voice mail and video mail to be 
accessed via a television or remotely through any Intemet 
connected media device. 
[0016] It Would be a further advantage to provide remote 
access to the digital media recorder device via the Internet 
using a uni?ed address scheme such as the E164 numbering 
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system or system of URIs that would also be used to terminate 
and originate VOIP calls to/ from the device. 
[0017] It would be a further advantage to provide a digital 
media recorder device with an integrated radio frequency 
identi?cation (RFID) module for facilitating secure elec 
tronic payment via the Internet, user authentication, the rapid 
setup of wireless communication with electronic devices, and 
other applications. 

SUMMARY OF THE INVENTION 

[0018] It is therefore a primary object of the present inven 
tion to provide a system and methodology which improves 
upon prior art systems and methodologies and their related 
drawbacks as described above. 
[0019] The invention comprises a system including a net 
work-based set-top box with an integrated digital media 
recorder, DVD unit, and analog telephone adapter (ATA). In 
addition, in one embodiment, the invention integrates a radio 
frequency identi?cation (RFID) module for facilitating elec 
tronic payments via the Internet, user authentication, the 
rapid setup of wireless communication with electronic 
devices, and other applications. 
[0020] It is an object of the present invention to provide a 
set-top box to receive and process a plurality of signal sources 
and make programming available locally through connected 
devices or via a data network such as a LAN, WAN, or the 
Internet. The system also integrates a multimedia storage 
system that allows programming content to be digitally 
stored. The system also preferably provides a multimedia 
time warping system. The system utiliZes the integrated digi 
tal storage system and operating software to allow users to 
view a broadcast program (e.g., television, radio, etc.) with 
the option of instantly reviewing previous segments within 
the program. The invention makes the unit’s multimedia time 
warping capabilities locally and remotely controllable over a 
network, allowing a user to reverse, fast forward, play, pause, 
index, fast/slow reverse play, and fast/slow play live media 
(e.g., television, radio, audio, video, etc.). In addition, the 
invention allows the user to store selected media program 
ming while the user is simultaneously watching or reviewing 
another program. The system also allows stored media assets 
to be accessed locally via a media device connected to the unit 
or remotely via the Internet. 
[0021] It is another object of the present invention to pro 
vide a system and methodology to receive and concurrently 
process a plurality of signal inputs, while allowing for the 
simultaneous recording of multiple live programs from any 
input, and also allowing multiple media devices locally and 
remotely to access live or recorded content at the same time. 

[0022] It is another object of the present invention to pro 
vide a system and method through which users can rapidly 
initiate connectivity from a multiplicity of wireless and wire 
line devices with the set-top box via the Internet using an easy 
to use address scheme such as the E164 numbering system 
and system of URIs. 
[0023] It is another object of the present invention to pro 
vide for the convenient, e?icient, and secure access via the 
Internet to a set-top box such that only those authorized to 
connect to the set-top box may do so and only to the extent of 
their authorization. 
[0024] According to the teachings of the invention, stored 
content and live programming processed by the set-top box 
can be accessed via wireless or wireline networks using a 
wide variety of electronic devices. Connectivity with the set 
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top box via the Internet is obtained through the use of a novel 
system and methodology employing the Domain Name Sys 
tem and existing SIP-based infrastructure of service provid 
ers. 

[0025] Accordingly, in exemplary aspects of the invention 
there is provided a method, system and computer program 
product sharing data between a media device and a set-top 
box over a data network, including entering an E.l64 tele 
phone number associated with the set-top box on the media 
device; issuing an ENUM query on the E. 164 telephone num 
ber to a DNS server; receiving NAPTR records associated 
with the E164 telephone number; locating a NAPTR record 
associated with a set-top box Enumservice, selecting the cor 
responding URI, and using the DNS resolver to translate the 
domain name part of the selected URI to an IP address; 
receiving an IP address associated with the set-top box from 
a DNS server; and establishing a communications session 
between the media device and the set-top box using the IP 
address. 
[0026] These and other advantages and features of the 
present invention are described herein with speci?city so as to 
make the present invention understandable to one of ordinary 
skill in the art. Other aspects and advantages of the invention 
will become apparent from the following detailed description 
in combination with the accompanying drawings, illustrating 
by way of example, the principals of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] The present invention is illustrated by way of 
example, and not by way of limitation, in the ?gures of the 
accompanying drawings and in which like reference numer 
als refer to similar elements and in which: 
[0028] FIG. 1 is a reference diagram of the architecture of 
the set-top box components of the present invention, in accor 
dance with one embodiment thereof; 
[0029] FIG. 2 is a block schematic diagram depicting key 
components of the set-top box involved in the processing of 
multiple input signals and the output of processed signals to a 
multiplicity of media devices; 
[0030] FIG. 3 is a functional network diagram depicting a 
set-top box with multiple signal inputs transmitting processed 
signals to multiple media devices locally and via the Internet 
in accordance with one embodiment of the present invention; 
[0031] FIG. 4 is a representation of an exemplary hardware 
interface for a media device or its remote control according to 
a preferred embodiment of the present invention; 
[0032] FIG. 5 is a ?owchart illustrating the steps in the 
process of a media device accessing live programming pro 
cessed by the set-top box via the Internet according to a 
preferred embodiment of the present invention; 
[0033] FIG. 6 is an illustration of an exemplary user inter 
face screen depicting options for live media sources that can 
be selected in order to further select speci?c programming for 
transmission to a connected media device, according to a 
preferred embodiment of the present invention; and 
[0034] FIG. 7 is an illustration of an exemplary user inter 
face screen depicting options for media types that can be 
selected in order to further select speci?c content for trans 
mission to a connected media device, according to an alter 
native embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0035] The present invention related to systems and meth 
odologies for accessing media content via the Internet are 
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noW described in speci?c terms suf?cient to teach one of skill 
in the practice the invention herein. In the description that 
follows, numerous speci?c details are set forth by Way of 
example for the purposes of explanation and in furtherance of 
teaching one of skill in the art to practice the invention. It Will, 
hoWever, be understood that the invention is not limited to the 
speci?c embodiments disclosed and discussed herein and that 
the invention can be practiced Without such speci?c details 
and/ or substitutes therefor. The present invention is limited 
only by the appended claims and may include various other 
embodiments Which are not particularly described herein but 
Which remain Within the scope and spirit of the present inven 
tion. 
[0036] A general discussion of the present invention is noW 
provided and is thereafter folloWed by a detailed description 
of each of the components and functions of the invention 
according to speci?c preferred embodiments. 
[0037] The invention includes, as primary component, a 
netWork-enabled set-top box With an integrated hard drive 
(for digital media recording, playback, and time Warping). 
The invention may also include other components such as a 
high-speed DVD/CD recorder (for digital media recording 
and playback), an analog telephone adapter (for the termina 
tion and origination of VOIP calls), a transceiver/tuner (for 
receiving and transmitting a plurality of Wireless and Wireline 
signal types), and a radio frequency identi?cation (RFID) 
module (for facilitating electronic payments via the Internet, 
user authentication, the rapid setup of Wireless communica 
tion With electronic devices, and other applications). The 
set-top box integrates a variety of Wireless and Wireline inter 
faces, expansion slots, and audio/video input and output con 
nectors. The set-top box is capable of receiving, processing, 
storing, and transmitting a variety of media types including 
television, audio, video, images, presentations, animation, 
and Internet content. 

[0038] FIG. 1 is a reference diagram of the architecture of 
the set-top box 100, in accordance With one embodiment of 
the present invention. The set-top box 100 includes a casing 
that encloses various internal electrical components (includ 
ing integrated circuit chips and other circuitry) that provide 
computing operations for the set-top box 100. In addition, the 
casing may also de?ne the exterior shape, form, and color of 
the set-top box. 
[0039] The core of the set-top box 100 is a system-on-chip 
media processor 101 containing a CPU 102 With multiple 
cores. In another embodiment, the system-on-chip 101 may 
contain multiple CPUs in a series of symmetrical processing 
subsystems. The CPU 102 is con?gured to execute instruc 
tions and to carry out various operations. In most instances, 
the CPU 102 executes instructions under the control of the 
unit’s operating system or installed softWare. The CPU 102 
runs a real-time operating system enabling ef?cient and pre 
dictable response to real-time events. 

[0040] The set-top box 100 preferably integrates NOR/ 
NAND Flash Memory 117 and a SD Card Slot 113 Which 
interface With the system-on-chip 101 and CPU 102 via a 
PCI/XIO interface. The SD Card Slot 113 alloWs for the 
insertion of a SD (Secure Digital) Memory Card commonly 
used for storing digital content in cameras, cell phones, music 
players, and other electronic devices. Users can insert a SD 
Memory Card into the SD Card Slot 113, and vieW/listen to 
digitally encoded videos, photos, music, or other media con 
tent through a media device directly connected to the set-top 
box 100 or accessible to it over a netWork. 
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[0041] The set-top box 100 preferably utiliZes fast DDR 
SDRAM 121. The DDR SDRAM 121 and Flash Memory 
module 117 support the storage of the set-top box’s BIOS and 
operating system (OS) during operation of the unit 100. Other 
memory technologies and allocations of data to such classes 
of memory may alternatively be used While still remaining 
Within the scope of the present invention. 

[0042] The set-top box 100 is capable of receiving and 
processing multiple signal inputs from sources such as satel 
lite television receivers, cable television receivers, CCTV 
netWorks, UHF/VHF TV antennas, AM/FM/ShortWave/ 
LongWave/HD/Weatherband/DAB radio receivers, satellite 
radio receivers (e.g., XMTM and SiriusTM), video cameras, 
Internet, etc. The set-top box 100 supports a plurality of video 
input/output standards including parallel/ serial TS, compo 
nent, CVBS, S-Video (Super-Video), ITU656, and HDMI 
(High-De?nition Multimedia Interface). The set-top box 100 
supports a plurality of audio input/output standards including 
SPDIF (Sony/Philips Digital Interface) for transmission of 
digital audio in formats such as Dolby Digital, DTS, AC3, etc. 
Input and output connectors for analog audio are also 
included. The set-top box may provide for multiple connec 
tors of each type. The invention could also support other 
current and future audio and video input/output standards 
Without being outside the spirit and scope of the present 
invention. 

[0043] The set-top box 100 supports National Television 
Standards Committee (NTSC), Systeme Electronique pour 
Couleur avec Mémoire (SECAM), Phase Alternating Line 
(PAL), and digital standards such as Digital Satellite System 
(DSS), Digital Broadcast Services (DES), and Advanced 
Television Standards Committee (ATSC). The set-top box 
100 may support other current and future television input 
standards Without being outside the spirit and scope of the 
present invention. 
[0044] Analog video signals enter the unit via component, 
CVBS, or S-Vrdeo inputs and are decoded by the NTSC/PAL/ 
SECAM TVVideo Decoder Module 104. Input audio streams 
are simultaneously decoded by the Audio Decoder Module 
106. The decoded video and audio streams are encoded to 
MPEG by an on-board audio/video processor 103. The 
MPEG stream is directed to the hard disk 115 via a PCI/XIO 
interface, and simultaneously passed to the TV Video 
Decoder/Encoder 126 and Audio Decoder/Encoder 124 for 
output to a television that is connected to the set-top box 100 
via an audio line and component, CVBS, or S-Video outputs 
for live vieWing if desired. The TV Video Decoder/Encoder 
126 performs MPEG decoding and NTSC/PAL/SECAM 
encoding. When the hard disk 115 is selected for output, 
program material ?oWs from the hard disk 115 through the 
PCI/XIO interface to the Audio/Video Processor 103 and on 
to the TV Video Decoder/Encoder 126 and Audio Decoder/ 
Encoder 124 for output to a television. 

[0045] The set-top box 100 accepts digital video input via 
universal parallel/ serial interface, ITU656, or HDMI. The 
unit has corresponding digital outputs. An HDMI input con 
troller 105 supports the processing of uncompressed digital 
audio and video betWeen the source and the system-on-chip 
media processor 101. An HDMI output controller 125 simi 
larly controls the processing of digital audio and video trans 
mitted from the system-on-chip media processor 101 for out 
put to a media device (e.g., HD TV) connected to the set-top 
box 100. 
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[0046] The set-top box 100 may include a remote control 
140 or Wireless keyboard Which allows a user to control the 
set-top box 100 from a distance via infrared (IR). As an 
example, When a button is pressed on the remote control 140, 
the remote’s LED sends a special code assigned to that key as 
a beam of infrared light pulses. An infrared (IR) controller 
139 functions as a receiver for infrared signals and converts 
the signals to electrical impulses Which can be used by the 
CPU 102 to initiate speci?c commands or operations Within 
the set-top box. 
[0047] An infrared (IR) control cable and emitter (some 
times referred to as an “IR blaster”) 141 may also attach to the 
infrared controller 139, alloWing the set-top box 100 to send 
signals to a cable receiver, satellite receiver, or other elec 
tronic device With an integrated IR receiver. As an example, 
infrared signals emitted by the IR blaster 141 can alloW the 
set-top box 100 to change channels on the receiver/tuner to 
Which its IR blaster 141 is attached. The remote control unit 
140 may alternatively communicate With the set-top box 100 
using Bluetooth or another Wireless standard. 
[0048] The set-top box 100 also has an integrated multi 
purpose transceiver and digital tuner unit 118 that eliminates 
the need for separate set-top boxes for processing broadcast 
signals such as satellite television, cable television, satellite 
radio, terrestrial radio, etc. The transceiver/tuner unit 118 
alloWs a cable/satellite line to be directly connected to the 
set-top box 100. The transceiver/tuner unit 118 and its inte 
grated RF antenna alloW for the reception and local broadcast 
of television and radio signals. The transceiver/tuner and 
antenna support UHF/VHF television signaling andAM, FM, 
Shortwave, LongWave, HD, Weatherband, and DAB radio 
signaling. The transceiver/tuner unit 118 also supports satel 
lite-based Digital Audio Radio Services (DARS) alloWing the 
set-top box 100 to receive programming in the “S” band (2.3 
GHZ) spectrum used by companies such as XM and Sirius. 
[0049] A CableCARDTM slot 119 is integrated in the set-top 
box 100 and interfaces directly With the transceiver/ tuner unit 
118. The CableCARD slot 119 alloWs for a PCMCIA Type II 
form factor card to be inserted Which decrypts input media 
streams and enables digital video programming and other 
services. The insertion of a functional CableCARD in the slot 
119 eliminates the need for a separate receiver unit from a 
cable provider, and alloWs for the direct connection of a cable 
line to the set-top box 100. The CableCARD speci?cation 
Was established by Cable Television Laboratories, Inc. 
(CableLabs®). 
[0050] A generic card slot 120 is also represented in FIG. 1 
Which can be used to provide similar decryption, decoding, 
subscriber management, and netWork features for satellite 
television, satellite radio, or other broadcast sources, thereby 
eliminating the need for even further receiver devices. 

[0051] The set-top box 100 also alloWs for Wireline and 
Wireless interface to LANs and external devices connected 
there through. Various TCP/IP-capable netWork protocols, 
such as Wired Ethernet, Wireless 802.11 a/b/g, poWerline, or 
other physical layers can be supported. The set-top box 100 
has an integrated 802.11 a/b/ g controller 109 and Bluetooth 
controller 110 for Wireless connectivity. The set-top box 100 
also has a 1394 controller 111 and a high-speed Universal 
Serial Bus (USB) controller 112 for Wireline connectivity 
With external devices. These Wireless and Wireline controllers 
communicate With the system-on-chip processor 101 via a 
PCI/XIO interface. The set-top box additionally integrates a 
10/ 100/ 1000 Mbps Ethernet controller 129 and auto-sensing 
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RJ-45 port 130 for Wide area netWork (WAN) connectivity to 
a service provider netWork. Also included is a 10/ 100/ 1000 
Mbps Ethernet controller 131 and auto-sensing RJ-45 port 
132 for local area netWork (LAN) connectivity. Additional 
Wireless and Wireline interface standards may be supported 
by the set-top box 100 While remaining Within the spirit and 
scope of the present invention. The set-top box 100 may 
employ any of these Wireless and Wireline interfaces to 
receive or transmit television, audio, video, and other data. 
[0052] In addition to the above, the set-top box 100 alloWs 
for the origination and termination of VOIP calls using stan 
dard analog telephones. The set-top box alloWs for the con 
nection of an analog telephone 135 or other analog telephony 
device to an integrated RJ-11 port 134. A single loW-voltage 
CMOS integrated circuit 133 provides the interface betWeen 
the RJ-11 port 134 and the system-on-chip media processor 
101. The CMOS integrated circuit 133 integrates a subscriber 
line interface circuit (SLIC), codec and battery generation 
functionality. SoftWare con?gurable features of the unit 133 
include 5 REN internal ringing up to 90 VPK, DTMF gen 
eration and decoding, and a comprehensive set of telephony 
signaling capabilities for global operation With only one hard 
Ware solution. The CMOS integrated circuit 133 continu 
ously adapts battery output voltage to minimiZe poWer for all 
operating modes and line conditions. 
[0053] The set-top box embodied in FIG. 1 features a sec 
ond RJ-11 port 137 Which alloWs an additional analog tele 
phone 138 or other device to be connected to the unit 100. An 
additional loW-voltage CMOS integrated circuit 136 With 
SLIC, codec and battery generation functionality provides the 
interface betWeen the RJ-11 port 137 and system-on-chip 
media processor 101. 
[0054] Each RJ-11 port could be associated With separate 
E.164 telephone numbers. An alternate embodiment of the 
set-top box 100 may provide for more RJ-11 ports, alloWing 
additional analog telephones, fax machines, or other devices 
to be connected and used for communication via an Internet 
Protocol netWork. 
[0055] A universal PCMCIA card slot 122 provides support 
for future expansion applications. The slot alloWs for the 
insertion of a PCMCIA card, Which may provide the unit With 
added capabilities. 
[0056] The set-top box 100 supports the Universal Plug and 
Play (U PnPTM) standards, adheres to the Intel Networked 
Media Product Requirements (NMPR) speci?cations, and is 
designed to DLNA guidelines. 
[0057] One alternate technology similar to UPnPTM that 
could also be supported is Bonjour (formerly knoWn as Ren 
deZvous). Bonjour, developed by Apple Computer, Inc. (Cu 
pertino, Calif.), enables automatic discovery of computers, 
devices, and services on IP netWorks. Bonjour uses industry 
standard IP protocols to alloW devices to automatically ?nd 
each other Without the need to enter IP addresses or con?gure 
DNS servers. Bonjour is an “open” protocol that Apple has 
submitted to the IETF as part of the ongoing standards-cre 
ation process. Other standards that may also be supported 
include JINI from Sun Microsystems, Inc. and IETF’s Zero 
conf. 
[0058] The operating system supports the core functional 
ity of the digital set-top box 100 such as the ability to simul 
taneously process multiple signal inputs, store media on a 
DVD and playback that media, digital media recording and 
playback using the integrated hard disk, media time Warping 
capabilities, voice and video over IP functionality, the ability 
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to control the simultaneous output of multiple processed 
media streams to attached devices and network connected 
devices, and various RFID applications (virtual connector, 
electronic payment, authentication, etc.). 
[0059] The operating system additionally alloWs the set-top 
box to function as a digital answering machine that alloWs for 
customized voice mail and video mail greetings. When calls 
are unansWered by the user, voice mail and video mail mes 
sages can be digitally stored on the hard disk 115 integrated in 
the set-top box 100. A user can be alerted to stored messages 
With a ?ashing light emitting diode (LED) on the front panel 
of the set-top box 100, a beeping tone emitted by the set-top 
box 100, and/or a unique dial-tone heard When a telephone 
connected to the set-top box 100 is engaged. The user may 
also be alerted to Waiting messages When a television con 
nected to the set-top box 100 is turned on. A message notify 
ing the user of the Waiting mes sages Will overlay the pro gram 
ming being vieWed. A single button on the set-top box’s 
remote control alloWs the user to listen to or vieW voice mail 
and video mail via a connected television unit. 
[0060] The operating system alloWs the establishment of 
user pro?les in the system With a variety of possible user 
authentication modes (e.g., usemames, passWords, PINs, bio 
metrics, RFID, etc.). Users can securely access their pro?le in 
the system using the access methods described to set indi 
vidual recording schedules, access stored media assets, 
access personal preferences, and other functions. These 
access methods are designed to be used While in proximity to 
the set-top box or remotely via a data netWork such as the 
Internet. The set-top box may come With multiple RFID tags 
Which can be registered by the device and associated With 
user pro?les. Alternatively, the set-top box may alloW for the 
registration of RFID tags contained Within other types of 
devices that a user may carry (e.g., cellular phones, PDAs, 
music players, credit cards, identi?cation cards, etc.) Which 
could also provide user’s With access to their pro?le Within 
the system. The operating system further provides parental 
control features alloWing, for example, certain media pro 
gramming to be restricted for speci?ed users. 
[0061] The operating system additionally provides func 
tionality such as video-on-demand, e-mail access, Web 
access, instant messaging/ chat, Internet doWnloads, and other 
features offered by media devices such as the MSN TV 2 
Internet & Media Player. The operating system incorporates 
various digital rights management (DRM) technologies and 
standards. The set-top box 100 can perform other functions 
through application softWare Which can be doWnloaded via 
the Internet, installed, and run on the unit. 

[0062] The operating system supports a plurality of video, 
audio, and image standards such as MPEG-l, MPEG-2, 
MPEG-3, MPEG-4 (SP, ASP), MPEG-7, MPEG-2l, DV, 
DivX-3/4/5, AVC/H.264, WMV9, H.323, Dolby Pro Logic, 
Dolby Digital (AC-3), MP2, MP3, L2, AAC, WMA9, JPEG, 
GIF, BMP, and PNG. The set-top box 100 is capable of 
performing encoding and decoding betWeen many of these 
standards using the integrated audio/video processor 103. 
[0063] Integrated in the system-on-chip 101 is a dedicated 
audio/video processor 103 With multiple cores. The audio/ 
video processor 103 provides video capabilities such as 
acceleration, compression, picture enhancement, motion 
adaptive de-interlacing, high-de?nition video scaling, linear 
and non-linear aspect-ratio conversion, anti-?icker ?ltering, 
brightness control, pixel shading, synchronization, encoding, 
decoding, and other advanced features. The audio/ video pro 
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cessor 103 provides audio capabilities such as compression, 
echo and noise cancellation (e. g., for VOIP communication), 
3D/2D audio acceleration, synthesis, ?lters, chorus, reverb, 
exciter, compressor/limiter, equalization, synchronization, 
encoding, decoding, and other advanced functionality. 
[0064] The audio/video processor 103 is capable of simul 
taneously processing multiple analog and digital media 
streams. Media streams processed by the audio/video proces 
sor 103 can be directed to the hard disk 115 for storage, 
Written to a DVD/CD, Written to a SD card, output to one or 
more media devices connected to the set-top box 100 (e.g., 
television), or transmitted to other electronic devices via a 
data netWork such as a LAN, WAN, or the Internet. 
[0065] In one embodiment, the integrated hard disk unit 
115 and DVD/CD recorder unit 116 interface With a SATA 
controller 114 Which bi-directionally communicates With the 
system-on-chip 101 via a PCI/XIO interface. The hard disk 
unit 115 could use any number of disk storage technologies 
capable of holding encoded information including optical, 
magnetic, holographic, etc. Other types of storage solutions 
could be used in lieu of a hard disk 115 While remaining 
Within the scope and spirit of the present invention. The hard 
disk 115 stores softWare and recorded program material. 
[0066] The set-top box’s DVD unit 116 preferably supports 
HD-DVD, Blu-Ray, or other standards that provide large 
storage capacity and deliver high-de?nition experiences. 
[0067] Program information can also How betWeen (to and 
from) the hard disk 115 and the DVD/CD player/recorder 
116. Data can be transferred from the DVD/CD player/re 
corder via the PCI/XIO interface to the audio/video processor 
103. The data are passed through the audio/video processor to 
the hard disk 115 via the PCI/XIO interface. The pass through 
can occur for data in both directions (DVD/CD player/re 
corder 116 to hard disk 115 and hard disk 115 to DVD/CD 
player/recorder 116). 
[0068] When the DVD/CD player/recorder 116 is used for 
playback of program material, the program material ?oWs 
through the audio/video processor 103 to one of the output 
modules (e. g., HDMI TX controller 125) and out to a vieWer/ 
player device. Alternatively, program material could ?oW 
through the audio/video processor 103 to the hard disk 115 
before being sent to one of the output modules. 
[0069] The application softWare stored on the hard disk 115 
alloWs the CPU 102 to display the contents of program mate 
rial stored on the hard disk, SD card, and a DVD/CD inserted 
into the DVD/ CD player/recorder 116 to the user. The user is 
also provided full control of program material transferred 
betWeen the hard disk 115, SD card, and the DVD/ CD player/ 
recorder 116 through the application softWare. 
[0070] The operating system of the set-top box preferably 
supports TCP, UDP, ICMP, RARP, ARP, DNS, DHCP, NTP, 
SNTP, STUN, HTTP, and TFTP. Other protocols could also 
be supported. The operating system supports IPv4 and IPv6 
netWork addressing. 
[0071] The operating system supports voice signaling pro 
tocols (SIP, MGCP, H.323, SDP, RTP, RTCP, RFC 2833 
X-NSE Tone Events for SIP/RTP, and RFC 2833 AVT Tone 
Events for SIP/RTP), packetizing (RTP, Jitter Buffer), voice 
processing (echo cancellation, voice compression, DTMF, 
etc.) and reference hardWare-speci?c drivers (for audio and/ 
or telephony devices). The operating system additionally sup 
ports fax communication and supports G.7ll Fax Pass 
Through, T.38iReal-Time Fax Over IP, T.38 using UDP, and 
T38 using RTP. 
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[0072] In a preferred embodiment of the present invention, 
set-top box 100 utilizes SIP for call signaling and supports 
numerous SIP extensions and methods. Set-top box 100 sup 
ports essential routing features-including Routing With Net 
Work Address Port Translation (NAPT) and support for Vir 
tual Private Network pass-through. The set-top box 100 also 
offers STUN (Simple Traversal of UDP Through NAT), 
TURN (Traversal Using Relay NAT), RSIP (Realm Speci?c 
IP) and outbound proxy support for NAT traversal. Other 
NAT traversal techniques may also be supported by the unit as 
various neW standards and technologies develop and are 
deployed. One such technique includes the Interactive Con 
nectivity Establishment (ICE), developed by the IETF’s 
MMUSIC Working group. ICE provides a framework to unify 
the various NAT traversal techniques. This enables SIP-based 
VOIP clients to successfully traverse the variety of ?reWalls 
that may exist betWeen a remote user and a netWork. 

[0073] The set-top box 100 also prioritiZes telephone calls 
over Internet tra?ic so users obtain clearer voice quality com 
parable to analog voice service over a circuit-sWitched net 
Work. Set-top box 100 may also offerrich CLASS features for 
enhanced telephony services such as call Waiting, three Way 
calling, caller ID, etc. With respect to caller ID, the set-top 
box 100 is capable of overlaying caller ID data With television 
programming for display on a TV. 
[0074] Currently VOIP service providers must maintain an 
interface to the circuit-sWitched PSTN in order to route calls 
to and from other carriers. As all circuit-sWitched tra?ic is 
likely to migrate to packet netWorks such as the Internet in the 
future, the need to maintain a PSTN interface Will likely be 
eliminated. In the future, Electronic Numbering (ENUM) is 
planned for use to resolve a fully quali?ed E.164 telephone 
number for a particular Wireline or Wireless device to a fully 
quali?ed domain name address using a DNS-based architec 
ture. ENUM (RFC 3761) is the Internet Engineering Task 
Force (IETF) standard that de?nes a mechanism for using the 
Domain Name Service (DNS) as a tool to “discover” services 
associated With a telephone number (E.164 number). 
[0075] In accordance With the invention, the operating sys 
tem of the set-top box 100 incorporates an ENUM engine and 
a built-in DNS resolver. The ENUM engine is a standard 
compliant resolution tool developed based on IETF’s RFC 
3761 . The ENUM engine provides the DNS message process 
ing and netWork transport mechanisms required to translate a 
telephone number into a set of ENUM records. The ENUM 
engine supports DNSSEC and TSIG to address a variety of 
security issues. The ENUM engine automatically processes 
NAPTR record(s) in DNS Wire format into application ser 
vice, order, preference, and URI ?elds. Additionally, the 
ENUM engine correctly parses the NAPTR service ?elds and 
dynamically interprets POSIX Extended Regular Expres 
sions. The ENUM engine is capable of ?ltering the results 
based on application protocol and/ or service type. 

[0076] As an enabler for VOIP communication, the set-top 
box 100 may have one or more E.164 phone numbers asso 
ciated With it. The E.164 numbers can in turn be associated 
With one or more ENUM-based services that are enabled by 
functionality of the set-top box 100. The set-top box 100 
could also have Uniform Resource Identi?ers (U RIs) or other 
types of addresses that can be resolved over the Internet 
associated With it. 

[0077] The set-top box 100 of the present invention may 
also include integrated Radio Frequency Identi?cation 
(RFID) technology. More speci?cally, the set-top box 100 

Apr. 15,2010 

may include an RFID Module 108 that is capable of function 
ing as both an RFID tag and an RFID reader. In accordance 
With the invention, the RFID Module 108 interfaces With the 
unit’s system-on-chip 101. The RFID Module 108 comprises 
a radio frequency ID transponder Which conforms to the 
principals of RFID technology and knoWn standards. The 
RFID Module 108 also includes a reader component used for 
transmitting interrogation signals via its antenna to an exter 
nal electronic device’s RFID tag When in close proximity, and 
receiving a response signal from the external device’s RFID 
tag. The RFID Module 108 uses the set-top box’s 100 internal 
poWer supply as a poWer source for transmitting interrogation 
signals to a target device. 

[0078] According to a preferred embodiment, the RFID 
Module 108 alloWs interoperability With all RF 13.56 MHZ 
readers and tags compatible With existing international stan 
dards, including ISO 14443 A/B, ISO 15693, Sony FeliCaTM, 
and Near Field Communication (NFC). NFC technology can 
be used as a virtual connector system for quickly and securely 
establishing Wireless connectivity betWeen the set-top box 
and other electronic devices. Near Field Communication 
(NFC) technologyijointly developed and promoted by Phil 
ips and Sony4evolved from a combination of contact-less 
identi?cation and interconnection technologies. Underlying 
layers of NFC technology are standardized in ISO (18092 and 
21481), ECMA (340 and 352), and ETSI TS 102 190. Other 
RFID standards could be supported by the RFID Module 108 
While remaining Within the scope and spirit of the invention. 

[0079] The RFID Module 108 is provided so that, among 
other things, the set-top box 100 can rapidly exchange infor 
mation With an electronic device that is in close proximity and 
Which also has integrated RFID technology. Information 
exchanged betWeen the set-top box 1 00 and a target device via 
RFID can alloW for the fast, automatic, and secure set-up of 
Wi-Fi, Bluetooth, and other Wireless connections in accor 
dance With the NFC speci?cations. These speci?cations 
alloW RFID technology to be employed as a virtual connector 
system betWeen devices. 

[0080] In accordance With the invention, the set-top box 
100 also integrates teachings and methods outlined in US. 
patent application Ser. No. 11/ 127,979 ?led by the applicant 
of this invention and incorporated herein by reference. Those 
teachings and methods specify among other things, tech 
niques for capturing the media processing capability and 
other parameters of a target device via RFID, using RFID to 
quickly establish a Wireless connection With a target device 
and automatically transmitting certain media assets to it once 
connectivity has been established, and the establishment and 
use of pro?les for target devices that have previously 
exchanged communication settings and parameters via 
RFID. Such functionality could be used, for example, to alloW 
a media player With an integrated RFID module to quickly 
establish a communication link With the set-top box 100 and 
automatically transmit certain media assets to it once connec 
tivity has been established. The method includes, in one 
embodiment, automatically transmitting media that is being 
vieWed/played on the media player at the time of an RFID 
exchange With the set-top box 100, its remote control 140, or 
keyboard. The received media content Would be automati 
cally processed by the set-top box 100 and output to a media 
device (e. g., TV, stereo, etc.) connected to the set-top box. The 
user can in turn use the controls (e.g., “play”, “pause”, “fast 
forWard”, “reWind”, “stop”, “skip back”, “skip forWard”, etc.) 
on the transmitting media player device, or softWare operat 
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ing therein, to alter the vieWing/listening experience of the 
media being output by the set-top box 100. Similarly, the 
RFID functionality could be used to automatically transmit 
programming that is being output by the set-top box 100 at the 
time of an RFID exchange With a media player. 
[0081] In accordance With US. patent application Ser. No. 
11/127,979 ?led by the applicant, the registration of elec 
tronic devices via RFID and the establishment of pro?les for 
the devices in the set-top box 100 can be used, for example, to 
securely register Wireless VOIP handsets. The initial 
exchange of encryption data and other parameters via RFID 
alloWs the VOIP handsets to securely communicate With the 
set-top box 100 on an ongoing basis. 
[0082] The RFID Tag-Reader Module 108 can also be used 
to register media devices (e.g., cellular phones, PDAs, etc.) 
that Would be authoriZed to initiate connectivity With the 
set-top box 100 over a data netWork such as the Internet. 
According to the invention, the set-top box 100 and the reg 
istering media device may exchange encryption keys, secu 
rity information, and other parameters via an RFID data 
exchange during registration. The registered media device 
and set-top box 100 may establish connectivity over a data 
netWork and authenticate one another and securely commu 
nicate using the information exchanged during the RFID 
registration process. 
[0083] The RFID Tag-Reader Module 108 can also be used 
to facilitate electronic payments via a data netWork such as 
the Internet by capturing account data from cards (e. g., Mas 
terCard PaypassTM, American Express ExpressPayTM, etc.), 
fobs, cellular phones, and other devices that have integrated 
RFID chips. The RFID Module 108 can also be used to 
facilitate user authentication over a data netWork by capturing 
identi?cation data from devices With integrated RFID chips 
(e.g., loyalty cards, membership cards, ID cards, cellular 
phones, etc.) and transmitting it to a server. The RFID module 
may be used to authenticate users on the set-top box itself, 
alloWing users to securely access their pro?le Within the 
system. As mentioned previously, the set-top box may come 
With RFID tokens that can be assigned to individual users, or 
can alloW for the registration of other RFID-based devices 
and linkage to user pro?les Within the system. 
[0084] In an alternate embodiment of the invention, an 
RFID Tag-Reader Module is integrated in the set-top box’s 
remote control 140 or key board unit instead. This embodi 
ment provides for the same RFID functionality described 
earlier, but makes it accessible to the user from a distance. In 
this embodiment, data captured by the remote control or 
keyboard via RFID is securely transmitted to the set-top box 
100 for processing. Alternatively or in addition, data captured 
by the remote control or keyboard can be used to customiZe 
the remote control based upon user preferences or otherWise 
With respect to the captured data. 
[0085] In yet another embodiment, an RFID Tag-Reader 
Module is incorporated in both the set-top box 100 as Well as 
its accompanying remote control 140 or keyboard. In either 
case, the RFID Tag-Reader Module is capable of reading an 
RFID tag and Writing data to a tag that is presented. 
[0086] FIG. 2 is a block schematic diagram depicting key 
components of the set-top box 200 involved in the processing 
of multiple input signals and the output of processed signals 
to a multiplicity of media devices. A preferred embodiment of 
the invention includes an Input Module 201, Media SWitch 
202, and Output Module 208. These modules are speci?cally 
highlighted in FIG. 2 in order to illustrate critical functions 
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performed by the set-top box’s hardWare and softWare com 
ponents. The Input Module 201 takes input streams from 
multiple sources such as satellite television receivers, cable 
television receivers, CCTV netWorks, TV antennas (e.g., 
UHF and VHF), radio receivers (e.g., AM, FM, Shortwave, 
LongWave, HD, Weatherband, and Digital Audio Broadcast 
ing), satellite radio receivers (e.g., Digital Audio Radio Ser 
vices such as XM and Sirius), video cameras, Internet, etc. 
The Input Module 201 may receive signals via one or more 
transceiver/tuner units integrated in the set-top box 200. Input 
television, audio, video, or other media streams could be in 
varying formats. For example, the Input Module 201 is 
capable of receiving and processing television input streams 
in a multitude of forms, for example, NTSC, SECAM, PAL, 
DSS, DBS, or ATSC. DBS, DSS and ATSC are based on 
standards called Moving Pictures Expert Group 2 (MPEG2) 
and MPEG2 Transport. MPEG 2 Transport is a standard for 
formatting the digital data stream from the TV source trans 
mitter so that a TV receiver can disassemble the input stream 
to ?nd programs in the multiplexed signal. The Input Module 
201 produces MPEG streams. An MPEG2 transport multi 
plex supports multiple programs in the same broadcast chan 
nel, With multiple video and audio feeds and private data. The 
Input Module 201 tunes the channel to a particular program, 
extracts a speci?c MPEG program out of it, encodes it to 
MPEG-4/H.264 AVC, and feeds it to the rest of the system. 
The Input Module is also capable of receiving and decoding 
high-de?nition media streams in MPEG-4/H.264 AVC for 
mat and feeding it to the rest of the system. Analog TV signals 
are encoded into a similar MPEG format using separate video 
and audio encoders, such that the remainder of the system is 
unaWare of hoW the signal Was obtained. 

[0087] Information may be modulated into the Vertical 
Blanking Interval (V BI) of the analog TV signal in a number 
of standard Ways; for example, the NorthAmerican Broadcast 
Teletext Standard (NABTS) may be used to modulate infor 
mation onto lines 10 through 20 of an NTSC signal, While the 
FCC mandates the use of line 21 for Close Caption (CC) and 
Extended Data Services (EDS). Such signals are decoded by 
the Input Module 201 and passed to other modules as if they 
Were delivered via a private data channel. 

[0088] The Input Module 201 handles the encoding of ana 
log radio signals (e.g., AM, FM, etc.) also. Analog radio 
signals are encoded to a digital format such as Advanced 
Audio Coding (AAC), aacPlus v1 or aacPlus v2, and fed to the 
rest of the system. The Input Module 201 may receive digital 
radio input streams and pass them to the rest of the system in 
their native format, or also convert them to AAC, aacPlus v1 
or aacPlus v2. 

[0089] The Media SWitch 202 explained herein represents 
functions performed by the operating system and system-on 
chip processor. The Media SWitch 202 mediates betWeen a 
microprocessor CPU 203, hard disk or storage device 204, 
DVD/CD player/recorder 205, SD Card Slot 206, and 
memory 207. For example, television input streams are con 
verted to a MPEG stream (as described earlier) and sent to the 
Media SWitch 202. The Media SWitch buffers the MPEG 
stream into memory. It then performs tWo operations if the 
user is Watching TV through an attached display unit (e.g., 
HD TV) or remotely via the Internet on a media player device: 
the stream is sent to the Output Module 208 and it is Written 
simultaneously to the hard disk 204 or other storage compo 
nent. The stored media coupled With the set-top box’s multi 
media time Warping feature alloWs a user to reverse, fast 






















