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TRUSTED MONITORING SYSTEM AND 
METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent app. 
Ser. No. 11/418,380, ?led on May 3, 2006, Which claims 
priority of US. provisional application Ser. No. 60/677,164 
?led on May 3, 2005 and of US. provisional application Ser. 
No. 60/735,539 ?led on Nov. 10, 2005, all of Which are 
incorporated by reference in their entirety. 
[0002] US. patent app. Ser. No. 11/418,380 is one ofa set 
of related U.S. applications ?led May 3, 2006, the set includ 
ing: US. patent app. Ser. No. 11/418,385 (noW abandoned), 
Ser. No. 11/418,381 (now US. Pat. No. 7,609,159), Ser. Nos. 
11/418,380, 11/418,472 (noW abandoned), Ser. No. 11/417, 
910 (noW abandoned), Ser. No. 1 1/418,496 (noW abandoned), 
Ser. No. 11/417,887 (now US. Pat. No. 7,512,583), Ser. No. 
11/418,448 (now US. Pat. No. 7,526,455), Ser. No. 11/418, 
382 (noW abandoned), Ser. No. 1 1/418,395 (noW abandoned), 
Ser. No. 11/418,447 (noW abandoned), and Ser. No. 11/417, 
893 (noW abandoned). Each of the set is incorporated by 
reference in its entirety. 

BACKGROUND 

[0003] 1. Field 
[0004] The ?eld of the invention relates to Wireless surveil 
lance and tracking. More particularly, the invention relates to 
monitoring the state of potentially hostile environments and 
threat assessment. 
[0005] 2. Description of the Related Technology 
[0006] In the aftermath of Sep. 11, 2001 (September 11), 
studies have focused on What could have been done before, 
during and after; either to have prevented it from happening or 
reduced the destruction and casualties. TWo fundamental 
Weaknesses have been identi?ed: 1) the failure to gather, 
process and disseminate early indicators in an e?icient man 
ner, and 2) the lack of a common, interoperable communica 
tions platform for distributing all forms of information. Fur 
thermore, the September 11 attack pointed out the fact that 
virtually every building, vehicle, public venue and person, 
regardless of Where it is in the World, is potentially vulnerable 
as a future target. Thus, there is a need for improved systems 
and methods for controlling security risks. 

SUMMARY 

[0007] The system, method, and devices of the invention 
each have several aspects, no single one of Which is solely 
responsible for its desirable attributes. Without limiting the 
scope of this invention, its more prominent features Will noW 
be discussed brie?y. After considering this discussion, and 
particularly after reading the section entitled “Detailed 
Description of Certain Embodiments” one Will understand 
hoW the features of this invention provide advantages over 
other error management solutions. 
[0008] An embodiment of this invention provides a trusted 
and highly reliable self-contained computer-controlled sens 
ing device that can be con?gured to monitor any object With 
a variable number of sensors. Some aspects provide tempest 
construction and remote re-programmability. Thus some 
embodiments may be deployed for virtually any application 
from home security to aircraft security. 
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[0009] One embodiment is a surveillance system including 
a plurality of sensors con?gured to provide environmental 
and spatial data, and an electronic device con?gured to 
receive the sampled environmental and spatial data from the 
sensors. The electronic device is further con?gured to receive 
monitoring instructions, and to use the received monitoring 
instructions to process the received environmental and spatial 
data. 
[0010] Another embodiment is a monitoring system 
including a plurality of sensors con?gured to sense informa 
tion, and an electronic device con?gured to receive data from 
the sensors. The electronic device is con?gured to determine 
an alarm condition based upon the received data, and the 
electronic device compares the received data to a range of 
acceptable values and conducts a self-diagnosis prior to trans 
mitting the alarm condition to a remote device. 
[0011] Another embodiment is a monitoring system 
including a plurality of sensors con?gured to sense informa 
tion, and an electronic device con?gured to receive data from 
the sensors. The electronic device is con?gured to determine 
an alarm condition based upon the received data, and the 
electronic device determines a state of reliability of the sensor 
that the data is received from, and conducts a self-diagnosis 
based on the determined state of reliability prior to transmit 
ting the alarm condition to a remote device. 
[0012] One embodiment is a surveillance system including 
a plurality of sensors con?gured to sample environmental and 
spatial conditions, and an electronic device con?gured to 
receive data from the sensors. The electronic device is further 
con?gured to monitor the received data for anomalies by 
comparing the received data to a range of acceptable values, 
and the electronic device includes a motion sensor con?gured 
to detect unauthoriZed contact With the electronic device. 

[0013] Another embodiment is a system including a sensor 
con?gured to sample environmental and spatial conditions, 
Where the sensor includes a motion sensor. The system also 
includes an electronic device con?gured to receive data from 
the sensor and to determine integrity of the received data. The 
electronic device is further con?gured to monitor data 
received from the motion sensor to detect unauthoriZed con 
tact With the sensor. 

[0014] Another embodiment is a surveillance system 
including a plurality of sensors con?gured to sample environ 
mental and spatial conditions, and an electronic device con 
?gured to receive data from the sensors. The electronic device 
is further con?gured to monitor the received data, and the 
electronic device includes a motion sensor. The electronic 
device is further con?gured to transmit an alarm condition to 
a remote device if the motion sensor data indicates that the 
electronic device moves outside of a pre-de?ned area. 

[0015] Another embodiment is a monitoring system 
including at least one sensing device including a plurality of 
sensors including a motion sensor, and an electronic device 
con?gured to receive data from the sensing device. The elec 
tronic device is further con?gured to monitor the received 
data and to determine integrity of the received data. The 
electronic device further is con?gured to monitor data 
received from the motion sensor to detect movement of the 
sensing device, and the electronic device is further con?gured 
to transmit an alarm condition to a remote device if the motion 
sensor data indicates that the sensing device moves outside of 
a pre-de?ned area. 

[0016] Another embodiment is a system including a plural 
ity of sensors, and an electronic device con?gured to receive 
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data from the sensors, Where the electronic device is con?g 
ured to transmit sensor data in a secure manner to a remote 

server, and Where the electronic device includes a sensor for 
detecting jamming. 
[0017] One embodiment is a system including a plurality of 
sensors, and an electronic device including at least tWo redun 
dant processors each con?gured to receive data from the 
sensors and determine an alarm condition. The electronic 
device con?rms determination of an alarm condition by both 
processors before generating an alarm signal. 
[0018] Another embodiment is a surveillance system 
including a plurality of redundant sensors, and an electronic 
device con?gured to receive data from at least tWo of the 
redundant sensors and determine an alarm condition based on 
redundant data received from each of the redundant sensors. 
The electronic device con?rms determination of an alarm 
condition by a majority of the redundant sensors before gen 
erating an alarm signal. 
[0019] Another embodiment is a system including at least 
one sensor con?gured to sample environmental and spatial 
conditions and to transmit the sampled data over a plurality of 
communication links to an electronic device, and an elec 
tronic device con?gured to receive data from the sensors over 
the tWo communication links and determine integrity of the 
data received over the tWo communication links. The elec 
tronic device determines one of the communication links to 
be unreliable based on the integrity of the data received. 
[0020] Another embodiment is a redundant surveillance 
system including a ?rst monitoring device con?gured to 
receive data over a ?rst communication link, a second moni 
toring device con?gured to receive data over a second com 
munication link, and a plurality of redundant sensors in a 
secure container con?gured to sample environmental and 
spatial conditions con?gured to transmit the sampled data 
over a the ?rst communication link to the ?rst monitoring 
device. The redundant sensors are con?gured to receive con 
?rmation of receipt of the data from the ?rst monitoring 
device over the ?rst communication link, and Where the 
redundant sensors are con?gured to transmit the sampled data 
to the second monitoring device over the second communi 
cation link to the second monitoring device. 
[0021] One embodiment is a monitoring system, Where the 
monitoring system includes a plurality of communication 
devices that are authorized to communicate in the monitoring 
system. The system also includes a plurality of sensors autho 
rized and con?gured to communicate in the monitoring sys 
tem, and an electronic device authorized to communicate in 
the monitoring system and con?gured to receive data in a 
secure manner from the sensors When a task authorization 

message is received and authenticated as having been trans 
mitted from a remote master device authorized to communi 
cate in the monitoring system. The task authorization mes 
sage includes information identifying at least the sensor from 
Which to receive the data, and the electronic device authenti 
cates and encrypts the received data prior to transmitting the 
received data to the remote master device. 

[0022] Another embodiment is a monitoring system, Where 
the monitoring system includes a plurality of communication 
devices that are con?gured to communicate in a secure man 
ner in the monitoring system, the system including a plurality 
of non-system sensors con?gured to sense information, 
Where the non-system sensors are not authorized to commu 
nicate securely in the monitoring sensor, and an electronic 
device authorized to communicate in the monitoring system 
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and con?gured to receive data from the non-system sensors 
When a task authorization message is received and authenti 
cated as having been transmitted from a remote master device 
authorized to communicate in the monitoring system. The 
task authorization message includes information identifying 
at least the non-system sensor from Which to receive the data, 
and the electronic device authenticates and encrypts the 
received data prior to transmitting the received data to the 
remote master device. 

[0023] Another embodiment is a monitoring system, Where 
the monitoring system includes a plurality of communication 
devices that are authorized to communicate in the monitoring 
system. The system also includes a plurality of sensors con 
?gured to sense information, Where the sensors are authorized 
and con?gured to communicate in the monitoring system, and 
Where the sensors are con?gured to be in a sleep mode until 
activated by a task authorization message received from a 
master device authorized to communicate in the monitoring 
system, and an electronic master device authorized to com 
municate in the monitoring system and con?gured to transmit 
a task authorization message to the sensors. The task autho 
rization message includes information identifying at least the 
sensor from Which to receive sensed information, and Where 
the sensor encodes a digital signature and encrypts the sensed 
information prior to transmitting the sensed information to 
the electronic master device. 

[0024] Another embodiment is a monitoring system, Where 
the monitoring system includes a plurality of communication 
devices that are authorized to communicate in the monitoring 
system, Where the system includes a plurality of sensors, and 
an electronic device authorized to communicate in the moni 
toring system and con?gured to receive data from the sensors 
When a task authorization message is received and authenti 
cated as having been transmitted from a remote master device 
authorized to communicate in the monitoring system. The 
task authorization message includes information identifying 
at least the sensor from Which to receive the data, the elec 
tronic device authenticates and encrypts the received data 
prior to transmitting the received data to the remote master 
device via a ?rst communication pathWay, and the electronic 
device is con?gured to con?rm receipt of the transmitted data 
by the remote master device. 
[0025] One embodiment is a monitoring system including 
an environmental sensor con?gured to detect environmental 
information associated With an object, an identi?cation sen 
sor con?gured to identify the object, a timing device con?g 
ured to provide time information including a time of day and 
a date, a location sensor con?gured to receive location infor 
mation, and an electronic device con?gured to receive data 
from the environmental sensor, the identi?cation sensor, the 
timing device and the location sensor. The electronic device is 
further con?gured to transmit the received data such that the 
timing information, object identi?cation information, the 
location information and the environmental information can 
be linked together, Where the linked data is transmitted to a 
remote device in a secure manner. 

[0026] Another embodiment is a container monitoring sys 
tem including a plurality of sensors con?gured to detect envi 
ronmental information about an area inside or outside the 
container, a timing device con?gured to provide time infor 
mation including a time of day, a location sensor con?gure to 
receive location information, and an electronic device con 
?gured to receive data from the plurality of sensors, the tim 
ing device and the location sensor. The electronic device is 
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further con?gured to transmit the received data such that the 
timing information, the location information and the environ 
mental information is synchronized, Where the synchronized 
data is transmitted to a remote device in a secure manner. 

[0027] Another embodiment is a portable monitoring sys 
tem including a tempest constructed housing to provide 
shielding for enclosed devices. The housing encloses an envi 
ronmental sensor con?gured to detect environmental infor 
mation, a timing device con?gured to provide time informa 
tion including a time of day and a date, a location sensor 
con?gured to receive location information, and an processor 
con?gured to receive data from the environmental sensor, the 
timing device and the location sensor. The electronic device is 
further con?gured to transmit the received data such that the 
timing information, object identi?cation information, the 
location information and the environmental information is 
synchronized, Where the synchronized data is transmitted to a 
remote device in a secure manner. 

[0028] One embodiment is a system including a plurality of 
sensors, a remote device con?gured to transmit secure 
instructions, and an electronic device con?gured to receive 
data from the sensors. The electronic device is further con 
?gured to receive the secure instructions from the remote 
device, Where the secure instructions direct the electronic 
device to receive data from one or more of the sensors. 

[0029] Another embodiment is a method including receiv 
ing data at an electronic device from a ?rst sensor, and receiv 
ing instructions from a remote device, Where the instructions 
direct the electronic device to receive data from a second 
sensor instead of the ?rst sensor. The method also includes 
discontinuing the receiving of data from the ?rst sensor, and 
receiving data at the electronic device from the second sensor. 
[0030] Another embodiment is a system including a plural 
ity of sensors, a remote device con?gured to transmit 
encrypted monitoring instructions, and an electronic device 
con?gured to receive data from the sensors. The electronic 
device is further con?gured to receive and decrypt the moni 
toring instructions from the remote device via a netWork, 
Where the monitoring instructions include a monitoring 
schedule for one or more of the plurality of sensors, and the 
electronic device is con?gured to received data from the 
sensors in accordance With the received monitoring schedule. 
[0031] Another embodiment is a method including receiv 
ing an encrypted monitoring schedule from a remote device, 
Where the monitoring schedule de?nes a sensing schedule for 
a plurality of sensors and Where the monitoring schedule 
identi?es at least one alarm threshold. The method also 
includes decrypting the monitoring schedule, receiving data 
from one or more sensors based upon the received sensing 
schedule, determining an alarm condition based upon the 
alarm threshold and data received from the sensor, encrypting 
noti?cation of the alarm condition, and transmitting the 
encrypted noti?cation of the alarm condition to the remote 
device. 
[0032] Another embodiment is a system including a plural 
ity of sensors, a remote device con?gured to transmit 
encrypted monitoring instructions, Where the encrypted 
monitoring instructions include a tolerance range for at least 
one of the sensors, and an electronic device con?gured to 
receive sensor data from the sensors. The electronic device is 
further con?gured to receive, authenticate and decrypt the 
encrypted monitoring instructions from the remote device, 
the electronic device con?gured to compare the sensor data to 
the received tolerance range. 
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[0033] Another embodiment is a method including receiv 
ing encrypted monitoring instructions from a remote device, 
Where the monitoring instructions include a tolerance range 
for sensed data from at least one sensor. The method also 
includes decrypting the monitoring instructions, determining 
Whether the sensed data are Within the identi?ed tolerance 
range, and transmitting an encrypted alarm signal to the 
remote device When the sensed data falls outside the identi 
?ed tolerance range. 

[0034] Another embodiment is a system including a plural 
ity of sensors, a remote device con?gured to transmit 
encrypted monitoring instructions, Where the encrypted 
monitoring instructions identify one or more of the plurality 
of sensors. The system also includes a sensing schedule, and 
one or more alarm thresholds, and an electronic device con 
?gured to receive sensor data from the sensors in accordance 
With the sensing schedule. The electronic device is further 
con?gured to receive and decrypt the monitoring instructions, 
and to identify alarm conditions based upon the identi?ed 
alarm thresholds and sensed data from the sensors. 

[0035] Another embodiment is a method including receiv 
ing encrypted monitoring instructions from a remote device, 
Where the monitoring instructions include a tolerance range 
for sensed data from at least one sensor. The method also 
includes decrypting the monitoring instructions, determining 
Whether the sensed data are Within the identi?ed tolerance 
range, and transmitting an encrypted alarm signal to the 
remote device When the sensed data falls outside the identi 
?ed tolerance range. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] FIG. 1A illustrates an example of an a communica 
tion system for providing redundant communications 
betWeen one or more master units and one or more remote 

sensor units. 

[0037] FIG. 1B illustrates another example of a communi 
cation system betWeen communication devices. 

[0038] FIG. 2 is a functional block diagram of certain com 
ponents of a master unit. 

[0039] FIG. 3 is a functional block diagram of certain com 
ponents of a remote sensor unit. 

[0040] FIG. 4 is a ?owchart illustrating certain blocks in a 
method of processing communications in a master unit. 

[0041] FIG. 5 is a ?owchart illustrating certain blocks in a 
method of processing communications in a remote sensor 
unit. 

[0042] FIG. 6A is a data packet that may be used in com 
municating messages to/from the master units, the central 
data collection servers and/ or the remote sensor units. 

[0043] FIG. 6B is a data packet that may be used in com 
municating sampled sensor data from the sensor unit to the 
master unit. 

[0044] FIG. 7 is an example of a data package for commu 
nicating betWeen a master unit and a base station. 

[0045] FIG. 8 is a master unit task assignment script for 
communicating task assignments to a master unit. 

[0046] FIG. 9 is an example of a data collection unit hous 
ing. 
[0047] FIG. 10 depicts an example of placement of a data 
collection unit Within a shipping container. 
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[0048] FIG. 11A to 11C show example embodiments of 
positioning of data collection units for use in the global com 
munication system of FIGS. 1A and 1B. 

DETAILED DESCRIPTION OF CERTAIN 
EMBODIMENTS 

[0049] Methods and apparatus for monitoring remotely 
located objects with a system comprised of at least one master 
data collection unit, any number of remote sensor units, and a 
central data collection server are described. The master unit 
can be con?gured to monitor any object, mobile or stationary, 
including monitoring multiple remote sensor units associated 
with the objects being monitored. The master unit may be in 
a ?xed location, or attached to a mobile object. The master 
unit can be con?gured for monitoring objects that enter and 
leave the area where it is located. The master unit may act as 
a parent controller for one or more child devices, wherein the 
child devices can be remote sensors or monitors of various 

measurable conditions including environmental conditions, 
substance identi?cation, product identi?cation and biometric 
identi?cation. The master unit may be able to discover new 
remote sensor units as they enter or leave the area where the 
master unit is located. The master unit may be able to be 
remotely reprogrammed. The reprogramming may be accom 
plished with authenticated instructions. 
[0050] The remote sensor units are con?gured to commu 
nicate with the master unit. The communication can be over a 
secure communication link. Remote sensors can be com 

manded to provide monitored information to the master unit 
on an as needed basis, on a ?xed time basis or in other ways. 
Remote sensor units may be connected to various peripheral 
measuring devices. 
[0051] The central data collection server is connected to the 
master unit via one or more communication links. The central 
data collection server can send instructions to the master unit 
over the one or more communication links. The instructions 

can include monitoring task instructions, reprogramming 
instructions, diagnostic test instructions and others. 
[0052] Redundancy of system elements adds to the reliabil 
ity of the system. In some embodiments, each unit (e. g., 
central data collection servers, master units and remote sensor 
units can communicate over at least two communication links 

to at least two other entities. In some embodiments, indepen 
dent (redundant) encryption key exchanges are used for all 
messaging between the various units. In some embodiments 
redundant power supplies are used for the units. 
[0053] What follows is the description of a universal 
“black-box” surveillance device capable of use in buildings, 
bridges, vehicles or containers so as to create a uniform sur 

veillance infrastructure across all vertical applications. Each 
device would be con?gured to sample, transmit and process 
phenomena in exactly the same manner so as to eliminate the 
notorious problem with data analysisicomparing ‘apples’ 
data to ‘oranges’ data. By standardiZing all common pro 
cesses, this invention overcomes the stovepipe nature of tra 
ditional solutions and opens the door to near real-time sharing 
of early-waming data. Indeed, managers of critical infrastruc 
ture are increasingly acknowledging their interdependence 
and desire to collaborate on the creation of a 360 degree 
surveillance capability built for interoperability with a goal of 
prevention. 
[0054] In the following description, speci?c details are 
given to provide a thorough understanding of the disclosed 
methods and apparatus. However, it will be understood by 
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one of ordinary skill in the art that the disclosed methods and 
apparatus may be practiced without these speci?c details. For 
example, electrical components may be shown in block dia 
grams in order not to obscure certain aspects in unnecessary 
detail. In other instances, such components, other structures 
and techniques may be shown in detail to further explain 
certain aspects. 
[0055] It is also noted that certain aspects may be described 
as a process, which is depicted as a ?owchart, a ?ow diagram, 
a structure diagram, or a block diagram. Although a ?owchart 
may describe the operations as a sequential process, many of 
the operations can be performed in parallel or concurrently 
and the process can be repeated. In addition, the order of the 
operations may be re-arranged. A process is terminated when 
its operations are completed. A process may correspond to a 
method, a function, a procedure, a subroutine, a subprogram, 
etc. When a process corresponds to a function, its termination 
corresponds to a return of the function to the calling function 
or the main function. 

[0056] FIG. 1A illustrates an example of an infrastructure 
of a communication system for providing redundant commu 
nications between one or more master units and one or more 

remote sensor units. The example illustrated is a cargo ship 
with multiple shipping containers 100. The shipping contain 
ers 100 may each have one or more master data collection 
units 105 (each container is depicted with one master unit 105 
in this example). The containers contain objects (not shown) 
that may contain remote sensing units (not shown) attached to 
the objects. Additionally, remote sensing units 110 may be 
positioned at other areas in and/or outside the containers. In 
some cases a device may be connected to a plurality of anten 
nae to overcome positioning problems (e. g., containers 
stacked on a ship). 

[0057] Preferably, the remote sensor units 110 and the mas 
ter units 105 communicate over two or more channels to one 

or more other communication links to two or more commu 

nication devices. As discussed above, the master units 105 
communicate with one or more remote sensor units 110. 

However, the master units 105 can also communicate with 
various other communication devices and/or networks, either 
for the purpose of collecting data or relaying data to another 
device with a more robust direct communication channel, 
serving as a peer-to-peer or ad hoc-network. For example, the 
communication link 1 shows a master unit 105 communicat 
ing with another master unit 105. Communication link 2 
shows a master unit 105 communicating with a satellite relay 
115. The communication link 5 illustrates a master unit 105 
communicating with a land or sea based antenna relay 120. 
The communication links 211 and 3 depict a remote sensor unit 
110 communicating with two relay satellites 115. Communi 
cation link 1a depicts a remote sensor unit 110 communicat 
ing with another remote sensor unite 110 (e.g., a relay sta 
tion). By having the secondary communication links 1, 1a, 2, 
2a, 3, and 5, the instructions and/or responses to instructions 
can be forwarded to the intended remote sensor unit 110 or 
master unit 105. For example, a master unit 105 can commu 
nicate with the land or sea based antenna 120 which can then 
forward the communication to a second master unit 105 via a 
communication link 5a. 

[0058] Intermediary relay stations may also be used in for 
warding messages. For example, the remote sensor 110a may 
communicate a monitoring measurement to the relay satellite 
115 on communication link 3, which the forwards the mes 
sage to an on-ship intermediary satellite receiver via commu 
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nication link 6a. The intermediary on-ship receiver can then 
forward the message to the master unit 105 (e.g., the master 
unit that requested a measurement from the remote sensor) 
via communication link 6. Other types of communication 
links not shoWn in FIG. 1 that can be part of the redundant 
communication infrastructure include cellular telephone net 
Works, LANs (Wired or Wireless local area networks), WANs, 
and Wired netWorks (for ?xed location units). 
[0059] FIG. 1B illustrates another example of a communi 
cation system betWeen communication devices. The commu 
nication system can represent communication ?oW at mul 
tiple levels. In one embodiment the master unit 105 serves as 
a data collection server and communicates With one or more 

of the remote sensor units 110 that serve as trusted monitoring 
devices. At another level, the data collection server can be a 
central data collection server 125 that communicates With one 
or more master units 105 that serve as the trusted monitoring 
devices. Communications can be direct betWeen the data 
collection server (105 or 125) and the trusted monitoring 
devices (110 or 105). Communications can also be relayed 
via one or more relay stations such as the relay satellites 115 
and the antennas 120. 

[0060] Redundancy of communication as illustrated by the 
various communication links of FIG. 1A is only one level of 
redundancy offered in some embodiments. Further reliability 
is afforded by other redundancy built into the master units and 
remote sensor units. FIG. 2 is a functional block diagram of 
certain components of a master unit, such as the master units 
105 discussed above. The master unit system 200 preferably 
includes a redundant microprocessor component 202. HoW 
ever, a single microprocessor unit 202 could be utiliZed. The 
microprocessor 202 may be one or more of any conventional 
general purpose single- or multi-chip microprocessor such as 
a Pentium® processor, Pentium II® processor, Pentium III® 
processor, Pentium IV® processor, Pentium® Pro processor, 
a 8051 processor, a MIPS® processor, a PoWer PC® proces 

sor, or an ALPHA® processor. In addition, the microproces 
sor 202 may be one or more of any conventional special 
purpose microprocessor such as a digital signal processor. 
The microprocessor 202 is linked to various other modules on 
the master unit system 200 With conventional address lines, 
conventional data lines, and/or conventional control lines for 
purposes of data transfer, instruction reception and transmis 
sion and data processing. 
[0061] Memory is provided by a memory component 204 
and/ or a data storage unit 206. Preferably, both the memory 
component 204 and the data storage unit 206 provide redun 
dancy in the form of spatial redundancy (different portions of 
the same medium), or unit redundancy Where tWo separate 
devices contain redundant data. Memory refers to electronic 
circuitry that alloWs information, typically computer data, to 
be stored and retrieved. Memory can refer to external devices 
or systems, for example, disk drives or tape drives. Memory 
can also refer to fast semiconductor storage (chips), for 
example, Random Access Memory (RAM) or various forms 
of Read Only Memory (ROM), that are directly connected to 
the processor. Other types of memory include bubble memory 
and core memory. Memory also includes storage devices 
(internal or external) including ?ash memory, optical 
memory and magnetic memory. 
[0062] The master unit system 200 is comprised of various 
modules 208-228. As can be appreciated by one of ordinary 
skill in the art, each of the modules 208-228 comprise various 
sub-routines, procedures, de?nitional statements, and mac 
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ros. Each of the modules 208-228 are typically separately 
compiled and linked into a single executable program. There 
fore, the folloWing description of each of the modules 208 
228 is used for convenience to describe the functionality of 
the master unit system 200. Thus, the processes that are 
undergone by each of the modules 208-228 may be arbitrarily 
redistributed to one of the other modules, combined together 
in a single module, or made available in a shareable dynamic 
link library. Further each of the modules 208-228 could be 
implemented in hardWare. 
[0063] A netWorking circuitry module 208 contains logic 
and or circuitry for communication of various communica 
tion links such as the communication links 1 through 6 and 1a 
through 611 discussed above in reference to FIG. 1A. The 
netWorking circuitry module 208 may include circuitry for 
communicating over Wireless communication links that may 
comprise, for example, part of a code division multiple access 
(CDMA or CDMA2000) communication system, a fre 
quency division multiple access (FDMA) system, an orthogo 
nal frequency division multiple access (OFDM) system such 
as WiMax (IEEE 802.16x), a time division multiple access 
(TDMA) system such as GSM/GPRS (General Packet Radio 
Service)/EDGE (enhanced data GSM environment) or 
TETRA (Terrestrial Trunked Radio) mobile telephone tech 
nology for the service industry, a Wideband code division 
multiple access (WCDMA), a high data rate (lxEV-DO or 
lxEV-DO Gold Multicast) system, or in general any Wireless 
communication system employing a combination of tech 
niques. The netWorking circuitry module 208 may include 
circuitry for communicating over Wired communication links 
that may comprise, for example, co-axial cable, ?ber-optic 
cable and others. 
[0064] An alarm module 210 contains circuitry for receiv 
ing noti?cation, via pushed messaging or through periodic 
monitoring of data from various alarm sensors. Alarm sensors 
may be linked via Wired and or Wireless communication links. 
The alarm sensors may monitor audible (audio) signals, 
visual (video) signals, or on/off type of alerts such as door 
locks, intruder alerts etc. 
[0065] An external ports module 212 may provide I/O to 
various external devices including input/output devices, dis 
play devices, printers, cameras, antennas and remote sensors. 
Preferably, redundant Wireless communication links are also 
provided, via the netWorking circuitry module 208, for any of 
the external devices connected via the external ports. Typi 
cally, the Wired external devices are connected to the com 
puter using a standards-based bus system. In different 
embodiments of the present invention, the standards based 
bus system could be Peripheral Component Interconnect 
(PCI), Microchannel, SCSI, Industrial Standard Architecture 
(ISA) and Extended ISA (EISA) architectures. 
[0066] An air circulation component 214 may have mul 
tiple input ports for sampling air from various sources. Duct 
ing is connected to the ports to be located in various areas of 
the monitored area. The air intake system includes a fan, a 
vacuum or other means of moving air so as to supply one or 
more sensors With unadulterated samples. Details of the air 
intake analysis system are discussed beloW. 
[0067] A global positioning system (GPS) 216 is used to 
track the location of the master unit. The GPS module may be 
connected to an external antenna in situations Where the mas 
ter unit is housed in a shielded container or location. The GPS 
system can also receive measurements from remote sensor 
units that contain GPS tracking ability. Thus, multiple objects 


























