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APPARATUS AND METHOD FOR 
ANALYSING A NETWORK 

TECHNICAL FIELD 

[0001] The invention relates to an apparatus, a method and 
a computer program for analysing a netWork ?oW. 

BACKGROUND OF THE INVENTION 

[0002] Communication networks, e.g. netWorks according 
to the Internet Protocol (IP) are complex and di?icult to 
analyse and to monitor With respect to the end-to -end netWork 
tra?ic ?oWs, also denoted as netWork ?oWs. A knoWn proto 
col for analyzing a netWork ?oW is the NetFloW protocol that 
is currently being standardiZed by the Internet Engineering 
Task Force (IETF). Details are provided in IETF IP FloW 
Information Export (IPFIX) at http://WWW.ietf.org/html. 
charters/ip?x-charter.html. 
[0003] The NetFloW protocol provides technology for net 
Work accounting, bandWidth usage analysis, netWork 
anomaly detection, tra?ic engineering and capacity manage 
ment. 

[0004] NetFloW is supported at routers, sWitches, metering 
appliances and softWare-based tra?ic meters. Some high-end 
routers and sWitches support NetFloW With dedicated hard 
Ware extensions. 

[0005] The realiZation of extensions in a router or sWitch 
for NetFloW or for other netWork analysis protocols is typi 
cally expensive because the extension has to be Well inte 
grated into the speci?c forwarding and routing architecture of 
the router or sWitch. 
[0006] It is an object of the invention to provide improved 
solutions for netWork ?oW analysis. It is a further obj ect of the 
invention to provide an improved apparatus, an improved 
method, an improved computer system and an improved com 
puter program for analysing a netWork ?oW. 

SUMMARY AND ADVANTAGES OF THE 
INVENTION 

[0007] The present invention is directed to an apparatus, a 
computer system, a computer program and a method as 
de?ned in independent claims. Further embodiments of the 
invention are provided in the appended dependent claims. 
[0008] According to a ?rst aspect of the invention there is 
provided an apparatus for analysing to a netWork ?oW, com 
prising 

[0009] a parser for extracting ?oW identi?cation infor 
mation from the netWork ?oW, 

[0010] a ?oW metering unit for metering the netWork 
?oW, 

[0011] a programmable controller for controlling the 
?oW metering unit and the parser. 

[0012] The architecture of the apparatus according to this 
aspect of the invention alloWs for an e?icient, ?exible and fast 
implementation of a ?oW metering function that is able to 
support a large number of con?guration options. Such con 
?guration options might cover different versions of today’s or 
future standards. This architecture provides the bene?ts of 
high performance Without the draWback of ?xed metering 
functionality and interfaces Which only support a single stan 
dard. 
[0013] The modular approach of this architecture com 
prises a parser that is provided for receiving a netWork ?oW 
and for extracting ?oW identi?cation information from this 
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netWork ?oW. The parser can be programmed to extract any 
desirable combination of ?oW identi?cation information 
from the netWork ?oW. The ?oW identi?cation information 
might eg be contained in ?elds of packet headers of a net 
Work ?oW. As an example, the parser can be programmed to 
extract the corresponding header ?elds that are relevant for a 
speci?c protocol standard. The ?oW identi?cation informa 
tion might comprise eg the source and destination IP 
address, the source and destination port and the IP protocol of 
the analysed netWork ?oW. 
[0014] The netWork ?oW identi?ed by the ?oW identi?ca 
tion information is metered by a ?oW metering unit. The 
metering of the ?oW identi?cation information might e.g. 
comprise timestamps for the respective netWork ?oW start 
and ?nish time, the number of bytes and packets observed in 
the respective netWork ?oW and various other features of the 
observed netWork ?oW. 
[0015] Both the ?oW metering unit and the parser are con 
trolled in parallel by a programmable controller. The pro 
grammable controller can be individually programmed for 
the respective application environment, the used protocol 
standards of to the netWork ?oW (e.g. NetFloW v5, v7, v9, 
IPFIX), the number of ?oWs to be supported and the speed of 
the respective netWork. Hence the parser and the ?oW meter 
ing unit are generic units. The speci?c functionality of these 
generic units is determined by the programmable controller. 
[0016] According to an embodiment of this aspect of the 
invention the ?oW metering unit is provided for sending ?oW 
status information to the programmable controller and the 
programmable controller is provided for sending ?oW meter 
ing instructions to the ?oW metering unit in dependence on 
the ?oW status information. 
[0017] Such a control loop betWeen the ?oW metering unit 
and the programmable controller facilitates an ef?cient, fast 
and ?exible ?oW metering process and processing. 
[0018] According to another embodiment of this aspect of 
the invention the parser is provided for sending parsing infor 
mation to the programmable controller and the program 
mable controller is provided for sending parsing instructions 
to the parser in dependence on the parsing information. 
[0019] Such a control loop betWeen the parser and the pro 
grammable controller facilitates an e?icient, fast and ?exible 
parsing process and processing. 
[0020] According to another embodiment of this aspect of 
the invention the programmable controller is provided for 

[0021] evaluating in parallel tWo or more ?oW status 
information values of the ?oW metering unit, 

[0022] sending tWo or more ?oW metering instructions in 
parallel to the ?oW metering unit. 

[0023] Such a parallel processing structure further facili 
tates an e?icient, fast and ?exible ?oW metering process and 
processing. 
[0024] According to another embodiment of this aspect of 
the invention the programmable controller comprises a pro 
gram memory comprising tWo or more ?oW metering to pro 
grams. 
[0025] The tWo or more ?oW metering programs can eg be 
programmed for different versions of netWork analysis pro 
tocols, for different application environments, for different 
numbers of ?oWs to be supported and for different speeds of 
the netWork. 
[0026] This alloWs for changing the con?guration and 
application of the apparatus very quickly and easily. Further 
more, it is a ?exible and cost effective solution. 
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[0027] According to another embodiment of this aspect of 
the invention the programmable controller is implemented as 
programmable state machine. 
[0028] The implementation of the programmable control 
ler as programmable state machine is a ?exible and cost 
effective solution. 
[0029] According to another embodiment of this aspect of 
the invention the programmable state machine comprises a 
transition rule memory, a rule selector and a state register, 
Wherein the rule selector is provided for receiving an external 
input signal and an internal input signal from the state register 
indicating the current state and Wherein the rule selector is 
provided for observing the internal and external input signal 
by means of the transition rule memory for transition rules 
and for changing the state of the state register and generation 
of an output signal comprising parsing and/or ?oW metering 
instructions When a transition rule applies. 
[0030] This embodiment is an ef?cient Way of implement 
ing the programmable state machine. 
[0031] The transition rule memory is provided for storing a 
set of transition rules. A set of transition rules may establish a 
How metering program. For different versions of netWork 
analysis protocols, for different application environments, for 
different numbers of ?oWs to be supported and for different 
speeds of the netWork a plurality of sets of transition rules 
might be loaded into the transition rule memory. 
[0032] The rule selector is provided for receiving an exter 
nal input signal and an internal input signal from the state 
register. The internal input signal from the state register indi 
cates the current state of the programmable state machine. 
The external input signal or the external input signals are 
received from the How metering unit and/ or the parser. The 
external input signal of the state machine may comprise ?oW 
status information, parser information and various other 
information. 
[0033] The rule selector observes the internal and external 
input signal by means of the transition rule memory for tran 
sition rules. If a prede?ned transition rules applies, the pro 
grammable state machine changes the state of the state reg 
ister and generation an output signal comprising parsing and/ 
or How metering instructions 
[0034] In other Words, the programmable state machine 
observes the How status information and/ or the parsing infor 
mation for prede?ned states. The state machine changes its 
state, When such a prede?ned state is detected. Then the 
changing state of the state machine triggers control actions 
for the parser and/or the How metering unit. 
[0035] According to another embodiment of this aspect of 
the invention the ?ow-metering unit comprises 

[0036] a How table unit 
[0037] a How table management unit and 
[0038] a How information export unit. 

[0039] The How table unit comprises a memory for storing 
information about the netWork ?oWs that are analysed by the 
apparatus. The How table might eg use the 5-tuple de?nition 
to characterise a speci?c netWork ?oW. In other Words, the 
How table may provide an entry for each speci?c netWork 
?oW characterized by the 5-tuple de?nition. According to the 
example of the 5-tuple de?nition, a netWork How is de?ned as 
a unidirectional sequence of packets that have the same 
source and destination IP address, the same source and des 
tination port and the same IP protocol. 
[0040] For each such entry the How table may store ?oW 
metering information, eg to timestamps for the respective 
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netWork ?oW start and ?nish time, the number of bytes and 
packets observed in the respective netWork How and various 
other features of the observed netWork How. 

[0041] The How table management unit is provided for 
managing the entries of the How table. The How table man 
agement unit is controlled by the programmable controller. 
This How table management unit may be provided to execute 
various ?oW metering instructions received from the pro 
grammable controller. Such ?oW metering instructions may 
include instructions for updating the How table unit, creating 
a neW entry in the How table unit and checking the status or 
speci?c entries of the How table unit. The How table manage 
ment unit may be implemented using a conventional hard 
Wired state machine. 

[0042] As an example, the How table management unit may 
check upon reception of a check-command from the pro 
grammable controller if the How table already contains an 
entry for an identi?ed netWork ?oW. As a result it could 
provide an indication (implemented as a single-bit ?ag) back 
to programmable controller that indicates if an entry for this 
identi?ed netWork ?oW already exists or that the identi?ed 
netWork How is a neW ?oW that is not present in the How table 
of the How table unit. 

[0043] In response to receiving the indication that a net 
Work How either exists or not, the programmable controller 
may dispatch further ?oW metering instructions to the table 
management unit to either update an existing ?oW table entry, 
to create a neW ?oW table entry or to create a complete neW 

?oW table With a corresponding “update , create neW ?oW 
table entry” or “create neW ?oW table” command. 

[0044] The How information export unit is provided for 
exporting ?oW information to another location or entity. The 
How information export unit is controlled by the program 
mable controller as Well. The programmable controller may 
trigger the export of How metering information by dispatch 
ing an export-command to the How information export unit. 
[0045] According to another embodiment of this aspect of 
the invention the How table management unit comprises a 
programmable hash function unit provided With tWo or more 
selectable hash functions for mapping the How identi?cation 
information on a hash index, Wherein the programmable con 
troller is provided for selecting one of the selectable hash 
functions. 

[0046] Hash functions are Widely used to improve the e?i 
ciency of netWork ?oW analysis and netWork ?oW metering. 
HoWever, different standards and different protocol versions 
of How metering standards use different hash functions. By 
means of providing a programmable hash function unit, the 
apparatus according to this embodiment of the invention can 
support these different standards and protocol versions. 
[0047] According to another embodiment of this aspect of 
the invention the programmable controller is provided for 
sending table management commands to the table manage 
ment unit. 

[0048] Such table management commands may be eg an 
update-command, a create-command or a check-command. 

[0049] According to another embodiment of this aspect of 
the invention the apparatus is implemented as hardWare assist 
device. 

[0050] The implementation of the apparatus as hardWare 
assist device has the advantage that it can be implemented in 
a system Without requiring processor or processing load of 
this system. 
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[0051] A second aspect of the invention relates to a com 
puter system comprising a central processing unit, a memory 
and a computer networking device, comprising an apparatus 
according to the ?rst aspect of the invention for analysing the 
network ?ow in the computer networking device. 

[0052] The computer networking device may be e. g. a 
switch or a router. The apparatus works as hardware assist 
device for the central processing unit of the computer system. 
This allows for an analysis of the network ?ow without load 
ing the central processor. 
[0053] A third aspect of the invention relates to a computer 
system comprising two or more virtual computing systems, 
further comprising an apparatus according to the ?rst aspect 
of the invention, wherein the apparatus is provided for anal 
ysing the network ?ow between the virtual computing sys 
tems and/or between the virtual computing systems and an 
external device. 

[0054] This allows for monitoring and analysing the net 
work ?ow between the virtual computing systems in a scal 
able way without any additional software to be available on 
the computer system and on the virtual computing systems. 

[0055] According to a further embodiment of this aspect of 
the invention the computer system comprises 

[0056] a software networking device for internal com 
munication between the virtual computing systems, 

[0057] a hardware networking device for external com 
munication between the virtual computing systems and 
an external device, 

wherein the software networking device and the hardware 
networking device are provided for forwarding the network 
?ow between the virtual computing systems and/or between 
the virtual computing systems and an external device for an 
analysis to the apparatus according to the ?rst aspect of the 
invention. 

[0058] This architecture allows for an e?icient implemen 
tation of a network ?ow function within a virtualiZed envi 
ronment. 

[0059] The software networking device may be eg a soft 
ware switch, i.e. a switch implemented in software. The hard 
ware networking device may be eg a hardware switch, i.e. a 
switch implemented in hardware. 
[0060] The external device can be e. g. another computer 
system, a network, the intemet or any other destination. 

[0061] According to a further embodiment of this aspect of 
the invention the apparatus is arranged in the hardware net 
working device. 
[0062] A fourth aspect of the invention relates to a method 
for analysing a network ?ow, comprising the steps of 

[0063] extracting ?ow identi?cation information from 
the network ?ow by means of a parser, 

[0064] metering the network ?ow by means of a ?ow 
metering unit, 

[0065] controlling the ?ow metering unit and the parser 
by means of a programmable controller. 

[0066] A ?fth aspect of the invention relates to a ?ow meter 
ing computer program comprising instructions for carrying 
out a ?ow metering program on a programmable controller, 
the ?ow metering computer program being provided for con 
trolling the ?ow metering unit and the parser of an apparatus 
according to the ?rst aspect of the invention. 
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[0067] Preferred embodiments of the present invention are 
described in detail below, by way of example only, with 
reference to the following schematic drawings, in which: 

DESCRIPTION OF THE DRAWINGS 

[0068] FIG. 1 is a schematic drawing of an apparatus for 
analyZing a network ?ow according to an embodiment of the 
invention, comprising a programmable controller, a parser 
and a ?ow metering unit, 
[0069] FIG. 2 shows a schematic computer system com 
prising a computer networking to device and an apparatus for 
analysing the network ?ow in the computer networking 
device, 
[0070] FIG. 3 is a schematic drawing of a programmable 
controller implemented as state machine, 
[0071] FIG. 4 is a schematic drawing of the apparatus of 
FIG. 1 in more detail, 
[0072] FIG. 5 shows a ?ow chart illustrating a ?ow table 
update function of the ?ow metering unit, 
[0073] FIG. 6 shows a ?ow chart illustrating the determi 
nation of expired table entries of a ?ow table unit, 
[0074] FIG. 7 shows a ?ow chart illustrating the exportation 
of expired table entries of the ?ow table unit, 
[0075] FIG. 8 shows a schematic drawing of a computer 
system comprising virtual computing systems and an appa 
ratus for analysing the network ?ow between the virtual com 
puting systems. 
[0076] The drawings are provided for illustrative purposes 
only and do not necessarily represent practical examples of 
the present invention to scale. In the ?gures, same reference 
signs are used to denote the same or like parts. 
[0077] FIG. 1 shows an apparatus 100 for analysing a net 
work ?ow 105 according to an exemplary embodiment of the 
invention. The apparatus 100 comprises a parser 110 for 
extracting ?ow identi?cation information from the network 
?ow 105. The network ?ow 105 may be any kind of commu 
nication tra?ic in a network, in particular end to end network 
traf?c. The network ?ow 105 may comprise a sequence of 
data packets, wherein each data packet is part of a communi 
cation between two distinct network addresses. The apparatus 
100 comprises a ?ow metering unit 130 for metering the 
network ?ow 105 and a programmable controller 140 for 
controlling the ?ow metering unit 130 and the parser 110. 
[0078] The ?ow metering unit 130 is provided for sending 
?ow status information to the programmable controller 140 
and the programmable controller 140 is provided for sending 
?ow metering instructions to the ?ow metering unit 130 in 
dependence on the ?ow status information. Furthermore, the 
parser 110 is provided for sending parsing information to the 
programmable controller 140 and the programmable control 
ler 140 is provided for sending parsing instructions to the 
parser 110 in dependence on the parsing information. 
[0079] The programmable controller 140 comprises a cen 
tral processing unit 150 and a program memory 160. In the 
program memory 160 one or more ?ow metering programs 
170 can be stored. 

[0080] The apparatus 100 is preferably implemented in 
hardware and may be used as hardware assist device. This is 
further illustrated with reference to FIG. 2. 
[0081] FIG. 2 shows a computer system 200 comprising a 
central processing unit 210, a memory 220 and a computer 
networking device 230. Furthermore it comprises the appa 
ratus 100 for analysing a network ?ow. The apparatus 100 is 
implemented in hardware as hardware assist device for the 
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central processing unit 210. The central processing unit 210, 
the memory 220, the computer networking device 23 0 and the 
apparatus 100 are coupled via an internal bus system 240. 
[0082] The computer networking device 230 may be any 
kind of Input/Output device, eg a router or a sWitch. In the 
example of FIG. 2 the computer netWorking device 230 
serves as router betWeen a ?rst Local Area NetWork (LAN) 
250, a second LAN 260 and the Internet 270. Accordingly, the 
computer netWorking device 230 is provided for routing net 
Work ?oWs 280 betWeen the ?rst LAN 250, the second LAN 
260 and the Internet 270. The apparatus 100 is provided for 
analysing and meter the netWork How in the computer net 
Working device 230. 
[0083] FIG. 3 shoWs a schematic block diagram ofa pro 
grammable controller 300 according to another exemplary 
embodiment of the invention. The programmable controller 
300 is implemented as programmable state machine. The 
programmable controller 300 comprises a transition rule 
memory 310, a rule selector 320 and a state register 330. The 
rule selector 320 is provided for receiving as external input 
signal 340 parsing information from the parser 110 and How 
status information from the How metering unit 130 of FIG. 1. 
Furthermore, the rule selector 320 is provided for receiving an 
internal input signal 350 from the state register 330. This 
internal input signal 350 indicates the current state of the state 
register 330. The rule selector 320 observes the internal input 
signal 350 and the external input signal 340 by means of the 
transition rule memory 310 for transition rules. When a tran 
sition rule applies, the rule selector 320 is provided for chang 
ing the state of the state register 330 and sending parsing 
instructions to the parser 110 and/or ?oW metering instruc 
tions to the How metering unit 130 of FIG. 1. 
[0084] More details for implementation of a programmable 
state machine as shoWn in FIG. 3 are described in US 2005/ 
0132342Al Which is hereWith incorporated by reference. 
[0085] FIG. 4 is a schematic draWing of the apparatus of 
FIG. 1 in more detail. 

[0086] The parser 110 can be programmed by means of the 
programmable controller 140 to extract any desirable ?oW 
identi?cation information from the netWork How 105. 
According to an exemplary embodiment of the invention the 
netWork How 105 comprises packets including a packet 
header and the parser 110 uses the packet headers to extract 
the How identi?cation information. Accordingly, the parser 
1 1 0 may be programmed to extract any desirable combination 
of header ?elds from the packet header that Will be used for 
How identi?cation. Examples of such header ?elds include IP 
source and destination addresses, Transmission Control Pro 
tocol (TCP) source and destination port numbers, Multi-Pro 
tocol Label SWitching (MPLS) and Virtual Local to Area 
NetWork (VLAN) tags etc. Based on the protocol standard of 
the respective netWork analysis protocol, the parser 110 can 
be programmed to extract the corresponding header ?elds 
that are relevant for that protocol standard. The parser 110 is 
provided for Writing the How identi?cation information of 
these header ?elds into a register unit 400. Hence the register 
unit 400 comprises registers with How identi?cation informa 
tion derived from packet headers. 
[0087] This How identifying information is provided as 
input to a programmable hash function unit 410. The pro 
grammable hash function unit 410 maps the How identi?ca 
tion information stored in the register unit 400 on a hash 
index. In other Words, the programmable hash function unit 
410 maps the actual values of the selected header ?elds upon 

Apr. 8, 2010 

a hash index. The programmable hash function unit 410 may 
provide a variety of hash functions that cover all desired 
functions for the protocol versions that the apparatus 100 
shall support. The programmable controller 140 is provided 
for selecting one of the available hash functions. The selec 
tion of one of the hash functions may be implemented by 
sending a hash identi?er corresponding to that hash function 
from the programmable controller 140 to the programmable 
hash function unit 410. Such a hash identi?er can consist of a 
short bit vector that uniquely corresponds to one of the imple 
mented hash functions. 

[0088] The How metering unit 130 further comprises a How 
table management unit 420. The How table management unit 
420 is provided to receive the hash index of the respective 
?oW identi?cation information of the respective packet 
header from the programmable hash function unit 410. The 
How table management unit 420 manages and controls a How 
table unit 430. The How table management unit 420 can 
execute as How metering instructions ?oW table management 
commands. Such ?oW table management commands may 
include e.g. commands for updating the How table unit 430, 
for creating a neW entry in the How table unit 430, for check 
ing entries of the How table unit 430, for removing entries 
from the How table unit 430 and for scanning the entries of the 
How table unit 430. Preferably the How table management 
unit 420 is implemented by means of a hardWired state 
machine. The How table management commands are sent 
from the programmable controller 140 to the ?ow table man 
agement unit 420. The How table unit 430 comprises a 
memory that stores netWork ?oW entries for netWork ?oWs 
identi?ed by the respective hash index. The netWork ?oW 
entries comprise key ?elds that de?ne the How and content 
?elds that comprise information about the de?ned How. The 
content ?elds are updated With every neW packet of the net 
Work How. The How table unit 430 might eg use the 5-tuple 
de?nition to characterise and de?ne the netWork How in the 
key ?elds. In this example the key ?elds Would comprise the 
source and destination IP address, the source and destination 
port and the IP protocol of the respective netWork How. 
[0089] For each such key ?eld the How table may store in 
the corresponding content ?elds ?oW metering information, 
eg timestamps for the respective netWork ?oW start and 
?nish time, the number of bytes and packets observed in the 
respective netWork How and various other features of the 
observed netWork How. 

[0090] As an example, upon reception of check-command 
from the programmable controller 140, the How table man 
agement unit 420 Will check if the How table unit 430 already 
contains an entry for the netWork ?oW identi?ed by the 
respective hash index. In return it Will provide as How status 
information an indication to the programmable controller 140 
that indicates that the respective netWork ?oW exists or that 
the hash index corresponds to a neW netWork ?oW that is not 
present in the How table unit 430. Dependent on the hash 
function the How table management unit 420 can also have 
direct access to the actual register values of the register unit 
400, i.e. to the How identi?cation information stored in the 
register unit 400. 
[0091] In response to receiving the How status information 
that an identi?ed netWork ?oW either exists or not, the pro 
grammable controller 140 may dispatch as How metering 
instructions table management commands to the How table 
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management unit 420 to either update an existing ?oW table 
entry or to create a neW ?oW table entry by means of an update 
or a create command. 

[0092] Furthermore, the programmable controller 140 is 
provided for controlling the scanning of the How table unit 
430 for expired ?oW table entries. For this purpose, the to 
programmable controller 140 Will test the value of a program 
mable timer 450 Which can be con?gured to meet the char 
acteristics of the supported protocol versions of the respective 
netWork analysis protocol. This Will trigger the program 
mable controller 140 to send as table management command 
a scan instruction to the How table management unit 420 after 
certain periods and/or at regular con?gurable intervals. The 
How table management unit 420 Will then scan the How table 
unit 430 and report any expired ?oW table entries to the 
programmable controller 140. In response the programmable 
controller 140 can send a remove-command to remove these 

?oW table entries to the How table management unit 420. 
Furthermore, the programmable controller 140 can trigger 
the export of these expired ?oW table entries. In the latter case, 
the programmable controller 140 triggers the creation of a 
How information packet containing information on the 
expired netWork How. The programmable controller 140 
sends a “generate packet” command to a How information 
export unit 440. The How information export unit 440 is also 
denoted as packet generator. The How information export unit 
440 can be implemented using a hardWired state machine. 
The How information export unit 440 exports a How informa 
tion packet containing netWork flow information to a central 
server or any other destination. 

[0093] By means of this programmable concept of the 
apparatus 100 the How metering functions of the How meter 
ing unit 130 can be implemented, con?gured and executed 
differently depending on the application environment, the 
used protocol standards (e.g. NetFloW v5, v7, v9, IPFIX), the 
number of netWork ?oWs to be supported or the speed of the 
respective netWork. 
[0094] For example, NetFloW v9 and IPFIX do not use 
?xed record ?elds, but a variable number of ?elds de?ned in 
How templates. A template determines the content of the How 
table and the amount of exported netWork ?oW information. 
In addition, multiple netWork ?oWs can be aggregated and 
mapped on the same ?oW table entry. The How table might 
contain various types of information for each netWork ?oW. 
Furthermore, the rules that determine When netWork ?oW 
information Will be exported can vary. 

[0095] FIG. 5 shoWs a How chart illustrating a How table 
update function of the How to metering unit 130. 
[0096] In a step 510 the apparatus 100 receives a data 
packet of a netWork ?oW that is observed. In step 520 the 
parser 110 parses the header of the data packet, extracts the 
How identi?cation information and Writes it in the register 
unit 400. In step 530 the programmable hash function unit 
410 calculates the hash index of the How identi?cation infor 
mation and the How table management unit 420 performs a 
How table (hash table) lookup in the How table unit 430. In 
step 540 the How table management unit 420 evaluates 
Whether a How table entry already exists for the respective 
hash index. If this is the case, the How table management unit 
420 updates in step 550 the respective ?oW table entry in the 
How table unit 430. If this is not the case, the How table 
management unit 420 creates in step 560 a neW ?oW table 
entry in the How table unit 430. 
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[0097] FIG. 6 shoWs a How chart illustrating the determi 
nation of expired ?oW table entries in the How table unit 430. 

[0098] In step 600 the programmable controller 140 sends 
as How metering instruction a scan-command to the How table 
management unit 420. This can happen after certain time 
periods and/or at regular con?gurable intervals. The How 
table management unit 420 Will then scan the How table unit 
430. In step 610 the How table management unit 420 selects 
an initial entry of the How table unit 430 and determines in 
step 620 the time t since the last update. If the time t is larger 
than a prede?ned time, eg determined by the timer 450, the 
respective entry of the How table unit 430 is marked as 
expired. In step 650 it is checked Whether all entries of the 
How table unit 430 have been processed, i.e. have been 
checked for expiration. If this is not the case, the How table 
management unit 420 Will select the next entry and continue 
With step 620. If the result of step 650 is that all entries of the 
How table unit 430 have been processed, the scanning has 
been completed. The scanning function of the How table 
management unit 420 Waits then in step 670 for a time t’ until 
it receives a neW scan-command from the programmable 
controller 140. 

[0099] FIG. 7 shoWs a How chart illustrating the export of 
expired table entries to a server or another destination. 

[0100] In step 700 the programmable controller 140 trig 
gers the export process by sending a “generate packet” com 
mand to the How information export unit (packet generator) 
440. In step 710 How information export unit 440 selects an 
initial entry of the How table unit 430 and checks in step 720 
if the respective entry is marked as expired. If this is the case, 
the How information export unit 440 creates and transmits in 
step 730 a How information packet containing netWork ?oW 
information of the expired netWork How of the respective ?oW 
table entry. The How information export unit 440 may export 
a How information packet to a central server or any other 
destination. In a folloWing step 740 the respective table entry 
is removed from the How table unit 430. In a folloWing step 
750 the How information export unit 440 checks if all table 
entries have been processed, i.e. checked for ?oWs that are 
marked as expired. If the result of step 720 is that the respec 
tive ?oW table entry is not marked as expired, the export 
process continues With step 750 as Well. If the checking of 
step 750 is negative, in step 760 the next ?oW table entry is 
selected for processing and the export process is continued 
With step 720. If the checking of step 750 is positive, the 
export process is ?nished for the meantime. The exportation 
function of the How information export unit 440 Waits then in 
step 770 for a time t" until it receives a neW generate packet 
command from the programmable controller 140. 
[0101] FIG. 8 shoWs a schematic draWing of a virtualiZed 
server environment comprising an apparatus for analyZing 
the netWork ?oW betWeen virtual computing systems. 
[0102] The virtualiZed server environment comprises a 
computer system 800 comprising tWo or more virtual com 
puting systems 810 that run on a central processing unit 820 
of the computer system 800. The computer system 800 com 
prises further a softWare netWorking device 830 for internal 
communication betWeen the virtual computing systems 810 
and a hardWare netWorking device 840 for external commu 
nication betWeen the virtual computing systems 810 and an 
external device 850. 

[0103] The softWare netWorking device 830 is provided for 
managing and controlling the internal communication 
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between the virtual computing systems 810. It may be eg a 
software switch, i.e. a switch implemented in software. 
[0104] The hardware networking device 840 may be e. g. a 
network adapter or a hardware switch. It is provided for 
managing and controlling the external communication 
between the virtual computing systems 810 and an external 
device 850. The external device 850 can be e.g. another com 
puter system, a network, the internet or any other destination 
the computer system 800 would like to communicate with. 
[0105] The hardware networking device 840 comprises the 
apparatus 100 for analysing a network ?ow. The apparatus 
100 is implemented in hardware as hardware assist device for 
the central processing unit 820 of the computer system 800. 
[0106] The virtual computing systems 810 may communi 
cate with each other via the software networking device 830 
and a virtual local network 860. The virtual local network 860 
could be eg a Virtual Local Area Network (VLAN). 
[0107] The hardware networking device 840 can commu 
nicate with the virtual computing systems 810 and with the 
software networking device 830 by means of a virtual Input/ 
Output (I/ O) server partition 870 
[0108] The software networking device 830 is provided for 
forwarding the network ?ow or parts of the network ?ow 
occurring in the software networking device 830 to the appa 
ratus 100. The hardware networking device 840 is provided 
for forwarding the network ?ow or parts of the network ?ow 
occurring in the hardware networking device 840 to the appa 
ratus 100. The software networking device 830 may use the 
virtual Input/Output (I/ O) server partition 870 for forwarding 
the network ?ow or parts of the network ?ow to the apparatus 
100. The hardware networking device 840 may use a hard 
ware bus 880 for forwarding the network ?ow or parts of the 
network ?ow to the apparatus 100. 
[0109] The computer system 800 allows for monitoring and 
analysing the network ?ow between the virtual computing 
systems 810 and/or between the virtual computing systems 
810 and the external device 850 in a scalable way. There is no 
additional software needed on the computer system 800 and 
on the virtual computing systems 810. 
[0110] The disclosed embodiments may be combined with 
one or several of the other embodiments shown and/ or 
described. This is also possible for one or more features of the 
embodiments. 

ADDITIONAL EMBODIMENT DETAILS 

[0111] The described techniques may be implemented as a 
method, apparatus or article of manufacture involving soft 
ware, ?rmware, micro-code, hardware and/or any combina 
tion thereof. The term “article of manufacture” as used herein 
refers to code or logic implemented in a medium, where such 
medium may comprise hardware logic [e.g., an integrated 
circuit chip, Programmable Gate Array (PGA), Application 
Speci?c Integrated Circuit (ASIC), etc.] or a computer read 
able medium, such as magnetic storage medium (e.g., hard 
disk drives, ?oppy disks, tape, etc.), optical storage (CD 
ROMs, optical disks, etc.), volatile and non-volatile memory 
devices [e.g., Electrically Erasable Programmable Read Only 
Memory (EEPROM), Read Only Memory (ROM), Program 
mable Read Only Memory (PROM), Random Access 
Memory (RAM), Dynamic Random Access Memory 
(DRAM), Static Random Access Memory (SRAM), ?ash, 
?rmware, programmable logic, etc.]. Code in the computer 
readable medium is accessed and executed by a processor. 
The medium in which the code or logic is encoded may also 
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comprise transmission signals propagating through space or a 
transmission media, such as an optical ?ber, copper wire, etc. 
The transmission signal in which the code or logic is encoded 
may further comprise a wireless signal, satellite transmission, 
radio waves, infrared signals, Bluetooth, etc. The transmis 
sion signal in which the code or logic is encoded is capable of 
being transmitted by a transmitting station and received by a 
receiving station, where the code or logic encoded in the 
transmission signal may be decoded and stored in hardware or 
a computer readable medium at the receiving and transmitting 
stations or devices. Additionally, the “article of manufacture” 
may comprise a combination of hardware and software com 
ponents in which the code is embodied, processed, and 
executed. Of course, those skilled in the art will recogniZe that 
many modi?cations may be made without departing from the 
scope of embodiments, and that the article of manufacture 
may comprise any information bearing medium. For 
example, the article of manufacture comprises a storage 
medium having stored therein instructions that when 
executed by a machine results in operations being performed. 
[0112] Certain embodiments can take the form of an 
entirely hardware embodiment, an entirely software embodi 
ment or an embodiment containing both hardware and soft 
ware elements. In a preferred embodiment, the invention is 
implemented in software, which includes but is not limited to 
?rmware, resident software, microcode, etc. 
[0113] Furthermore, certain embodiments can take the 
form of a computer program product accessible from a com 
puter usable or computer readable medium providing pro 
gram code for use by or in connection with a computer or any 
instruction execution system. For the purposes of this 
description, a computer usable or computer readable medium 
can be any apparatus that can contain, store, communicate, 
propagate, or transport the program for use by or in connec 
tion with the instruction execution system, apparatus, or 
device. The medium can be an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system (or appa 
ratus or device) or a propagation medium. Examples of a 
computer-readable medium include a semiconductor or solid 
state memory, magnetic tape, a removable computer diskette, 
a random access memory (RAM), a read-only memory 
(ROM), a rigid magnetic disk and an optical disk. Current 
examples of optical disks include compact diskiread only 
memory (CD-ROM), compact diskiread/write (CD-R/W) 
and DVD. 

[0114] The terms “certain embodiments , an embodi 
,, “ ,, “ 

ment”, “embodiment , embodiments , the embodiment”, 
“the embodiments”, “one or more embodiments”, “some 
embodiments”, and “one embodiment” mean one or more 
(but not all) embodiments to unless expressly speci?ed oth 
erwise. The terms “including”, “comprising”, “having” and 
variations thereof mean “including but not limited to”, unless 
expressly speci?ed otherwise. The enumerated listing of 
items does not imply that any or all of the items are mutually 
exclusive, unless expressly speci?ed otherwise. The terms 
“a”, “an” and “the” mean “one or more”, unless expressly 
speci?ed otherwise. 
[0115] Devices that are in communication with each other 
need not be in continuous communication with each other, 
unless expressly speci?ed otherwise. In addition, devices that 
are in communication with each other may communicate 
directly or indirectly through one or more intermediaries. 
Additionally, a description of an embodiment with several 
components in communication with each other does not 
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imply that all such components are required. On the contrary 
a variety of optional components are described to illustrate 
the Wide variety of possible embodiments. Further, although 
process steps, method steps, algorithms or the like may be 
described in a sequential order, such processes, methods and 
algorithms may be con?gured to Work in alternate orders. In 
other Words, any sequence or order of steps that may be 
described does not necessarily indicate a requirement that the 
steps be performed in that order. The steps of processes 
described herein may be performed in any order practical. 
Further, some steps may be performed simultaneously, in 
parallel, or concurrently. 
[0116] When a single device or article is described herein, 
it Will be apparent that more than one device/article (Whether 
or not they cooperate) may be used in place of a single 
device/article. Similarly, Where more than one device or 
article is described herein (Whether or not they cooperate), it 
Will be apparent that a single device/article may be used in 
place of the more than one device or article. The functionality 
and/ or the features of a device may be alternatively embodied 
by one or more other devices Which are not explicitly 
described as having such functionality/features. Thus, other 
embodiments need not include the device itself. 
[0117] Computer program means or computer program in 
the present context mean any expression, in any language, 
code or notation, of a set of instructions intended to cause a 
system having an information processing capability to per 
form a particular function either directly or after either or both 
of the folloWing a) conversion to another language, code or 
notation; b) reproduction in a different material form. 

1. An apparatus for analysing a netWork How, the apparatus 
comprising: 

a parser for extracting ?oW identi?cation information from 
the netWork How; 

a How metering unit for metering the netWork How; and 
a programmable controller for controlling the How meter 

ing unit and the parser. 
2. The apparatus according to claim 1, Wherein the How 

metering unit is con?gured for sending ?oW status informa 
tion to the programmable controller and Wherein the pro 
grammable controller is con?gured for sending ?oW metering 
instructions to the How metering unit in dependence on the 
How status information. 

3. The apparatus according to claim 1, Wherein the parser is 
con?gured for sending parsing information to the program 
mable controller and Wherein the programmable controller is 
con?gured for sending parsing instructions to the parser in 
dependence on the parsing information. 

4. The apparatus according to claim 1, Wherein the pro 
grammable controller is con?gured for: 

evaluating in parallel tWo or more How status information 
values of the How metering unit; and 

sending tWo or more How metering instructions in parallel 
to the How metering unit. 

5. The apparatus according to claim 1, Wherein the pro 
grammable controller comprises a program memory having 
tWo or more How metering programs. 

6. The apparatus according to claim 1, Wherein the pro 
grammable controller is implemented as state machine. 

7. The apparatus according to claim 6, Wherein the state 
machine comprises: 

a transition rule memory; 

a rule selector; and 
a state register; 
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Wherein the rule selector is con?gured for receiving an 
external input signal and an internal input signal from 
the state register indicating the current state and Wherein 
the rule selector is con?gured for observing the internal 
and external input signal by means of the transition rule 
memory for transition rules and for changing the state of 
the state register and generation of an output signal 
having parsing and/ or How metering instructions When a 
transition rule applies. 

8. The apparatus according to claim 1, Wherein the How 
metering unit comprises: 

a How table unit; 
a How table management unit; and 
a How information export unit. 
9. The apparatus according to claim 8, Wherein the How 

table management unit comprises a programmable hash func 
tion unit provided With tWo or more selectable hash functions 
for mapping the How identi?cation information on a hash 
index, Wherein the programmable controller is con?gured for 
selecting one of the selectable hash functions. 

10. The apparatus according to claim 8, Wherein the pro 
grammable controller is con?gured for sending table man 
agement commands to the table management unit. 

11. The apparatus according to claim 1, Wherein the appa 
ratus is implemented as hardWare assist device. 

12. The apparatus according to claim 1, further compris 
ing: 

a central processing unit; 
a memory; and 
a computer networking device. 
13. The apparatus according to claim 12, Wherein the appa 

ratus is implemented in hardWare as hardWare assist device 
for the central processing unit. 

14. The apparatus according to claim 1, further compris 
ing: 

tWo or more virtual computing systems; 
Wherein the apparatus is provided for analysing the net 
Work How betWeen the virtual computing systems and/ 
or betWeen the virtual computing systems and an exter 
nal device. 

15. The apparatus according to claim 14, further compris 
ing: 

a softWare netWorking device for internal communication 
betWeen the virtual computing systems; and 

a hardWare networking device for external communication 
betWeen the virtual computing systems and an external 
device; 

Wherein the softWare netWorking device and the hardWare 
netWorking device are provided for forWarding the net 
Work How betWeen the virtual computing systems and/ 
or betWeen the virtual computing systems and an exter 
nal device for an analysis to the apparatus. 

16. The apparatus according to claim 15, Wherein the appa 
ratus is arranged in the hardWare netWorking device. 

17. A method for analysing a netWork ?oW, comprising the 
steps of: 

extracting ?oW identi?cation information from the net 
Work How using a parser; 

metering the netWork ?oW using a How metering unit; and 
controlling the How metering unit and the parser using a 

programmable controller. 
18. A computer readable program product tangibly 

embodying computer executable instructions Which When 
implemented, causes the computer to carry out an analysis of 
a netWork ?oW according to the steps of the method according 
to claim 17. 


