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(57) ABSTRACT 

A method forusing a virtual card is provided. In one example, 
the method includes identifying a geographic identi?er for a 
mobile computing device and matching the geographic iden 
ti?er With at least one virtual card associated With the mobile 
computing device. The method further includes triggering at 
least one virtual card feature based on a matched geographic 
identi?er. In some examples, the at least one virtual card 
feature includes presenting the at least one virtual card With 
the matched geographic identi?er. In other examples, the at 
least one virtual card feature includes a security feature 
including selectively enabling a virtual card transaction based 
on the at least one virtual card With the matched geographic 
identi?er. 
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SYSTEMS AND METHODS FOR MANAGING 
A VIRTUAL CARD BASED ON 

GEOGRAPHICAL INFORMATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to US. Provisional 
Patent Application No. 61/100,574 ?led Sep. 26, 2008 
entitled “SYSTEMS AND METHODS FOR INTEGRAT 
ING A GEOGRAPHIC IDENTIFIER WITH A VIRTUAL 
CARD SYSTEM” the entire contents of Which are hereby 
incorporated herein by reference for all purposes. 

FIELD 

[0002] The present disclosure relates generally to systems 
and methods for managing and using a virtual card based on 
geographical information. 

BACKGROUND AND SUMMARY 

[0003] Plastic gift cards have become a popular form of 
payment in today’s marketplace. Consumers typically pur 
chase a select goods and services system’s gift card and then 
present the plastic gift card to the brick and mortar location 
for redemption. Many times the purchaser of the gift card 
carries the gift card in their Wallet for a period of time prior to 
redemption. During redemption, the user must sort through 
his Wallet and hope that the card has not been lo st or otherWise 
misplaced. 
[0004] As the use of gift cards has become more and more 
popular, consumers are likely to carry a number of such gift 
cards in their Wallet. Typically, the gift cards are redeemable 
at a single goods and services system or a limited number of 
goods and services system’s establishments. As such, the 
number of gift cards that are carried and maintained by an 
individual consumer is signi?cant. A consumer may have 
similar problems With plastic and paper loyalty cards, such as 
membership cards, reWards card, points card, advantage 
cards, and/or club cards. 
[0005] The inventors herein have recogniZed the di?iculties 
of managing the large number of such cards Which are main 
tained by a consumer. Due to the number of such cards that a 
consumer may manage, consumers may physically stretch 
their Wallets to carry the large number of cards. Further, it 
may be dif?cult to locate a speci?c card for presentation to a 
merchant and/or a card may become lost. As such, the con 
sumer may desire to reduce the number of cards that are 
carried in the physical Wallet or purse. 
[0006] As the inventors herein have recognized the di?icul 
ties With the plastic issued cards, alternative methods and 
systems for electronic cards have been developed. These elec 
tronically-issued and managed cards are referred to herein as 
virtual cards. The virtual card may include, but are not limited 
to, one or more of a virtual gift card, a virtual loyalty card, a 
virtual membership card, and a virtual reWards card. 
[0007] As described in more detail beloW, the inventors 
herein have provided a systems and methods for managing 
and using virtual cards. As such, the inventors provide herein 
systems and methods Which enable a geographic identi?er 
tagged to the virtual cards and/or the user’s mobile computing 
device to enable ease of use of the virtual cards. In one 
example, the method includes identifying a geographic iden 
ti?er for a mobile computing device and matching the geo 
graphic identi?er With at least one virtual card associated With 
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the mobile computing device. The method further includes 
triggering at least one virtual card feature based on a matched 
geographic identi?er. In some examples, the at least one 
virtual card feature includes presenting the at least one virtual 
card With the matched geographic identi?er. In other 
examples, the at least one virtual card feature includes a 
security feature including selectively enabling a virtual card 
transaction based on the at least one virtual card With the 
matched geographic identi?er. 
[0008] Further, in other examples, a method is provided 
including determining a distance betWeen a mobile comput 
ing device location and at least one merchant-outlet location, 
the at least one merchant-outlet location associated With a 
card service provider and at least one virtual card, the card 
service provider con?gured to process a virtual card transac 
tion. The method also may include selectively presenting at 
least one virtual card associated With the at least one mer 
chant-outlet location on a display of the mobile computing 
device based on the distance betWeen the mobile computing 
device location and the at least one merchant-outlet location. 
In this example, virtual cards that are likely to be used in a 
transaction may be presented on a display based on a geo 
graphical location of a mobile computing device as Well as a 
geographical location of a merchant-outlet, enabling a user to 
quickly access a virtual card for use. 

BRIEF DESCRIPTION OF THE FIGURES 

[0009] The disclosure is illustrated by Way of example and 
not by Way of limitation in the ?gures of the accompanying 
draWings, in Which the like references indicate similar ele 
ments and in Which: 
[0010] FIG. 1 shoWs an exemplary schematic illustration of 
a virtual card management system according to an embodi 
ment of the present disclosure. 
[0011] FIG. 2 is a general process How of a method for 
identifying a geographic identi?er, matching the geographic 
identi?er and triggering at least one virtual card feature based 
on the matched geographic identi?er. 
[0012] FIG. 3 is a process How of a method for presenting a 
virtual card on a display as Well as selectively enabling a 
virtual card for use in a virtual card transaction based on 
geographical data. 
[0013] FIGS. 4-6 shoW various examples ofa mobile com 
puting device Which may present various content WindoWs on 
Which one or more virtual cards may be displayed based on 
geographical data. 
[0014] FIG. 7 shoWs an exemplary screen shot of a goods 
and services system administration site for use in a virtual 
card management system. 

DETAILED DESCRIPTION 

[0015] FIG. 1 shoWs an exemplary schematic illustration of 
a virtual card management system 10 according to an 
embodiment of the present disclosure. As described beloW, 
the system may among other features, be con?gured to inte 
grate a geographic identi?er With a virtual card system. Inte 
gration of the geographic identi?er With a virtual card may 
enable ease of use of the virtual card, authentication of the 
virtual card and/or enhanced functionality of the virtual card. 
As a non-limiting example, a virtual card management sys 
tem 10, such as the example shoWn in FIG. 1, may be adapted 
for use With a geographic identi?er. The geographic identi?er 
may trigger one or more virtual card features. For example, in 
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some systems the geographic identi?er may trigger display of 
a select virtual card or cards based on proximity of a user’s 
mobile computing device to a merchant-outlet. In this Way, a 
user may quickly access and use a virtual card Without having 
to sort through a large number of cards. In other examples, the 
system may be con?gured to trigger various security features 
based on the geographical location of the mobile computing 
device and the geographical location of the merchant-outlet to 
enhance security and authentication of the virtual card, thus 
decreasing the likelihood of fraudulent use of a virtual card by 
a third party. 

[0016] Virtual card, as used herein, may be an electroni 
cally-issued and/ or electronically maintained virtual value 
card Which may provide access to a virtual value. A virtual 
value may be any type of privilege, monetary or non-mon 
etary. For example, a virtual value card may be a stored value 
card Which may include but is not limited to a virtual gift card, 
a virtual loyalty card, a virtual reWards card, a prepaid card, or 
other suitable virtual card that holds prepaid value. The stored 
value card may have monetary or other forms of value stored 
on the virtual card. In another example, a virtual value card 
may be a virtual membership card Which such stored value 
includes membership privileges and/ or identi?cation-related 
privileges. An example of virtual membership cards may 
include, but are not limited to virtual identi?cation cards, club 
cards, promotional cards, identi?cation cards (ID) cards, 
membership cards. The membership privileges and/ or iden 
ti?cation-related privileges may include identi?cation of a 
holder of the card as an approved party or member, identi? 
cation of a consumer as meeting certain prescreened criteria, 
etc. 

[0017] As depicted in FIG. 1, virtual card management 
system 10 may include a mobile computing device 12, a 
virtual card manager 14, at least one goods and services 
system 16, and at least one card service provider 18. One type 
of exemplary transaction may include an electronic transac 
tion, such as a virtual card transaction. A virtual card trans 
action may include communication betWeen tWo systems, 
devices, etc., in Which value and/or privilege data is 
exchanged and/or manipulated. It Will be appreciated that 
virtual card transactions may include stored value transac 
tions, such as monetary transactions in Which stored value of 
a virtual card is adjusted. Additionally, the virtual card trans 
actions may also include management of electronic privileges 
(e.g. card holder privileges) such as electronic access to cer 
tain types of data. For example, a virtual card transaction may 
include deducting value from a virtual card in exchange for a 
good or service at a merchant-outlet location associated With 
a goods and services system, such as system 16. Further in 
other examples, a virtual card transaction may include scan 
ning a virtual membership card retained on a mobile comput 
ing device at a merchant-outlet location associated With a 
goods and services system and granting access privileges to 
the merchant-outlet location. 

[0018] Mobile computing device 12 may be any suitable 
computing device that enables a user to store and maintain 
one or more virtual cards Which may be redeemed or used 
With a goods and services system 16. For example, the mobile 
computing device may be a smart phone, a hand-held com 
puting device, an advanced PC-like capable mobile device, a 
laptop computer, a portable media player, etc. In some 
embodiments, the mobile computing device may run an iden 
ti?able operating system’s softWare and provide a standard 
iZed interface and platform for applications. The mobile com 
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puting device may be netWorked to one or more 
communication netWorks, such as a public netWork (eg the 
Internet) and/ or one or more private netWorks, to enable com 
munication With associated systems and devices, or in some 
examples, for authentication of the virtual card. 
[0019] Mobile computing device 12 may include a display 
30 con?gured to present graphics on the device. The mobile 
computing device may also include a communication appa 
ratus 32 facilitating Wired and/ or Wireless communication 
betWeen the mobile computing device and associated systems 
and devices (eg the virtual card manager, the goods and 
services system, and/or the card service provider). 
[0020] The mobile computing device may further include a 
geographical location apparatus 34 con?gured to determine a 
geographic identi?er, such as the geographical location (eg 
longitude and latitude, longitude and/ or latitude ranges, street 
address, Zip code, geographic position, etc.) of the mobile 
computing device. In some embodiments, the geographical 
location apparatus may be a global positioning receiver con 
?gured to receive location data and determine the location of 
the mobile computing device from the location data. The 
location data may be sent from a Global Positioning System 
(GPS). Therefore, the location data Which may be considered 
as a geographic identi?er, may be a GPS signal in such an 
example. HoWever, it Will be appreciated that other suitable 
geographical location apparatuses (e.g. GPS emulator or 
other systems) may be utiliZed in some embodiments. For 
example, a geographical location apparatus con?gured to 
determine the position of the mobile computing device via 
triangulation utiliZing 3 or more cellular sites (e.g. cell toWer) 
may be utiliZed, in other embodiments. 
[0021] The mobile computing device may include various 
softWare applications stored on mass storage 36 and execut 
able via a processor 38 using portions of memory 40. In some 
embodiments, mass storage 36 may be a hard drive, solid state 
memory, a reWritable disc, etc. The mass storage may include 
various programmatic elements such as a virtual card engine 
42 con?gured to manage the one or more virtual cards 29. As 
provided above, the virtual cards may be virtual value cards, 
such as virtual gift cards, virtual membership cards, virtual 
loyalty card, etc. Each virtual card may include card data such 
as an identi?cation (ID) number, a stored value, a name, a bar 
code, image data (eg picture of a card holder), data corre 
sponding to the associated goods and services system through 
Which the virtual card may be used, etc. The virtual card 
engine may be a softWare application con?gured to imple 
ment various virtual card functions to enable ease and use of 
the virtual cards. 

[0022] It Will be appreciated that in some embodiments a 
broWser-based virtual card engine may be utiliZed. In other 
Words, the virtual card engine may be executed on a remote 
Internet server accessible via the mobile computing device. In 
some examples, When a broWser-based virtual card engine is 
used, the card service provider or associated goods and ser 
vices system may manage various virtual card functions. 
HoWever, it Will be appreciated that in other embodiments the 
card service provider may be inhibited from managing the 
virtual card functions, eg modifying various characteristic 
of the virtual cards in the virtual card engine. 
[0023] As illustrated, a virtual card manager 14 may be 
communicatively linked With one or both of mobile comput 
ing device 12 and/or card service provider 18 or goods and 
services system 16. Virtual card manager 14 may be con?g 
ured to manage a plurality of virtual cards. In some examples, 
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the virtual card manager may include at least one manager 
side associative card pro?le 24. The manager-side associative 
card pro?le may be stored in a manager-side database 26. 
[0024] In some examples, the manager-side associative 
card pro?le 34 may include virtual card data such as stored 
value (eg monetary value, privilege value), identi?cation 
(ID) data, (e. g. ID number orpictures), card holder names and 
other card holder data, personal identi?cation codes or pass 
Words, etc. A selected manager-side associative pro?le may 
be accessed and adjusted during a virtual card transaction. 
[0025] The virtual card manager further may include an 
integration connection engine 28 con?gured to communica 
tively link the virtual card manager and the card service 
provider 18 via an API or other software communication 
standard included in the card service provider. In this Way, the 
virtual card manager may communicate With the card service 
provider. When a plurality of card service providers are com 
municatively linked to the virtual card manager at least a 
portion of the card service providers may utiliZe different 
communication protocols, communication hardWare, secu 
rity protocols, etc. Thus, the integration connection engine 
alloWs the virtual card manager to interact With a number of 
different card service providers. In other embodiments, the 
card service provider may Wish to use an API or other soft 
Ware provided by the virtual card manager to enable commu 
nication. In further examples, the card service provider may 
include other methods or systems for communicating With the 
virtual card manager. 
[0026] Additionally, it should be appreciated that the inte 
gration connection engine 28 may include at least one virtual 
card adapter con?gured to modify the data sent to and 
received from the goods and services system into a common 
programming language, such as XML. HoWever, in other 
embodiments the integration connection engine may not 
include the virtual card adapter. 
[0027] The virtual card manager may include an enable 
ment module 30 con?gured to selectively enable a virtual 
card transaction betWeen a virtual card and a corresponding 
card service provider. Therefore, in some example systems, 
the enablement module may select an enabled or disabled 
state of a virtual card. It Will be appreciated the virtual card 
may be “active” While the state of the virtual card is adjusted 
(e.g. selection of an enabled or disabled state). An enabled 
state may include a state in Which a virtual card transaction 
betWeen a virtual card and a corresponding card service pro 
vider is permitted and a disabled state may include a state in 
Which a virtual card transaction betWeen a virtual card and a 
corresponding card service provider is inhibited. 
[0028] In one example, virtual card manager 14 may be 
con?gured to manage various security features of the virtual 
cards such as selective enablement (e.g. access control via 
authentication). For example, use of a virtual card may be 
selectively enabled (e. g. enabled or disabled). It Will be appre 
ciated that the virtual card may have an “activated” status 
While the virtual card is selectively enabled. Thus, the virtual 
card may be “activated” but in an enabled or disabled state. In 
this Way, use of the virtual card may be quickly turned “on” 
and “off ’ Without deactivating the virtual card, thereby 
enhancing the security of the virtual card When compared to 
plastic gift cards Which remain in an enabled state subsequent 
to activation. 

[0029] As a further illustration of an example system, 
enablement module 30 may be con?gured to selectively and 
periodically enable a virtual card transaction betWeen at least 
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one virtual card and a corresponding card service provider 
based on predetermined authentication rules (also referred to 
as security rules) may be associated With a virtual card. In 
some examples, the authentication rules may be preset by the 
card service provider, the merchant and/or the virtual card 
manager. The authentication rules may be implemented such 
that the state of the virtual card (e.g. enabled state, disabled 
state, etc.) may be managed by the virtual card manager. It 
should be appreciated that the virtual card manager may be a 
remote server in some systems, While in other systems, the 
virtual card manager may be on or at least partially stored or 
executed on the mobile computing device. 
[0030] The enablement module may determine an enabled 
or disabled state for the virtual card based on the authentica 
tion rules. As described above, the virtual card may be 
“active” While the state of the virtual card is adjusted. A 
corresponding card service provider may manage the stored 
data pertaining to the virtual card in use. The stored data may 
be included in the provider-side associative card pro?le 20 
and/or in the manager-side associative card pro?le 24. 
[0031] In some examples, periodically authenticating by 
selectively enabling a virtual card transaction may include 
toggling the card from a disabled state to an enabled state at 
select times, such as prior to the virtual card use. This toggling 
betWeen the enabled state and disabled state may be consid 
ered periodic authentication. The value data stored on the 
virtual card engine and/or provider-side associative card is 
retained during this process. The value data may include 
monetary data and/or membership service data. It Will be 
appreciated that different methods may be used to toggle the 
state of the virtual card. For example, in some systems, the 
toggling may enable the stored value on and off depending on 
the capabilities offered by a speci?c card service provider. 
HoWever, it Will be appreciated that other techniques may be 
utiliZed to enable and disable a virtual card. 

[0032] Selective enablement (e.g. access control via 
authentication) of a virtual card is disclosed and example 
systems and methods to manage various security features of 
virtual cards are disclosed in US. Provisional Application 
No. 61/094,654 ?led Sep. 5, 2008 entitled Systems and Meth 
ods for Periodic Authentication of a Virtual Card, inventor 
David Nelsen and US. application Ser. No. 12/554,792 ?led 
Sep. 4, 2009 entitled SYSTEMS AND METHODS FOR 
AUTHENTICATION OF A VIRTUAL STORED VALUE 
CARD. The disclosures of Which are hereby incorporated by 
reference for all purposes. 

[0033] As described above, virtual card manager 14 may 
also be communicatively linked to a card service provider 18 
and/or a goods and services system 16. The goods and ser 
vices system may include a point of sales (POS) system Which 
may include softWare and hardWare to manage electronic 
transactions. Depending on the system, the goods and ser 
vices system may also be con?gured to virtually or electroni 
cally issue card data such as loyalty data, membership data, 
value data (eg monetary data), etc., through a mobile com 
puting device or other electronic device such as through the 
system illustrated in FIG. 1. 
[0034] In some systems, the card service provider may 
enable the goods and services system to perform card trans 
actions, including integrating virtual card transactions into a 
goods and services system. As brie?y mentioned above, card 
service provider 18 may be a third party stored value system 
or a module or softWare component of the goods and services 
system’s existing POS system created or used by the goods 
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and services system to track the virtual card services on behalf 
of the goods and services system. A goods and services sys 
tem’s POS Provider may be software, hardware, and/ or other 
devices con?gured to process goods and services transactions 
at a location. Often times the POS may have a module or built 

in capability, thus making the POS System also a “Card 
Service Provider”. In other Words, in some systems, card 
service provider 18 may be included in the goods and services 
system 16. 

[0035] Card service provider 18 may be con?gured to gen 
erate at least one provider-side associative card pro?le 20, 
each associative card pro?le corresponding to a virtual card. 
The provider-side associative card pro?le may be stored in a 
provider-side database 22. The provider-side associative card 
pro?le may include virtual card data such as stored value (eg 
monetary value, point value), identi?cation (ID) data (eg ID 
number, personal identi?cation number), a card holder’s 
name, etc. A selected provider-side associative card pro?le 
may be accessed and adjusted during a virtual card transac 
tion. It Will be appreciated that the provider-side associative 
card pro?le may be included in the goods and services sys 
tem, in some embodiments. 

[0036] As described above, virtual cards may be managed 
by the virtual card manager for use and/or redemption With a 
goods and services system 16. The goods and services system 
(also referred to generally as the merchant) may be associated 
With one or more merchant-outlets (e.g. brick and mortar 

stores, clubs, venues, etc.). Example merchant-outlets may 
include one or more coffee shops, restaurants, restaurants, 
stores, hotels, supermarkets, sports clubs, etc. In other 
examples, the goods and services system may process trans 
actions over the Internet. It should be appreciated that the card 
service provider may be integrated With a speci?c goods and 
services system and/or may provide support for a plurality of 
goods and services systems. 
[0037] Additional examples of use of a virtual card are 
provided are disclosed in US. Provisional Application No. 
61/098,669 ?led Sep. 19, 2008 entitled SYSTEMS AND 
METHOD FOR MANAGING AND USE OF A VIRTUAL 
CARD SYSTEM, inventor David Nelsen and US. applica 
tion Ser. No. 12/562,091 ?led Sep. 17, 2009 entitled SYS 
TEMS AND METHODS FOR MANAGINGAND USINGA 
VIRTUAL CARD. The disclosures of Which are hereby 
incorporated by reference for all purposes. 
[0038] In the present system, as described above, the 
mobile computing device may determine a geographic iden 
ti?er Which may be matched With various merchant databases 
to trigger one or more virtual card features. For example, 
merchant-outlet location data may be included in the man 
ager-side database 26. 
[0039] Merchant-outlet location data may include geo 
graphical position data (eg longitude and latitude, latitude 
and/or longitude range, Zip code, street address, etc.) corre 
sponding to one or more merchant-outlets. It Will be appre 
ciated that each merchant-outlet may have a corresponding 
data set Which may include the geographical position data of 
the merchant-outlet as Well as the name of the merchant, 
associated goods and services system, and/or card service 
provider. 
[0040] In some examples, the merchant-outlet location data 
may also be stored on the provider-side database 22 and/ or the 
mobile computing device. Matching of merchant-outlet loca 
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tion data With the mobile computing device geographic iden 
ti?er may enable authentication and/ or enhanced usability to 
the virtual card system. 
[0041] As such, in one example, the mobile computing 
device 18, may include a virtual card engine 42 With geo 
identi?cation modules that enable virtual card management 
functions related to the geographic identi?er, including a 
geo-comparative module 46, a presentation module 48, and/ 
or a graphical modi?cation module 50. As an example, the 
geo comparative module 46 may be con?gured to determine 
a distance betWeen a mobile computing device location and at 
least one merchant-outlet location, Which may be referred to 
herein as a merchant-to-mobile distance. In this Way, the 
geo-comparative module can determine the distance betWeen 
the location data generated via the geographical location 
apparatus and merchant-outlet location data (eg a merchant 
outlet location data set). 
[0042] The merchant-to-mobile distance may be associated 
With one or more virtual cards con?gured to implement a 
transaction via a card service provider at the merchant-outlet 
location. Therefore in some examples, the merchant-to-mo 
bile distance may be stored and updated on a virtual card. 
Furthermore, the virtual card manager may be con?gured to 
selectively enable or trigger (e.g. permit authentication) a 
virtual card transaction betWeen a virtual card and a card 
service provider based on the merchant-to-mobile distance. 
In this Way, the security of a virtual card may be increased. 
Selective enabling a virtual card based on the merchant-to 
mobile distance is discussed in greater detail herein With 
regard to FIG. 3. 

[0043] In other embodiments, the geo-comparative module 
46 may be implemented by the virtual card manager. In this 
Way, the virtual card manager may be con?gured to determine 
the merchant-to-mobile distance. When the geo-comparative 
module is implemented by the virtual card manager, the geo 
comparative module may refresh data to the goods and ser 
vices system’s softWare, shoWing the goods and services sys 
tem that authentication of a virtual card has occurred. In this 
manner, the goods and services system may be aWare of 
virtual cards that are likely to be used in a transaction. The 
goods and services system may also select the virtual cards 
that Were used to implement a transaction after authentica 
tion. This information may be sent to the virtual card manager 
and then to a mobile computing device to con?rm a successful 
check-in, authentication, successful purchase, etc. 
[0044] The virtual card engine may further include a pre 
sentation module 48 con?gured to selectively present associ 
ated data based on the geographic identi?er. For example, the 
presentation module may be con?gured to present a virtual 
card or access to a virtual card on display 30 based on prede 
termined virtual card criteria. In some embodiments, the cri 
teria may include the distance betWeen the mobile computing 
device location and a merchant-outlet location (i.e. merchant 
to-mobile distance). For example, the presentation module 
may present a plurality of virtual cards in a consecutive 
arrangement according to the magnitude of the merchant-to 
mobile distance corresponding to each virtual card. In another 
example, the presentation module may present a set of virtual 
cards, each virtual card having merchant-to-mobile distance 
less than a threshold value. HoWever in other embodiments, 
alternate or additional criteria may be used to selectively 
present the virtual cards on the display. Furthermore, it Will be 
appreciated that the presentation module may also be con?g 
ured to adjust the arrangement of the virtual cards presented 
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on display 30 based on various criteria, such as the merchant 
to-mobile distance. Still further, in some examples, if there 
are multiple cards presented on the display that have similar 
merchant-to-mobile distances, information such as card 
usage data may be used to adjust the order in Which the card 
is presented on the display. 
[0045] In some examples, the virtual card engine may be 
con?gured to adjust the virtual card location criteria. For 
example, the maximum number of virtual cards that can be 
presented on the display may be adjusted, the merchant-to 
mobile threshold value may be adjusted, or the presentation 
feature based on the mobile-to-merchant distance may be 
turned off entirely if a user is experiencing dif?culties. 
[0046] The presentation module may enable a card holder 
to quickly access and use virtual cards Which are likely to be 
used in a transaction, thereby drastically increasing the speed 
by Which the user can pull a virtual card up for use With a card 
service provider. In one exemplary scenario, a user may be 
making a purchase at a supermarket, such as Safeway, that has 
a coffee shop, such as Starbucks, inside the store. When the 
user attempts to open the virtual card engine, the virtual card 
engine may display or link to the tWo virtual cards corre 
sponding to the geographic identi?er; a SafeWay Member 
Card, and a Starbucks Gift Card. Even though the mobile card 
engine may have tWenty cards available or stored, the pre 
sumption is that the card holder Would Want to use one of the 
tWo cards Which are matched to the geographic identi?er due 
to the user’s close proximity to both of the merchant-outlets. 
[0047] The virtual card engine may further include a 
graphical modi?cation module 50 con?gured to modify the 
appearance of at least one virtual card presented on a display 
of a mobile computing device. The appearance of the virtual 
card may include at least one of siZe, color, geometric con 
?guration, and graphical characteristics (eg alpha-numeric 
data, images, logos, brightness, etc.). In some examples, the 
appearance of at least one virtual card may be adjusted based 
on a merchant-to-mobile distance associated With the virtual 
card. HoWever, in other examples the appearance of the vir 
tual card may not be adjusted based on the merchant-to 
mobile distance. 

[0048] Although only a single card service provider and 
mobile computing device are depicted, it Will be appreciated 
that virtual card manager 14 may act as a common platform 
for managing a large number of virtual cards corresponding to 
a plurality of card service providers. In some examples, tWo 
or more of the card service providers may have different 
characteristics. For example, tWo or more of the card service 
providers may utiliZe different communication protocols and 
may be linked to different goods and services systems and 
therefore provide different services. Furthermore, the card 
service provider may provide different types of card services. 
For example, one card service provider may provide mem 
bership card services While another card service provider may 
provide gift card services. In this Way, a single virtual card 
management system can be used to manage a large number of 
virtual cards, facilitating scalability of the virtual card man 
agement system, thereby enhancing the market appeal of the 
virtual card management system. 
[0049] Furthermore, in some embodiments, it should be 
appreciated that the virtual card manager services and/ or the 
authentication may be managed on the mobile computing 
device (eg thick client approach), As such, the logic cur 
rently held by the virtual card manager may be stored directly 
on the mobile computing device that alloWs the mobile com 
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puting device to determine Which card service provider to 
communicate or other higher level decision abilities. HoW 
ever, in other embodiment a thick client approach may not be 
utiliZed. 
[0050] A thick client approach may for example maintain 
the cards authentication on the device of Which it resides, and 
be able to implement various virtual card management func 
tions (e. g. selective enablement), based on the virtual card in 
use. In this manner, the mobile computing device making 
decisions that may normally have been made from the virtual 
card manager may be transferred to the mobile computing 
device itself. HoWever, other techniques may be utiliZed to 
maintain authentication in other embodiments. 
[0051] FIG. 2 illustrates generally at 100 a method for 
managing a virtual card based on geographical information. 
In the illustrated example, at 102, a geographic identi?er is 
identi?ed for a mobile computing device. The geographic 
identi?er may be matched With at least one virtual card asso 
ciated With the mobile computing device at 104. Matching the 
geographic identi?er may include determining Whether one 
or more virtual cards associated With the mobile computing 
device are linked With a location Which is in a preselected 
geographic range of the identi?ed geographic identi?er. In 
other example, matching may include identifying one or more 
virtual cards Which have linked geographic locations Which 
are closest to the geographic location of the geographic iden 
ti?er. The linked geographic locations may be pre-associated 
With the virtual cards. For example, the linked geographic 
locations may be retained in a merchant location repository 
Which may be retained on the mobile device, the virtual card 
manager, the card service provider and/or the goods and 
services system. 
[0052] If one or more virtual cards are matched With the 
geographic identi?er, then, at 106, at least one virtual card 
feature may be triggered. The virtual card feature may be a 
display feature, such that one or more matched virtual cards 
are presented on the mobile computing device display. In 
some examples, presentation of the matched virtual cards 
may be automatic, such that the virtual card feature is auto 
matic display of the one or more matched virtual cards. In 
other systems, user input may be requested for display of the 
matched virtual cards. 
[0053] In other examples, the virtual card feature may be a 
security feature to enhance security of the use of the virtual 
card. For example, the security feature may provide authen 
tication Which may be enabled upon identi?cation of a 
matched virtual card. The security feature may further initiate 
an authentication period, such as a time period, for use of a 
virtual card. 

[0054] In some systems, virtual card features further may 
include display or access to promotional or informational 
data related to the matched virtual card or location of the 
cardholder displaying the virtual card. For example, the vir 
tual card features may include display of merchant informa 
tion, including, but not limited to merchant-related content, 
promotions, merchant core information, eg merchant hours, 
merchant requirements, etc., and/or merchant promotion 
information, eg reWards, points, coupons, e.g. legal terms & 
conditions of use speci?c to the location, etc. Further, in some 
example, virtual card features may include display of related 
content, eg information, advertisements and/or promotions 
Where such content is based on the cardholder’s location, the 
cardholder’s location When displaying a virtual card, and/or a 
matched location betWeen a cardholder and one or more 
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virtual cards. Moreover, the virtual card feature may be a 
feature that changes the display or appearance of the card. For 
example, if a mobile-computing device geographic location 
is matched a virtual card geographic location, then the card 
may display on the mobile-computing device With informa 
tion tied to the nearest merchant-outlet location, promotions 
related to the nearest merchant-outlet location, and specials 
related to the merchant-outlet location. The images on the 
card, the card itself, features on the card, appearance of the 
card, etc. may change based on the nearest merchant-outlet 
location such that the appearance and the experience With the 
card may be customiZed based on the geographic location of 
the mobile computing device When accessing the card. 
[0055] Turning noW to FIG. 3, FIG. 3 illustrates a method 
200 for presenting and authenticating one or more virtual 
cards based on a geographical location of a mobile computing 
device and a geographical location of a merchant-outlet. In 
some embodiments, the method may be implemented utiliZ 
ing the systems, devices, etc., described above. HoWever, in 
alternate embodiments other suitable systems, devices, etc., 
may be utiliZed to implement method 200. It should be appre 
ciated in some example, not all steps of the method are 
required and the order of such steps may be altered. 
[0056] At 202 the method includes accessing a virtual card 
engine. Next at 204 the method includes determining a geo 
graphical location or geographic identi?er for the mobile 
computing device. As previously discussed, the geographical 
location of the mobile computing device may be determined 
by a geographical location apparatus (e.g. GPS receiver). In 
some examples, the virtual card engine may be executed on 
the mobile computing device. HoWever, the virtual card 
engine may be accessed via a broWser in other examples. 
[0057] Next at 206 the method includes determining a geo 
graphical location of at least one merchant-outlet. It Will be 
appreciated that the merchant-outlet location may be stored in 
a database on a mobile computing device, a virtual card 
manager, and/or a card service provider. Therefore, in some 
examples, determining the geographical location of the mer 
chant-outlet may include looking up location data in a data 
base. HoWever, in other examples other suitable techniques 
may be used to determine the geographical location of the 
merchant-outlet. Furthermore, it Will be appreciated that the 
merchant-outlet location may be selected based on a virtual 
card stored in the virtual card engine. In particular, the mer 
chant-outlet corresponding to a card service provider through 
Which a transaction may be implemented via the virtual card 
may be selected. 
[0058] Next at 208 the method includes determining the 
merchant-to-mobile distance. As previously discussed the 
merchant-to-mobile distance may be considered the distance 
betWeen the mobile computing device location and the mer 
chant-outlet location. 

[0059] In some embodiments, at 210, the method may 
include determining if the merchant-to-mobile distance is 
less than a ?rst threshold value. In this Way, the merchant-to 
mobile distance and a corresponding virtual card may be 
selected based geographical location criteria. In some 
examples, the virtual card engine may establish the ?rst 
threshold value. HoWever in other examples the card service 
provider may establish the ?rst threshold value. In other 
embodiments, alternate criteria may be used to determine the 
selected virtual card. For example, a set of X number of cards 
having the shortest corresponding merchant-to-mobile dis 
tance may be selected. In such an example, steps 202-208 
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may be repeated multiple times until the card set has been 
?lled With the predetermined number (i.e. X) of cards. 
[0060] If it is determined that the merchant-to-mobile dis 
tance is not less than the ?rst threshold value (N O at 210) the 
method returns to the start or alternatively in other embodi 
ments ends. HoWever, if the merchant-to-mobile distance is 
less that the ?rst threshold value (YES at 210) the method 
may include at 212 presenting the virtual card corresponding 
to the merchant-to-mobile distance on a display of the mobile 
computing device. In this Way, a virtual card may be quickly 
and accurately selected just prior to use, decreasing the 
amount of time a user may spend sorting through virtual cards 
stored in the virtual card engine. FIGS. 4 and 5 illustrated 
exemplary depictions of displays on Which one or more vir 
tual cards are presented based on the merchant-to-mobile 
distance, the display included in a mobile computing device. 
[0061] The method may end after presentation of the virtual 
card. For example, a user may select not to use a virtual card. 
In other systems, the presentation of the virtual card may 
include presentation or access to additional virtual card fea 
tures or merchant information or promotion. 

[0062] In some systems, the method may continue at 214. 
At 214 the method includes accessing the virtual card pre 
sented on the display. FIG. 7 illustrates an exemplary depic 
tion of a display in Which a virtual card has been accessed, the 
display included in a mobile computing device. It should be 
appreciated that the virtual card may be used in accordance 
With the respective virtual card system at this juncture. Steps 
216-238 illustrate a speci?c authentication transaction Which 
uses the geographic identi?er, hoWever other methods may be 
used to authenticate and enable use of the virtual card. 

[0063] Although shoWn Where the virtual card is presented 
on a display at 212, it should be appreciated that in some 
systems, a selective enable request may occur automatically 
Without display or selection by the user. Thus, in some sys 
tems, the determination of the merchant-to-mobile distance 
may be automatically determined and Where such distance is 
beloW a threshold value, the system may provide automatic 
selective enablement of a virtual card Without user input. In 
such systems, the user may not need to present and/or access 
the virtual card on the mobile computing device to enable the 
authentication of the virtual card. 

[0064] Continuing With FIG. 3, in some embodiments, the 
method, at 216, may include sending a selective enablement 
request to the virtual card manager in response to accessing 
the virtual card. As discussed above, it should be appreciated 
that in some embodiments, steps 204-210 may be optional 
such that a merchant-to -mobile distance is not determined in 
regards to display of virtual cards. Thus, the method starting 
at 216 may be a stand-alone method for use to authenticate a 
virtual card during presentation. 
[0065] After a selective enablement request is made to the 
virtual card manager, the method may proceed to 218 Where 
the method includes determining if the merchant-to-mobile 
distance is less than a second threshold value. HoWever in 
other embodiments, it may be determined if the merchant-to 
mobile distance is Within a range of values. Furthermore, it 
Will be appreciated that in some examples the ?rst threshold 
value may be different from the second threshold value. Addi 
tionally, the second threshold value may be established by the 
card service provider, in some examples. In other examples, 
the second threshold value may be established by the virtual 
card engine. 
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[0066] If it is determined that the merchant-to-mobile dis 
tance is less than the second threshold value (YES at 218) the 
method proceeds to 220 Where the method includes selec 
tively enabling a virtual card transaction via the virtual card 
manager. In some examples, selectively enabling a virtual 
card transaction may include at 222 permitting authentication 
of the virtual card. 

[0067] Next at 224 the method includes sending an authen 
tication request to the virtual card manager from the virtual 
card engine. At 226 the method includes receiving the authen 
tication request at the virtual card manager. Next at 228 the 
method includes generating and/ or sending an authentication 
veri?cation to the virtual card engine from the virtual card 
manager based at least in part on the matched geographic 
identi?er. It Will be appreciated that the method may addi 
tionally include receiving the authentication veri?cation at 
the virtual card engine. 
[0068] It should be noted that the method may proceed 
through steps 220-228 or similar steps to enable or permit 
authentication or use of the card. Thus, steps 224-228 may be 
optional or varied depending on the method for enabling use 
of the card. 

[0069] Further, in some embodiments, steps 230-238 may 
be optional such that if the merchant-to-mobile distance is 
greater than a second threshold value the method ends and 
there is no enablement or authentication of the virtual card. A 
dashed line has been added to indicate that steps 230-238 may 
be optional, alternatives to, or used in combination With, steps 
220-228. In other systems, (such as in the illustrated example) 
the merchant-to-mobile distance may be used to selectively 
disable a virtual card. For example, if it is determined that the 
merchant-to-mobile distance is not less than the second 
threshold value (N O at 218) the method proceeds to 230 
Where the method includes selectively disabling a virtual card 
transaction via the virtual card manager. In some examples, 
selectively disabling a virtual card transaction may include at 
232 inhibiting authentication of the virtual card. 

[0070] As brie?y mentioned above, disabling steps 230 
238 are provided for exemplary purposes and may be optional 
or varied depending on the system. In the illustrated example, 
at 234, the method may include sending an authentication 
request to the virtual card manager from the virtual card 
engine and at 236, in some systems, the method may include 
receiving the authentication request at the virtual card man 
ager. Next, in some systems, at 238 the method may include 
generating and/or sending an authentication rejection to the 
virtual card engine from the virtual card manager. It Will be 
appreciated that the method may additionally include receiv 
ing the authentication rejection at the virtual card engine. 
[0071] Thus, the geographical location information may be 
used With the virtual card manager to ensure that the mobile 
computing device requesting to use the card is geographically 
situated at the location that the card holder intends to use the 
card or is permitted to use the card. The virtual card may be 
to ggled on for use With the card service manager, but also may 
provide security that the mobile computing device is Where it 
is supposed to be While being used for a select virtual card. In 
this Way, the geographical location of the mobile computing 
device may be used to increase the security of the virtual card 
engine, thereby decreasing the likelihood of fraudulent use of 
a virtual card by a third party. The examples shoWn in steps 
220-238 are provided as illustrative steps and not intended to 
be limiting. 
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[0072] It should be appreciated that there may be multiple 
levels of authentication. In such an example, if a virtual card 
engine sends an authentication request and receives a rejec 
tion of the request a message may be returned to the virtual 
card engine and even possibly to the goods and services 
system. The message may alert the goods and services system 
or the card service provider that the device Was not able to 
fully authenticate. In such embodiments, the goods and ser 
vices system or the card service provider may request addi 
tional proof of identi?cation, such as photo identi?cation, to 
further validate the virtual card. 

[0073] It is noted that under some circumstances, global 
positioning may be one of many Ways that security can be 
detected for a virtual card. Outages, users not Wishing to 
alloW such positioning out of concern for right to privacy, and 
other factors may affect the use of such capabilities. For 
example, it may be that a point system is created Whereby 
several virtual card authentication approaches are used, and a 
high enough score leads to a quali?ed authentication. A com 
bination system may be used to ensure validation of legiti 
mate requests for the use of virtual cards. 

[0074] Steps 216-238 may be used to increase security of a 
virtual card transaction. As described above, the virtual card 
transaction may be a purchase or redemption transaction or a 
privilege transaction. As an example, the identi?cation of a 
geographic location may be used to enable a user to gain entry 
or services related to a matched location. Thus, if a user has a 
virtual membership card for a gym, by determining the geo 
graphic identi?er and matching the geographic identi?er With 
the associated virtual membership card, a member may be 
automatically identi?ed such that the membership card is 
authenticated upon entry to the gym. Likewise, if the virtual 
card include access privileges to an event, then When the 
geographic identi?er is matched to the event location, then the 
virtual card may be authenticated to enable user access to the 
event. 

[0075] FIGS. 4-6 illustrate displays for an example mobile 
computing device 12 of FIG. 1, in the form of a mobile phone 
300. Mobile phone 300 may include a display 302, Which may 
be analogous to display 30 of FIG. 1. The mobile phone may 
include suitable input devices, such as a touch screen 304, 
various buttons 306, a keyboard (not shoWn) alloWing a user 
to manipulate the mobile computing device. It Will be appre 
ciated that in some examples, the touch screen may present a 
keyboard to facilitate alpha-numeric input. Additionally, soft 
Ware applications such as virtual card engine 42 may be 
stored on memory and executed via one or more processors. 
The memory, processor, as Well as additional electronic com 
ponentry may reside Within or on-board a device body 308 of 
mobile phone 3 00. Furthermore, various WindoWs Which may 
be presented on a display by the virtual card engine are 
depicted in FIGS. 4-6, enabling a user to implement various 
functions of the virtual card engine such as vieWing a number 
of virtual cards as Well as selecting an individual virtual card 
for use in a virtual card transaction. 

[0076] As an example, FIG. 4 shoWs an exemplary virtual 
card management WindoW 350. A number of depictions of 
physical representations 352 of selected virtual cards may be 
presented on the display. As described above, With the geo 
graphic identi?er, one or more virtual cards Which match the 
mobile computing device’s location may be selected. If a 
match is identi?ed, the virtual card may be substantially 
automatically presented to the card holder. In some examples, 
the presentation may be based on a set of rules Which selects 
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merchants Within a range of the geographic indicator such 
that a user is presented With the most likely set of virtual cards 
that the user may Wish to use. Further, if there are multiple 
cards in a Wallet that match or are close in geographical 
location, information such as hoW often the user uses the card 
may in?uence the order in Which the card shoWs up in the list 
of possible cards to use. 
[0077] The virtual cards may be selected based on a corre 
sponding merchant-to-mobile distance. As previously dis 
cussed the virtual cards presented on the display may have an 
associated merchant-to-mobile distance less than a threshold 
value Which may be established by the virtual card engine. It 
Will be appreciated that the virtual cards may be accessed for 
use, as depicted in FIG. 5 discussed in greater detail herein. 
Further in some examples, a pop-up WindoW may be provided 
to con?rm that the virtual cards presented on the display Were 
auto-selected for use. 

[0078] In some examples, a pop-up may be provided to 
enable a user to con?rm that they Would like to use an iden 
ti?ed card. For example, the pop up may request that based on 
your location, Would you like to use a selected virtual card? A 
user may con?rm the selection. Similarly, a pop-up may 
indicate that a group of cards Were auto-selected based on the 
geographic location of the mobile computing device. 
[0079] FIG. 5 shoWs an exemplary virtual card manage 
ment WindoW 400. A number of depictions of physical rep 
resentations 402 of selected virtual cards may be presented on 
the display. As, previously discussed, the virtual cards may be 
selected based on a corresponding merchant-to-mobile dis 
tance. In this example, a merchant-to-mobile distance 404 
associated With each card is presented on the display. The 
virtual cards may be presented in a consecutive order (e.g. 
smallest to largest) based on the merchant-to-mobile dis 
tance. The virtual cards may be selected based on a corre 
sponding merchant-to-mobile distance. As another example, 
the virtual cards may be presented in relation to an order of 
those Which are used most frequently based on the mobile 
computing device location, etc. In some systems, the user 
may be able to customiZe the display such that the presenta 
tion and order of the cards displayed are de?ned according to 
default rules or customiZed rules selected by the user and/or 
merchant. 
[0080] FIG. 6 shoWs an illustration of a virtual card content 
WindoW 500 Which may be accessed to transfer virtual card 
information to a goods and services system via scanning or 
another suitable technique such as Wired data transfer or 
Wireless data transfer (e.g. Bluetooth, infrared). In this Way, a 
user may access one or more virtual cards via the virtual card 

engine and transfer card data to a card service provider to 
implement a virtual card transaction With the virtual card 
provider. HoWever it Will be appreciated that other suitable 
techniques may be utiliZed to implement a virtual card trans 
action. A depiction of a physical card representation 502 may 
be presented on the display. Additionally, a barcode 504, a 
PIN 506, and value data 508 may also be presented on the 
display. In some examples, a user image may also be dis 
played such that a merchant may immediately identify 
Whether the user presenting the virtual card matches With the 
image on the virtual card. 

[0081] Furthermore, it Will be appreciated that the mobile 
computing device may prompt a user to con?rm the geo 
graphical location of the mobile computing device, in some 
embodiments. For example, the geographical location (eg 
street address, Zip code, longitude and latitude, etc.) may be 
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presented on the display and a user may con?rm or reject the 
accuracy of the geographical location of the mobile comput 
ing device. In FIG. 5, an example pop-up display shoWs that 
for a selected card the location is believed to be “HollyWood 
Ave.”. A user may con?rm that this location is or is not 
correct. Such con?rmation of location may be required With 
some merchant-outlets Which may have multiple locations. In 
some examples a selection step, may enable a user to con?rm 
the desired merchant-outlet location. 
[0082] If the accuracy of the geographical location is not 
con?rmed, enablement of a virtual card based on the mer 
chant-to-mobile distance may be inhibited, in some 
examples. Further, in other examples, the user may not be 
prompted to con?rm the geographical location of the mobile 
computing device. Additionally, the location of a virtual card 
transaction may be displayed, alloWing the user of the virtual 
card engine to be quickly alerted should fraudulent use of 
their card occur Where the user did not knoW of that card use 
occurrence. 

[0083] It is noted that the merchant-to-mobile threshold 
distance may vary depending on the merchant’s location, the 
merchant’s request, the type of outlet, the accuracy of the 
global positioning of the mobile computing device and/or the 
geographic location of the merchant-outlet, etc. For example, 
the merchant-to-mobile distance for some merchants may 
differ based on the speci?c merchant location the card request 
is coming from. For example, a location Within a store mall 
may need a Wider range of mobile-to-merchant distance 
because the quality of global positioning relative to that mer 
chant location may be less accurate than it Would be for a 
merchant that resides Within a more con?ned building. 

[0084] It Will be appreciated that the arrangement as Well as 
the representations of the virtual cards depicted in FIGS. 4-6 
are exemplary in nature and that the arrangement and appear 
ance (e. g. siZe, color, geometry, graphical characteristics, 
etc.) of the virtual cards may be modi?ed in other embodi 
ments. Further, a user may have set-up options to determine if 
global position can be used or used only by request prior to 
shoWing cards. Furthermore, options may enable a user to 
lessen sensitivity of the geographic identi?er (increase or 
decrease the threshold values for the merchant-to -mobile dis 
tances) for all cards or select cards, limit the number of cards 
returned per any location, and/ or the ability to turn the feature 
on and off selectively for a set of cards or individual cards. 

[0085] It is noted that in some systems, merchants may be 
able to gather information regarding a user’s use of the mer 
chant’s virtual cards, such as membership cards. For example, 
a merchant may receive information that a speci?c user typi 
cally uses the virtual card at a select merchant location and 
limit or tag the virtual card to the speci?c location. As such, 
the virtual card may be identi?ed via use of the geographic 
identi?er, but may also verify the card holder With the 
intended merchant location. 
[0086] Further, matched geographic identi?ers may trigger 
display or availability of merchant information on the user 
mobile computing device. For example, a merchant that is 
Within a merchant-to-mobile distance may push merchant 
information, including, but not limited to merchant hours, 
merchant requirements, merchant promotions, merchant cou 
pons, reWards, points, etc., to the mobile computing device. 
Such merchant information may then increase the user’s 
desire to proceed With a transaction With the merchant. 
[0087] FIG. 7 illustrates an example screen shot 600 of a 
goods and services system administration site for use With the 
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systems and methods described above according to an 
embodiment of the present disclosure. Screen shot 600 is an 
exemplary screen shot and the disclosure is not intended to be 
limited to the format as illustrated. 

[0088] The screen shot provides feedback to a goods and 
services system and/or a card service provider regarding vir 
tual card use, upcoming requests for use and/ or authentication 
of virtual cards, etc. As depicted, data regarding a virtual card 
may be provided. The data may include, but is not limited to, 
the identi?cation number of one or more virtual cards as 
shoWn at 602, the date of corresponding virtual card transac 
tions as shoWn at 604, the name of the card holder as shoWn at 
606, and the status of the virtual card as shoWn at 608. Other 
?elds may also be provided, including information regarding 
the time of the authorization request, the number of authori 
Zation requests in a past period, the value, etc. The informa 
tion can be used to verify and manage the user of the virtual 
cards and target any fraudulent attempts of use of the virtual 
cards. 
[0089] In the illustrated screen shot, multiple card holders 
have successfully authenticated from their mobile computing 
devices. In response to successful authentication feedback 
may be provided to the goods and services system. In other 
systems, information regarding failed authentication may 
also be available to the good and services system or the virtual 
card manager. In this Way, the goods and services system may 
track virtual card usage. 
[0090] Additionally, a “complete” link is illustrated at 610 
and represents the ability to remove the virtual card data from 
this administrative vieW and mark a virtual card as having 
actually checked in (eg initiated a transaction) after having 
authenticated from their mobile computing device. 
[0091] A “vieW” link is illustrated at 612. The vieW link 
enables the goods and services system to revieW details about 
an authentication request, or possibly remove a virtual card 
that did not check-in after authentication. It should also be 
appreciated that the “vieW” link may also shoW the level of 
authentication achieved, in some embodiments. For example, 
if the mobile computing device received authentication from 
a location proximate to the merchant-outlet, details relative to 
the virtual card’s use or additional information about the card 
holder (e.g. address of a user, transaction history) may be 
provided. Depending on the authentication rule set and the 
requested level of security, the goods and services system 
may verify the additional information to provide a higher 
level of security. 
[0092] Further in some embodiments, an alert may also be 
displayed. The alert may ?ag authentication requests Which 
have inconsistencies, such as virtual card authentications 
Which are not performed proximate to the merchant-outlet 
(e. g. merchant-to-mobile distances exceeds a threshold 
value). Similarly, an alert may be displayed if there Were 
multiple authentications requested or other anomalies Which 
could indicate fraud or misuse of the virtual card. In this Way, 
a goods and services system may be made aWare of poten 
tially fraudulent activity and take actions to prevent the 
fraudulent activity, such as disabling use of the virtual card. 
[0093] It should be appreciated that the capability to revieW 
virtual cards that are in the process of authenticating may be 
passed through softWare connectivity to other components in 
the virtual card management system such as the card service 
provider and/or the POS system. 
[0094] As a further example, a merchant may use a similar 
administration site to revieW the validating members entering 
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a store or club. For example, at a member super-store (such as 
a Costco), virtual value card holders may be identi?ed and 
listed on the administration site or provided to a 3rd party 
softWare via API or other connectivity to communicate card 
holder data. The merchant device may enable the user to 
identify Which members are located in the store and Which are 
authenticating With mobile devices. The merchant may be 
able to validate the user and con?rm the legitimacy of the 
virtual card. In some example, the merchant may use the data 
to identify trends and offer promotions, including user tar 
geted promotions, to users of the virtual card. 
[0095] Further in some embodiments an administration site 
similar to the administration site depicted in FIG. 7 may be 
presented on a computing device included in the goods and 
services system. For example, When a card holder is entering 
a merchant-outlet a display on a computing device may be 
revieWed by an employee to con?rm that the card holder has 
authoriZation to enter the merchant-outlet, such as to con?rm 
membership in a club or other facility. As an illustration, the 
computing device may display the card holders that are cur 
rently authenticated With the card service provider. Addition 
ally, in some systems, one or more of a user’s name, image, 
and/or code, such as a unique identi?er coded for the mer 
chant and the virtual card (e.g. unique identi?er only knoWn 
by the merchant and the proper virtual card) may also be 
veri?ed to con?rm that the card holder has authorization to 
enter or use the merchant-outlet. Further in some embodi 
ments, it should be appreciated that the aforementioned secu 
rity features may be automated. Further in some embodi 
ments the aforementioned security features may not be 
implemented. 
[0096] As described brie?y above, geographic identi?er 
softWare may be integrated With the card service manager, or 
made available to other softWare for use that can alloW the 
merchant a neW level of checking capabilities. For example, 
the softWare may refresh data to the merchant’s softWare 
shoWing the merchant the card holders that have just authen 
ticated With their member cards. In this manner, the merchant 
is already aWare of the people that are standing in front of 
them and are about to present their virtual member cards, or 
make use of a virtual gift or other loyalty card. 
[0097] A merchant may also select on their softWare those 
card carrying members that actually shoWed their cards after 
authenticating. This information could be communicated 
back to the virtual card managers and then back to the mobile 
devices to con?rm a successful check-in, authentication, suc 
cessful purchase, etc. 
[0098] In such a Way, increased security may be obtained. 
For example, in such systems the only person that can request 
for the use of a card is the authenticated device the card 
resides on, and because a user that recently authenticated has 
just shoWn their picture from their card Wallet, the security 
level is increased. Further, in systems Which utiliZe a periodic 
authentication system, the WindoW of use for that mobile 
device is a ?nite period of time (as established by the mer 
chant). As such, the device may be authenticated, prior to 
actual presentation of the virtual card to a merchant. 

[0099] A secondary level of authentication is thus pro 
vided. For example, When a virtual card makes a request for 
authentication, an authentication number, Word or other 
alpha-numeric code or codes may be passed to the mobile 
device and to the merchant. When the user presents their 
member or other virtual card to the merchant, the merchant 
can verify that the authentication code matches With both the 
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proper authentication device as Well as With their software 
Which has been updated With this information. This authen 
tication code may then be (1) vieWed and veri?ed by the 
merchant (2) entered into their software to check and verifyi 
especially if the code is not presented to the merchant’s front 
desk person and/or (3) automatically passed to the softWare 
through blue-tooth, barcode data, other Wireless communica 
tion protocol as the user presents their card. 

[0100] It is noted that in some systems, the card may be set 
to identify a preferred or customary user based location for a 
card based on prior history of card use. Such rules Where a 
card manager assumes an appropriate user based location for 
a card’s use based on prior history of card use may be gener 
ated regardless of Whether the geographical location has 
been, is in the process of, and/ or Will be identi?ed. Such 
historical use location information may initially alloW for 
quicker access to geographical related virtual card features 
Where based on the mobile technology there may be some 
delay in obtaining speci?c location information. For 
example, an assumption may be made based on the card’s 
prior use history that the card should be enabled. If it is then 
determined (based on the speci?c geographic location infor 
mation) that the card holder is using the card in a location that 
is atypical to normal use, the card may be disabled. Such use 
history tagged With speci?c geographic location information 
may also be considered a ?agged event for the location by 
Which the card is going to be used Where the attempted use is 
outside the standard deviation of card usage history by that 
card holder. Similarly, as another example, a coarse or rough 
estimate for a geographic location may be used in combina 
tion With a card’s prior history of use to estimate or assume a 
location for the user’s mobile computing device and thus the 
cards With potentially matched geographical locations. The 
assumption regarding the card being displayed or identi?ed 
can then be validated or invalidated as the geographic location 
is determined in more detail (more speci?cally) pinpointed. 
[0101] The systems and methods described above enable a 
user to quickly access a virtual card Which is likely to be used 
based on a geographical location of a mobile computing 
device as Well as a geographical location of a merchant 
outlet. Furthermore, the geographical location of the mobile 
computing device as Well as the merchant-outlet may also be 
used to provide a heightened level of security during a virtual 
card transaction. 

[0102] It is noted that although the above-disclosure is 
described in regards to virtual cards, it should be appreciated, 
that in some systems, the geographic identi?er and the sys 
tems and methods described herein may also be used in con 
nection With event tickets, such as virtual or electronic event 
tickets. Thus, in such systems, the virtual event ticket may be 
considered a virtual value card With the access or entrance 
privileges being considered the stored value. In an example 
system and method, a geographic identi?er may be identi?ed 
for a mobile computing device. The geographic identi?er 
may be matched With a virtual event ticket. If the geographic 
identi?er matches the geographical location of the virtual 
event (eg the event-to-mobile distance is less than or equal to 
a threshold value), then access may be provided to the event. 

[0103] It is believed that the disclosure set forth above 
encompasses multiple distinct inventions With independent 
utility. While each of these inventions has been disclosed in its 
preferred form, the speci?c embodiments thereof as disclosed 
and illustrated herein are not to be considered in a limiting 
sense as numerous variations are possible. The subject matter 
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of the inventions includes all novel and non-obvious combi 
nations and subcombinations of the various elements, fea 
tures, functions and/or properties disclosed herein. 
[0104] Inventions embodied in various combinations and 
subcombinations of features, functions, elements, and/or 
properties may be claimed in a related application. Such 
claims, Whether they are directed to a different invention or 
directed to the same invention, Whether different, broader, 
narroWer or equal in scope to any original claims, are also 
regarded as included Within the subject matter of the inven 
tions of the present disclosure. 

1. A method for using a virtual card, the method compris 
ing: 

identifying a geographic identi?er for a mobile computing 
device; 

matching the geographic identi?er With at least one virtual 
card associated With the mobile computing device; and 

triggering at least one virtual card feature based on a 
matched geographic identi?er. 

2. The method of claim 1, Wherein the at least one virtual 
card feature includes presenting the at least one virtual card 
With the matched geographic identi?er. 

3. The method of claim 1, Wherein the at least one virtual 
card feature includes a security feature including selectively 
enabling a virtual card transaction based on the at least one 
virtual card With the matched geographic identi?er. 

4. The method of claim 1, Wherein the at least one virtual 
card feature includes sending an authentication request to a 
virtual card manager for a virtual card transaction based on 
the at least one virtual card With the matched geographic 
identi?er. 

5. The method of claim 1, Wherein triggering at least one 
virtual card feature based on a matched geographic identi?er 
upon user request. 

6. The method of claim 1, Wherein matching the geo 
graphic identi?er With at least one virtual card associated With 
the mobile computing device includes determining that the 
geographic identi?er is less than a ?rst threshold value for the 
at least one virtual card. 

7. The method of claim 1, Wherein matching the geo 
graphic identi?er With at least one virtual card associated With 
the mobile computing device includes comparing geographi 
cal location data of the at least one virtual card. 

8. The method of claim 1, Wherein the at least one virtual 
card feature includes one or more of merchant core informa 

tion and merchant promotion, and Where triggering the at 
least one virtual card feature includes displaying one or more 
of the merchant core information and the merchant promo 
tion. 

9. A method for management of one or more virtual cards 
included in a virtual card engine communicatively linked to a 
virtual card manager, the method comprising: 

determining a distance betWeen a mobile computing 
device location and at least one merchant-outlet loca 
tion, the at least one merchant-outlet location associated 
With a card service provider and at least one virtual card, 
the card service provider con?gured to process a virtual 
card transaction; and 

selectively presenting at least one virtual card associated 
With the merchant-outlet location on a display of the 
mobile computing device based on the distance betWeen 
the mobile computing device location and the at least 
one merchant-outlet location. 
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10. The method of claim 9, further comprising: With a card service provider and at least one virtual card, 
accessing the at least one virtual card presented on the the Card serviee Pm‘hder eehhghred t0 PreeeSS avhtual 

display; card transact1on;_ _ _ 
sending a selective enablement request to the virtual card Se1eC.t1Ve1y presennng at least one Vmual calid assoclated 
manager in response to accessing the at least one virtual Wlth the at least. one merchant'outlet locat1on 01? a (115' 
Card and play of the mobile comput1ng dev1ce based the distance 

_ _ ’ _ _ _ _ betWeen the mob1le comput1ng dev1ce locat1on and the at 

rece1v1ng a selectrve enablementver1?cat1on, the select1ve least one niercnant_ontlet location; and 
enablement aetlvated by the Vhtual Card manager based selectively enabling a virtual card transaction betWeen at 
Oh the distahee between the mobile Computing deViee least one virtual card and the card service provider based 
location and the at least one merchant-outlet location on the distance between the mobile Computing device 
from the virtual card manager. location and the at least one merchant-outlet location. 

11. The method of claim 10, Wherein selective enablement 17- The method of Claim 16, hh'ther Comprising? 
includes permitting authentication requests accessing the at least one v1rtual card presented on the 

12. The method of claim 9, Wherein selectively presenting déeplayi h . . h . 1 d 
at least one virtual card includes presenting a set of virtual Sen mg. an am enncanon request to t e Vmua .Car man 
cards having a corresponding distance betWeen the mobile ?ger In response to access-111g: the at least one Vmual Card 

. . rom the virtual card engine, and 
Cpmpunng dev1ce and the at least one merchant'ou?et 106a‘ receiving an authentication veri?cation at the virtual card 
t1on less than a threshold value. engine‘ 

13~ The method Ofelahh 12, wherein the threshold Value is 18. The method of claim 16, Wherein selectively presenting 
established by the mobile computing device at least one virtual card includes presenting a set of virtual 

14. The method of claim 9, Wherein selectively presenting Cards 011 the display having a corresponding distance between 
at least one virtual card includes presenting a plurality of the mobile eehlputihg deViee and the at least one merehaht' 
virtual cards in a consecutive arrangement according to the Outlet locat1on less than 2} threshold Value- _ _ _ _ 
distance betWeen the mobile computing device and the at 19- The method of Clalm 16> further Compnslhg adlustlhg 

an appearance of the at least one virtual card presented on the 
display based on the distance betWeen the mobile computing 
device and the at least one merchant-outlet location. 

20. The method of claim 16 Wherein selectively enabling 

least one merchant-outlet location. 

15. The method of claim 9, Wherein the virtual card engine 
is executed on the mobile computing device. 

_ 16-Ahletheftfermahagehtehtefehe 0t there Virtual Cards includes toggling the virtual card for use in a virtual card 
1ncluded1n a virtual card engme commun1cat1vely lmked to a transactiOn Via the Viitnal Card nianagen 
Vlrtual Card manager: the method eemphslhg: 21. The method of claim 16, Wherein the virtual card is one 

determ1n1ng a d1stance betWeen a mobile computing of a gift card’ a membership card’ and a rewards card, 
device location and at least one merchant-outlet loca 
tion, the at least one merchant-outlet location associated * * * * * 


