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PHYSICAL ACCESS CONTROL SYSTEM 
WITH SMARTCARD AND METHODS OF 

OPERATING 

BACKGROUND 

[0001] 1. Field of the Invention 
[0002] The ?eld of the invention relates to access control 
systems generally, and more particularly to certain new and 
useful advances in o?line smart-card readers and their inte 
gration with a networked physical access control system 
(“PACS”) via one or more smartcards, of which the following 
is a speci?cation, reference being had to the drawings accom 
panying and forming a part of the same. 
[0003] 2. Discussion of PriorArt 
[0004] Traditionally, a PACS has been either online or 
o?line. An online, or networked, PACS stores an individual’s 
access privileges in a database on single or multiple control 
lers, which are connected to credential reading devices (e.g., 
“reader” or “reader/writer”) that control access to entry/exit 
points, such as doors.An online PACS is typically deployed in 
situations where access control privileges change often with 
time, and in situations where access control of a facility needs 
to be as strong and secure as possible. 
[0005] FIG. 1 illustrates the conventional interaction of two 
conventional PACSian online (or networked) PACS 116 and 
an o?line PACS 118. The online PACS 116 includes a com 
puter (or server) 102 that hosts a master database 103 con 
taining one or more smartcard identi?ers 211 and access 

privilege information associated with each of the smartcard 
identi?ers 211. Any of the one or more smartcard identi?ers 
211 and the access privilege information associated therewith 
can be added, deleted, and/ or modi?ed by a user of the com 
puter 102. A host-controller (e.g., ?rst) communication path 
122 couples the computer 102 with a controller 104, which 
hosts a replicated master database 105. Smartcard readers 108 
are coupled to the controller 104 by online reader-controller 
(e.g., second) communication paths 124, and are coupled 
with doors 112 by online reader-door (e.g., third) communi 
cation paths 126. Smartcard holders use the same smartcard 
200 in the online access control portion 116 and the of?ine 
access control portion 118; but the smartcard 200 contains 
only a smartcard identi?er 211 and does not contain any 
access privilege information associated with the smartcard 
identi?er 211. Instead the access privilege information 
remains stored in the master database 103, in the replicated 
master database 105 on the controller 104, and in another 
copy 107 of the replicated master database 105 (or is a part of 
the master database 103) that is stored on an o?line reader 
106, which is coupled to an o?line door 114 via an of?ine 
reader-door (e.g., fourth) communications path 130. A path 
128 that the smartcard 200 follows as it moves between an 
online reader 108 in the online access control portion 116 and 
the of?ine reader 106 in the o?line access control portion 118 
is indicated by a dashed line. Arrow 120 indicates a direc 
tional ?ow of access control information, instructions, and 
computer programs. 
[0006] FIG. 2 illustrates conventional types of data 210 
typically stored on the conventional smartcard 200. These 
conventional types of data 210 include the smartcard identi 
?er 211, other data 213, and smartcard programs, bytecode, 
and executable ?les 215, e.g., “executables” or “binaries”. 
“Bytecode” refers to various forms of instruction sets 
designed for execution by a software interpreter, which can be 
further compiled into machine code. Bytecode can be 
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executed directly on a virtual machine, e. g., interpreter, or 
further compiled into machine code for better performance. 
More compact than source code, bytecode allows better per 
formance than interpreting source code directly. Mo st imple 
mentations of computer languages execute a program ?rst by 
compiling the source code in bytecode, and by subsequently 
passing the bytecode to a virtual machine. In contrast to ?les 
that contain only data, “executable ?les” cause a computer to 
perform various tasks per encoded instructions. In operation 
the online PACS 116 pushes the access privilege information 
and decision-making capabilities to the one or more central 
controllers 104, each of which can be easily updated to incor 
porate changes made to the access control information stored 
on the computer 102. That said the controllers 104 are some 
times overloaded and therefore periodically unavailable for 
updating access control information. 

[0007] The of?ine PACS 118 also pushes the access privi 
lege information and decision-making capabilities to the 
o?line reader 106, which is capable of reading the smartcard 
identi?er 211 from a smartcard 200 when the smartcard 200 
is presented. In the o?line PACS 118, a copy of the replicated 
master database 105 containing each smartcard identi?er 211 
and its associated access privileges is stored at every entry/ 
exit point, i.e., on each o?line reader 106. Unlike the online 
readers 108 in the online PACS 116, each o?line reader 106 is 
not connected to a central point or amongst each other. Con 
sequently, updating access privilege information is dif?cult, 
since the requisite database (or ?rmware) modi?cations must 
be done manually for each and every of?ine reader 106. 

SUMMARY OF THE INVENTION 

[0008] Embodiments of an improved physical access con 
trol system (“PACS”) and methods for operating the same are 
disclosed herein. 

[0009] Embodiments of the invention address a long-stand 
ing problem, which is the need to manually update access 
control information at the PACS’ o?line entry/ exit points. 
Embodiments of the invention also update the access control 
information of the o?line portions of a PACS more frequently 
than is possible in a conventional PACS. Additionally, 
embodiments of the invention avoid the need to update of?ine 
access control information via controllers, which sometimes 
become overloaded. Embodiments of the invention also avoid 
the need to manually update each of?ine reader with updated 
copies of a replicated master database. 

[0010] Embodiments of the invention also have other 
advantages including cost and ease of deployment. In terms of 
business, it translates to lower cost product for customers who 
have a few entry points o?line, such as main gates, because it 
is not necessary to hardwire the readers that operate the 
o?line entry points. Consequently such customers are able to 
inexpensively expand the area of a facility that employs 
access control features. 

[0011] In contrast to the conventional PACS described 
above, embodiments of the invention are able to receive infor 
mation about the operational status of a PACS’ o?line reader 
(s). Embodiments of the invention are also able to update a 
smartcard’s credentials when the smartcard interacts with a 
PACS ’ online reader. Additionally embodiments of the inven 
tion provide a smartcard that is con?gurable to control access 
to an o?line entry/exit point based on information read from 
an of?ine reader coupled with the o?line entry/exit point. 



US 2010/0077474 A1 

[0012] In an embodiment, a PACS comprises an online 
(networked) portion, an o?line portion, and a smartcard con 
?gurable to transfer information between the online portion 
and of?ine portion. The information to be transferred com 
prises at least one of access control information, credentials, 
and data from the o?line portion of the PACS. The data from 
the of?ine portion of the PACS comprises transactional infor 
mation and/ or o?line-reader status information. 
[0013] Other features and advantages of the disclosure will 
become apparent by reference to the following description 
taken in connection with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] Reference is now made brie?y to the accompanying 
drawings, in which: 
[0015] FIG. 1 is a diagram illustrating an interaction 
between an online physical access control system (“PACS”) 
and an o?line PACS; 
[0016] FIG. 2 is a diagram illustrating types of data typi 
cally stored on a conventional smartcard. 
[0017] FIG. 3 is a diagram of an embodiment of an 
improved PACS, which includes an online portion, an o?line 
portion, and an associated smartcard, which is con?gurable to 
transport access control information therebetween; 
[0018] FIG. 4 is another diagram of the embodiment of the 
PACS of FIG. 3 that shows how records in a master database, 
in a replicated master database, and in the access control 
information stored on a smartcard are updated as the smart 

card moves, along the path, in the online portion and/or in the 
o?line portion; 
[0019] FIG. 5 is a block diagram illustrating components 
that may be included in an embodiment of a smartcard con 
?gurable to interact with an embodiment of the PACS of 
FIGS. 3 and 4; 
[0020] FIG. 6 is a block diagram illustrating types of data 
stored by the embodiment of the smartcard of FIG. 5; 
[0021] FIG. 7 is a block diagram illustrating components of 
an online reader and an of?ine reader; 
[0022] FIGS. 8A, 8B, and 8C are block diagrams, that taken 
together, illustrate a method of updating an access control list 
on a smartcard; 
[0023] FIG. 9 is a ?owchart illustrating a method of per 
forming an of?ine access control transaction; and 
[0024] FIG. 10 is a diagram of another method of operating 
a physical access control system. 
[0025] Like reference characters designate identical or cor 
responding components and units throughout the several 
views, which are not to scale unless otherwise indicated. 

DETAILED DESCRIPTION 

[0026] As used herein, an element or function recited in the 
singular and proceeded with the word “a” or “an” should be 
understood as not excluding plural said elements or functions, 
unless such exclusion is explicitly recited. Furthermore, ref 
erences to “one embodiment” of the claimed invention should 
not be interpreted as excluding the existence of additional 
embodiments that also incorporate the recited features. 

DEFINITIONS 

[0027] The term “smartcard” refers to a portable apparatus 
comprising a computer processor that is con?gurable to con 
trol (e.g., “grant or deny”) access to an o?line entry/ exit point, 
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to provide credentials to an online entry/exit point, and/ or to 
store access control information and/or the credentials in a 
computer-readable memory. 
[0028] “Access control information”, comprises data such 
as, but not limited to: of?ine reader status information, times 
tamp information, a revoked list, reader instructions to grant 
or deny access to an entry/exit point (e.g., to unlock, lock, 
open, or close a door), and so forth. “Access control informa 
tion” also comprises data such as, but not limited to, new or 
updated programs, byte codes, assemblies, scripts, and 
executables that are unique to a facility for which a PACS is 
implemented. An “assembly” is a partially compiled code 
library for use in deployment, versioning and security in the 
Microsoft .NET framework. 
[0029] “Credential information”, e.g., “credentials,” refers 
to a smartcard holder identi?er (e.g., “badge id”) and/or to the 
access privileges associated therewith that are unique to a 
given smartcard holder for a section of the facility or the 
whole of the facility. A non-limiting example of “credentials” 
is a physical access control list containing an o?line reader 
identi?er, a smartcard holder identi?er, and one or more 
access privileges associated therewith. 
[0030] The term “door” refers to any type of barrier used to 
control access through an entry/exit point. 
[0031] An of?ine “reader identi?er” is a set of alphabetic, 
numeric, or alphanumeric characters, which is uniquely asso 
ciated with an o?line reader of a PACS. An online “reader 
identi?er” is a set of alphabetic, numeric, or alphanumeric 
characters, which is uniquely associated with an online reader 
of a PACS. A reader can have different schemes to code its 
unique “reader identi?er.” That way of example, and not 
limitation, a reader identi?er may comprise one or more of the 
following elements: 
[0032] an organization identi?er; 

[0033] a country/region identi?er; 
[0034] a city/county identi?er; 
[0035] a facility identi?er; 
[0036] a facility identi?er; and 
[0037] a door identi?er. 

[0038] The facility identi?er may comprise a building iden 
ti?er and/or a Zone identi?er. Various combinations of any of 
the above listed elements are possible. One non-limiting 
example of such a reader identi?cation scheme is shown 
below. 

OrgID.CountryID.CityID.FacilityID. SubfacilityID. 
ZoneID.DoorID. 0001 .1234.787.8.0. 1 .25 

[0039] 
TABLE 1 

Exemplag Reader Identi?cation Scheme 

S. No. Sub Identi?er Value 

1 OrgID 0001 
2 CountryID 1234 
3 CityID 787 
4 FacilityID 8 
5 SubfacilityID 0 
6 ZoneID l 
7 DoorID 25 

[0040] A “smartcard holder identi?er” comprises a set of 
alphabetic, numeric, or alphanumeric characters, which is 
uniquely associated with a smartcard holder of a PACS. Any 
suitable smartcard holder identi?cation scheme can be used. 
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[0041] The term “smartcard holder” refers primarily to a 
person to Whom the smartcard is uniquely assigned; but in 
certain contemplated embodiments, can also refer to an ani 
mal or a machine (e.g., a robot) to Which a smartcard is 
uniquely assigned. 
[0042] The term “reader” refers to a device con?gurable to 
read data from a smartcard and/ or to Write data to the smart 
card. 

System 

[0043] In some embodiments, the access control informa 
tion is transmitted betWeen a reader and the smartcard and/or 
stored on the smartcard in the clear. In other embodiments, the 
access control information is transmitted betWeen a reader 
and the smartcard and/ or stored on the smartcard as encrypted 
data. Encrypted access control information With signature 
helps check for any changes in the access control information 
and the correctness of the source of the access control infor 
mation. Similarly, in some embodiments, the credentials are 
transmitted betWeen a reader and the smartcard and/ or stored 
on the smartcard in the clear. In other embodiments the cre 
dentials are transmitted betWeen a reader and the smartcard 
and/ or stored on the smartcard as encrypted data. 
[0044] FIG. 3 is a diagram of an embodiment of an 
improved PACS 300, Which includes an online portion 316, 
an of?ine portion 318, and an associated smartcard 301, 
Which is con?gurable to transport access control information 
and/or credentials betWeen the online portion 316 and the 
of?ine portion 318. In the online portion 316 a host computer, 
or server, 302 stores a master database 303 containing access 
control information and/ or credentials. In an embodiment, the 
master database 303 stores a revoked list. 

[0045] A host4controller (e.g., ?rst) communications path 
322 links the host computer 3 02 With an online controller 3 04, 
on Which is stored a replicated master database 305. The 
replicated master database 305 is a copy of the master data 
base 303 and is updated either by changes to the master 
database 303 or by changes made to the smartcard 301 by an 
of?ine reader 306. Online controllerireader (e.g., second) 
communications paths 324 link to the controller 304 With one 
or more online readers 308. One or more online readeri 

entry/exit point communications paths 326 link each of the 
online readers 308 With an entry/exit point 312. In one 
embodiment each entry/exit point 312 is a door having an 
electronic lock. 
[0046] In the of?ine portion 318 an of?ine reader 306, 
Which stores an of?ine reader identi?er 307, instead of a copy 
of the replicated master database 305, is coupled With an 
of?ine entry/exit point 314 via an of?ine reader4entry/exit 
point (e.g., third) communications path 330. 
[0047] A specially con?gured smartcard 301 stores (e.g., 
carries) and/ or transmits access control information 309 
betWeen the online portion 316 and the of?ine portion 318 of 
the PACS 300. The smartcard 301 also stores (e.g., carries) 
credentials 311. 
[0048] In direct contrast to conventional smartcards, Which 
store only smartcard identi?ers, embodiments of the inven 
tion provide a smartcard 301, Which is con?gurable as an 
information, data, or program carrying bridge betWeen an 
online portion 316 of a PACS and its of?ine portion 318. In 
further contrast to conventional smartcards, embodiments of 
the claimed smartcard 301 are con?gurable to store access 
control information 309 that is: (i) transmitted from a PACS’ 
online portion 316 to a particular target of?ine reader 306, (ii) 
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transferred from one of?ine reader 306 to another, or (iii) 
transferred from one or more of?ine readers 306 to the PACS’ 

online portion 316. In an embodiment, this manner of carry 
ing access control information 309 via one or more smart 
cards for 301 to the target of?ine readers 306 is used to 
instruct the of?ine portion 318 of the PACS 300 to achieve a 
result, such as, but not limited to: banning an entry, banning 
an exit, channeling a smartcard holder in a desired direction, 
locking the smartcard holder in a predetermined area, etc. 
Embodiments of the smartcard 301 described and claimed 
herein are con?gurable to track the movements and identities 
of the smartcard holder. 
[0049] In an embodiment ofa PACS 300, one or more types 
of access control information 309 (such as a revoked list) Will 
?oW from its online portion 316 to the of?ine portion 318 of 
the PACS 300, as indicated by the arroW 320; hoWever, in 
some embodiments of?ine reader status information (e. g., 
another type of access control information 309) Will ?oW 
from the of?ine portion 318 to the online portion 316 of the 
PACS 300. 
[0050] Access control information 309 is usually available 
at the online host computer 303 or stored in the replicated 
master database 305 of an online controller 304; hoWever, in 
embodiments of a PACS 300, one or more types of access 
control information 3 09 can also be transferred to one or more 
of?ine readers 306 using the smartcard 301. 
[0051] For example, in one embodiment Where the access 
control information stored in the master database 303 and/or 
in the replicated master database 305 comprises both an 
updated access control list and a revoked list, the access 
control information 309 stored on the smartcard 301 can be 
updated as the smartcard 301 (e. g., badge) passes through the 
online portion 316 of the PACS 300. Thus, as the smartcard 
holder approaches an online reader 308 located at an entry/ 
exit point 312, the online reader 308 transmits the updated 
access control list and/or and a revoked list to a memory of the 
smartcard 301. 

[0052] In an embodiment, as a smartcard holder 
approaches an of?ine reader 306 located at an entry/exit point 
314 of an of?ine portion 318 of the PACS 300, the of?ine 
reader 306 poWers up and transmits its unique of?ine reader 
identi?er 307 to the smartcard 301. The smartcard processor 
(408 in FIG. 5) (i) determines Whether access should be 
granted by comparing the unique of?ine reader identi?er 307 
received from the of?ine reader 306 With a physical access 
control list stored on the smartcard 301; (ii) transmits a “grant 
access” signal or a “deny access” signal to the of?ine reader 
306; and (iii) records, in the smartcard’s memory (404 in FIG. 
5), data about the transaction, i.e., “transactional data,” Which 
Will be uploaded to the online controller 304 and/or online 
host computer 303 When the smartcard 301 passes an appro 
priately con?gured online reader 3 08. The smartcard 3 01 may 
also record in its memory (404 in FIG. 5) data indicating 
status information of the of?ine reader 306. In one embodi 
ment, the smartcard 301 is energiZed, i.e., poWered, by an 
electric and/or magnetic ?eld emitted by the of?ine reader 
306. 

[0053] In one embodiment, the smartcard 301 is con?g 
urable to send the “grant access” signal or the “deny access” 
signal to the of?ine reader 306. This type of proactive smart 
card-to-of?ine reader communication is unique and believed 
not to have been deployed in a PACS before. In this type of 
communication, the smartcard 301 proactively sends various 
types of access control information to the of?ine reader 306, 
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instead of the o?line reader 306 seeking only a smartcard 
identi?er from the smartcard 3 01. Additionally, in this type of 
communication, the smartcard 301, and not the o?line reader 
306, controls (e. g., determines Whether to grant or deny) 
access to the o?line entry/ exit point 314. That said, the o?line 
reader 306 may, in one embodiment, be con?gured to supple 
ment the access control decision made by the smartcard 301, 
by checking a revoked listed stored in a memory of the of?ine 
reader 306 to determine Whether the revoked list contains the 
smartcard identi?er, and, depending on the results of the 
comparison, a?irming or countermanding the “grant access” 
signal previously outputted by the smartcard 301. 

NeW and Updated Records 

[0054] FIG. 4 is another diagram of the embodiment of the 
PACS 300 of FIG. 3 that shoWs hoW records in a master 
database 303, in a replicated master database 305, and in the 
access control information 309 or in the credentials 311 
stored on a smartcard 301 are updated as the smartcard 301 
moves, along the path 328, in the online portion 316 and/or in 
the o?line portion 318. For example, in one embodiment an 
operator of the PACS 300 manually creates or updates a 
record 340 in the master database 303. The neW or updated 
record 340, Which may create or change either access control 
information or credentials, is transferred to the replicated 
database 305, Which is stored on the online controller 304. 
Thereafter, as the smartcard 301 passes an appropriately con 
?gured online reader 308, the smartcard 301 reads the 
updated record 340 and stores it in a memory of the smartcard 
301 as updated record 341. Alternatively, the online reader 
308 Writes the neW or updated record 340 to the smartcard 
301, Which stores the neW or updated record 340 in the 
memory of the smartcard 301 as a neW or updated record 341. 
Thereafter the smartcard 301 is carried along the path 328 to 
the of?ine portion 318 of the PACS 300. The smartcard 301 
Will use the stored neW or updated record 341 When interact 
ing With an o?line reader 306 to determine a smartcard hold 
er’s access rights to an o?line entry/exit point 314 coupled 
With the o?line reader 306. Depending upon Whether the neW 
or updated record 341 grants or revokes access to the o?line 
reader 306 and the o?line entry/ exit point 314, the smartcard 
301 Will signal 350 the o?line reader 306 to unlock (or lock) 
the o?line entry/exit point 314. 
[0055] In FIG. 4, arroW 321 depicts the direction of com 
munication ?oW for neW or updated access control informa 
tion and/or credentials that originates in the online portion 
316 of the PACS 300 and is carried by the smartcard 301 to the 
o?line portion 318 of the PACS 300. Alternatively, as 
explained beloW, the direction of communication How is 
reversed for updated data that originates in the o?line portion 
318 of the PACS 300 and is carried by the smartcard 301 to the 
online portion 316 ofthe PACS 300. 
[0056] Examples of updated data that originates in the 
o?line portion 318 of the PACS 300 comprise, but are not 
limited to: transactional information and of?ine-reader status 
information. 
[0057] In one embodiment, transactional information com 
prises a record of an event that occurs Within the PACS 300. 
Depending on the embodiment, an event comprises one or 
more of: granting access, denying access, a change of access 
conditions, an indication of attemptedibut unauthoriZedi 
access, and the like. In an embodiment, the updated record 
341 stored in a memory of the smartcard 301 comprises 
updated transactional information. 
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[0058] In one embodiment, o?line-reader status informa 
tion comprises a record of an o?line-reader’s last-transmitted 
operational status. For example, in another embodiment, the 
o?line reader 306 transmits updated data (e. g., of?ine reader 
status information) to the smartcard 301, Which stores the 
updated data received from the o?line reader 306 as an 
updated record 341. Thereafter the smartcard 301 moves 
along the path 328 to the online portion 318 of the PACS 300. 
As the smartcard 301 passes an appropriately con?gured 
online reader 308, the smartcard 301 the updated record 341 
is transmitted to or read by the online reader 3 08. The updated 
data from the o?line reader 306 is then stored as updated 
record 340 in both the replicated master database 305 and in 
the master database 303. 

System Components and Subcomponents 

[0059] FIG. 5 is a block diagram illustrating components 
that may be included in an embodiment of a smartcard 301 
con?gurable to interact With an embodiment of the PACS 3 00 
of FIGS. 3 and 4. By Way of example and not limitation, an 
embodiment of the smartcard 301 comprises a data bus 401 to 
Which are coupled a volatile memory 402, a non-volatile 
memory 404, an optional cryptography coprocessor 406, a 
computer processor 408, a poWer supply 410, a clock 412, and 
an input/output interface 414, Which may be either contact or 
contactless. All of the components 402, 404, 406, 408, 410, 
412, and 414, are not necessary for each and every embodi 
ment of the invention. For example some smart cards 301 may 
include the cryptography coprocessor 406, While other smart 
cards 301 may not. Additionally some smart cards 301 may 
have a contact input/ output interface, While other smart cards 
301 may have a contactless input/ output interface. Still other 
smart cards 301 may have a dual input/ output interface. 
[0060] Referring to FIGS. 3 and 5, in one embodiment, the 
computer processor 408 controls access to an of?ine entry/ 
exit point 314. The computer processor 408 is con?gurable to 
receive an o?line reader identi?er 307 from an of?ine reader 
306. The computer processor 408 may be further con?gurable 
to compare the received reader identi?er 3 07 to access control 
information 309 stored in the memory 402,404 of the smart 
card 301. The computer processor 408 may be further con 
?gurable to determine an access privilege associated With the 
reader identi?er 307. The computer processor 408 may be 
further con?gurable to match the determined access privilege 
With credentials stored in the memory 402,404 of the smart 
card 301. The computer processor 408 may be further con 
?gurable to output a signal 350 to the o?line reader 306 that 
causes the of?ine reader 306 to grant or deny access to an 
entry/exit point 314. 
[0061] FIG. 6 is a block diagram illustrating types of smart 
card data 310 stored by the embodiment of the smartcard 301 
of FIG. 5. In an embodiment the smartcard data 310 com 
prises credentials 311, other data 313, card programs, byte 
code, and executables 315, o?line command/data/instruc 
tions 317 (e. g., programs, byte codes and executables for 
other targets including online and o?line readers (updates/ 
reload)), and access control information 309 (e.g., a physical 
access control list and its updates). 
[0062] FIG. 7 is a block diagram illustrating components of 
a smartcard 301, an online reader 308, and an o?line reader 
306 of FIG. 3. As previously mentioned the smartcard 301 
comprises access control information 309 and of?ine com 
mand/data/instructions 317. In an embodiment an of?ine 
reader 306 comprises an access control database 602, a data 
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base update logic 604, an o?lline door control 606, an of?ine 
clock/real-time clock 608, an of?ine card communication 
interface space (reader/Writer), an o?lline reader computer 
processor 612, and o?lline command/data/instructions inter 
preter 614, and access control list manager 616, and an of?ine 
reader non-Volatile/Volatile memory 618. In an embodiment, 
an online reader 308 comprises an online card communica 
tion interface space (reader/Writer), an online controller com 
munication interface 504, an online reader computer proces 
sor 506, an entry/exit point controller 512, an online reader 
Volatile memory 514, an online reader non-Volatile memory 
516. 

Methods4Creating or Updating Record Stored in Memory 
of Smartcard 

[0063] FIGS. 8A, 8B, and 8C are a block diagram illustrat 
ing an embodiment of a method 700 of creating or updating a 
record 341 on a smartcard 301. 
[0064] Referring to FIGS. 3, 4, and 8A, the method 700 
comprises opening 702 a secure communication channel 
betWeen the smartcard 301 and one of an online reader 308 
and an o?lline reader 306. In one embodiment, the step of 
opening 702 a secure communication channel is initiated by 
the smartcard 301. In another embodiment, the step of open 
ing 702 a secure communication channel is initiated by a 
reader. The reader may be either an o?lline reader 306 or an 
online reader 308. 
[0065] The method 700 further comprises transferring 704 
information betWeen the smartcard 301 and the online reader 
308 or betWeen the smartcard 301 and the offline reader 306 
over the secure communication channel. 

[0066] In an embodiment, information transferred betWeen 
the online reader 308 and the smartcard 301, e.g., “transferred 
information 750,” comprises neW or updated access control 
information 751, neW or updated credentials 752, and/or 
updated data 753 from an o?lline portion 318 of the PACS 
300. 
[0067] In an embodiment, information transferred betWeen 
the smartcard 3 01 and the o?lline reader 3 06, e. g., “transferred 
information 750,” comprises, an of?ine-reader identi?er, neW 
or updated access control information, and/or updated data 
753 from an o?lline portion 318 of the PACS 300. The updated 
data 753 from an o?lline portion 318 of the PACS 300 com 
prises transactional information 754 and/ or o?Tine-reader sta 
tus information 755. 
[0068] The transferred information 750 may be encrypted 
(by the cryptography co-processor 406 of FIG. 5) or may be 
unencrypted. The transactional information may comprise 
one or more timestamps, Which term is de?ned beloW. 
[0069] The method 700 further optionally comprises Veri 
fying 706 the transferred information 750. 
[0070] The method 700 further optionally comprises stor 
ing 708 the transferred information 750 and/or closing 710 
the secure communication channel. In an embodiment, the 
transferred information 750 is stored on the smartcard 301, 
e.g., in a memory of the smartcard 301. In another embodi 
ment, the transferred information 750 is stored on a controller 
104, e. g., in a replicated master database 305. In one embodi 
ment, the transferred information 750 is stored on a host 
server 302, e.g., in a master database 303. 

MethodiSmartcard 

[0071] Referring noW to FIGS. 3, 4, 8A, and 8B, in one 
embodiment, the step of transferring 704 information is per 
formed by the smartcard 301 and comprises reading 712 an 
o?lline reader identi?er 307 from an o?lline reader 306. In the 
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same embodiment, the step of transferring 704 information is 
performed by the smartcard 301 and comprises reading 714 
updated data, e.g., transactional information and/or o?Tine 
reader status information, from an o?lline reader 306. In the 
same embodiment, the step of transferring 704 information is 
further performed by the smartcard 301 and further comprises 
storing 716 the updated data in a memory of the smartcard 
301 as updated record 341. 
[0072] In the same embodiment, the step of transferring 
704 information is further performed by the smartcard 301 
and further comprises reading 720 a neW or updated record 
340 from an online reader 308. In the same embodiment, the 
step of transferring 704 information is further performed by 
the smartcard 301 and further comprises storing 722 the 
updated record 340 in a memory of the smartcard 301 as neW 
or updated record 341. In this embodiment, the neW or 
updated record 340 may comprise neW or updated access 
control information and/ or neW or updated credentials. 

MethodiOnline Reader 

[0073] Referring still to FIGS. 3, 4, 8A, and 8B, in one 
embodiment, the step of transferring 704 information is per 
formed by the online reader 308 and comprises Writing 724 
information of a neW or updated record 340, stored on a 
controller 304, e.g., in a replicated master database 305, and/ 
or on a host server 302, e.g., in a master database 303, to the 
smartcard 301 as an updated record 341. 

MethodiOf?ine Reader 

[0074] Referring still to FIGS. 3, 4, 8A, and 8B, in another 
embodiment, the step of transferring 704 information is per 
formed by the o?lline reader 306 and comprises Writing 726 
updated data, comprising transactional information and/or 
o?Tine-reader status information, to a memory of the smart 
card 301 as an updated record 341. 

MethodiOnline Reader 

[0075] Referring still to FIGS. 3, 4, 8A, and 8B, in another 
embodiment, the step of transferring 704 information is per 
formed by the online reader 308 and comprises reading 728 
information of an updated record 341 stored in a memory of 
the smartcard 301. In the same embodiment, the step of trans 
ferring 704 information is further performed by the online 
reader 308 and further comprises Writing 730 the information 
of the updated record 341 to at least one of the replicated 
master database 305 and the master database 303 as an 
updated record 340. 

Other Method Embodiments 

[0076] As mentioned above, the method 700 further option 
ally comprises Verifying 706 the transferred information 750. 
[0077] Referring noW to FIGS. 3, 4, 8A, 8B, and 8C, in one 
embodiment, the step of Verifying 706 the transferred infor 
mation comprises performing 732 a cyclic redundancy check 
(“CRC”), Which is a type function that takes as input a data 
stream of any length and produces as output a Value of a 
certain space, commonly a 32-bit integer. In one embodiment, 
the CRC is performed as a checksum to detect alteration of the 
transferred information. 
[0078] In an embodiment Where the transferred informa 
tion 750 is encrypted, the step of Verifying 706 the transferred 
information comprises performing 734 a Message Authenti 
cation Code (“MAC”) algorithm, and outputting 736 a tag, 
e.g., a MAC, Which protects the data integrity and authentic 
ity of the transferred information. 
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[0079] In one embodiment, the step of verifying 706 the 
transferred information comprises authenticating 738 a digi 
tal signature. A digital signature scheme typically comprises 
a key generation algorithm, a signature algorithm, and a veri 
?cation algorithm. 
[0080] In one embodiment, the step of verifying 706 the 
transferred information comprises performing 740 a hash 
function, Which is a mathematical function for converting 
data into a relatively small integer. 

MethodiOf?ine Access Control 

[0081] FIG. 9 is a ?owchart illustrating an embodiment of a 
method 800 of performing an of?ine access control event 
using a smartcard 301 in the PACS 300 of FIG. 3. Referring to 
FIGS. 3 and 9, to begin a smartcard 301 is presented to an 
o?line reader 306. The method 800 comprises opening 802 a 
secure communication channel betWeen the smartcard 301 
and the o?lline reader 306 using one or more cryptographic 
keys. Any transferred information or other transactions may 
be encrypted (by the cryptography co-processor 406 of FIG. 
5) or may be unencrypted. The method 800 may further 
comprises determining 804 Whether the smartcard 301 is 
valid. 
[0082] If the smartcard 301 is determined not to be valid, 
the method 800, the method may further comprise denying 
814 access to the o?line entry/exit point 314. The method 800 
may further comprise logging, transmitting, or storing 816 
transactional information. The transactional information may 
be logged to the o?line reader 306, transmitted by the of?ine 
reader 306 to the smartcard 301, and stored on the smartcard 
301. 
[0083] If the smartcard 301 is determined to be valid, of the 
method 800 may further comprise transferring 806 the o?line 
reader identi?er (307 in FIG. 3) and timestamp to the smart 
card 301. The term “timestamp” refers to calendar and/or 
time data indicating the date and/ or time that a reader/smart 
card event occurred. The method 800, may further comprise 
storing 808 the o?line reader identi?er in a memory of the 
smartcard 301. The step 808 may also comprise storing a 
timestamp in a memory of the smartcard 301. In an embodi 
ment, the method 800 may further comprise checking 810 for 
the o?line reader identi?er in access control information 
(e.g., a physical access control list) previously stored on the 
smartcard 301. 
[0084] The method 800 may further comprise determining 
812 the access privileges, if any, associated With the smart 
card holder identi?er and the received of?ine reader identi?er. 
If no access privileges exist, the method 800 may further 
comprise denying 814 access to the o?lline entry/exit point 
314 and/ or logging, transmitting, or storing 816 transactional 
information. The transactional information may be logged to 
the o?line reader 306, transmitted by the o?line reader 306 to 
the smartcard 301, and stored on the smartcard 301. If access 
privileges exist, the method 800 may further comprise send 
ing 818 a “grant access” signal to the o?lline reader 306. 
[0085] In an embodiment, Where the smartcard 301 acts as 
a carrier of a revoked list, the method 800 may further com 
prise transmitting 820 the revoked list from the smartcard 3 01 
to the of?ine reader 306. A non-limiting example of a revoked 
list is a revoked badge list. In an embodiment, a revoked list is 
a listing of smartcard identi?ers and o?line reader identi?ers 
for Which previously granted access privileges have been 
revoked, that a smartcard 301 carries betWeen an online 
reader 308 and an of?ine reader 208. In embodiments, the 
revoked list carried by the smartcard 301 contains only the 
smartcard identi?ers of other smartcards. 
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[0086] In an embodiment, a memory of the smartcard 301 
receives the revoked list from an online reader 308 as the 
smartcard 301 moves through the online portion of the PACS. 
Thereafter, as the smartcard 301 moves through the of?ine 
portion of the PACS, it transfers (e.g., sends) 820 the revoked 
list to a memory of each of?ine reader 306 to Which it is 
presented. In this manner, the revoked list is distributed to one 
or more of?ine readers 306 by smartcard holders passing 
betWeen the online portion 316 and o?line portion 318 of the 
PACS 300. A bene?t of this approach is that a smartcard 
holder Who accesses only o?lline readers 306 for a prolonged 
period of time (e.g., rarely, if ever, accesses an online reader 
308), Will have their access privileges revoked more quickly 
than if their access privileges Were revoked only When that 
particular smartcard holder accessed an online reader 308. 
[0087] Once the smartcard 301 has transmitted (e.g., sent) 
the revoked list to the o?line reader 306, the method 800 may 
further comprise granting access 830 to the o?line entry/ exit 
point. 
[0088] In another embodiment, Where the smartcard 301 
does not act as a carrier of a revoked list, the method 800 
proceeds from step 820 (transmitting a “grant access” signal 
to the o?line reader 306) to accessing 822 the revoked list. 
The method 800 further comprises the o?lline reader 208 
determining 824 Whether the smartcard identi?er is on the 
revoked list. If the smartcard identi?er appears on the revoked 
list, the method 800 further comprises the o?lline reader deny 
ing access 828 to the of?ine entry/exit point 314. If the smart 
card identi?er does not appear on the revoked list, the method 
800 further comprises a?irming the previous “grant access” 
signal received from the smartcard 301 (e.g., may comprise 
granting 830 access to the of?ine entry/ exit point 314). Grant 
ing 830 access may comprise outputting a signal from the 
o?line reader 306 to the of?ine entry/ exit point 314 that opens 
the o?line entry/exit point 314. 
[0089] In one embodiment, the method 800 may further 
comprise determining 824 Whether the revoked list stored in 
the of?ine reader 306, can be veri?ed. Examples of various 
techniques that can be used to verify the revoked list stored in 
the o?line reader 306 include, but are not limited to: CRC, 
MAC, hash, and authentication of a digital signature, as 
described above. If the revoked list stored in the of?ine reader 
306 is veri?ed, the method 800 may further comprise output 
ting 830 a signal from the o?line reader 306 to the of?ine 
entry/ exit point 3 14 that opens the o?line entry/ exit point 314. 
If not the method 800 may further comprise countermanding 
the previous “grant access” signal received from the smart 
card 301 (e.g., may comprise denying 828 access to the of?ine 
entry/exit point 314). 
[0090] FolloWing either step 828 or step 830, the method 
800 may further comprise logging 816 transactional informa 
tion to the o?line reader 306 and/or transmitting, or Writing, 
the transactional information to a memory of the smartcard 
301. 

[0091] FIG. 10 is a diagram of another method 900 of 
operating a physical access control system. Referring to 
FIGS. 3, 4, and 10, the method 900 comprises receiving 902 
an o?lline reader identi?er 307 from an o?line reader 3 06. The 
method 900 may further comprise comparing 904 the 
received of?ine reader identi?er 307 to access control infor 
mation 309 stored in the memory 402,404 of the smartcard 
301. The method 900 may further comprise determining 906 
an access privilege associated With the o?line reader identi 
?er 307. The method 900 may further comprise matching 908 
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the determined access privilege With credentials stored in the 
memory 402,404 ofthe smartcard 301. The method 900 may 
further comprise outputting 910 a signal 350 to the of?ine 
reader 306 that causes the of?ine reader 306 to grant or deny 
access to an entry/exit point 314. 
[0092] Each step, or combination of steps, depicted in 
FIGS. 8A, 8B, 8C, 9, and 10 can be implemented by computer 
program instructions. These computer program instructions 
may be loaded onto, or otherWise executable by, a computer 
or other programmable apparatus to produce a machine, such 
that the instructions, Which execute on the computer or other 
programmable apparatus create means or devices for imple 
menting the functions speci?ed in the block diagram. These 
computer program instructions may also be stored in a com 
puter-readable memory that can direct a computer or other 
programmable apparatus to function in a particular manner, 
such that the instructions stored in the computer-readable 
memory produce an article of manufacture, including instruc 
tion means or devices Which implement the functions speci 
?ed in FIGS. 8A, 8B, 8C, 9, and 10. The computer program 
instructions may also be loaded onto a computer or other 
programmable apparatus to cause a series of operational steps 
to be performed on the computer or other programmable 
apparatus to produce a computer implemented process such 
that the instructions Which execute on the computer or other 
programmable apparatus provide steps for implementing the 
functions speci?ed in FIGS. 8A, 8B, 8C, 9, and 10. 
[0093] Non-limiting examples of “memory” or “computer 
readable memory” are: random access memory, read only 
memory, cache, dynamic random access memory, static ran 
dom access memory, ?ash memory, virtual memory, and the 
like. 
[0094] A smartcard’s dimensions and shape Will very 
depending on the embodiment, but by Way of example only, 
may approximate the shape, and one or more dimensions, of 
either a credit card or a hardWare token. 
[0095] Although speci?c features of the invention are 
shoWn in some draWings and not in others, this is for conve 
nience only as each feature may be combined With any or all 
of the other features in accordance With the invention. The 
Words “including”, “comprising”, “having”, and “With” as 
used herein are to be interpreted broadly and comprehen 
sively and are not limited to any physical interconnection. 
Moreover, any embodiments disclosed in the subject appli 
cation are not to be taken as the only possible embodiments. 
Other embodiments Will occur to those skilled in the art and 
are Within the scope of the folloWing claims. 

What is claimed is: 
1. A physical access control system, comprising: 
an online portion; 
an o?iine portion; 
a smartcard con?gurable to transfer information betWeen 

the online portion and of?ine portion. 
2. The physical access control system of claim 1, Wherein 

the information to be transferred comprises access control 
information. 

3. The physical access control system of claim 2, Wherein 
the access control information comprises a revoked list. 

4. The physical access control system of claim 2, Wherein 
the access control information comprises of?ine reader status 
information. 

5. The physical access control system of claim 1, Wherein 
the smartcard is further con?gurable to receive an o?iine 
reader identi?er from an o?iine reader. 

Mar. 25, 2010 

6. The physical access control system of claim 1, Wherein 
the smartcard is further con?gurable to control access to an 
o?iine entry/exit point. 

7. The physical access control system of claim 5, 
Wherein the smartcard comprises a computer processor and 

a memory coupled With the computer processor, and 
Wherein the computer processor is con?gurable to: 

compare the received o?iine reader identi?er to access 
control information stored in the memory, 

determine an access privilege associated With the of?ine 
reader identi?er, 

match the determined access privilege With credentials 
stored on the smartcard, and 

output a signal to the of?ine reader that causes the of?ine 
reader to grant or deny access to an o?iine entry/ exit 
point. 

8. A smartcard, comprising: 
a computer processor; and 
a memory coupled With the computer processor, 
Wherein the computer processor is con?gurable to; 

receive an o?iine reader identi?er from an o?iine reader, 
compare the received o?iine reader identi?er to access 

control information stored in the memory of the 
smartcard, 

determine an access privilege associated With the reader 

identi?er, 
match the determined access privilege With credentials 

stored in the memory of the smartcard, and 
output a signal to the of?ine reader that causes the of?ine 

reader to grant or deny access to an o?iine entry/ exit 
point. 

9. A method, comprising: 
opening a secure communication channel betWeen a smart 

card and an of?ine reader; and 
transferring information betWeen the smartcard and the 

of?ine reader over the secure communication channel. 
10. The method of claim 9, further comprising than: 
verifying the transferred information. 
11. The method of claim 10, further comprising: 
closing the secure communication channel. 
12. The method of claim 9, Wherein the transferred infor 

mation comprises an access control list and/or updates 
thereto. 

13. The method of claim 12, Wherein the transferred infor 
mation comprises one or more timestamps. 

14. A method, comprising: 
opening a secure communication channel betWeen a smart 

card and an o?iine reader using one or more crypto 
graphic keys; 

determining Whether the smartcard is valid; and 
transferring an o?iine reader identi?er to the smartcard. 
15. The method of claim 14, further comprising: 
storing the of?ine reader identi?er on the smartcard. 
16. The method of claim 14, further comprising: 
checking for the o?iine reader identi?er in access control 

information previously stored on the smartcard. 
17. The method of claim 16, further comprising: 
determining access privileges, if any, associated With a 

smartcard holder identi?er and the received of?ine 
reader identi?er. 

18. The method of claim 16, further comprising: 
if no access privileges exist, denying access to an of?ine 

entry/exit point. 




