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(57) ABSTRACT 

Process of communication via HTTP or HTTPS between a 
device running Java ME® and a server over the air, said server 
receiving and transmitting SOAP (Simple Obj ect Access Pro 
tocol) messages from/to an operator on a host over a network 
and being capable of exchanging SOAP messages under 
Application Protocol Data Unit (APDU) data form/With the 
device, characterized in that the SOAP messages are trans 
lated from/to binary messages according to a protocol in the 
server, said binary messages being exchanged With the 
device, the binary messages being binary request messages or 
binary response messages. 
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PROCESS FOR COMMUNICATION 
BETWEEN A DEVICE RUNNING JAVA ME 

AND A SERVER OVER THE AIR, AS WELL AS 
RELATED SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to PCT Application 
PCT/IB2007/0037 l 6, ?led Nov. 30, 2007, and EPO Applica 
tion 063011993, ?led Nov. 30, 2006, the disclosures of 
Which are incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to a process for com 
munication betWeen a device running Java ME® and a server 
over the air, as Well as related system. 

BACKGROUND OF THE INVENTION 

[0003] The current invention de?nes a neW communication 
process using a Java ME (J2ME) application as a proxy 
betWeen a smart card on a mobile device (Whether an SIM, 
embedded secure element, detachable secure SD, secure 
MMC, or any other smart card form factor) and Web based 
application server, Which is supporting SOAP messaging, to 
provide greater ef?ciency and auto recovery functionality. 
This process contains a protocol alloWing adaptive fragmen 
tation of data packet, optimized message format and auto 
recovery functionalities for a Java ME® (J ME) application to 
communicate With an application server over the air via 
HTTP or HTTPS. The application server, Which can under 
stand the protocol translates to another message protocol and 
route it to the end point host. The end point message can be 
proprietary XML or open standard Simple Object Access 
Protocol (SOAP) message. The protocol provides auto recov 
ery by re-sending the last message over again Whenever there 
is no response message received Within a certain period of 
time. It has applications notably in the communication indus 
tries. A system is also described. 
[0004] More and more portable devices With smart cards 
are in use. These devices are intended to communicate With 
operators on a host over a netWork. The communication 
betWeen the device and the netWork is done through a server 
generally called a channel gateWay. Some of these devices run 
Java ME® application and this is usually done With limited 
resource in terms of memory and processing poWer. More 
over, the communication technology used in the device is 
sloW and possibly unreliable With realistic speeds up to 56 
Kbps. 
[0005] As the application server moves toWards Web ser 
vices oriented architecture, the default messaging protocol to 
communicate With the server is a SOAP message over HTTP 
or HTTPS. HoWever, the parsing and serialiZing of SOAP 
message requires much more processing and memory than a 
binary message. Moreover, the siZe of the message is much 
larger than a binary message. 
[0006] As stated above, a SOA smart card management 
system encapsulates APDU messages in SOAP and transmits 
them over a Wired or Wireless netWork. For a Java ME appli 
cation running on a mobile device With GPRS® or 3G® 
Wireless connection to communicate With the system, the 
device requires bigger memory for temporary storage of 
SOAP and a faster processor to parse and extract the APDU 
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data out of the SOAP message. The data transmitted over the 
air could be restricted in siZe per connection by mobile opera 
tor. 

[0007] So, there is a cap on the data transfer siZe controlled 
at the gateWay of the mobile operator. The packet data 
exchanged betWeen the device and the server is required to 
divide into smaller packets Which is loWer than the cap siZe so 
that the packet can be transmitted smoothly over the operator 
netWork. The packet shall be determined by cell location in 
Which the device registered on. 
[0008] Hence, to overcome this, on-demand adaptive 
adjustment of the data siZe per connection is de?ned. 
[0009] The transport of APDU data over time is a non 
guaranteed reliable connection. Beside that, the underlying 
JVM runs on the device may not properly garbage collect the 
resources Within certain period of time, hence it may leads to 
the subsequent open connection operation being blocked. 
[0010] The current invention is intended to overcome such 
problems and to provide bene?ts Which Will be apparent from 
the description. Before this invention, the communication 
process betWeen a smart card on a mobile device (such as an 
SIM) and an application server Was via SIM application Tool 
kit commands and SMS (short messaging). But With this 
invention, Which utiliZes a gateWay and a proxy of Java ME 
(J 2ME) application on the mobile device, the delivery of 
more APDU commands to different types of smart card form 
factors on the mobile device is made more ef?cient and stable, 
thus overcoming Wireless netWork limitations. 

SUMMARY OF THE INVENTION 

[0011] The invention is about a process of communication 
via HTTP or HTTPS betWeen a device running Java ME® 
and a server over the air, said server receiving and transmit 
ting SOAP (Simple Object Access Protocol) messages from/ 
to an operator on a host over a netWork and being capable of 
exchanging SOAP messages under Application Protocol 
Data Unit (APDU) data form With the device. 
[0012] According to the invention, the SOAP messages are 
translated from/to binary messages according to a protocol in 
the server, said binary messages being exchanged With the 
device, and in case the message cannot hold in one binary 
message the exchange is made in batch transmission of a 
plurality of binary messages, and for a communication 
according to the protocol to execute, the folloWing steps are 
implemented: 
[0013] the device ?rst sends to the server a binary message 
including an APDU exchange request and service initialiZa 
tion information to identify an operator, 
[0014] in response, the server sends back to the device a 
binary message of a batch of APDU commands With frag 
mented details in an Information Segment, then: 
[0015] if said batch of APDU commands is not fragmented, 
the device sends a binary message including an execution 
result of said batch of APDU commands to complete the 
transaction for said batch, 
[0016] if said batch of APDU commands is fragmented, the 
device sends a request for more fragment With the next frag 
ment sequence and Waits for a binary message from the server 
for the next fragment and When all fragments are received the 
device executes said batch, and When the transaction is com 
plete for saidbatch the device Waits for a binary message from 
the server for a possible next batch. 
[0017] The folloWing means, possibly used in all possible 
technical combinations, are also considered in the invention: 
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[0018] the binary messages are a binary request message 
and a binary response message, 
[0019] the binary request message has a header segment 
part of seven bytes, a body segment part of N bytes and an 
information segment part of ?ve bytes, 
[0020] the binary response message has a header segment 
part of seven bytes, a body segment part of N bytes and an 
information segment part of three bytes, 
[0021] binary messages are according to the tables 
described in this document, 
[0022] the body segment part of the binary messages is 
fragmentable, 
[0023] more fragment may be requested With a binary 
request message for more fragment having a header segment 
part of tWo bytes and a body segment part of one byte, the 
response of the request for more fragment being a binary 
response message for more fragment having a header seg 
ment part of tWo bytes and a body segment part of one byte, 
[0024] recovery and auto-retry means are implemented, 
messages being saved before being sent at prede?ned saving 
points of the process, 
[0025] the saving points are, in the server, each time the 
server sends to the device a binary message including APDU 
commands, and, in the device, each time the device sends to 
the server a binary message including an execution result of 
APDU commands, 
[0026] a counter of time is started in the device each time 
the device sends an execution result of APDU commands 
message and if the server is not reacting after a predetermined 
count of time, the device executes a retry by resending the 
message from the related saving point, 
[0027] a predetermined number of retries is authorized for 
each saving point before aborting the process, 
[0028] in case the process is aborted the response code is an 
error code and in other case the response code is a success 
code. 
[0029] A system, Which has means for the execution of the 
process in one or more of its described actions, is also part of 
the invention. Moreover, the system is made of individual 
physical entities (for example a device running JavaME®, a 
host . . . ) and each one of those entities Which has means to 

operate according to the process is also part of the invention. 
[0030] Thanks to the invention, full utiliZation of binary 
message as a protocol for effective communication betWeen 
the limited device such as mobile phone and SOA smart card 
management system is possible. The gateWay provides a opti 
miZed channel and translator for APDU message exchange. 
The invention leverages the adaptive fragmentation of data to 
cater for multiple mobile operators Without re-developing the 
application to handle the limitation of data transfer controlled 
by the operator. 
[0031] In addition, With the introduction of save points on 
both the application and the gateWay, the application resides 
on the limited device and can effectively re-send the last 
request message to the gateWay and the gateWay Will be able 
to recover the response correctly 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] The invention Will noW be described in detail, With 
out being restricted thereto, and in relation to: 
[0033] FIG. 1, Which illustrates the process of communica 
tions betWeen the Java ME® application and the gateWay in 
case of the fragmentation of a batch of execution result of 
APDU from Java ME application to the gateWay; 
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[0034] FIG. 2, Which illustrates the process of communica 
tions betWeen the Java ME® application and the gateWay in 
case of the fragmentation of APDU commands response back 
from the gateWay; 
[0035] FIG. 3, Which illustrates the use of save points in the 
process to handle auto-recovery capability. 

DETAILED DESCRIPTION 

[0036] The process of the invention is noW described in the 
form of a neW communication protocol With adaptive data 
packet siZe, optimiZed message format and auto recovery 
functionalities for a Java ME® application to communicate 
With an application server over the air via HTTP or HTTPS. 
[0037] The request is usually initiated from the Java ME 
application and When the smart card management system 
receives the request, it Will prepare a sequence of APDU 
commands completing a pre-registered process transaction 
for the system (host) intended to communicate With the smart 
card, Which can be any form factor, including SIM, embedded 
secure element, detachable secure SD, secure MMC, or any 
neW type of smart card form factor. The system responds by 
sending at least one APDU commands to the remote Java ME 
application. Each collection of APDU commands exchanged 
betWeen the application and the system is known as a Batch. 
In other Words, a batch is an envelope that contains multiple 
complete APDU commands. 
[0038] It involves multiple batches of APDU commands to 
be exchanged betWeen the system (host) and the smart card 
device for each transaction to be completed. Each batch con 
sists of at least one APDU command sent from the system. A 
corresponding batch is generated from the Java ME applica 
tion after the APDU commands has been executed in the card. 
This is the execution result of APDU batch generated by the 
application. 
[0039] In order to provide optimiZed computational pro 
cessing and memory usage of the device running With Java 
ME® application, a binary message protocol is de?ned to 
handle the communication. There shall be an application 
running on the server side to perform the translation of the 
message from binary to SOAP and vice versa. This server is 
knoWn as a Channel GateWay as it handles APDU channel 
delivery over the air. The binary message contains three seg 
ments, the folloWing describes these segments: 
[0040] Header segment: it contains the self-descriptive 
data. 
[0041] Body segment: it contains the APDU commands or 
fragment of the commands if the fragmentation is required. 
[0042] Information segment: it contains the useful and nec 
essary information required by the receiver. 
[0043] Hence, each batch of APDU commands encapsu 
lated in the SOAP message is translated into a binary message 
Within the gateWay before being sent to the application run 
ning on the device. Similarly, the execution result of APDU 
Which is inbinary is translated into SOAP before being sent to 
the system (host) for further processing. 
[0044] As mentioned, the data siZe transmitted over the air 
is being restrained by the mobile netWork operator, an adap 
tive approach for splitting of data into smaller fragments on 
each batch of APDU commands is required. Hence, each 
fragment contains partial of batch of APDU commands. The 
Java ME® application in the device can proceed to execute a 
batch once it receives all fragments and concatenate back into 
a single batch. 
[0045] The binary request message initiated from Java 
ME® application, that is transmitted from the device side to 
the server/ channel gateWay side, shall have the format as 
shoWn in the folloWing tables: 
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Information 

Header Segment Body Segment Segment 

h(1) h(2) h(3) h(4) h(5) h(6) h(7) b(1) b(2) b(n — 1) b(n) i(1) (i(2) i(3) i(4 i(5) 

(request message) (req-1) 

With the Header segment Which is mandatory: 
-continued 

L?ngth Length 
No Field (Byte) Description No Fidd (Byt?) D?scription 

1 h(1) 1 Command code — it describes the command request 3 b(n — 1) 1 N set ofAPDU length. 

to be Sent Ov?r to the gat?way, @g- APDU 4 b(n) variable N set of APDU data. 

exchange. 
2 h(2) 1 Header segment total length — it describes the total 

Si“ Ofthe h?ader ?gment “?nding the and the Information segment Which is optional: 
information code. 

3 h(3) 1 Session ID length — the value of session id is an 

optional ?eld as it is assigned by gateWay. Hence, 
the length can be 0 for the ?rst time request to 
the gateWay. I L?ngth I I 

4 h(4) variable Session ID value — a session id value assigned by the No Fldd (Byt?) D?scnptlon 

gat?way' I I 1 i(1) 1 Information code — it describes the information to be 
5 h(5) 1 Batch sequence — this describes the current sequence I I I I I 

Of?w APDU batch of commands- Th? s?quenc? ‘sent over to the gateWay, eg. Service Initialization 

range is from 1 to 255. mfo' 

6 h(6) 1 Fragmented packet sequence — this identi?es the 2 K2) 1 Application ID l?ngth' 
s?qu?nc? Ofth6 dam pack?t ifit is fragm?ntiz?d If 3 i(3) variable Application ID value — this is a unique application id 

there is no fragmentation, the value is set to O. The assign to Way application‘ 

s?quenc? rang‘? is from 1 to 255_ 4 i(4) 1 Optional information data length. 

7 h(7) 1 Information segment index — it indicates the index of 5 1(5) Variabl? Optional information data V3111‘? 

the information if the segment exists for a particular 

message. Ifthe segment doesn’t exist, the value is 
Sgt to OI Th6 index range is from 1 to 255_ [0046] Similarly, the binary response message sent from 

the server/channel gateway to the device, shall have the for 

the Body segment Which is optional: 

mat as shoWn in the following tables: 

Information 

Header Segment Body Segment Segment 

h(1) h(2) h(3) h(4) h(5) h(6) h(7) b(1) b(2) b(n—1) b(n) i(1) i(2) i(3) 

(Response message) (res-1) 

With the Header segment Which is mandatory: 

Length Length 
No Field (Byte) Description No Field (Byte) Description 

1 b(1) 1 APDU data length — it describes ?rst set ofAPDU 1 h(1) 1 Response code — it identi?es the response status of 
command length Within a batch. the gateWay. The code 0 usually represents success 

2 b(2) variable APDU data value — the ?rst set of APDU else if represents failed status. 

command data Within a batch. 2 h(2) 1 Session ID length. 
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-continued 

Length 
No Field (Byte) Description 

3 h(3) variable Session ID value — This ?eld is a session id value 
assigned by the gateway. 

4 h(4) 1 Error code — this describes the error code ofthe 
transaction. This ?eld is valid ifthe response code is 
not 0. 

5 h(5) 1 Batch sequence — this describes the current sequence 
of the APDU batch of commands. The sequence 
range is from 1 to 255. 

6 h(6) 1 Fragmented packet sequence — this identi?es the 
sequence of the data packet if it is fragmentiZed. If 
there is no fragmentation, the value is set to O. The 
sequence range is from 1 to 255. 

7 h(7) 1 Information segment index — it indicates the index of 
the information if the segment exist for a particular 
message. Ifthe segment doesn’t exist, the value is 
set to 0. The index range is from 1 to 255. 

the Body segment which is optional: 

Length 
No Field (Byte) Description 

1 b(1) 1 APDU data length — it describes ?rst set ofAPDU 
command length Within a batch. 

2 b(2) variable APDU data value — the ?rst set of APDU 
command data Within a batch. 

3 b(n — 1) 1 N set ofAPDU length. 
4 b(n) variable N set of APDU data. 

and the Information segment which is optional: 

Length 
No Field (Byte) Description 

1 i(1) 1 Information code — it describes the information to be 
responded from the gateway, eg. Fragmented data 
size for both sender and receiver. 

2 i(2) 1 Optional information data length. 
3 i(3) variable Optional information data value. 

[0047] The data is broken into fragments as and when 
required to adapt to the mobile operator environment. The 
only segment which the message can be broken into frag 
ments is the Body segment. The rest shall retain as a whole 
complete message entity. Whenever the data is broken into 
fragments, the application will provide a message to request 
for more fragments or if the fragmentation is from the appli 
cation, it will send the consequent sequence of fragment to the 
gateway. 
[0048] The following tables de?nes the request and 
response binary messages format for fragment handling: 

Header Segment Body Segment 

11(1) 11(2) b(1) 

(Request for more fragment) (req-2) 
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with the header segment which is mandatory: 

Length 
No Field (Byte) Description 

1 h(1) 1 Command code — there are different commands to 

describe two cases. 

1. The request party requests for more fragments 

from the gateway. 

2. The request party sends more fragments to the 

gateway. 

2 h(2) 1 Fragmented packet sequence — it depends on request 

party or response party fragmentation 

If it is a request party fragmentation, the sequence 

identi?ed the current sending fragmented sequence 

else the request party requests the expected 

fragmented sequence from the gateway. 

and the Body segment which is optional: 

Length 
No Field (Byte) Description 

1 b(1) variable The fragmented APDU data. It is varied according 
to the de?ned fragmented packet size assigned by 
the gateway. The body segment exists if and only if 
the fragmentation is from the request side. 

[0049] Similarly, the response fragment, shall have the for 
mat as shown in the following tables: 

Header Segment Body Segment 

11(1) 11(2) b(1) 

(Response fragment) (res-2) 

with the Header segment which is mandatory: 

Length 
No Field (Byte) Description 

1 h(1) 1 Response code — it should describe for both cases 
mentioned in Table 7. 
The code 0 usually represents success else it 
represents failed status. 
1. The request party request for more fragments 
from the gateway. 
2. The request party sends more fragments to the 
gateway. 

2 h(2) 1 Fragmented packed sequence — it depends on request 
party or response party fragmentation. 
If it is a response party fragmentation, the sequence 
identi?es the current sending fragmented sequence 
to the application else it is the expected next 
fragmented sequence to be received from the 
gateway. 
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and the Body segment which is optional: 

Length 
N° Field (Byte) Description 

1 b(1) variable The fragmented APDU data. It is varied according 
to the de?ned fragmented packet size assigned by 
the gateway. The body segment exists if and only if 
the fragmentation is from the response side. 

[0050] The Java ME® application on the device side shall 
?rst initiate a request to current registered operator to gather 
operator identity details. The information shall send back to 
the gateway whenever there is a need to request of APDU 
exchange service. The processing ?ow of communications 
between the Java ME® application and the gateway is illus 
trated in FIG. 1 and in FIG. 2 for cases where, respectively, 
fragmentation of a batch of execution result of APDU from 
Java ME application to the gateway occurred and where frag 
mentation of APDU commands response back from the gate 
way occurred. In those Figures, the type of request and of 
response is referenced with req-1, req-2, res-1 and res-2 
respectively as in the previous tables. It has to be noted that 
the ?rst request shall not be fragmented as it carries no pre 
de?ned fragmented data siZe for transfer. The subsequent 
request can be fragmented depending on the need of it, 
whereas every response is eligible to be fragmented. 
[0051] The protocol also provides auto recovery function 
ality in which the Java ME® application is the initiator of the 
recovery process. The recovery process shall be kicked off if 
the application does not receive a response within a de?ned 
period of time. 
[0052] In relation to FIG. 3, the following steps describe 
how the save points are used in the recovery process and when 
and where the auto-retry is triggered from the Java ME® 
application. 
1. First, the Java ME application sends an APDU exchange 
request to the channel gateway. 
2. The gateway builds an initial request SOAP message and 
?res to smart card management system. 
3. The ?rst batch of APDU commands is sent to the gateway 
and the gateway translates the SOAP message into binary 
message as de?ned in the next subsection. 

4. Before the binary message is sent back to the application, 
the gateway will create the ?rst save point and the message is 
saved (in memory, ?le or Data Base). 
5. If this message is received by the application, it will parse 
the message and exchange the APDU with the secured ele 
ment. Then, the application prepares a batch of the execution 
result of APDU commands and sends back to the gateway. 
Prior to sending back to the gateway, the ?rst save point at the 
application is created. 
6. The application will wait for the next response for a certain 
period of time (eg. 2 sec). The total timeout period shall be 
within the whole transaction session boundary. If the client 
has not received the next response within the timeout period, 
an auto-retry is triggered. The message from the ?rst save 
point will be re- sent again. The maximum number of retries is 
de?ned according to the bandwidth and reliability of the 
connection 

7. At the gateway side, upon receipt of the batch of execution 
result of APDU commands, the gateway parses the message 
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and builds SOAP message encapsulated with the execution 
result and sends it back to the smart card management system. 
8. Then the gateway will repeat step 4. 
9. While the save point 2 at the gateway is created, another 
request binary message from the application is received, the 
gateway will attempt to resend the same message from the 
saved at save point 2 to the application again. 
10. If the application receives the response message, it will 
repeat step 5, else it will repeat step 6. 
[0053] The process of APDU exchange will cease if the 
transaction is complete and the application received the trans 
action completed with successful status, else the transaction 
is aborted with error code speci?ed. 
What is claimed is: 
1. A process of communication between a secure element 

and a host server, comprising: 
a. generating a batch of APDU commands (SOAP) by said 

host server; 
b. sending said batch of APDU commands from said host 

server to said secure element; 
c. transforming said batch of APDU commands (SOAP) to 

a binary message by a download gateway for optimiZa 
tion of a network; 

d. fragmenting said batch of APDU commands to support 
limitations of said network and the secure element; 

e. managing a retry mechanism and save failure point dur 
ing the binary message exchange to support an auto 
recovery function; 

f. managing the communication to said download gateway 
by a Java ME (J 2ME) application on the secure element; 

g. assembling fragmented binary message by said J2ME 
application on the secure element; 

h. forwarding said APDU commands to said secure ele 
ment one by one by said J 2ME application on the secure 

element; 
i. collecting all APDU responses by said J 2ME application 

on the secure element; and 
j. building a response binary message by batch by said 
J2ME application on the secure element. 

2. A process according to claim 1, in which the binary 
messages include one or more binary request messages and 
binary response messages, 

the binary request message comprising: 
a header segment of seven bytes; 
a body segment part of N bytes; and 
an information segment part of ?ve bytes, 

the binary response message including: 
a header segment part of seven bytes; 
a body segment part of N bytes; and 
an information segment part of three bytes, 

where N is a variable number. 
3. A process according to claim 2, in which the header 

segment comprises: 
a response code of one byte; 
a session ID length of variable length; 
an error code of one byte; 
a batch sequence of one byte; 
a fragmented packet sequence of one byte; and 
an information segment index of one byte. 
4. A process according to claim 2, in which the body 

segment comprises: 
an APDU data length of one byte; 
an APDU data value of variable length; 
N set of APDU length of one byte; and 
N set of APDU data of variable length, 

where N is a variable number. 
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5. A process according to claim 2, in Which the information 
segment comprises: 

an information code of one byte; 
an application ID length of one byte; 
an application ID value of variable length; 
6. A process according to claim 5, in Which the information 

segment comprises: 
an information data length of one byte; and 
an information data value of variable length. 
7. A process according to claim 2, in Which the header 

segment comprises: 
a response code of one byte; 
a session ID length of one byte; 
a session ID value of variable length; 
an error code of one byte; 

a batch sequence of one byte; 
a fragmented packet sequence of one byte; an 
an information segment index. 
8. A process according to claim 2, in Which the information 

segment comprises: 
an information code of one byte. 
9. A process according to claim 2, in Which more segments 

are requested by the secure element, Wherein: 
the binary request message for one or more fragments, 

comprising: 
a ?rst header segment part of tWo bytes and 
a ?rst body segment part of one byte, 

the response of the request for more fragment from the 
server being a binary response message for more frag 
ment, including: 
a second header segment part of tWo bytes and 
a second body segment part of one byte. 

10. A process according to claim 9, in Which the one or 
more of said ?rst and second header segments comprise: 

a command code of one byte and 

a fragmented packet sequence of one byte. 
11. A process according to claim 9, in Which the body 

segments comprise: 
fragmented APDU data of variable length. 
12. A process according to claim 1, further comprising: 
implementing recovery and auto-retry means; 
saving messages before sending said messages at pre 
de?ned saving points of the process, the saving points 
being: 
in the server, each time the server sends to the secure 

element a binary message including APDU com 
mands, and, 

in the secure element, each time the secure element 
sends to the server a binary message including an 
execution result of APDU commands. 

13. A process according to claim 12, further comprising: 
starting a counter of time in the secure element each time 

the secure element sends an execution result of APDU 
commands message; 

executing, by the secure element, if the server is not react 
ing after a predetermined count of time, a retry by 
resending the message from the related saving point; and 

authorizing a predetermined number of retries for each 
saving point and aborting the process after said autho 
riZed number of retries is executed. 

14. A process according to claim 1 Wherein said secure 
element is a smart card device. 
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15. A system for communication betWeen a secure element 
and a host server, Wherein the system comprises: 

a secure element of any type, including any form factor of 
smart card such as SIM or embedded secure element or 

detachable secure element; 
a host server adapted to generate APDU commands to be 

sent to said secure element; 
a doWnload gateWay adapted to transform APDU com 
mands to binary message for the optimiZation of a net 
Work; 

said doWnload gateWay adapted to fragment a group of 
APDU commands by batch to support the limitations of 
said netWork and the secure element; 

said doWnload gateWay adapted to support an auto recov 
ery function by managing a retry mechanism and save 
failure point during the binary message exchange; 

a Java ME (J2ME) application on the secure element 
adapted to manage the communication to said doWnload 
gateWay; 

said Java ME (J2ME) application on the secure element 
adapted to assemble the fragmented binary message; 

said Java ME (J2ME) application on the secure element 
adapted to forWard APDU commands to a secure ele 
ment one by one; 

said Java ME (J2ME) application on the secure element 
adapted to collect APDU responses and build a response 
binary by batch; 

16. A system according to claim 15, Wherein said binary 
messages include one or more binary request messages and 
binary response messages, 

the said binary request message comprising: 
a header segment of seven bytes; 
a body segment part of N bytes; and 
an information segment part of ?ve bytes, 

said binary response message including: 
a header segment part of seven bytes; 
a body segment part of N bytes; and 
an information segment part of three bytes, 

Where N a variable number. 
17. A system according to claim 16, Wherein the header 

segment comprises: 
a response code of one byte; 
a session ID length of variable length; 
an error code of one byte; 

a batch sequence of one byte; 
a fragmented packet sequence of one byte; and 
an information segment index of one byte. 
18. A system according to claim 16, Wherein the body 

segment comprises: 
an APDU data length of one byte; 
an APDU data value of variable length; 
N set of APDU length of one byte; and 
N set of APDU data of variable length, 

Where N is a variable number. 
19. A system according to claim 16, Wherein the informa 

tion segment comprises: 
an information code of one byte; 
an application ID length of one byte; and 
an application ID value of variable length. 
20. A system according to claim 19, Wherein the informa 

tion segment comprises: 
an information data length of one byte; and 
an information data value of variable length. 
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21. A system according to claim 16, wherein the header 
segment comprises: 

a response code of one byte; 
a session ID length of one byte; 
a session ID value of variable length; 
an error code of one byte; 

a batch sequence of one byte; 
a fragmented packet sequence of one byte; and 
an information segment index of one byte. 
22. A system according to claim 16, Wherein the informa 

tion segment comprises: 
an information code of one byte; 
23. A system according to claim 16, Wherein more seg 

ments are requested by said secure element Wherein: 
the binary request message for one or more fragment com 

prising: 
a ?rst header segment part of tWo bytes and 
a ?rst body segment part of one byte; 

the response of the request for one or more fragment from 
the server being a binary response message for one or 
more fragment including: 
a second header segment part of tWo bytes and 
a second body segment part of one byte. 

24.A system according to claim 23, Wherein one or more of 
said ?rst and second header segments comprise: 

a command code of one byte and 
a fragmented packet sequence of one byte. 
25.A system according to claim 23, Wherein one or more of 

said ?rst and second body segments comprise fragmented 
APDU data of variable length. 

26. A system according to claim 15, further comprising: 
recovery and auto-retry means, 

said server adapted to save messages before sending said 
messages each time said server sends said secure element a 
binary message including APDU commands; said secure ele 
ment adapted to save messages before sending said messages 
each time said secure element sends said server a binary 
message including an execution result of APDU commands. 

Mar. 18, 2010 

27. A system according to claim 26, further comprising: 
a counter of time adapted to start in said secure element 

each time said secure element sends an execution result 
of APDU commands message, said secure element 
adapted to execute a retry, if the server is not reacting 
after a predetermined count of time, by resending the 
message from the related saving point, 

said secure element adapted to authorize a predetermined 
number of retries for each said saving point, 
said secure element adapted to abort the process, after said 
authoriZed number of retries is executed. 

28. A system for communication betWeen a secure element 
and a host server, comprising: 

a. means for generating a batch of APDU commands 
(SOAP) by said host server; 

b. means for sending said batch of APDU commands from 
said host server to said secure element; 

c. means for transforming said batch of APDU commands 
(SOAP) to a binary message by a doWnload gateWay for 
optimization of a network; 

d. means for fragmenting said batch of APDU commands 
to support limitations of said netWork and the secure 

element; 
e. means for managing a retry mechanism and save failure 

point during the binary message exchange to support an 
auto recovery function; 

f. means for managing the communication to said doWn 
load gateWay by a Java ME (12MB) application on the 
secure element; 

g. means for assembling fragmented binary message by 
said J 2ME application on the secure element; 

h. means for forWarding APDU commands to said secure 
element one by one by said J2ME application on the 
secure element; 

i. means for collecting all APDU responses by said J2ME 
application on the secure element; and 

j. means for building a response binary message by batch 
by said J 2ME application on the secure element. 

* * * * * 


