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(57) ABSTRACT 

In a transmitter, data is encrypted by use of a data key, the data 
key is encrypted based on a ?rst modi?cation key, and the ?rst 
modi?cation key is encrypted based on a second modi?cation 
key such that the ?rst and second modi?cation keys are dif 
ferent keys. The encrypted data, the encrypted data key, and 
the encrypted ?rst modi?cation key are transmitted to a 
receiver. In the receiver, the encrypted ?rst modi?cation key, 
the encrypted data key, and the encrypted data are received 
from the transmitter. The encrypted ?rst modi?cation key is 
decrypted based on the second modi?cation key, the 
encrypted data key is decrypted based on the decrypted ?rst 
modi?cation key, and the encrypted data is decrypted by use 
of the decrypted data key. 
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KEY MANAGEMENT SYSTEM 

RELATED APPLICATIONS 

[0001] This application is a division of US. patent appli 
cation Ser. No. 11/137,272, ?led on May 25, 2005. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The present invention relates to the encryption and 
decryption of data transmitted betWeen a transmitter and a 
receiver and, more particularly, to the encryption and decryp 
tion of both data and the encryption keys used to encrypt the 
data. 

BACKGROUND OF THE INVENTION 

[0003] There are many systems in Which the unauthorized 
copying of data has undesired consequences. For example, in 
pay-per-vieW systems such as those offered by hotels, motels, 
and cable systems, the suppliers offering pay-per-vieW pro 
gramming lose substantial revenues if their programs are 
pirated. 
[0004] Many tools are commonly available at hardWare 
stores, hobby shops, university laboratories, and are provided 
by hackers and experts to enable the reverse-engineering of 
all aspects of data transmission systems, including pay-per 
vieW systems. Accordingly, pay-per-vieW suppliers and oth 
ers interested in copy protection implement various copy 
protection systems in order to prevent unauthoriZed copying. 
[0005] Copy protection systems have a number of security 
goals. For example, copy protection systems are intended to 
prevent the theft of hi gh quality compressed digital content, to 
prevent theft of high quality uncompressed digital content, 
and to limit losses caused by break-ins. 
[0006] The copy protection system of the present invention 
is intended to thWart unauthorized copying of content. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] These and other features and advantages Will 
become more apparent from a detailed consideration of the 
invention When taken in conjunction With the draWings in 
Which: 
[0008] FIG. 1 illustrates an encryption encoder of a copy 
protection transmitter according to one embodiment of the 
present invention; 
[0009] FIG. 2 illustrates the data encryption block of FIG. 1 
in greater detail; 
[0010] FIG. 3 illustrates the dynamic keys block of FIG. 1 
in greater detail; 
[0011] FIG. 4 illustrates the key expansion block of FIG. 3 
in greater detail; 
[0012] FIG. 5 illustrates portions of FIG. 1 in greater detail; 
[0013] FIG. 6 illustrates the key modi?er of FIG. 5 in 
greater detail; 
[0014] FIG. 7 illustrates an example modi?er message MM 
used in the copy protection system of FIG. 1; 
[0015] FIG. 8 illustrates a control portion of the modi?er 
message MM illustrated in FIG. 7; 
[0016] FIG. 9 illustrates an example de?nition of the sys 
tem control bytes of the modi?er message MM illustrated in 
FIG. 8; 
[0017] FIG. 10 illustrates an example message segment MS 
used in the copy protection system of FIG. 1; 
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[0018] FIG. 11 illustrates the program key, modi?cation 
key, and modi?er message MM encryption block of FIG. 1 in 
greater detail; 
[0019] FIG. 12 illustrates an example key message that is 
part of the message segment MS illustrated in FIG. 10; 
[0020] FIG. 13 illustrates an example pair of message seg 
ments MS used to transmit program keys and modi?cation 
keys; 
[0021] FIG. 14 illustrates the timing of the transmitter and 
receiver With respect to message generation and use; 
[0022] FIG. 15 illustrates an example rotation for applying 
the program keys PK during encryption of program data; 
[0023] FIG. 16 illustrates an example of the portions of a 
program data segment of a ?eld to Which the rotation is 
applied; 
[0024] FIG. 17 illustrates a decryption decoder of a copy 
protection receiver according to one embodiment of the 
present invention; 
[0025] FIG. 18 illustrates the data decryption block of FIG. 
17 in greater detail; 
[0026] FIG. 19 illustrates portions of the decryption 
decoder of FIG. 17 in greater detail; and, 
[0027] FIG. 20 illustrates the key and modi?er message 
decryption block of FIG. 17 in greater detail. 

DETAILED DESCRIPTION 

[0028] In FIG. 1, an example encryption encoder 8 of a 
copy protection transmitter includes a PID ?lter 10 that 
receives an MPEG transport stream and that determines 
Which packets in the MPEG transport stream contain data to 
be encrypted. As discussed beloW, the PID ?lter 10 also 
identi?es null packets that are to be replaced With message 
segments MS that give the receiver suf?cient information for 
decrypting the encrypted program data in the received signal, 
and the PID ?lter 10 further identi?es packets containing 
information that is not to be encrypted. 
[0029] A dynamic program key and modi?cation key gen 
erator 12 dynamically generates program keys PK that are 
applied by a ?rst encryption engine 14 in order to encrypt the 
program data in the MPEG transport stream that has been 
selected for encryption. The ?rst encryption engine 14, for 
example, may be a single Wrap encryption engine, and may be 
arranged to apply the single Wrap encryption process speci 
?ed in the Advanced Encryption Standard (AES). The 
encrypted program data packets are supplied to one input of 
an output multiplexer 16. 
[0030] The dynamically generated program keys PK are 
applied through a multiplexer 24 Whereupon they are them 
selves encrypted by a second encryption engine 18. The sec 
ond encryption engine 18 may be a triple Wrap encryption 
engine, and may be arranged to apply the triple Wrap encryp 
tion process speci?ed in the Advanced Encryption Standard. 
[0031] Unlike the dynamically generated program keys PK 
that are used by the ?rst encryption engine 14 to encrypt the 
program data, the keys used by the second encryption engine 
18 to encrypt the dynamically generated program keys PK are 
message segment keys. Fixed keys are stored in a memory 20, 
these ?xed keys are used by a message segment key generator 
and control 22 to generate message segment keys, and the 
message segment keys are supplied to the second encryption 
engine 18. 
[0032] The ?xed keys stored in the memory 20 are, for 
example, 128 bits long, and there are, for example, sixty-four 
?xed keys stored in the memory 20. The hash values dis 
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cussed herein are, for example, sixty-four bits each and are 
derived as selected portions of the ?xed keys. Alternatively, 
hash values may be separately stored in the memory 20, and 
the ?xed keys and hash values may be of any desired length 
and number. 
[0033] Thus, the message segment key generator and con 
trol 22 selects the ?xed keys to be used by the second encryp 
tion engine 18 from the memory 20, uses them to generate 
message segment keys, and supplies the message segment 
keys to the second encryption engine 18. The second encryp 
tion engine 18 encrypts the dynamically generated program 
keys PK based on the message segment keys from the mes 
sage segment key generator and control 22. 
[0034] As discussed beloW, a modi?er message MM and 
modi?cation keys MK are also applied through the multi 
plexer 24 and are encrypted by the second encryption engine 
18. The encrypted dynamically generated program keys PK 
and the encrypted modi?er message MM are assembled into 
program key message segments PKMS that are forWarded to 
the receiver. As further discussed beloW, the encrypted modi 
?cation keys MK, an encrypted checksum, and the encrypted 
modi?er message MM are similarly assembled into modi? 
cation key message segments MKMS that are also forWarded 
to the receiver. 
[0035] The modi?cation keys, Which are dynamically gen 
erated by the program and modi?cation key generator 12, are 
used With the ?xed keys to generate the message segment 
keys that are used to encrypt the program keys, and the check 
sum is based on the ?xed keys stored in the memory 20. The 
checksum, for example, may comprise 128 bits, and may be 
generated from all of the ?xed keys stored in the memory 20. 
Accordingly, the receiver can compare the checksum from the 
transmitter With a checksum generated from its oWn ?xed 
keys to check that its ?xed keys match the ?xed keys of the 
transmitter. The checksum could also be used to determine 
errors in transmission. 

[0036] As indicated above, the program key message seg 
ment PKMS and the modi?cation key message segment 
MKMS give the receiver the information it requires to decrypt 
the encrypted program data in the received signal. 
[0037] FIG. 2 shoWs the ?rst encryption engine 14 in addi 
tional detail. As shoWn in FIGS. 1 and 2, the ?rst encryption 
engine 14 is coupled betWeen the PID ?lter 10 and the output 
multiplexer 16. 
[0038] The ?rst encryption engine 14 has three sections 
14A, 14B, and 14C. The section 14A includes a de-multi 
plexer 30, memories 32 and 34, and a multiplexer 36. The 
section 14B includes a RAM delay 38, an encryption block 
40, and a multiplexer 42. The section 14C includes a de 
multiplexer 44, memories 46 and 48, and a multiplexer 50. 
[0039] The PID ?lter 10 passes transport packets in the 
MPEG transport stream to the de-multiplexer 30. The trans 
port packets are de-multiplexed and are stored in the memo 
ries 32 and 34 that operate in a ping-pong fashion. The trans 
port packets in the memories 32 and 34 are supplied to the 
multiplexer 36. 
[0040] The multiplexer 36 passes all packets from the 
memories 32 and 34 to both the RAM delay 38 and the 
encryption block 40. These packets include program packets, 
null packets, and such non-program packets as PlDs, PSlPs, 
PMTs, and PATs. The encryption block 40 uses the dynami 
cally generated program keys PK to encrypt all packets that it 
receives and supplies the encrypted packets to the multiplexer 
42. In response to an encrypt ?ag from the PID ?lter 10, the 
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multiplexer 42 selects only the encrypted packets from the 
encryption block 40 Which correspond to the selected pro 
gram or programs that are to be encrypted. It Will be under 
stood that the MPEG transport stream may contain one or 
more programs and that any one or more of these programs 
may be ?agged for encryption. All other packets (those that 
do not correspond to the program to be encrypted) are 
selected by the multiplexer 42 from the RAM delay 38. Thus, 
the output of the multiplexer 42 is the input MPEG transport 
stream except that the packets corresponding to the selected 
program are encrypted. The multiplexer 42 passes the 
encrypted and non-encrypted packets to the de-multiplexer 
44. 

[0041] The encrypted and non-encrypted packets from the 
de-multiplexer 44 are stored in the memories 46 and 48 that 
operate in a ping-pong fashion. The encrypted and non-en 
crypted packets in the memories 46 and 48 are supplied 
through the multiplexer 50 to the output multiplexer 16. 
[0042] The sections 14A and 14C of the ?rst encryption 
engine 14 are controlled so as to maintain proper timing, data 
How rates, and synchroniZation. 
[0043] FIG. 3 shoWs a dynamic program key generator 
portion 12A of the dynamic program key and modi?cation 
key generator 12 in more detail. The dynamic program key 
generator portion 12A includes a seed generator 60 that sup 
plies a seed to a random number generator 62. For example, 
the seed generator 60 can select, on any desired basis, the seed 
from any portion of the MPEG transport stream 61, such as 
video and/ or audio, in one or more program data packets. 
[0044] A de-multiplexer 64 selects four 128 bit random 
numbers from the random number generator 62 and stores 
these four 128 bit random numbers as four dynamically gen 
erated program keys in a next portion of a memory 66 While 
the encryption block 40 uses the four dynamically generated 
program keys previously stored in an active portion of the 
memory 66 to encrypt program data. Thus, While the four 
dynamically generated program keys PK stored in the active 
portion of the memory 66 are currently being used to encrypt 
program data, the de-multiplexer 64 selects another four 128 
bit random numbers from the random number generator 62 
and stores these additional four 128 bit random numbers as 
four dynamically generated program keys PK in the next 
portion of the memory 66. 
[0045] As explained beloW in connection With FIG. 14, at 
the time that a modi?cation key message segment MKMS is 
transmitted, use of the four dynamically generated program 
keys PK stored in the active portion of the memory 66 is 
discontinued, and use of the four neW dynamically generated 
program keys PK stored in the next portion of the memory 66 
begins. At this transition point, the old next portion of the 
memory 66 becomes the neW active portion of the memory 
66, and the old active portion of the memory 66 becomes the 
neW next portion of the memory 66. Also, While these four 
neW dynamically generated program keys PK are being used 
to encrypt program data, four more program keys PK are 
dynamically generated and stored in the neW next portion of 
the memory 66. 
[0046] A multiplexer 68 supplies the four dynamic pro 
gram keys from the active portion of the memory 66 to a key 
expander 70 such as that shoWn in FIG. 4. As needed, the key 
expander 70 expands each of the dynamic program keys PK 
from 128 bit keys to, for example, 1408 bit expanded keys. 
The expanded dynamic program keys PK are supplied to the 
encryption block 40 of FIG. 2. 
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[0047] The key expander 70 as shown in FIG. 4 includes an 
inverse key block. This inverse key block is enabled during 
program encryption and is disabled during encryption of the 
program key message segment PKMS and the modi?cation 
key message segment MKMS. 
[0048] In this manner, four dynamically generated program 
keys PK are used to encrypt program data While the next four 
program keys PK are being dynamically generated. The four 
dynamically generated program keys PK being used from the 
active portion of the memory 66 continue to be used until the 
modi?cation key message segment MKMS is generated. 
[0049] The time betWeen message segments, for example, 
can be made dependent upon the availability of null packets in 
the incoming MPEG transport stream because message seg 
ments are transmitted in place of selected null packets. The 
PID ?lter 10 detects the null packet and signals output mul 
tiplexer 16 to pass a message segment instead of packets from 
the multiplexer 50. 
[0050] As shoWn in FIG. 5, a ?xed key selector 80 uses 
random numbers generated by the random number generator 
62 in order to address the memory 20 so as to select ?xed keys 
from the memory 20. For example, each ?xed key stored in 
the memory 20 may be 128 bits, and four 32 bit address Words 
may be used to read each ?xed key from the memory 20. 
These ?xed keys are used to encrypt the program keys and 
modi?cation keys (described in more detail hereinafter) that 
are sent to the receiver and that are required by the receiver to 
decrypt the received encrypted program data. 
[0051] More speci?cally, three ?xed keys are selected from 
the memory 20 by the ?xed key selector 80 and are stored as 
?xed keys K A in a ?xed key memory 82. Three more ?xed 
keys are selected from the memory 20 by the ?xed key selec 
tor 80 and are stored as ?xed keys KB in a ?xed key memory 
84. For example, each of these three ?xed keys K A and three 
?xed keys KB may be 128 bits in length. The three ?xed keys 
K A stored in the ?xed key memory 82 and the three ?xed keys 
KB stored in the ?xed key memory 84 are selected on the basis 
of random addresses from the random number generator 62. 
[0052] In addition, three Hash values A, B, and C are 
selected by the ?xed key selector 80 and are stored in a 
message segment key and hash value memory 86. The three 
Hash values A, B, and C are also selected on the basis of 
random addresses from the random number generator 62. For 
example, each of the three Hash values A, B, and C may be 64 
bits or 1/2 of a ?xed key. Moreover, three random numbers 
from the random number generator 62 are stored in a modi 
?cation key memory 88 as modi?cation keys KM. Each of the 
modi?cation keys, for example, may be 128 bits in length. 
[0053] A message segment key generator 90, Which is 
shoWn in more detail in FIG. 6, includes latches 921, 922, and 
923 and a 96x32 look up table 94. The latch 92l latches the 
?rst 32 bits of a ?rst of the three ?xed keys K A stored in the 
?xed key memory 82, the latch 922 latches the ?rst 32 bits of 
a ?rst of the three ?xed keys KB stored in the ?xed key 
memory 84, and the latch 923 latches the ?rst 32 bits of a ?rst 
of the three modi?cation keys KM stored in the modi?cation 
key memory 88. These 96 latched bits form a 96 bit address 
that reads out the ?rst 32 bits of a ?rst message segment key 
for storage in the message segment key and hash value 
memory 86. 
[0054] FIG. 6 also shoWs, in simpli?ed form, four of the 
look up tables that are stored in the look up table 94. One of 
the tables is selected to provide the three message segment 
keys that are stored in the message segment key and hash 

Mar. 18, 2010 

value memory 86. The simpli?ed form of table 0 in FIG. 6 
shoWs the relationship betWeen the address and the bits that 
are stored in table 0. Thus, if the ?rst KM bit of an address is 
0 and the ?rst K A bit of an address is 0 and the ?rst KB bit of 
an address is 0, table 0 Will read out a 0 bit for the ?rst bit KO 
of a message segment key. HoWever, if the ?rst KM bit of an 
address is 1 and the ?rst K A bit of an address is 1 and the ?rst 
KB bit of an address is 0, table 0 Will instead read out a 1 bit for 
the ?rst bit K0 of a message segment key. If the next KMbit of 
an address is 0 and the next KA bit ofan address is 0 and the 
next KB bit of an address is 0, table 0 Will read out a 0 bit for 
the next bit K0 of the message segment key. HoWever, if the 
next KMbit of an address is 0 and the next K A bit of an address 
is 1 and the next KB bit of an address is 0, table 0 Will instead 
read out a 1 bit for the next bit K0 of a message segment key. 
[0055] The bits that are stored in the tables may have any 
desired relationship to their addresses. The relationship may 
be a random, OR, XOR, AND, NAND, NOT, MUX, ones 
complement, tWos complement, or gray scale relationship, 
and each table may bear a different relationship betWeen the 
address and the stored bits. 
[0056] After the ?rst 32 bits of the ?rst message segment 
key are read out of the look up table 94 and are stored in the 
message segment key and hash value memory 86, the latch 
92l latches the second 32 bits of the ?rst of the three ?xed keys 
K A stored in the ?xed key memory 82, the latch 92 2 latches the 
second 32 bits of the ?rst of the three ?xed keys KB stored in 
the ?xed key memory 84, and the latch 923 latches the second 
32 bits of the ?rst of the three modi?cation keys KM stored in 
the modi?cation key memory 88. These 96 latched bits form 
a second 96 bit address that reads out the second 32 bits of the 
?rst message segment key for storage in the message segment 
key and hash value memory 86. 
[0057] The third and fourth 32 bits of the ?rst of the three 
?xed keys K A stored in the ?xed key memory 82, of the ?rst of 
the three ?xed keys K B stored in the ?xed key memory 84, and 
of the ?rst of the three modi?cation keys KM stored in the 
modi?cation key memory 88 are used to read out the third and 
fourth 32 bits of the ?rst message segment key from the look 
up table 94. These third and fourth 32 bits of the ?rst message 
segment key are also stored in the message segment key and 
hash value memory 86 to form all 128 bits of the ?rst message 
segment key. The second and third mes sage segment keys are 
similarly read out of the look up table 94 and stored in the 
message segment key and hash value memory 86. These three 
message segment keys are used to encrypt the program keys. 
Three other message segment keys are used to encrypt a set of 
modi?cation keys as explained in more detail beloW. 

[0058] As shoWn in FIG. 5, a multiplexer 96 appropriately 
multiplexes the four next dynamically generated program 
keys PK from the memory 66, a key control 98, the modi? 
cation keys from the modi?cation key memory 88, the check 
sum from the memory 20, and a modi?er message MM from 
a modi?er message memory 99 to create the program key 
message segment PKMS and the modi?cation key message 
segment MKMS that are discussed more fully beloW. 

[0059] An example of the modi?er message MM is shoWn 
in FIG. 7. As shoWn, the modi?er message MM contains a 
64-bit initial value and a 192 bit control. The use of the initial 
value is described beloW. As shoWn in FIG. 8, the control bits 
of the modi?er message MM comprise, for example, four 
bytes for system control, nine bytes for address pointers that 
point to memory addresses for the ?xed keys and Hash values, 
and eleven bytes that can be used for any purpose. 
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[0060] The address pointers discussed above point to the 
addresses in the memory 20 corresponding to (i) the six ?xed 
keys that are stored in the ?xed key memories 82 and 84 and 
that, in selected combinations, are used by the message seg 
ment key generator 90 to generate the message segment keys 
A, B, and C stored in the message segment key and hash value 
memory 86 and (ii) the hash values A, B, and C that are also 
stored in the message segment key and hash value memory 
86. These address pointers are sent in the modi?er message 
MM to the receiver so that the receiver can re-generate the 
message segment keys A, B, and C and corresponding hash 
values A, B, and C that are required to decrypt the program 
keys and modi?cation keys, as explained beloW. 
[0061] The 32 bits of the system control of the modi?er 
message MM are shoWn by Way of example in FIG. 9. Bits 0 
and 1 are used to designate the copy control assigned to the 
program data. Bits 2-7 are reserved except that at least one of 
these reserved bits is set to one value to indicate that the 
corresponding message segment is a modi?cation key mes 
sage segment MKMS and is set to another value to indicate 
that the corresponding message segment is a program key 
message segment PKMS. 

[0062] When this at least one reserved bit is set to the value 
that indicates that the corresponding message segment is a 
modi?cation key message segment MKMS, the bits KM pro 
vided to the look up table 94 are set to a predetermined value 
such as all Zeros While the three message segment keys are 
being produced for storage in the message segment key and 
hash value memory 86. In effect, the message segment keys 
that are used to encrypt the modi?cation key message seg 
ment MKMS are produced With modi?cation keys having a 
predetermined value knoWn to both the transmitter and the 
receiver. 

[0063] When the modi?cation keys have this predeter 
mined value, the look up table 94 may pass only the ?xed keys 
K A as the message segment keys. Alternatively, When the 
modi?cation keys have this predetermined value, the look up 
table 94 could instead pass only the ?xed keys KB as the 
message segment keys, or the look up table 94 could read out 
message segment keys on the basis of both the ?xed keys K A 
and KB from the ?xed key memories 82 and 84. These alter 
natives are based on Which of the tables in look up table 94 is 
selected as indicated by bits 8-11 of the system control of the 
modi?er message MM as discussed beloW. The message seg 
ment keys produced With these modi?cation keys having the 
predetermined value are used to encrypt the modi?cation key 
messages MK1, MK2, and MK3 and the checksum message 
CRC. 

[0064] When this at least one reserved bit is set to the value 
that indicates that the corresponding message segment is a 
program key message segment PKMS, the bits KM provided 
to the look up table 94 are the randomly generated modi?ca 
tion keys stored in the modi?cation key memory 88, and these 
randomly generated modi?cation keys are used along With 
the ?xed keys K A and KB to produce the three message seg 
ment keys stored in the message segment key and hash value 
memory 86. Thus, the message segment keys that are used to 
encrypt the program key message segment PKMS are pro 
duced With the randomly generated modi?cation keys stored 
in the modi?cation key memory 88 in addition to the ?xed 
keys K A and KB from the ?xed key memories 82 and 84. The 
message segment keys produced With the randomly generated 
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modi?cation keys stored in the modi?cation key memory 88 
are used to encrypt the program key messages PKl, PK2, 
PK3, and PK4. 
[0065] The ?xed keys used to generate the message seg 
ment keys that encrypt the program key message segment 
PKMS may be the same as or different from the ?xed keys 
used to generate the message segment keys that encrypt the 
modi?cation key message segment MKMS. 
[0066] Bits 8, 9, 10, and 11 designate Which one of the 
sixteen possible tables stored in the look up table 94 is used to 
produce the message segment keys stored in the message 
segment key and hash value memory 86. 
[0067] Bits 12-15 may be used for any purpose such as 
indicating to the receiver a particular program key rotation, as 
discussed beloW. 
[0068] Bits 16-31 are a checksum produced by a CRC 
generator of the modi?er message memory 99. Speci?cally, 
the CRC generator of the modi?er message memory 99 
applies a CRC code to bits 0-15 of the system control byte 
shoWn in FIG. 9 in order to generate a checksum. This check 
sum comprises bits 16-31 as shoWn in FIG. 9. The CRC 
generator appends this checksum to the unmodi?ed bits 0-15 
to form the full system control of the modi?er message MM. 
This full system control of the modi?er message MM is used 
by the receiver to determine if the program key message 
segment PKMS and/or the modi?cation key message seg 
ment MKMS is not properly received due, for example, to 
noise in the channel and is described in more detail beloW. 

[0069] As shoWn in FIG. 5, a multiplexer 100 receives the 
message segment keys and hash values stored in the message 
segment key and hash value memory 86. The multiplexer 100 
also receives three ?xed keys A', B', and C' and three Hash 
values A', B', and C' stored in a memory 1 02. For example, the 
three ?xed keys A', B', and C' stored in the memory 102 each 
comprises a 128 bit ?xed key, and the three Hash values A', B', 
and C' stored in the memory 102 each comprises a 64 bit Hash 
value. 
[0070] The multiplexers 96 and 100 operate in conjunction 
With the second encryption engine 18 to encrypt the 
encryptedportion of the message segments MS shoWn in FIG. 
10. In the case of the program key message segment PKMS, 
the encrypted portion of the message segment MS shoWn in 
FIG. 10 includes the modi?er message MM, and four pro 
gram key messages KM1, KM2, KM3, and KM4. In the case 
of the modi?cation key message segment MKMS, the 
encrypted portion of the message segment MS shoWn in FIG. 
10 includes the modi?er message MM, the three modi?cation 
key messages MK1, MK2, and MK3, and the ?xed key check 
sum CRC. The modi?er messages MM include the initial 
value and the 192 bit control as shoWn in FIGS. 7 and 8. The 
initial value, for example, may include 64 predetermined 
arbitrary bits. 
[0071] In order to encrypt the modi?er message MM, the 
multiplexer 100 passes the three ?xed keys A', B', and C' and 
the three Hash values A', B', and C' from the memory 102 
through a key expander 104 to the second encryption engine 
18. The key expander 104, for example, may be similar to the 
key expander 70 and expands only the ?xed keys A', B', and 
C'. The key expander 104 does not expand the Hash values A', 
B', and C'. Also, the multiplexer 96 passes the modi?er mes 
sage MM to the second encryption engine 18. 
[0072] The second encryption engine 18 is shoWn in more 
detail in FIG. 11. The Hash value A' is applied to an EXCLU 
SIVE OR 106, the Hash value B' is applied to an EXCLU 
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SIVE OR 108, and the Hash value C' is applied to an EXCLU 
SIVE OR 110. The EXCLUSIVE ORs 106, 108, and 110 
bit-Wise process their respective inputs. The expanded ?xed 
key A' is applied to an AES encrypter 112, the expanded ?xed 
key B' is applied to an AES encrypter 114, and the expanded 
?xed key C' is applied to anAES encrypter 116. 
[0073] The initial value of the modi?er message MM is 
applied to the EXCLUSIVE OR 106, a ?rst 1/3 of the control 
bits of the modi?er message MM is applied to the AES 
encrypter 112, a second 1/3 of the control bits of the modi?er 
message MM is applied to the AES encrypter 114, and a third 
1/3 of the control bits of the modi?er message MM is applied 
to the AES encrypter 116. 
[0074] The AES encrypter 112 encrypts an output of the 
EXCLUSIVE OR 106 and the ?rst 1/3 of the control bits of the 
modi?er message MM according to the expanded ?xed key 
A', and supplies half of the encryption result to the EXCLU 
SIVE OR 108 and the other half as the second 1A of the 
encrypted modi?er message MM. The AES encrypter 114 
encrypts an output of the EXCLUSIVE OR 108 and the 
second 1/3 of the control bits of the modi?er message MM 
according to the expanded ?xed key B', and supplies half of 
the encryption result to the EXCLUSIVE OR 110 and the 
other half as the third 1/4 of the encrypted modi?er message 
MM. The AES encrypter 116 encrypts an output of the 
EXCLUSIVE OR 110 and the third 1/3 of the control bits of 
the modi?er message MM according to the expanded ?xed 
key C', and supplies half of the encryption result as the ?rst 1A 
of the encrypted modi?er message MM and the other half as 
the fourth 1A of the encrypted modi?er message MM. 
[0075] Each key message in the program key message seg 
ment PKMS has the example construction of FIG. 12. 
According to this example, a program key message KM1 
includes a 64-bit initial value, Which may be same initial 
value as discussed above or a different initial value, a 64-bit 
key control 98, and one of the 128-bit program keys divided 
into tWo 64-bit portions. The program key messages KM2, 
KM3, and KM4 containing the other three program keys are 
similarly constructed. 
[0076] The key control 98 is used to designate Whether the 
key message contains a program key, a modi?cation key, or 
the checksum. 
[0077] In order to encrypt the program key message KM1, 
the multiplexer 100 passes the three message segment keys A, 
B, and C and the three Hash values A, B, and C from the 
message segment key and hash value memory 86 through the 
key expander 104 to the second encryption engine 18. As 
explained above, the three message segment keys A, B, and C 
that are used to encrypt the program key messages are the 
message segment keys read out of the table 94 by use of the 
randomly generated modi?cation keys K M stored in the modi 
?cation key memory 88, the ?xed keys K A from the ?xed key 
memory 82, and the ?xed keys K B from the ?xed key memory 
84. The key expander 104 expands only the message segment 
keys A, B, and C. The key expander 104 does not expand the 
Hash values A, B, and C. Also, the multiplexer 96 passes the 
?rst of the four dynamically generated program keys from the 
next portion of the memory 66 to the second encryption 
engine 18. 
[0078] In the second encryption engine 18, the Hash value 
A is applied to the EXCLUSIVE OR 106, the Hash value B is 
applied to the EXCLUSIVE OR 108, and the Hash value C is 
applied to the EXCLUSIVE OR 110. The expanded message 
segment key A is applied to the AES encrypter 112, the 
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expanded message segment key B is applied to the AES 
encrypter 114, and the expanded message segment key C is 
applied to the AES encrypter 116. The initial value is applied 
to the EXCLUSIVE OR 106, the control Word is applied to 
the AES encrypter 112, a ?rst 1/2 of the ?rst of the four 
dynamically generated program keys is applied to the AES 
encrypter 114, and a second half of the ?rst of the four 
dynamically generated program keys is applied to the AES 
encrypter 116. 
[0079] The AES encrypter 112 encrypts an output of the 
EXCLUSIVE OR 106 and the control Word according to the 
expanded message segment key A, and supplies half of the 
encryption result to the EXCLUSIVE OR 108 and the other 
half as the second 1/4 of the program key message KM1. The 
AES encrypter 114 encrypts an output of the EXCLUSIVE 
OR 108 and the ?rst 1/2 of the ?rst of the four dynamically 
generated program keys according to the expanded message 
segment key B, and supplies half of the encryption result to 
the EXCLUSIVE OR 110 and the other half as the third 1A of 
the program key message KM1. The AES encrypter 116 
encrypts an output of the EXCLUSIVE OR 110 and the 
second 1/2 of the ?rst of the four dynamically generated pro 
gram keys according to the expanded message segment key 
C, and supplies half of the encryption result as the ?rst 1/4 of 
the program key message KM1 and the other half as the fourth 
1A of the program key message KM1. 
[0080] The other three program key messages KM2, KM3, 
and KM4 are similarly generated. 
[0081] Each modi?cation key message in the modi?cation 
key message segment MKMS also has the example construc 
tion of FIG. 12.According to this example, a modi?cation key 
message MK1 includes a 64-bit initial value, Which may be 
same initial value as discussed above or a different initial 

value, a 64-bit key control 98, and one of the 128-bit modi 
?cation keys divided into tWo 64-bit portions. The modi?ca 
tion key messages MK2 and MK3 containing the other tWo 
modi?cation keys are similarly constructed. 
[0082] Again, the key control 98 is used to designate 
Whether the key message contains a program key, a modi? 
cation key, or the checksum. 
[0083] In order to encrypt the modi?cation key message 
MK1, the multiplexer 100 passes the three message segment 
keys A, B, and C and the three Hash values A, B, and C from 
the message segment key and hash value memory 86 through 
the key expander 104 to the second encryption engine 18. As 
explained above, the three message segment keys A, B, and C 
that are used to encrypt the modi?cation key messages are the 
message segment keys read out of the table 94 by use of the 
modi?cation keys With the predetermined value. Thus, the 
?xed keys K A from the ?xed key memory 82 may be read out 
of the table 94 as the message segment keys. Alternatively, as 
explained above, the ?xed keys KB from the ?xed key 
memory 84 can be read out of the table 94 as the message 
segments keys or a combination of the ?xed keys K A and KB 
can be used to read out the message segment keys from the 
table 94. The key expander 104 expands only the message 
segment keys A, B, and C. The key expander 104 does not 
expand the Hash values A, B, and C. Also, the multiplexer 96 
passes the ?rst of the modi?cation keys from the modi?cation 
key memory 88 to the second encryption engine 18. 
[0084] The Hash values A, B, and C are applied to the 
EXCLUSIVE ORs 106, 108, and 110 as before. Also, the 
expanded message segment keys A, B, and C are applied to 
the AES encrypters 112, 114, and 116 as before. The initial 
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value is applied to the EXCLUSIVE OR 106, the control 
Word is applied to the AES encrypter 112, a ?rst 1/2 of the ?rst 
of the three modi?cation keys is applied to the AES encrypter 
114, and a second half of the ?rst of the three modi?cation 
keys is applied to the AES encrypter 116. 
[0085] The AES encrypter 112 supplies half of its encryp 
tion result to the EXCLUSIVE OR 108 and the other half as 
the second 1/4 of the modi?cation key message MK1. The 
AES encrypter 114 supplies half of its encryption result to the 
EXCLUSIVE OR 110 and the other half as the third 1A of the 
modi?cation key message MK1. The AES encrypter 116 
supplies half of its encryption result as the ?rst 1/4 of the 
modi?cation key message MK1 and the other half as the 
fourth 1A of the modi?cation key message MK1. 

[0086] The other tWo modi?cation key messages MK2 and 
MK3 and the checksum message CRC are similarly gener 
ated. 

[0087] The output multiplexer 16 of FIG. 1 muxes the 
encrypted program data, the MPEG PID header from the 
transport stream, 192 clock bits Which may be supplied by a 
separate generator and Which may be the SMPTE time code 
(if any), and 20 forWard error correction bytes from the trans 
port stream With the encrypted program key mes sage segment 
PKMS and the encrypted modi?cation key message segment 
MKMS to form the encrypted transport stream. Each of the 
program key message segment PKMS and the modi?cation 
key message segment MKMS is contained in a corresponding 
complete ATSC data segment. 
[0088] The second encryption engine 18 generates the mes 
sage segments MS in pairs, i.e., the program key message 
segment PKMS and the modi?cation key message segment 
MKMS. This pair of message segments MS is shoWn in FIG. 
13. The modi?er message MM in each message segment MS 
is provided in accordance With FIGS. 8 and 9. The ?rst mes 
sage segment shoWn in FIG. 13 is the modi?cation key mes 
sage segment MKMS and contains an encrypted form of the 
three modi?cation keys stored in the modi?cation key 
memory 88 and the checksum (CRC) from the memory 20. 
The second message segment shoWn in FIG. 13 is the pro 
gram key message segment PKMS and contains an encrypted 
form of the four encrypted neW program keys to be applied by 
the receiver to decrypt the encrypted program data. 
[0089] Thus, as shoWn in FIG. 10, the modi?er message 
MM and the four program key messages KM1, KM2, KM3, 
and KM4 of the program key message segment PKMS are 
encrypted. Similarly, the modi?er message MM, the three 
modi?cation key messages MK1, MK2, and MK3, and the 
checksum message CRC of the modi?cation key message 
segment MKMS are encrypted. 

[0090] The four byte header of the message segment MS 
shoWn in FIG. 10 is the MPEG PID. The modi?er message 
MM includes the message control bytes shoWn in FIG. 9. This 
control byte identi?es the message segment MS in a pair 
either as the program key message segment PKMS or as the 
modi?cation key message segment MKMS, as explained 
above. 

[0091] FIG. 14 shoWs the relative message pair transmis 
sion and reception timing upon Which key synchronization is 
determined. Upon the occurrence of event 1, Which may be a 
null packet in the MPEG transport stream, a program key 
message segment PKMS as shoWn in FIG. 14 is transmitted. 
The receiver receives this program key message segment 
PKMS, decrypts it, and stores the program keys that Were 
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contained in the program key message segment PKMS as 
next program keys. HoWever, the receiver does not start using 
these next program keys yet. 
[0092] After the transmitter transmits the program key 
message segment PKMS, the encryption encoder 8 of the 
transmitter makes the three modi?cation keys and the modi 
?er message MM, and encrypts the modi?er message MM 
and the three modi?cation keys using the message segment 
keys and the Hash values as described above. The encryption 
encoder 8 then assembles the modi?cation key message seg 
ment MKMS containing the encrypted modi?er message 
MM and the three modi?cation keys as described above. 
When a null packet is detected (event 2), the transmitter 
transmits the modi?cation key message segment MKMS in 
place of the null packet and, at the same time, the encryption 
encoder 8 begins using the next program keys stored in the 
memory 66 as the active program keys to encrypt program 
data. Thus, the next program keys become the active program 
keys. 
[0093] At the same time, the receiver receives this modi? 
cation key message segment MKMS and immediately begins 
using its previously stored next program keys as the active 
program keys to decrypt program content. Accordingly, the 
replacement of the active program keys With the next program 
keys is made at the same time in the transmitter and receiver 
so that the transmitter and receiver use the same program keys 
to encrypt and decrypt the same program content. 
[0094] After the transmitter transits the modi?cation key 
message segment MKMS and sWitches program keys, the 
encryption encoder 8 of the transmitter makes neW program 
keys, and saves the neW program keys in the memory 66 as the 
next program keys. The encryption encoder 8 encrypts the 
neW program keys and assembles another program key mes 
sage segment PKMS containing the neW program keys and 
Waits for an opportunity (event 3 such as a null packet) to 
transmit this program key message segment PKMS. 
[0095] While the encryption encoder 8 of the transmitter 
makes neW program keys, saves the neW program keys, and 
assembles the next program key message segment PKMS, the 
receiver decrypts the modi?cation key message segment 
MKMS that it has just received, and saves the modi?er mes 
sage MM and the modi?cation keys contained in this mes 
sage. 
[0096] During segments in Which the encryption encoder 8 
is not transmitting program key message segments PKMS 
and modi?cation key message segments MKMS, the encryp 
tion encoder 8 is using the active program keys to encrypt 
program data and is transmitting the encrypted program data 
to the receiver. 

[0097] During segments in Which the receiver is not receiv 
ing program key message segments PKMS and modi?cation 
key message segments MKMS, the receiver is using the active 
program keys to decrypt program data. 
[0098] In an embodiment Where message transmission and 
key use is synchronized to the occurrence of null packets, 
there may be occasions When null packets are occurring With 
an undesirably high frequency. For example, during periods 
Where there is little action in the video, many null packets can 
occur during a single frame. Therefore, it may be desirable to 
add a delay function such that message transmission and key 
sWitching does not occur more often than a predetermined 
frequency. For example, this delay function may be set so that 
message transmission and key sWitching does not occur more 
often than once per tWo or three ATSC frames. 
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[0099] During encryption of program data, the encryption 
block 40 rotates the four active program keys PK. FIG. 15 
shows the rotation. As shoWn in FIG. 16, each program data 
segment of a ?eld to be transmitted to the receiver includes a 
non-encrypted four byte MPEG header that identi?es the 
segment as a program data segment, eleven blocks each con 
taining encrypted 128 bits of program data, eight bytes of 
non-encrypted program data, and tWenty bytes of non-en 
crypted forWard error correction data. 
[0100] As shoWn in FIG. 15, the four active program keys 
A, B, C, and D are applied in the folloWing order to the eleven 
blocks of data in the ?rst program data segment: A, B, C, D, 
A, B, C, D, A, B, C. Accordingly, the active program key A is 
applied to the ?rst of the eleven blocks of data to be encrypted, 
the active program key B is applied to the second of the eleven 
blocks of data to be encrypted, . . . , and the active program key 

C is applied to the eleventh of the eleven blocks of data to be 
encrypted. 
[0101] This same rotation scheme ABCDABCDABC can 
be used for the next and subsequent program data segments of 
a ?eld. 

[0102] Alternatively, the next program data segment can 
continue the rotation. Thus, the active program keys A, B, C, 
and D are applied in the folloWing order to the eleven blocks 
of data to be encrypted in the second program data segment: 
D, A, B, C, D, A, B, C, D, A, B. Accordingly, the active 
program key D is applied to the ?rst of the eleven blocks of 
data to be encrypted, the active program key A is applied to 
the second of the eleven blocks of data to be encrypted, . . . , 

and the active program key B is applied to the eleventh of the 
elevenblocks of data to be encrypted. The rotation can then be 
continued for subsequent program data segments as indicated 
by FIG. 15. 
[0103] As a further alternative, other rotation sequences 
can be used. Bits 12-15 of the system control byte shoWn in 
FIG. 9 can be used to indicate to the receiver the particular 
rotation being used in the transmitter. 
[0104] The output multiplexer 16 transmits encrypted pro 
gram data segments continuously until an opportunity (event) 
arises for transmitting a message segment MS (either a pro 
gram key message segment PKMS or a modi?cation key 
message segment MKMS). The occurrence of a null packet 
gives rise to the opportunity for transmitting one of these 
message segments, the occurrence of the next null packet 
gives rise to the opportunity for transmitting the other of the 
message segments MS in the pair, and so on. An objective 
may be established for transmitting a message segment MS 
on a periodic basis dependent upon the occurrence of a null 
packet. For example, the objective may be to transmit a mes 
sage segment MS no more often than once per ?eld of 312 
segments. 
[0105] An example decryption decoder 180 of a copy pro 
tection receiver is shoWn in FIG. 17. The decryption decoder 
180 includes a PID ?lter 182 that, based on PID numbers, 
detects and forWards encrypted program data to a ?rst decryp 
tion engine 184 and detects and forWards program key mes 
sage segments PKMS and modi?cation key message seg 
ments MKMS to a second decryption engine 186. The ?rst 
decryption engine 184 performs a single Wrap decryption 
process Which is complementary to the single Wrap encryp 
tion process performed by the ?rst encryption engine 14. 
[0106] When the modi?cation key message segment 
MKMS is received, the second decryption engine 186 
decrypts (unwraps) this message segment in order to recover 
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the modi?cation keys and the ?xed key and hash value 
addresses of a memory 188. A ?xed key selector and message 
segment key generator 190 uses these ?xed key and hash 
value addresses to retrieve ?xed keys and hash values from 
the memory 188. In the case of decrypting the modi?cation 
key message segment MKMS, the ?xed key selector and 
message segment key generator 190 uses the ?xed keys and 
hash values retrieved from the memory 188 along With the a 
prior knoWn modi?cation keys, i.e., the modi?cation keys 
having the knoWn predetermined value, in order to regenerate 
the message segment keys that Were used in the encryption 
encoder 8 to encrypt the modi?cation keys and the checksum 
message CRC and that are required by the decryption decoder 
180 to decrypt the encrypted modi?cation keys and the check 
sum message CRC. In the case of decrypting the program key 
message segment PKMS, the ?xed key selector and message 
segment key generator 190 uses the ?xed keys and hash 
values retrieved from the memory 188 based on the memory 
addresses contained in the modi?er message of the program 
key message segment PKMS along With the decrypted modi 
?cation keys in order to regenerate the message segment keys 
that Were used in the encryption encoder 8 to encrypt the 
program keys and that are required by the decryption decoder 
180 to decrypt the encrypted program key messages KM1, 
KM2, KM3, and KM4. 
[0107] When the program key message segment PKMS is 
received, the second decryption engine 186 decrypts program 
keys in the message segment MS using the message segment 
keys from the ?xed key selector and message segment key 
generator 190 and stores the decrypted program keys in the 
next portion of a memory 192. In the meantime, the ?rst 
decryption engine 184 uses the active program keys stored in 
the memory 192 to decrypt the encrypted data from the pro 
gram data segments of the ?eld being received. 

[0108] As shoWn in FIG. 18, the ?rst decryption engine 184 
includes three sections 184A, 184B, and 184C. The section 
184A includes a de-multiplexer 200, memories 202 and 204, 
and a multiplexer 206. The section 184B includes a memory 
208, a decryption block 210, and a multiplexer 212. The 
section 184C includes a de-multiplexer 214, memories 216 
and 218, and a multiplexer 220. The sections 184A, 184B, 
and 184C are controlled by the PID ?lter 182. 

[0109] The PID ?lter 182 passes all packets in the MPEG 
transport stream to the de-multiplexer 200. All packets are 
de-multiplexed and are stored in the memories 202 and 204 
that operate in a ping-pong fashion. All packets in the memo 
ries 202 and 204 are supplied to the multiplexer 206. 

[0110] The multiplexer 206 passes all packets from the 
memories 202 and 204 to the memory 208 and to the decryp 
tion block 210. These packets include program packets (one 
or more of Which may be encrypted), message segments, and 
such non-program packets as PIDs, PSIPs, PMTs, and PATs. 
The decryption block 210 uses the decrypted program keys 
PK to decrypt all packets that it receives and supplies the 
decrypted packets to the multiplexer 212. The multiplexer 
212, in response to a decryption ?ag from the PID ?lter 182, 
selects only the decrypted packets from the decryption block 
210 Which correspond to the selected program or programs 
that Were to be decrypted. All other packets (those that do not 
correspond to the program to be decrypted) are selected by the 
multiplexer 212 from the memory 208. Thus, the output of the 
multiplexer 212 is the original MPEG transport stream less 



US 2010/0067704 A1 

null packets and including message segments. The multi 
plexer 212 passes the decrypted and non-encrypted packets to 
the de-multiplexer 214. 
[0111] The decrypted and non-encrypted packets from the 
de-multiplexer 214 are stored in the memories 216 and 218 
that operate in a ping-pong fashion. The decrypted and non 
encrypted packets in the memories 216 and 218 are supplied 
through the multiplexer 220 to a null inserter 222. 
[0112] The null inserter 222 is controlled by the PID ?lter 
182 to remove the program key message segments PKMS and 
the modi?cation key message segments MKMS from the 
transport stream, and to insert null packets back into the 
transport stream in place of the removed program key mes 
sage segments PKMS and the removed modi?cation key mes 
sage segments MKMS. The output of the null inserter is the 
decrypted MPEG transport stream. 
[0113] The sections 184A and 184C of the ?rst decryption 
engine 184 are controlled by the message packets so as to 
maintain proper timing, data How rates, and synchronization. 
[0114] The ?xed key selector and message segment key 
generator 190 is shoWn in more detail in FIG. 19. As shoWn in 
FIG. 19, the program key message segments PKMS and the 
modi?cation key message segments MKMS are supplied to 
the second decryption engine 186. Each of these message 
segments has the form shoWn in FIG. 10. Accordingly, as 
shoWn in FIG. 20, the modi?er message MM in the received 
message segment is decrypted using the three ?xed keys A', 
B', and C' and the three Hash values A', B', and C' Which are 
stored in a memory 230. The three ?xed keys A', B', and C' and 
the three Hash values A', B', and C' stored in memory 230 are 
the same ?xed keys and Hash values that are stored in the 
memory 102. 
[0115] The decrypted modi?er message MM indicates to 
the receiver, inter alfa, Whether the corresponding message 
segment is a program key message segment PKMS or a modi 
?cation key message segment MKMS. If the corresponding 
message segment is a program key message segment PKMS, 
the receiver knoWs to use the decrypted modi?cation keys K M 
as Well as the ?xed keys K A and KB to produce that the 
message segment keys that are required for decryption of the 
program key messages. If the corresponding message seg 
ment is a modi?cation key message segment MKMS, the 
receiver knoWs to use the knoWn modi?cation keys having the 
predetermined value in order to read out the ?xed keys K A, 
KB, or some combination of K A and KB as the message seg 
ment keys that are required for decryption of the modi?cation 
key messages and the checksum message CRC. 
[0116] In order to decrypt the modi?er message MM in a 
received one of the modi?cation key message segments 
MKMS or the program key message segments PKMS, a 
multiplexer 232 passes the three ?xed keys A', B', and C' and 
the three Hash values A', B', and C' from the memory 230 
through a key expander 234 to the second encryption engine 
186. The key expander 234, for example, may be similar to the 
key expander 104 and expands only the ?xed keys A', B', and 
C'. The key expander 234 does not expand the Hash values A', 
B', and C'. 
[0117] The second encryption engine 186 Which performs 
an operation complementary to that performed by the encryp 
tion engine 18 is shoWn in more detail in FIG. 20. As shoWn 
in FIG. 20, the Hash value C' is applied to an EXCLUSIVE 
OR 236, the Hash value B' is applied to an EXCLUSIVE OR 
238, and the Hash value A' is applied to an EXCLUSIVE OR 
240. The EXCLUSIVE ORs 236, 238, and 240 bit-Wise pro 
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cess their respective inputs. The expanded ?xed key C' is 
applied to anAES decrypter 242, the expanded ?xed key B' is 
applied to an AES decrypter 244, and the expanded ?xed key 
A' is applied to an AES decrypter 246. 
[0118] The ?rst 1A of the encrypted modi?er message MM 
is applied to the AES decrypter 242, the second 1A of the 
encrypted modi?er message MM is applied to the AES 
decrypter 246, the third 1A of the encrypted modi?er message 
MM is applied to the AES decrypter 244, and the fourth 1A of 
the encrypted modi?er message MM is applied to the AES 
decrypter 242. 
[0119] The AES decrypter 242 decrypts the ?rst 1A and the 
fourth 1/4 of the encrypted modi?er message MM according to 
the expanded ?xed key C', and supplies half of the decryption 
result to the EXCLUSIVE OR 236 and the other half as the 
third 1/3 of the control bits of the decrypted modi?er message 
MM. The AES decrypter 244 decrypts an output of the 
EXCLUSIVE OR 236 and the third 1A of the encrypted modi 
?er message MM according to the expanded ?xed key B', and 
supplies half of the decryption result to the EXCLUSIVE OR 
238 and the other half as the second 1/3 of the control bits of the 
decrypted modi?er message MM. The AES encrypter 246 
decrypts an output of the EXCLUSIVE OR 238 and the 
second 1A of the encrypted modi?er message MM according 
to the expanded ?xed key A', and supplies half of the encryp 
tion result to the EXCLUSIVE OR 240 and the other half as 
the ?rst 1/3 of the decrypted modi?er message MM. The 
output of the EXCLUSIVE OR 240 is the initial value of the 
modi?er message MM. If this initial value is not the same 
initial value that Was used during encryption of the modi?er 
message MM, then the encryption/decryption process has an 
error that indicates erroneous message decryption. 

[0120] As shoWn in FIG. 19, a multiplexer 250 applies the 
control bits of the decrypted modi?er message MM to a 
modi?er message decoder 252. 
[0121] After decryption of the modi?er message MM, the 
multiplexer 232 passes the three message segment keys A, B, 
and C and the three hash values A, B, and C stored in a 
message segment key memory 254 to the key expander 234. 
When the modi?cation key message segment MKMS is being 
decrypted, these three message segment keys are produced 
With the modi?cation keys having the predetermined value. 
The key expander expands only the three message segment 
keys A, B, and C, it does not expand the three hash values A, 
B, and C. The three expanded message segment keys A, B, 
and C and the three hash values A, B, and C are used by the 
second decryption engine 186 to decrypt the modi?cation key 
message MK1 in the received modi?cation key message seg 
ment MKMS. As indicated above, each of the three modi? 
cation key messages MK1, MK2, and MK3 and the checksum 
message CRC has the format shoWn in FIG. 12, and the 
control of each of the messages is the key control 98 that 
indicates Whether the particular message is a program key 
message, a modi?cation key message, or a checksum mes 

sage. 
[0122] As shoWn in FIG. 20, the Hash value C is applied to 
the EXCLUSIVE OR 236, the Hash value B is applied to the 
EXCLUSIVE OR 238, and the Hash value A is applied to the 
EXCLUSIVE OR 240. The expanded ?xed key C is applied 
to the AES decrypter 242, the expanded ?xed key B is applied 
to the AES decrypter 244, and the expanded ?xed key A is 
applied to the AES decrypter 246. 
[0123] The ?rst 1A of the encrypted modi?cation key mes 
sage MK1 is applied to the AES decrypter 242, the second 1A 








