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New York Times Headlines 

SHUTTLE HUBBLE (Houstom- Arriving for a house call 357 miles above Earth, the 
astronaut: of the space shuttle Endeavor on Saturday reached out with a 

mechanical qrapplinq arm and easily snared the Hubble space telescope and 
prepared to treat the crippled spacecraft in five days of the most 
complex orbital repairs yet attempted. ' 

By John Noble Wilford 

$1.00 2 

HEALTH-ALLIANCE (Weshingtom- If the Clinton health plan becomes law, it will put 

a new institution into the lives of most Americans: the health alliance, Almost 

no other aspect of the plan is so little understood or so radically difterent 

from the status quo. By Robin Toner. 
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GAMBLING (Les Veqesh The newest perspective on the booming national industry 
of legalized gambling is now open for business: tuturistic virtual-reality 
rides to soothe the losers‘ souls, just up the theme perk escalator from 

acres 0! the latest video slot machines. By Francis X. Clines 
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TROUBLED HUBBLE SPACE TELESCOPE 
PULLED IN BY SHUTTLE FOR REPAIRS 
By JOHN NOBLE WILE‘ORD 

The New York Times (Copyright 1993 The New York Times) 

I D 

priority: Urgent 
date: 12-04-93 1.71225’! 
category: Domestic 

subject: BC SHUTTLE HUBBLE ART 

HOUSTON- Arriving tor a house call. at 357 miles above Earth. the astronauts 

of the space shuttle Endeavor reached out Saturday with a mechanical 

grappling arm and easily snared the Hubble telescope. 

The orbital retrieval paves the way for the shuttle's astronauts to treat 

the crippled spacecraft in five days of the most complex orbital repairs 
yet attempted. 

'Houston. Endeavorhas a?irm handshake with Mr. Hubbla’s telescope.‘ col. 

Richard D. Covey e: the Air Force. the shuttle commander, radioed to 

Mission Control in Houston after the robotic arm had grasped the 1.6 
billion telescope. 

The shuttls's successtul rendezvous with the orbiting telescope was the 

irst major step in a mission that could be fateful to both astronomy and 

NASA 

Installing new mirrors to overcome Hubble‘s blurred vision will return the 

telescope to its tull abilities, giving the astronomers a view almost to 

the mice of the universe. And such a highly visible success could boost 
the space agency's reputation at a time it is seeking support for building 

an international space station. 

Once the i2.5-ton telescope was securely berthed in the open cargo bay 

Saturday morning, it was ready for the astronauts to begin the ?rst of 

their five space walks early Sunday morning. 

The schedule calls tor Dr. nusgrave and Dr. Jeffrey A. Hartman to replace 

failed cyroscopes, two electronic control units and some fuses. 

{Bud [WWW] [HE] [Rained] IDs-m] [Save “ml loam‘ In“ wum? lcTu wlndoll 
FIG. 5' 

<I&\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\$I 



Patent Application Publication Mar. 4, 2010 Sheet 6 0f 16 US 2010/0057561 A1 

BUYER MERCHANT PAYMENT 
COMPUTER COMPUTER COMPUTER 

19 "_ User inquiry 

20*‘ Request Advertisemem:(s) 
> 

Retrieve Digital / 21 

/22 Advertisement(s) 
Digital Advertisement(s) I 
‘— 

Dispiay Digital/'23 
Advertisment 

User Requests-"~24 
Purchase 25 

/ 
Purchase Message 

’ 
I 26 

/ 
Construct Payment 27 
Orde r I Payment Or/der 

b 
| 28 

/ 
Authorize Purchase 

Authorization Message I 
4_ 

31 Perform Fullfillnrem: 
Product I 

FIG. 6 

29 



Patent Application Publication Mar. 4, 2010 Sheet 7 0f 16 US 2010/0057561 A1 

BUYER MERCHANT PAYMENT 
COMPUTER COMPUTER COMPUTER 

l 
| Purchase 
1 Message 

I 33 
Construct Missing Payment 
information Request 

Missing Payment \ 
Information Req. 

4 \ l \34 
35 

Query User _for/ 
Payment information 36 

\ Missing Payment / 
Information Message 

+ 37 

l / 
Construct Payment 
Order 38 

‘ Payment Order’ 
—> 

FIG. 7 



Patent Application Publication Mar. 4, 2010 Sheet 8 of 16 US 2010/0057561 A1 

NCSA Mosaic: Document View 

file got/ans Ala w'ga ta Annotate ,qa/p 

DOCUmBnI Title: llelcome to The Information Exchange 1 

Document URL: Ihttp://spa:ca.lca.minodurgificrdlix-Lhcal ' 

Ti es 
:2 

mOlll 

'Welcome to The Information Exchange 

Today's Headlines 

Radio Headlines 

movie review I A 
Query: Q 

3% 
Process p40 

W W W [manual [0pm.] Eu. Am-J ‘Clam! ‘mu Wlndowl [07. Window] 
FIG. 8 



Patent Application Publication Mar. 4, 2010 Sheet 9 0f 16 US 2010/0057561 A1 

NCSA Mosaic: Document View 

file 9pm”: la w'ga ta Amara {a He/p 

Document Title: ‘ Query Results: movie review ' 7 

Document URL: but”/spa:ca-lca-mitedurqmmun-Mai I 

QUERY RESULTS: movie review 

1. Dec. 2 1993 14.32 m lines) sum/46 ' :33 45 _\ 

In ‘A Dangerous women.‘ Debra winger sinks deeply into the drab role of 
Martha Horgan. a sheltered innocent living in a small California town. 

2. Dec. 2 199: no: [60 lines] $1.00 '1‘! 
'Deception' is a fabulously farfetched story about the string of sunrises 
that leads Bessie Faro (Andie HacDowell) all over the world. 

2. Nov. 26 1993 19:43 [49 lines] LL39 ? 
"twenty Bucks‘ tollows a 526 dollar bill. iron the moment it's dispensed by an 

automatic teller machine to its destruction_ months later. Along the way it 
passes through the hands of dozens of indiiiiduals from all walks of life. 

4. Nov. 23 1553 18:46 [48 lines] w 53 
(' A Per?ect world.‘ a drama. is rated PG-13 for language and violence. It 

received 3 and one-half stars out of 4.} 
Clint Eastwood and Kevin Costner represent the best of Hollywood's star: who 

entertain without sacrificing artistic inteqrity. In ‘A Perfect world.‘ their 
reputations remain intact. 

5. Nov. 2: 1.99: 18:16 [53 lines) s1 0 Q2 
(‘GEORGE BALANCHINE'S 'NUTCRACKER." a dance film. is rated 6. It received 2 

stars out o! 4.) 

A straiohttorward record of the annual Christmas show staged by the 
New York City Ballet. 'Georoe Balanchine's 'Nutcracker." would have gone 
directly to TV if not for the participation of 

6. NOV. 23 199: 15:46 [so lines] s1_.og ‘j 
(‘WE'RB BACK! A DINOSAUR'S STORY.‘ an animated feature. is rated G. It received 

2 stars out of 4.) 
Kids won't even understand the best joke in the animated ‘We're Back! A 
Dinosaurs Story.‘ It has to do with a qodliko time- and soace-travelinq 
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A DANGEROUS“ WOMAN‘ 
By JANET MASLIN 

The New York Times (Copyright 1993 The new York Times 

priority: Regular 
date: 12-0263 1.432551‘ 

catagory: Entertainment and culture 
subject: BC WOMEN FILM REVIEW 

In ‘A Dangerous women,‘ Debra Winger sinks deeply into the drab role of 
Martha Horgan, a sheltered innocent living in a small California town 

Characters like Martha havea way of attraitting the storytellers interst at a 
very precise point in their lives. It is the moment just before the 

character's peaceful existence is ruptured by some seismic force like sex 
or death or a symbolic coming of age. ' 

‘A Dangerous women- is soap opera enough to churn up all three. 

with Ms. winger‘s eerily convincing performance at it's centerpiece, the film 
creates a world of sexual chlcanery that would do any television series 
proud. 

Martha is taken care of by aunt Frances (Barbara Hershey), a rich, beautiful 

widow involved in an extramarital affair with a state asaemblyman 

{John Terry). That liaison starts off the film with a suitable bang. as the 
assembly‘: wife (Laurie Metealf) drunkenly drives her car into the widow's 
front porch as a means of registering her irritation. 

Martha. a fragile creature in a girlish nightgown and thick glasses. 

watches this outburst in bewildered horror. But the film intends it as a 

harbringer of Martha's own act of violence. which is already in the 
works and will serve as <lk\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\w 
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DIGITAL ACTIVE ADVERTISING 

[0001] This application is a continuation of US. patent 
application Ser. No. 09/711,511, ?led on Nov. 14, 2000, and 
entitled “Digital Active Advertising,” Which is a continuation 
of US. patent application Ser. No. 09/033,143, ?led on Mar. 
2, 1998, now US. Pat. No. 6,195,649, entitled “Digital Active 
Advertising,” Which is a continuation of US. patent applica 
tion Ser. No. 08/563,745, ?led on Nov. 29, 1995, now US. 
Pat. No. 5,724,424, entitled “Digital Active Advertising,” 
Which is a continuation of US. patent application Ser. No. 
08/168,519, ?led on Dec. 16, 1993, entitled “Digital Active 
Advertising,” the entirety of each of Which is herein incorpo 
rated by reference. 

BACKGROUND 

[0002] The recent rapid groWth of information applications 
on international public packet-sWitched computer networks 
such as the Internet suggests that public computer networks 
have the potential to establish a neW kind of open marketplace 
for goods and services. Such a marketplace could be created 
With a netWork sales system that comprises a plurality of 
buyer and merchant computers, means for the users of the 
buyer computers to display digital advertisements from the 
merchant computers, and means for the users to purchase 
products described by the advertisements. 
[0003] A netWork based sales system Will need to alloW 
users to previeW products at little or no cost, and Will need to 
make a large number of product advertisements available in a 
convenient manner. In addition, the shopping system Will 
need to include easy-to-use facilities for a user to purchase 
desired products using a merchant independent payment 
method. In addition the netWork sales Will need to alloW neW 
buyers and merchants to enter the market. 
[0004] A central requirement for a marketplace is a pay 
ment mechanism, but at present no merchant independent 
payment mechanism is available for computer netWorks that 
permits users to utiliZe conventional ?nancial instruments 
such as credit cards, debit cards, and demand deposit account 
balances. We expect that both retail payment and Wholesale 
payment mechanisms Will be required for netWorks, With 
consumers using the retail mechanism for modest siZe pur 
chases, and institutions using the Wholesale mechanism for 
performing settlement betWeen trading partners. For Wide 
acceptance the retail mechanism Will need to be a logical 
evolution of existing credit-card, debit-card, and Automated 
Clearing House facilities, While for acceptance the Wholesale 
mechanism Will need to be an evolved version of corporate 
electronic funds transfer. 
[0005] These problems of have been approached in the past 
by netWork based sales systems Wherein, for example, each 
merchant maintains an account for each user. A user must 
establish an account With each merchant in advance in order 
to be able to utiliZe the merchant. The prior art netWork based 
sales systems are not designed to alloW users to use their 
existing credit card and demand deposit accounts for pay 
ment, nor are they designed to alloW for programs to be 
included in digital advertisements. 
[0006] According, therefore, it is a primary objective of this 
invention to provide a user interactive netWork sales system in 
Which the user can freely use any merchant of choice and 
utiliZe existing ?nancial instruments for payment. Other 
objects include a netWork sales system Which provides a 
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high-quality user interface, Which provides users With a Wide 
variety and large volume of advertisements, Which is easily 
extensible to neW services, and Which is easily expanded to 
neW applications Within the existing infrastructure of the sys 
tem. 

[0007] Still other objects of the invention are to provide a 
netWork payment system that Will authoriZe payment orders 
and remove part of the risk of fraud from merchants. 
[0008] An unavoidable property of public computer net 
Works is that they are comprised of sWitching, transmission, 
and ho st computer components controlled by many individu 
als and organizations. Thus it is impossible for a netWork 
payment system to depend upon a speci?ed minimum 
required degree of softWare, hardWare, and physical security 
for all of the components in a public netWork. For example, 
secret keys stored in a given user’s personal computer can be 
compromised, sWitches can be tampered With to redirect traf 
?c, and transmission facilities can be intercepted and manipu 
lated. 
[0009] The risk of performing retail payment in a public 
netWork is compounded by statutes that make a payment 
system operator in part liable for the security lapses of its 
users. Existing Federal statutes in the United States, including 
the Electronic Funds Transfer Act and the Consumer Credit 
Protection Act, require the operator of a payment mechanism 
to limit consumer liability in many cases. Payment system 
operators may have other ?duciary responsibilities for Whole 
sale transactions. Similar responsibilities exist in other coun 
tries for retail and Wholesale transactions. 
[0010] In existing credit card payment systems, a credit 
card’s issuing bank takes on the fraud risk associated With 
misuse of the card When a merchant folloWs established card 
acceptance protocols. Acceptance protocols can include veri 
fying a card holder’s signature on the back of their card and 
obtaining authorization for payments over a certain value. 
HoWever, in netWork based commerce a merchant can not 
physically examine a purchasers credit card, and thus the 
fraud risk may revert to the merchant in so called “card not 
present” transactions. Many merchants can not qualify to take 
this risk because of their limited ?nancial resources. Thus the 
invention is important to alloW many merchants to participate 
in netWork based commerce. 

[0011] Other objects of the invention include utiliZing 
existing ?nancial instruments such as credit cards, debit 
cards, and demand deposit accounts for merchant payments. 
[0012] Existing netWork payment systems do not connect 
to the ?nancial system for authoriZation and are not compat 
ible With conventional ?nancial instruments. Existing net 
Work payment systems include the Simple NetWork Payment 
Protocol [Dukach, S., SNPP: A Simple NetWork Payment 
Protocol, MIT Laboratory for Computer Science, Cam 
bridge, Mass., 1993.], Sirbu’s Internet Billing Server [Sirbu, 
M. A., Internet Billing Service Design and Prototype Imple 
mentation, Information NetWorking Program, Carnegie-Mel 
lon University, 1 993], and NetCash [Medvinsy, G., and NeW 
man, B. C., NetCash: A Design for Practical Electronic 
Currency on the Internet, Proc. 1st ACM Conf. on Comp. and 
Comm. Security, November, 1993]. 
[0013] A further object of the invention is to alloW users in 
an untrusted netWork environment to use conventional ?nan 
cial instruments Without requiring modi?cation to existing 
?nancial system netWorks. 
[0014] The folloWing de?nitions apply to the present inven 
tion. A principal is a person, company, institution, or other 
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entity that is authorized to transact business as part of a 
network payment system. A payment order describes the 
identity of a sender, a payment amount, a bene?ciary, and a 
sender unique once. A sender is a principal making a pay 
ment. A bene?ciary is a principal to be paid by the payment 
system. A sender unique nonce is an identi?er that is used 
only once by a given sender. An example of sender unique 
nonces are unique timestamps. An external account is an 
account that can be used to settle a payment order for either a 
sender or a bene?ciary in the external ?nancial system. 
Examples of external accounts include demand deposit 
accounts and credit card accounts. An external device is a 
physical object that is kept in the possession of a user for the 
purpose of identifying the user. 
[0015] A netWork payment system is a service that autho 
rizes and executes digital payment orders that are backed by 
external accounts. A payment system authenticates a payment 
order, checks for suf?cient funds or credit, and then originates 
funds transfer transactions to carry out the payment order. A 
payment system acknoWledges acceptance or rejection of a 
payment order. More than one payment system may exist on 
a given netWork, and a given payment system may operate on 
more than one host to increase its reliability, availability, and 
performance. An authenticator is a digital value that is 
appended to a payment order and becomes part of the pay 
ment order that authenticates the payment order as genuine. 

SUMMARY 

[0016] The invention relates to a netWork sales system for 
enabling users to purchase products using a plurality of buyer 
computers that communicate over a netWork With a plurality 
of merchant computers. Each merchant computer has a data 
base of digital advertisements. Each digital advertisement 
includes a price and a product abstract. Buyer computers 
request, display, and respond to digital advertisements from 
merchant computers. Users can purchase products With their 
buyer computers after they have speci?ed an account to pay 
for the purchase. A netWork payment service is used to autho 
rize the purchase before merchant ful?llment is performed. 
[0017] In a particular aspect of the invention, the merchant 
computer can request account information When it is not 
provided by the buyer computer. In another aspect of the 
invention, the buyer computer can present to a merchant a 
pre-authorized payment order that is obtained from a netWork 
payment system. 
[0018] In another aspect of the invention, an electronic 
sales system contains digital advertisements that include pro 
grams. The programs are executed on behalf of a user by a 
buyer computer, and can lead to a purchase request directed to 
a merchant computer that performs product ful?llment. 
[0019] In another aspect of the invention a netWork pay 
ment system executes payment orders. A payment order 
includes a sender, a bene?ciary, a payment amount, and a 
nonce identi?er. A payment order is signed by a client com 
puter With an authenticator that is checked by the payment 
system. Payment orders are backed by accounts in the bank 
ing system, and are authorized by the netWork payment sys 
tem by sending messages into a ?nancial authorization net 
Work that knoWs the status of these accounts. The payment 
system accomplishes settlement by sending messages into an 
existing ?nancial system netWork. 
[0020] In another aspect, payment orders are authenticated 
based on the delivery address they specify. In another aspect, 
the payment system Will specify in its authorization legal 
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delivery addresses. In another aspect, authenticators for pay 
ment orders are based on one-time transaction identi?ers that 
are knoWn only to the user and the payment system. In another 
aspect, payment orders for a given sender are only accepted 
from certain client computer netWork addresses. In another 
aspect, the netWork payment system sends messages into a 
?nancial authorization system in real-time before the netWork 
payment system Will authorize a payment order. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] Other objects, features, and advantages of the inven 
tion Will appear from the folloWing description taken together 
With the draWings in Which: 
[0022] FIG. 1 is a block diagram of a typical netWork sales 
system in accordance With the invention; 
[0023] FIG. 2 is a screen snapshot of a buyer computer 
display of an overvieW page from a merchant computer; 
[0024] FIG. 3 is a screen snapshot of a buyer computer 
display of a page of digital advertisements from a merchant 
computer; 
[0025] FIG. 4 is a screen snapshot of a buyer computer 
display of an account query page; 
[0026] FIG. 5 is a screen snapshot of a buyer computer 
display of a ful?llment page; 
[0027] FIG. 6 is a How chart illustrating the processing of a 
sale betWeen a buyer computer and a merchant computer; 
[0028] FIG. 7 is a How chart illustrating the alternate pro 
cessing of payment order means for obtaining missing pay 
ment information; 
[0029] FIG. 8 is a screen snapshot of a buyer computer 
display of an overvieW page from a merchant computer that 
contains a query input by the user; 
[0030] FIG. 9 is a screen snapshot of a buyer computer 
display of digital advertisements in response to a user’s query; 
[0031] FIG. 10 is a screen snapshot of a buyer computer 
screen of a purchase con?rmation; 
[0032] FIG. 11 is a screen snapshot of a buyer display of a 
ful?llment page like FIG. 5; 
[0033] FIG. 12 is a How chart illustrating an alternate pro 
cessing of a sale betWeen a buyer computer and a merchant 
computer Where a payment order is pre-authorized; 
[0034] FIG. 13 is a block diagram of a typical netWork 
payment system in accordance With the invention; 
[0035] FIG. 14 is a How chart illustrating the authentica 
tion, authorization, and settlement of a payment order; 
[0036] FIG. 15 is a How chart illustrating an alternate pro 
cessing of the authentication and veri?cation of a payment 
order Where transaction identi?ers are used; and 
[0037] FIG. 16 is a How chart illustrating an alternate pro 
cessing of the authorization of a payment order Where real 
time approval from the ?nancial authorization netWork may 
not be obtained. 

DESCRIPTION OF A PARTICULAR PREFERRED 
EMBODIMENT 

[0038] A netWork sales system 200 as shoWn in FIG. 1 
employs a netWork 67 to interconnect a plurality of buyer 
computers 61 and 62, merchant computers 63 and 64, each 
merchant computer With respective digital advertisement 
databases 65 and 66, and a payment computer 68. A user of 
the system employs a buyer computer to retrieve advertise 
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ments from the merchant computers, and to purchase goods 
of interest. A payment computer is used to authorize a pur 
chase transaction. 
[0039] A digital advertisement includes a product descrip 
tion and a price. In digital advertisement database 65 prices 
and descriptions may be stored separately, and one price may 
apply to many product descriptions. 
[0040] In an alternate embodiment, the netWork sales sys 
tem further includes external devices that are kept in the 
possession of users so that the users can authenticate them 
selves When they use a buyer computer. 
[0041] The software architecture underlying the particular 
preferred embodiment is based upon the hypertext conven 
tions of the World Wide Web. Appendix A describes the 
Hypertext Markup Language (HTML) document format used 
to represent digital advertisements, Appendix B describes the 
HTML forms ?ll out support in Mosaic 2.0, Appendix C is a 
description of the Hypertext Transfer Protocol (HTTP) 
betWeen buyer and merchant computers, and Appendix D 
describes hoW documents are named With Uniform Resource 
Locators (URLs) in the netWork of computers. A document is 
de?ned to be any type of digital data broadly construed, such 
as multimedia documents that include text, audio, and video, 
and documents that contain programs. 
[0042] FIG. 2 shoWs an overvieW screen that has been 
retrieved from a merchant computer by a buyer computer and 
displayed by the buyer computer. It includes links 1, 2, and 3 
that When activated by a user cause the buyer’s computer to 
take speci?ed actions. In the case of link 1, the document 
shoWn in FIG. 3 is retrieved from a merchant computer and 
displayed. In the case of link 2, a short audio segment is 
retrieved from a merchant computer and played. In the case of 
link 3, the query that can be entered into the query dialog box 
4 is sent to a merchant computer, and a document is retrieved 
from the merchant computer and displayed. 
[0043] FIG. 3 shoWs a document that contains three digital 
advertisements. The digital advertisements have been 
retrieved from the merchant computer after the activation of 
link 3. The merchant computer may set the prices contained in 
the advertisements based on the on the identity of the user as 
determined, for example, by the netWork address of the 
requesting buyer computer. The document includes links 5, 6, 
and 7 that are used to purchase the products described by the 
advertisements. For example, if link 5 is activated the missing 
payment information document shoWn in FIG. 4 is retrieved 
from the merchant computer and displayed. 
[0044] FIG. 4 is a missing payment information document 
that is used to gather user account information for the 
requested purchase in an HTML form. Radio buttons 8, 9, 10, 
11, 12 are used to select a means of payment, dialog box 13 is 
used to enter an account number, dialog box 14 is used to enter 
an optional authenticator for the account, purchase button 15 
is used to send the account information to the merchant com 
puter and proceed With the purchase, link 16 is used to abort 
the purchase and return to the document shoWn in FIG. 2, and 
dialog box 17 is used to enter optional user information that is 
associated With the purchase and ultimately used by a ?nan 
cial institution as part of a textual billing identi?er for the 
purchase transaction. If provided, this additional information 
is included in the payment order for the purchase. 
[0045] FIG. 5 is a ful?llment document 18 that is produced 
once valid account information is provided to the missing 
payment information document in FIG. 4 and purchase button 
15 is activated. 
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[0046] FIG. 6 is a ?owchart that more fully describes the 
information How in the purchase transaction shoWn in FIGS. 
2 to 5. An initial user inquiry 19 from activating link 1 results 
in the HTTP request 20 for a speci?c document With a speci 
?ed URL. The URL speci?es the name of the merchant com 
puter. The merchant computer retrieves the document given 
the URL at 21, and returns it to the buyer computer at 22. The 
buyer computer displays the resulting HTML document at 23. 
When the user activates link 5, an HTTP request 25 is sent to 
the merchant computer requesting the document. 

[0047] In an alternate embodiment, document 22 is 
executed at 23 as a program. A program is de?ned as a set of 

instructions that can exhibit conditional behavior based upon 
user actions or the environment of the buyer computer. As is 
knoWn to those skilled in the art, there are many techniques 
for representing programs as data. The program can be inter 
preted or it can be directly executed by the buyer computer. 
The program When executed Will cause the buyer computer to 
interact With the user leading to the user purchase request 24, 
and the purchase message 25. 

[0048] The merchant computer then attempts to construct a 
payment order at 26 using the information it has gathered 
about the user. The buyer computer may have previously 
supplied certain credentials using ?ll out forms or other 
account identi?cation means such as providing the netWork 
address of the buyer computer in the normal course of com 
munication. If the buyer computer is able to construct a com 
plete payment order at 26 the payment order is sent to a 
payment computer for authoriZation at 27. If a payment order 
can be constructed, processing continues at 28. 

[0049] Alternatively, the buyer computer may construct the 
payment order at 24 and send it to the merchant computer at 
25. In this case, the payment order assembly steps at 26, at the 
merchant computer, may only need to forWard the payment 
order from the buyer computer. 
[0050] A payment order includes user account information, 
merchant account information, an amount, and a nonce iden 
ti?er that has not been previously used for the same user 
account. Variations of payment orders can be constructed, 
including payment orders that specify user or merchant iden 
ti?ers in place of account information, payment orders that 
specify a valid time period, payment orders that specify for 
eign currencies, and payment orders that include comment 
strings. Part of the process of constructing a payment order is 
creating a corresponding authenticator using one of the 
authenticator methods described beloW. 

[0051] In the illustrated embodiment of FIGS. 3 and 4, the 
merchant computer does not have suf?cient information to 
construct a payment order at 26 and thus at 33 (FIG. 7) 
constructs and returns a missing payment information docu 
ment in response to request 25. Operation 33 includes in the 
constructed document appropriate form ?elds based on What 
information the merchant computer has already collected 
from the user. The document is returned to the buyer com 
puter at 34 and is displayed at 35. When the user presses the 
purchase button 15, the contents of the form are transmitted to 
the merchant computer, at 36, to a speci?c URL name, using 
an HTTP request. Based on the supplied form ?elds, the 
merchant computer constructs a complete payment order. 
Alternatively, the buyer computer may construct the payment 
order at 35 and send it to the merchant computer as part of step 
36. In this case, the payment order assembly steps 37 at the 










