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(57) ABSTRACT 

The invention provides for tamper detection line circuitry for 
an authentication integrated circuit for use in authenticating 
an integrated circuit. The tamper detection line circuitry 
includes a source of pseudo-random bits, and an XOR gate 
With tWo inputs and an output in signal communication With 
?ash memory erase and reset circuits, Where a complete era 
sure is triggered by a 0 from the XOR gate. The circuitry also 
includes ?rst and second paths arranging the source and XOR 
gate in signal communication With each other, the ?rst path 
connected to one input of the XOR gate and the second path 
having an inverter and connected to a second input of the 
XOR gate. Also included are a number of triggers connected 
to the respective paths, each trigger con?gured to detect a 
physical attack on the authentication integrated circuit. 
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TAMPER DETECTION LINE CIRCUITRY 
FOR AN AUTHENTICATION INTEGRATED 

CIRCUIT 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation application of 
US. Ser. No. 10/902,883 ?led on Aug. 2, 2004, Which is a 
continuation application of US. Ser. No. 09/505,147, ?led on 
Feb. 15, 2000, noW Issued US. Pat. No. 6,816,968, Which is 
a continuation of and claims the bene?t of US. application 
Ser. No. 09/113,223 ?led on Jul. 10, 1998, noW Issued US. 
Pat. No. 6,442,525, the entire contents of Which are herein 
incorporated by reference. 

TECHNICAL FIELD 

[0002] This invention concerns a consumable authentica 
tion protocol for validating the existence of an untrusted 
authentication chip, as Well as ensuring that the authentica 
tion chip lasts only as long as the consumable. In a further 
aspect it concerns a consumable authentication system for the 
protocol. In this invention We are concerned not only With 
validating that an authentication chip is present, but Writes 
and reads of the authentication chip’s memory space must be 
authenticated as Well. 

BACKGROUND ART 

1 Introduction 

[0003] Manufacturers of systems that require consumables, 
such as a laser printer that requires toner cartridges, have 
struggled With the problem of authenticating consumables, to 
varying levels of success. Most have resorted to specialiZed 
packaging. HoWever this does not stop home re?ll operations 
or clone manufacture. The prevention of copying is important 
for tWo reasons: 

[0004] To protect revenues 
[0005] To prevent poorly manufactured substitute con 

sumables from damaging the base system. 
[0006] For example, poorly ?ltered ink may clog print 
noZZles in an ink jet printer. 

2 Scope 

[0007] Authentication is an extremely large and constantly 
groWing ?eld. This invention is concerned With authenticat 
ing consumables. In most cases, there is no reason to prohibit 
the use of consumables in a third party product. 
[0008] The invention concerns an authentication chip that 
contains an authentication code and circuit specially designed 
to prevent copying. The chip is manufactured using the stan 
dard Flash memory manufacturing process, and is loW cost 
enough to be included in consumables such as ink and toner 
cartridges. 
[0009] Once programmed, the authentication chips are 
compliant With the NSA export guidelines since they do not 
constitute an encryption device. They can therefore be prac 
tically manufactured in the USA (and exported) or anyWhere 
else in the World. 

3 Concepts and Terms 

[0010] This part discusses terms and concepts that are 
referred to throughout the remainder of the document. 
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3 .1 Symbolic Nomenclature 

[0011] The folloWing symbolic nomenclature is used 
throughout this document: 

TABLE 1 

Summag of Symbolic Nomenclature 

Symbol Description 

F[X] Function F, taking a single parameter X 
F[X, Y] Function F, taking tWo parameters, X andY 
X lY X concatenated With Y 
X /\Y BitWise X AND Y 
X V Y BitWise X ORY (inclusive-OR) 
X 69 Y BitWise X XORY (exclusive-OR) 
-'X BitWise NOT X (complement) 
X <— Y X is assigned the valueY 
X <— {Y, Z} The domain ofassignment inputs to X is Y and Z 
X=Y Xis equal toY 
X == Y X is not equal to Y 
UX Decrement X by 1 (floor 0) 
0X Increment X by 1 (modulo register length) 
Erase X Erase Flash memory register X 
SetBits[X, Y] Set the bits ofthe Flash memory register X based 

on Y 

Z <— ShiftRight[X, Shift register X right one bit position, taking input 
Y] bit fromY and placing the output bit in Z 

3.2 Basic Terms 

[0012] A message, denoted by M, is plaintext. The process 
of transforming M into cipher‘text C, Where the substance of 
M is hidden, is called encryption. The process of transforming 
C back into M is called decryption. Referring to the encryp 
tion function as E, and the decryption function as D, We have 
the folloWing identities: 

[0013] 
:M 

Therefore the folloWing identity is true: D[E[M]] 

3 .3 Symmetric Cryptography 

[0014] A symmetric encryption algorithm is one Where: 
[0015] the encryption function E relies on key K1, 
[0016] the decryption function D relies on key K2, 
[0017] K2 can be derived from K1, and 
[0018] K1 can be derived from K2. 

[0019] In most symmetric algorithms, Kl equals K2. HoW 
ever, even if Kl does not equal K2, given that one key can be 
derived from the other, a single key K can su?ice for the 
mathematical de?nition. Thus: 

[0020] The security of these algorithms rests very much in 
the key K. Knowledge of K alloWs anyone to encrypt or 
decrypt. Consequently K must remain a secret for the dura 
tion of the value of M. For example, M may be a Wartime 
message “My current position is grid position 123-456”. 
Once the War is over the value of M is greatly reduced, and if 
K is made public, the knoWledge of the combat unit’s position 
may be of no relevance Whatsoever. Of course if it is politi 
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cally sensitive for the combat unit’s position to be known even 
after the War, K may have to remain secret for a very long 
time. 
[0021] An enormous variety of symmetric algorithms exist, 
from the textbooks of ancient history through to sophisticated 
modem algorithms. Many of these are insecure, in that mod 
ern cryptanalysis techniques (see Section 3.8) can success 
fully attack the algorithm to the extent that K can be derived. 
[0022] The security of the particular symmetric algorithm 
is a function of tWo things: the strength of the algorithm and 
the length of the key [78]. 
[0023] The strength of an algorithm is di?icult to quantify, 
relying on its resistance to cryptographic attacks (see Section 
3 .8). In addition, the longer that an algorithm has remained in 
the public eye, and yet remained unbroken in the midst of 
intense scrutiny, the more secure the algorithm is likely to be. 
By contrast, a secret algorithm that has not been scrutinized 
by cryptographic experts is unlikely to be secure. 
[0024] Even if the algorithm is “perfectly” strong (the only 
Way to break it is to try every keyisee Section 3.8.1.5), 
eventually the right key Will be found. HoWever, the more 
keys there are, the more keys have to be tried. If there are N 
keys, it Will take a maximum of N tries. If the key is N bits 
long, it Will take a maximum of 2N tries, With a 50% chance of 
?nding the key after only half the attempts (2N_1). The longer 
N becomes, the longer it Will take to ?nd the key, and hence 
the more secure it is. What makes a good key length depends 
on the value of the secret and the time for Which the secret 
must remain secret as Well as available computing resources. 

[0025] In 1996, an ad hoc group of World-renoWned cryp 
tographers and computer scientists released a report [9] 
describing minimal key lengths for symmetric ciphers to 
provide adequate commercial security. They suggest an abso 
lute minimum key length of 90 bits in order to protect data for 
20 years, and stress that increasingly, as cryptosystems suc 
cumb to smarter attacks than brute-force key search, even 
more bits may be required to account for future surprises in 
cryptanalysis techniques. 
[0026] We Will ignore most historical symmetric algo 
rithms on the grounds that they are insecure, especially given 
modern computing technology. Instead, We Will discuss the 
folloWing algorithms: 

[0027] DES 
[0028] BloW?sh 
[0029] RC5 
[0030] IDEA 

3.3.1 DES 

[0031] DES (Data Encryption Standard) [26] is a US and 
international standard, Where the same key is used to encrypt 
and decrypt. The key length is 56 bits. It has been imple 
mented in hardWare and softWare, although the original 
design Was for hardWare only. The original algorithm used in 
DES Was patented in 1976 (US. Pat. No. 3,962,539) and has 
since expired. 
[0032] During the design of DES, the NSA (National Secu 
rity Agency) provided secret S-boxes to perform the key 
dependent nonlinear transformations of the data block. After 
differential cryptanalysis Was discovered outside the NSA, it 
Was revealed that the DES S-boxes Were speci?cally designed 
to be resistant to differential cryptanalysis. 
[0033] As described in [92], using 1993 technology, a 
56-bit DES key can be recovered by a custom-designed $1 
million machine performing a brute force attack in only 35 
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minutes. For $10 million, the key can be recovered in only 3 .5 
minutes. DES is clearly not secure noW, and Will become less 
so in the future. 

[0034] A variant of DES, called triple-DES is more secure, 
but requires 3 keys: K1, K2, and K3. The keys are used in the 
folloWing manner: 

[0035] The main advantage of triple-DES is that existing 
DES implementations can be used to give more security than 
single key DES. Speci?cally, triple-DES gives protection of 
equivalent key length of 112 bits [78]. Triple-DES does not 
give the equivalent protection of a 168-bit key (3x56) as one 
might naively expect. 
[0036] Equipment that performs triple-DES decoding and/ 
or encoding cannot be exported from the United States. 

3.3.2 BloW?sh 

[0037] BloW?sh is a symmetric block cipher ?rst presented 
by Schneier in 1994 [76]. It takes a variable length key, from 
32 bits to 448 bits, is unpatented, and is both license and 
royalty free. In addition, it is much faster than DES. 
[0038] The BloW?sh algorithm consists of tWo parts: a key 
expansion part and a data-encryption part. Key expansion 
converts a key of at most 448 bits into several subkey arrays 
totaling 4168 bytes. Data encryption occurs via a 16-round 
Feistel netWork. All operations are XORs and additions on 
32-bit Words, With four index array lookups per round. 
[0039] It should be noted that decryption is the same as 
encryption except that the subkey arrays are used in the 
reverse order. Complexity of implementation is therefore 
reduced compared to other algorithms that do not have such 
symmetry. 
[0040] [77] describes the published attacks Which have 
been mounted on BloW?sh, although the algorithm remains 
secure as of February 1998[79]. The major ?nding With these 
attacks has been the discovery of certain Weak keys. These 
Weak keys can be tested for during key generation. For more 
information, refer to [77] and [79]. 

3.3.3 RC5 

[0041] Designed by Ron Rivest in 1995, RC5 [74] has a 
variable block siZe, key siZe, and number of rounds. Typi 
cally, hoWever, it uses a 64-bit block siZe and a 128-bit key. 

[0042] The RC5 algorithm consists of tWo parts: a key 
expansion part and a data-encryption part. Key expansion 
converts a key into 2r+2 subkeys (Where r?he number of 
rounds), each subkey being W bits. For a 64-bit blocksiZe With 
16 rounds (W:32, 1:16), the subkey arrays total 136 bytes. 
Data encryption uses addition mod 2W, XOR and bitWise 
rotation. 

[0043] An initial examination by Kaliski andYin [43] sug 
gested that standard linear and differential cryptanalysis 
appeared impractical for the 64-bit blocksiZe version of the 
algorithm. Their differential attacks on 9 and 12 round RC5 
require 245 and 262 chosen plaintexts respectively, While the 
linear attacks on 4, 5, and 6 round RC5 requires 237, 247 and 
257 knoWn plaintexts). These tWo attacks are independent of 
key siZe. 
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[0044] More recently however, Knudsen and Meier [47] 
described a new type of differential attack on RC5 that 
improved the earlier results by a factor of 128, showing that 
RC5 has certain weak keys. 
[0045] RC5 is protected by multiple patents owned by RSA 
Laboratories. A license must be obtained to use it. 

3.3.4 IDEA 

[0046] Developed in 1990 by Lai and Massey [53], the ?rst 
incarnation of the IDEA cipher was called PES. After differ 
ential cryptanalysis was discovered by Biham and Shamir in 
1991, the algorithm was strengthened, with the result being 
published in 1992 as IDEA [52]. 
[0047] IDEA uses 128-bit keys to operate on 64-bit plain 
text blocks. The same algorithm is used for encryption and 
decryption. It is generally regarded as the most secure block 
algorithm available today [78][56]. 
[0048] The biggest drawback of IDEA is the fact that it is 
patented (US. Pat. No. 5,214,703, issued in 1993), and a 
license must be obtained from Ascom Tech AG (Bern) to use 
it. 

3 .4 Asymmetric Cryptography 

[0049] An asymmetric encryption algorithm is one where: 
[0050] the encryption function E relies on key K1, 
[0051] the decryption function D relies on key K2, 
[0052] K2 cannot be derived from K1 in a reasonable 
amount of time, and 

[0053] K1 cannot be derived from K2 in a reasonable 
amount of time. 

[0054] Thus: 
[0055] EKl[M]:C 
[0056] DK2[C]:M 

[0057] These algorithms are also called public-key because 
one key Kl can be made public. Thus anyone can encrypt a 
message (using K1) but only the person with the correspond 
ing decryption key (K2) can decrypt and thus read the mes 
sage. 

[0058] In most cases, the following identity also holds: 

DKl ICIIM 

[0059] This identity is very important because it implies 
that anyone with the public key Kl can see M and know that 
it came from the owner of K2. No-one else could have gen 
erated C because to do so would imply knowledge of K2. This 
gives rise to a different application, unrelated to encryptioni 
digital signatures. 
[0060] The property of not being able to derive Kl from K2 
and vice versa in a reasonable time is of course clouded by the 
concept of reasonable time. What has been demonstrated time 
after time, is that a calculation that was thought to require a 
long time has been made possible by the introduction of faster 
computers, new algorithms etc. The security of asymmetric 
algorithms is based on the dif?culty of one of two problems: 
factoring large numbers (more speci?cally large numbers that 
are the product of two large primes), and the dif?culty of 
calculating discrete logarithms in a ?nite ?eld. Factoring 
large numbers is conjectured to be a hard problem given 
today’s understanding of mathematics. The problem how 
ever, is that factoring is getting easier much faster than antici 
pated. Ron Rivest in 1977 said that factoring a 125-digit 
number would take 40 quadrillion years [30]. In 1994 a 129 
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digit number was factored [3]. According to Schneier, you 
need a 1024-bit number to get the level of security today that 
you got from a 512-bit number inthe 1980s [78]. Ifthe key is 
to last for some years then 1024 bits may not even be enough. 
Rivest revised his key length estimates in 1990: he suggests 
1628 bits for high security lasting until 2005, and 1884 bits 
for high security lasting until 2015[69]. Schneier suggests 
2048 bits are required in order to protect against corporations 
and governments until 2015[80]. 
[0061] Public key cryptography was invented in 1976 by 
Dif?e and Hellman [15][16], and independently by Merkle 
[57]. Although Di?ie, Hellman and Merkle patented the con 
cepts (US. Pat. Nos. 4,200,770 and 4,218,582), these patents 
expired in 1997. 
[0062] A number of public key cryptographic algorithms 
exist. Most are impractical to implement, and many generate 
a very large C for a given M or require enormous keys. Still 
others, while secure, are far too slow to be practical for several 
years. Because of this, many public key systems are 
hybridia public key mechanism is used to transmit a sym 
metric session key, and then the session key is used for the 
actual messages. 
[0063] All of the algorithms have a problem in terms of key 
selection. A random number is simply not secure enough. The 
two large primes p and q must be chosen carefullyithere are 
certain weak combinations that can be factored more easily 
(some of the weak keys can be tested for). But nonetheless, 
key selection is not a simple matter of randomly selecting 
1024 bits for example. Consequently the key selection pro 
cess must also be secure. 

[0064] Of the practical algorithms in use under public scru 
tiny, the following are discussed: 

[0065] RSA 
[0066] DSA 
[0067] ElGamal 

3.4.1 RSA 

[0068] The RSA cryptosystem [75], named after Rivest, 
Shamir, and Adleman, is the most widely used public key 
cryptosystem, and is a de facto standard in much of the world 

[78]. 
[0069] The security of RSA depends on the conjectured 
dif?culty of factoring large numbers that are the product of 
two primes (p and q). There are a number of restrictions on the 
generation of p and q. They should both be large, with a 
similar number of bits, yet not be close to one another (oth 
erwise pIqQ/pq). In addition, many authors have suggested 
that p and q should be strong primes [56]. The Hellman-Bach 
patent (US. Pat. No. 4,633,036) covers a method for gener 
ating strong RSA primes p and q such that nrpq and factoring 
n is believed to be computationally infeasible. 
[0070] The RSA algorithm patent was issued in 1983 (US. 
Pat. No. 4,405,829). The patent expires on Sep. 20, 2000. 

3.4.2 DSA 

[0071] DSA (Digital Signature Algorithm) is an algorithm 
designed as part of the Digital Signature Standard (DSS) [29] . 
As de?ned, it cannot be used for generaliZed encryption. In 
addition, compared to RSA, DSA is 10 to 40 times slower for 
signature veri?cation [40]. DSA explicitly uses the SHA-l 
hashing algorithm (see Section 3.6.3.3). 
[0072] DSA key generation relies on ?nding two primes p 
and q such that q divides p-1. According to Schneier [78], a 
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1024-bitp value is required for long term DSA security. How 
ever the DSA standard [29] does not permit values of p larger 
than 1024 bits (p must also be a multiple of 64 bits). 
[0073] The US Government owns the DSA algorithm and 
has at least one relevant patent (US. Pat. No. 5,231,688 
granted in 1993). However, according to NIST [61]: 

[0074] “The DSA patent and any foreign counterparts 
that may issue are available for use without any written 
permission from or any payment of royalties to the US. 
government.” 

[0075] In a much stronger declaration, NIST states in the 
same document [61] that DSA does not infringe third party’s 
rights: 

[0076] “NIST reviewed all of the asserted patents and 
concluded that none of them would be infringed by DSS. 
Extra protection will be written into the PK1 pilot 
project that will prevent an organiZation or individual 
from suing anyone except the governmentfor patent 
infringement during the course of the project.” 

[0077] It must however, be noted that the Schnorr authen 
tication algorithm [81] (US. Pat. No. 4,995,082) patent 
holder claims that DSA infringes his patent. The Schnorr 
patent is not due to expire until 2008. 

3.4.3 ElGamal 

[0078] The ElGamal scheme [22][23] is used for both 
encryption and digital signatures. The security is based on the 
conjectured dif?culty of calculating discrete logarithms in a 
?nite ?eld. 
[0079] Key selection involves the selection of a prime p, 
and two random numbers g and x such that both g and x are 
less than p. Then calculate y:gx mod p. The public key is y, g, 
and p. The private key is x. 
[0080] ElGamal is unpatented. Although it uses the pat 
ented Dif?e-Hellman public key algorithm [15][16], those 
patents expired in 1997. ElGamal public key encryption and 
digital signatures can now be safely used without infringing 
third party patents. 

3.5 Cryptographic Challenge-Response Protocols and Zero 
Knowledge Proofs 

[0081] The general principle of a challenge-response pro 
tocol is to provide identity authentication. The simplest form 
of challenge-response takes the form of a secret password. A 
asks B for the secret password, and if B responds with the 
correct password, A declares B authentic. 
[0082] There are three main problems with this kind of 
simplistic protocol. Firstly, once B has responded with the 
password, any observer C will know what the password is. 
Secondly, A must know the password in order to verify it. 
Thirdly, if C impersonates A, then B will give the password to 
C (thinking C was A), thus compromising the password. 
[0083] Using a copyright text (such as a haiku) as the pass 
word is not suf?cient, because we are assuming that anyone is 
able to copy the password (for example in a country where 
intellectual property is not respected). 
[0084] The idea of cryptographic challenge-response pro 
tocols is that one entity (the claimant) proves its identity to 
another (the veri?er) by demonstrating knowledge of a secret 
known to be associated with that entity, without revealing the 
secret itselfto the veri?er during the protocol [56]. In the 
generaliZed case of cryptographic challenge-response proto 
cols, with some schemes the veri?er knows the secret, while 
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in others the secret is not even known by the veri?er. A good 
overview of these protocols can be found in [25], [78], and 
[56]. 
[0085] Since this document speci?cally concerns Authen 
tication, the actual cryptographic challenge-response proto 
cols used for authentication are detailed in the appropriate 
sections. However the concept of Zero Knowledge Proofs 
bears mentioning here. 
[0086] The Zero Knowledge Proof protocol, ?rst described 
by Feige, Fiat and Shamir in [24] is extensively used in Smart 
Cards for the purpose of authentication [34][36][67]. The 
protocol’s effectiveness is based on the assumption that it is 
computationally infeasible to compute square roots modulo a 
large composite integer with unknown factorization. This is 
provably equivalent to the assumption that factoring large 
integers is dif?cult. 
[0087] It should be noted that there is no need for the 
claimant to have signi?cant computing power. Smart cards 
implement this kind of authentication using only a few 
modulo multiplications [34] [36]. 
[0088] Finally, it should be noted that the Zero Knowledge 
Proof protocol is patented [82] (US. Pat. No. 4,748,668, 
issued May 31, 1988). 

3.6 One-Way Functions 

[0089] A one-way function F operates on an input X, and 
returns F[X] such that X cannot be determined from F[X]. 
When there is no restriction on the format of X, and F[X] 
contains fewer bits than X, then collisions must exist. A 
collision is de?ned as two different X input values producing 
the same F[X] valueiie. X 1 and X2 exist such thatXl #XZ yet 
FIXJIFIXZI 
[0090] When X contains more bits than F[X], the input 
must be compressed in some way to create the output. In 
many cases, X is broken into blocks of a particular siZe, and 
compressed over a number of rounds, with the output of one 
round being the input to the next. The output of the hash 
function is the last output once X has been consumed. A 
pseudo-collision of the compression function CF is de?ned as 
two different initial values V1 and V2 and two inputs X1 and 
X2 (possibly identical) are given such that CF(V 1, Xl):CF 
(V 2, X2). Note that the existence of a pseudo-collision does 
not mean that it is easy to compute an X2 for a given X1. 

[0091] We are only interested in one-way functions that are 
fast to compute. In addition, we are only interested in deter 
ministic one-way functions that are repeatable in different 
implementations. Consider an example F where F[X] is the 
time between calls to F. For a given F[X] X cannot be deter 
mined because X is not even used by F. However the output 
from F will be different for different implementations. This 
kind of F is therefore not of interest. 

[0092] In the scope of this document, we are interested in 
the following forms of one-way functions: 

[0093] Encryption using an unknown key 
[0094] Random number sequences 
[0095] Hash Functions 
[0096] Message Authentication Codes 

3.6.1 Encryption Using an Unknown Key 

[0097] When a message is encryptedusing an unknown key 
K, the encryption function E is effectively one-way. Without 
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the key K, it is computationally infeasible to obtain M from 
E K[M] . An encryption function is only one-Way for as long as 
the key remains hidden. 
[0098] An encryption algorithm does not create collisions, 
since E creates E K[M] such that it is possible to reconstruct M 
using function D. Consequently F[X] contains at least as 
many bits as X (no information is lost) if the one-Way function 
F is E. 
[0099] Symmetric encryption algorithms (see Section 3.3) 
have the advantage over asymmetric algorithms (see Section 
3 .4) for producing one-Way functions based on encryption for 
the folloWing reasons: 

[0100] The key for a given strength encryption algorithm 
is shorter for a symmetric algorithm than an asymmetric 
algorithm 

[0101] Symmetric algorithms are faster to compute and 
require less softWare or silicon 

[0102] Note hoWever, that the selection of a good key 
depends on the encryption algorithm chosen. Certain keys are 
not strong for particular encryption algorithms, so any key 
needs to be tested for strength. The more tests that need to be 
performed for key selection, the less likely the key Will 
remain hidden. 

3.6.2 Random Number Sequences 

[0103] Consider a random number sequence R0, R1, . . . , Ri, 

Rl-+1 . We de?ne the one-Way function P such that F[X] returns 
the X” random number in the random sequence. However We 
must ensure that F[X] is repeatable for a given X on different 
implementations. The random number sequence therefore 
cannot be truly random. Instead, it must be pseudo-random, 
With the generator making use of a speci?c seed. 
[0104] There are a large number of issues concerned With 
de?ning good random number generators. Knuth, in [48] 
describes What makes a generator “good” (including statisti 
cal tests), and the general problems associated With construct 
ing them. Moreau gives a high level survey of the current state 
of the ?eld in [60]. 
[0105] The majority of random number generators produce 
the ith random number from the i-l’h stateithe only Way to 
determine the ith number is to iterate from the 0”’ number to 
the it)’. If i is large, it may not be practical to Wait for i 
iterations. 
[0106] HoWever there is a type of random number genera 
tor that does alloW random access. In [10], Blum, Blum and 
Shub de?ne the ideal generator as folloWs: “ . . . We Would like 

a pseudo-random sequence generator to quickly produce, 
from short seeds, long sequences (of bits) that appear in every 
Way to be generated by successive ?ips of a fair coin”. They 
de?ned the X2 mod n generator [10], more commonly 
referred to as the BBS generator. They shoWed that given 
certain assumptions upon Which modern cryptography relies, 
a BBS generator passes extremely stringent statistical tests. 
[0107] The BBS generator relies on selecting n Which is a 
Blum integer (nrpq Where p and q are large prime numbers, 
p#q, p mod 4:3, and q mod 4:3). The initial state of the 
generator is given by xO Where xoqz mod n, and x is a random 
integer relatively prime to n. The ith pseudo-random bit is the 
least signi?cant bit of xi Where: 

[0108] As an extra property, knoWledge of p and q alloWs a 
direct calculation of the ith number in the sequence as folloWs: 
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[0109] Without knoWledge of p and q, the generator must 
iterate (the security of calculation relies on the conjectured 
dif?culty of factoring large numbers). 
[0110] When ?rst de?ned, the primary problem With the 
BBS generator Was the amount of Work required for a single 
output bit. The algorithm Was considered too sloW for most 
applications. HoWever the advent of Montgomery reduction 
arithmetic [58] has given rise to more practical implementa 
tions, such as [59]. In addition, VaZirani and VaZirani have 
shoWn in [90] that depending on the siZe of n, more bits can 
safely be taken from xi Without compromising the security of 
the generator. 
[0111] Assuming We only take 1 bit per xi, N bits (and 
hence N iterations of the bit generator function) are needed in 
order to generate an N-bit random number. To the outside 
observer, given a particular set of bits, there is no Way to 
determine the next bit other than a 50/50 probability. If the x, 
p and q are hidden, they act as a key, and it is computationally 
infeasible to take an output bit stream and compute x, p, and 
q. It is also computationally infeasible to determine the value 
of i used to generate a given set of pseudo-random bits. This 
last feature makes the generator one-Way. Different values of 
i can produce identical bit sequences of a given length (eg 32 
bits of random bits). Even if x, p and q are knoWn, for a given 
F[i], i can only be derived as a set of possibilities, not as a 
certain value (of course if the domain of i is knoWn, then the 
set of possibilities is reduced further). 
[0112] HoWever, there are problems in selecting a good p 
and q, and a good seed x. In particular, Ritter in [68] describes 
a problem in selecting x. The nature of the problem is that a 
BBS generator does not create a single cycle of knoWn length. 
Instead, it creates cycles of various lengths, including degen 
erate (Zero-length) cycles. Thus a BBS generator cannot be 
initialiZed With a random stateiit might be on a short cycle. 
Speci?c algorithms exist in section 9 of [10] to determine the 
length of the period for a given seed given certain strenuous 
conditions for n. 

3.6.3 Hash Functions 

[0113] Special one-Way functions, knoWn as Hash func 
tions, map arbitrary length messages to ?xed-length hash 
values. Hash functions are referred to as H[M]. Since the 
input is of arbitrary length, a hash function has a compression 
component in order to produce a ?xed length output. Hash 
functions also have an obfuscation component in order to 
make it dif?cult to ?nd collisions and to determine informa 
tion about M from H[M]. 
[0114] Because collisions do exist, most applications 
require that the hash algorithm is preimage resistant, in that 
for a given X 1 it is di?icult to ?nd X2 such that H[Xl]:H[X2]. 
In addition, most applications also require the hash algorithm 
to be collision resistant (i.e. it should be hard to ?nd tWo 
messages X1 and X2 such that H[Xl]:H[X2]). HoWever, as 
described in [20], it is an open problem Whether a collision 
resistant hash function, in the ideal sense, can exist at all. 
[0115] The primary application for hash functions is in the 
reduction of an input message into a digital “?ngerprint” 
before the application of a digital signature algorithm. One 
problem of collisions With digital signatures can be seen in the 
folloWing example. 

[0116] Ahas a long message M1 that says “I oWe B $10”. 
A signs H[Ml] using his private key. B, being greedy, 
then searches for a collision message M2 Where H[M2] 
:H[Ml] but Where M2 is favorable to B, for example “I 
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oWe B $1 million”. Clearly it is in A’s interest to ensure 
that it is dif?cult to ?nd such an M2. 

[0117] Examples of collision resistant one-Way hash func 
tions are SHA-1[28], MD5 [73] and RIPEMD-160[66], all 
derived from MD4 [70] [72]. 

3.6.3.1 MD4 

[0118] Ron Rivest introduced MD4 [70] [72] in 1990. It is 
only mentioned here because all other one-Way hash func 
tions are derived in some Way from MD4. 

[0119] MD4 is noW considered completely broken [18][19] 
in that collisions can be calculated instead of searched for. In 
the example above, B could trivially generate a substitute 
message M2 With the same hash value as the original message 

M1. 

3.6.3.2 MD5 

[0120] Ron Rivest introduced MD5 [73] in 1991 as a more 
secure MD4. Like MD4, MD5 produces a 128-bit hash value. 
MD5 is not patented [80]. 
[0121] Dobbertin describes the status of MD5 after recent 
attacks [20]. He describes hoW pseudo-collisions have been 
found in MD5, indicating a Weakness in the compression 
function, and more recently, collisions have been found. This 
means that MD5 should not be used for compression in digital 
signature schemes Where the existence of collisions may have 
dire consequences. HoWever MD5 can still be used as a 
one-Way function. In addition, the HMAC-MDS construct 
(see Section 3.6.4.1) is not affected by these recent attacks. 

3.6.3.3 SHA-1 

[0122] SHA-1[28] is very similar to MD5, but has a 160-bit 
hash value (MD5 only has 128 bits of hash value). SHA-1 Was 
designed and introduced by the NIST and NSA for use in the 
Digital Signature Standard (DSS). The original published 
description Was called SHA [27], but very soon afterWards, 
Was revised to become SHA-1 [28], supposedly to correct a 
security ?aW in SHA (although the NSA has not released the 
mathematical reasoning behind the change). 
[0123] There are no knoWn cryptographic attacks against 
SHA-1 [78]. It is also more resistant to brute force attacks than 
MD4 or MD5 simply because of the longer hash result. 
[0124] The US Government oWns the SHA-1 and DSA 
algorithms (a digital signature authentication algorithm 
de?ned as part of DSS [29]) and has at least one relevant 
patent (US. Pat. No. 5,231,688 granted in 1993). HoWever, 
according to NIST [61]: 

[0125] “The DSA patent and any foreign counterparts 
that may issue are available for use Without any Written 
permission from or any payment of royalties to the US. 
government.” 

[0126] In a much stronger declaration, NIST states in the 
same document [61] that DSA and SHA-1 do not infringe 
third party’s rights: 

[0127] “NIST revieWed all of the asserted patents and 
concluded that none of them Would be infringed by DSS. 
Extra protection Will be Written into the PKI pilot 
project that Will prevent an organiZation or individual 
from suing anyone except the government for patent 
infringement during the course of the project.” 

[0128] It must hoWever, be noted that the Schnorr authen 
tication algorithm [81] (US. Pat. No. 4,995,082) patent 
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holder claims that DSA infringes his patent. The Schnorr 
patent is not due to expire until 2008. Fortunately this does not 
affect SHA-1. 

3.6.3.4 RIPEMD-160 

[0129] RIPEMD-160 [66] is a hash function derived from 
its predecessor RIPEMD [11] (developed for the European 
Community’s RIPE project in 1992). As its name suggests, 
RIPEMD-160 produces a 160-bit hash result. Tuned for soft 
Ware implementations on 32-bit architectures, RIPEMD-160 
is intended to provide a high level of security for 10 years or 
more. 

[0130] Although there have been no successful attacks on 
RIPEMD-160, it is comparatively neW and has not been 
extensively cryptanalyZed. The original RIPEMD algorithm 
[1 1] Was speci?cally designed to resist knoWn cryptographic 
attacks on MD4. The recent attacks on MD5 (detailed in [20]) 
shoWed similar Weaknesses in the RIPEMD 128-bit hash 
function. Although the attacks shoWed only theoretical Weak 
nesses, Dobbertin, Preneel and Bosselaers further strength 
ened RIPEMD into a neW algorithm RIPEMD-160. 

[0131] RIPEMD-160 is in the public domain, and requires 
no licensing or royalty payments. 

3.6.4 Message Authentication Codes 

[0132] The problem of message authentication can be 
summed up as folloWs: 

[0133] HoW can A be sure that a message supposedly 
from B is in fact from B? 

[0134] Message authentication is different from entity 
authentication (described in the section on cryptographic 
challenge-response protocols). With entity authentication, 
one entity (the claimant) proves its identity to another (the 
veri?er). With message authentication, We are concerned 
With making sure that a given message is from Who We think 
it is from i.e. it has not been tampered With en route from the 
source to its destination. While this section has a brief over 

vieW of message authentication, a more detailed survey can 
be found in [86]. 
[0135] A one-Way hash function is not suf?cient protection 
for a message. Hash functions such as MD5 rely on generat 
ing a hash value that is representative of the original input, and 
the original input cannot be derived from the hash value. A 
simple attack by E, Who is in-betWeenA and B, is to intercept 
the message from B, and substitute his oWn. Even if A also 
sends a hash of the original message, E can simply substitute 
the hash of his neW message. Using a one-Way hash function 
alone, A has no Way of knoWing that B’s message has been 
changed. 
[0136] One solution to the problem of message authentica 
tion is the Message Authentication Code, or MAC. 

[0137] When B sends message M, it also sends MAC[M] so 
that the receiver Will knoW that M is actually from B. For this 
to be possible, only B must be able to produce a MAC of M, 
and in addition, A should be able to verify M against MAC 
[M]. Notice that this is different from encryption of M-MACs 
are useful When M does not have to be secret. 

[0138] The simplest method of constructing a MAC from a 
hash function is to encrypt the hash value With a symmetric 
algorithm: 
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1. Hash the input message H[M] 
2. Encrypt the hash E K[H[M]] 
[0139] This is more secure than ?rst encrypting the mes 
sage and then hashing the encrypted message. Any symmetric 
or asymmetric cryptographic function can be used, With the 
appropriate advantages and disadvantage of each type 
described in Section 3.3 and Section 3.4. 
[0140] However, there are advantages to using a key-de 
pendent one-Way hash function instead of techniques that use 
encryption (such as that shoWn above): 

[0141] Speed, because one-Way hash functions in gen 
eral Work much faster than encryption; 

[0142] Message siZe, because EK[M] is at least the same 
siZe as M, While H[M] is a ?xed siZe (usually consider 
ably smaller than M); 

[0143] HardWare/softWare requirementsikeyed one 
Way hash functions are typically far less complex than 
their encryption-based counterparts; and 

[0144] One-Way hash function implementations are not 
considered to be encryption or decryption devices and 
therefore are not subject to US export controls. 

[0145] It should be noted that hash functions Were never 
originally designed to contain a key or to support message 
authentication. As a result, some ad hoc methods of using 
hash functions to perform message authentication, including 
various functions that concatenate messages With secret pre 
?xes, suf?xes, or both have been proposed [56][78]. Most of 
these ad hoc methods have been successfully attacked by 
sophisticated means [42][64][65]. Additional MACs have 
been suggested based on XOR schemes [8] and ToeplitZ 
matrices [49] (including the special case of LFSR-based (Lin 
ear Feed Shift Register) constructions). 

3.6.4.1 HMAC 

[0146] The HMAC construction [6][7] in particular is gain 
ing acceptance as a solution for lntemet message authentica 
tion security protocols. The HMAC construction acts as a 
Wrapper, using the underlying hash function in a black-box 
Way. Replacement of the hash function is straightforward if 
desired due to security or performance reasons. HoWever, the 
major advantage of the HMAC construct is that it can be 
proven secure provided the underlying hash function has 
some reasonable cryptographic strengthsithat is, HMAC’s 
strengths are directly connected to the strength of the hash 
function [6]. 
[0147] Since the HMAC construct is a Wrapper, any itera 
tive hash function can be used in an HMAC. Examples 
include HMAC-MD5, HMAC-SHA1, HMAC-RIPEMD160 
etc. 

[0148] Given the folloWing de?nitions: 
[0149] H?he hash function (eg MD5 or SHA-1) 
[0150] nInumber of bits output from H (eg 160 for 
SHA-1, 128 bits for MD5) 

[0151] M?he data to Which the MAC function is to be 
applied 

[0152] K?he secret key shared by the tWo parties 
[0153] ipad:0x36 repeated 64 times 
[0154] opad:0x5C repeated 64 times 

[0155] The HMAC algorithm is as folloWs: 
[0156] 1. Extend K to 64 bytes by appending 0x00 bytes to 

the end of K 
[0157] 2. XOR the 64 byte string created in (1) With ipad 
[0158] 3. append data stream M to the 64 byte string created 

in (2) 
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[0159] 4. Apply H to the stream generated in (3) 
[0160] 5. XOR the 64 byte string created in (1) With opad 
[0161] 6. Append the H result from (4) to the 64 byte string 

resulting from (5) 
[0162] 7. Apply H to the output of (6) and output the result 
[0163] Thus: 

HMAC[M]:H[(KG9+opad)lH[(KG9ipad)lM]] 

[0164] The recommended key length is at least n bits, 
although it should not be longer than 64 bytes (the length of 
the hashing block). A key longer than n bits does not add to the 
security of the function. 
[0165] HMAC optionally alloWs truncation of the ?nal out 
put e.g. truncation to 128 bits from 160 bits. 
[0166] The HMAC designers’ Request for Comments [51] 
Was issued in 1997, one year after the algorithm Was ?rst 
introduced. The designers claimed that the strongest knoWn 
attack against HMAC is based on the frequency of collisions 
for the hash function H (see Section 5.5.10), and is totally 
impractical for minimally reasonable hash functions: 

[0167] As an example, if We consider a hash function like 
MD5 Where the output length is 128 bits, the attacker 
needs to acquire the correct message authentication tags 
computed (With the same secret key K) on about 264 
knoWn plaintexts. This Would require the processing of 
at least 264 blocks under H, an impossible task in any 
realistic scenario (for a block length of 64 bytes this 
Would take 250,000 years in a continuous 1 Gbps link, 
and Without changing the secret key K all this time). This 
attack could become realistic only if serious flaWs in the 
collision behavior of the function H are discovered (e.g. 
Collisions found after 230 messages). Such a discovery 
Would determine the immediate replacement of function 
H (the effects of such a failure Would be far more severe 
for the traditional uses of H in the context of digital 
signatures, public key certi?cates etc). 

[0168] Of course, if a 160-bit hash function is used, then 264 
should be replaced With 280. 
[0169] This should be contrasted With a regular collision 
attack on cryptographic hash functions Where no secret key is 
involved and 264 off-line paralleliZable operations su?ice to 
?nd collisions. 
[0170] More recently, HMAC protocols With replay pre 
vention components [62] have been de?ned in order to pre 
vent the capture and replay of any M, HMAC[M] combina 
tion Within a given time period. 
[0171] Finally, it should be noted that HMAC is in the 
public domain [50], and incurs no licensing fees. There are no 
knoWn patents infringed by HMAC. 

3.7 Random Numbers and Time Varying Messages 

[0172] The use of a random number generator as a one-Way 
function has already been examined. HoWever, random num 
ber generator theory is very much intertWined With cryptog 
raphy, security, and authentication. 
[0173] There are a large number of issues concerned With 
de?ning good random number generators. Knuth, in [48] 
describes What makes a generator good (including statistical 
tests), and the general problems associated With constructing 
them. Moreau gives a high level survey of the current state of 
the ?eld in [60]. 
[0174] One of the uses for random numbers is to ensure that 
messages vary over time. Consider a system Where A encrypts 
commands and sends them to B. If the encryption algorithm 
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produces the same output for a given input, an attacker could 
simply record the messages and play them back to fool B. 
There is no need for the attacker to crack the encryption 
mechanism other than to knoW Which message to play to B 
(While pretending to be A). Consequently messages often 
include a random number and a time stamp to ensure that the 
message (and hence its encrypted counterpart) varies each 
time. 
[0175] Random number generators are also often used to 
generate keys. Although Klapper has recently shoWn [45] that 
a family of secure feedback registers for the purposes of 
building key-streams does exist, he does not give any practi 
cal construction. It is therefore best to say at the moment that 
all generators are insecure for this purpose. For example, the 
Berlekamp-Massey algorithm [54], is a classic attack on an 
LFSR random number generator. If the LFSR is of length n, 
then only 2n bits of the sequence suf?ce to determine the 
LFSR, compromising the key generator. 
[0176] If, hoWever, the only role of the random number 
generator is to make sure that messages vary over time, the 
security of the generator and seed is not as important as it is 
for session key generation. If hoWever, the random number 
seed generator is compromised, and an attacker is able to 
calculate future “random” numbers, it can leave some proto 
cols open to attack. Any neW protocol should be examined 
With respect to this situation. 
[0177] The actual type of random number generator 
required Will depend upon the implementation and the pur 
poses for Which the generator is used. Generators include 
Blum, Blum, and Shub [10], stream ciphers such as RC4 by 
Ron Rivest [71], hash functions such as SHA-l [28] and RIP 
EMD-160[66], and traditional generators such LFSRs (Lin 
ear Feedback Shift Registers) [48] and their more recent 
counterpart FCSRs (Feedback With Carry Shift Registers) 
[44]. 

3 .8 Attacks 

[0178] This section describes the various types of attacks 
that can be undertaken to break an authentication cryptosys 
tem. The attacks are grouped into physical and logical attacks. 
[0179] Logical attacks Work on the protocols or algorithms 
rather than their physical implementation, and attempt to do 
one of three things: 

[0180] Bypass the authentication process altogether 
[0181] Obtain the secret key by force or deduction, so 

that any question can be ansWered 
[0182] Find enough about the nature of the authenticat 

ing questions and ansWers in order to, Without the key, 
give the right ansWer to each question. 

The attack styles and the forms they take are detailed beloW. 
[0183] Regardless of the algorithms and protocol used by a 
security chip, the circuitry of the authentication part of the 
chip can come under physical attack. Physical attacks come in 
four main Ways, although the form of the attack can vary: 

[0184] Bypassing the security chip altogether 
[0185] Physical examination of the chip While in opera 

tion (destructive and non-destructive) 
[0186] Physical decomposition of chip 
[0187] Physical alteration of chip 

The attack styles and the forms they take are detailed beloW. 
[0188] This section does not suggest solutions to these 
attacks. It merely describes each attack type. The examination 
is restricted to the context of an authentication chip (as 
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opposed to some other kind of system, such as lntemet 
authentication) attached to some System. 

3 .8.1 Logical Attacks 

[0189] These attacks are those Which do not depend on the 
physical implementation of the cryptosystem. They Work 
against the protocols and the security of the algorithms and 
random number generators. 
3.8.1.1 Ciphertext only Attack 
[0190] This is Where an attacker has one or more encrypted 
messages, all encrypted using the same algorithm. The aim of 
the attacker is to obtain the plaintext messages from the 
encrypted messages. Ideally, the key can be recovered so that 
all messages in the future can also be recovered. 

3.8.1.2 Known Plaintext Attack 

[0191] This is Where an attacker has both the plaintext and 
the encrypted form of the plaintext. In the case of an authen 
tication chip, a knoWn-plaintext attack is one Where the 
attacker can see the data How betWeen the system and the 
authentication chip. The inputs and outputs are observed (not 
chosen by the attacker), and can be analyZed for Weaknesses 
(such as birthday attacks or by a search for differentially 
interesting input/ output pairs). 
[0192] A knoWn plaintext attack can be carried out by con 
necting a logic analyZer to the connection betWeen the system 
and the authentication chip. 

3.8.1.3 Chosen Plaintext Attacks 

[0193] A chosen plaintext attack describes one Where a 
cryptanalyst has the ability to send any chosen message to the 
cryptosystem, and observe the response. If the cryptanalyst 
knoWs the algorithm, there may be a relationship betWeen 
inputs and outputs that can be exploited by feeding a speci?c 
output to the input of another function. 
[0194] The chosen plaintext attack is much stronger than 
the knoWn plaintext attack since the attacker can choose the 
messages rather than simply observe the data How. 
[0195] On a system using an embedded authentication 
chip, it is generally very dif?cult to prevent chosen plaintext 
attacks since the cryptanalyst can logically pretend he/ she is 
the system, and thus send any chosen bit-pattem streams to 
the authentication chip. 

3.8.1.4 Adaptive Chosen Plaintext Attacks 

[0196] This type of attack is similar to the chosen plaintext 
attacks except that the attacker has the added ability to modify 
subsequent chosen plaintexts based upon the results of pre 
vious experiments. This is certainly the case With any system/ 
authentication chip scenario described for consumables such 
as photocopiers and toner cartridges, especially since both 
systems and consumables are made available to the public. 

3.8.1.5 Brute Force Attack 

[0197] A guaranteed Way to break any key-based crypto 
system algorithm is simply to try every key. Eventually the 
right one Will be found. This is knoWn as a brute force attack. 
HoWever, the more key possibilities there are, the more keys 
must be tried, and hence the longer it takes (on average) to ?nd 
the right one. If there are N keys, it Will take a maximum of N 
tries. If the key is N bits long, it Will take a maximum of 2N 
tries, With a 50% chance of ?nding the key after only half the 
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attempts (2M1). The longer N becomes, the longer it Will take 
to ?nd the key, and hence the more secure the key is. Of 
course, an attack may guess the key on the ?rst try, but this is 
more unlikely the longer the key is. 
[0198] Consider a key length of 56 bits. In the Worst case, 
all 256 tests (7.2><10l6 tests) must be made to ?nd the key. In 
1977, Di?ie and Hellman described a specialized machine for 
cracking DES, consisting of one million processors, each 
capable of running one million tests per second [17]. Such a 
machine Would take 20 hours to break any DES code. 
[0199] Consider a key length of 128 bits. In the Worst case, 
all 2128 tests (3.4><1038 tests) must be made to ?nd the key. 
This Would take ten billion years on an array of a trillion 
processors each running 1 billion tests per second. 
[0200] With a long enough key length, a brute force attack 
takes too long to be Worth the attacker’s efforts. 

3.8.1.6 Guessing Attack 

[0201] This type of attack is Where an attacker attempts to 
simply “guess” the key. As an attack it is identical to the brute 
force attack (see Section 3.8.1.5) Where the odds of success 
depend on the length of the key. 

3.8.1.7 Quantum Computer Attack 

[0202] To break an n-bit key, a quantum computer [83] 
(NMR, Optical, or Caged Atom) containing n qubits embed 
ded in an appropriate algorithm must be built. The quantum 
computer effectively exists in 2” simultaneous coherent 
states. The trick is to extract the right coherent state Without 
causing any decoherence. To date this has been achieved With 
a 2 qubit system (Which exists in 4 coherent states). It is 
thought possible to extend this to 6 qubits (With 64 simulta 
neous coherent states) Within a feW years. 
[0203] Unfortunately, every additional qubit halves the 
relative strength of the signal representing the key. This rap 
idly becomes a serious impediment to key retrieval, espe 
cially With the long keys used in cryptographically secure 
systems. 
[0204] As a result, attacks on a cryptographically secure 
key (e. g. 160 bits) using a Quantum Computer are likely not 
to be feasible and it is extremely unlikely that quantum com 
puters Will have achieved more than 50 or so qubits Within the 
commercial lifetime of the authentication chips. Even using a 
50 qubit quantum computer, 21 10 tests are required to crack a 
160 bit key. 

3.8.1.8 Purposeful Error Attack 

[0205] With certain algorithms, attackers can gather valu 
able information from the results of a bad input. This can 
range from the error message text to the time taken for the 
error to be generated. 
[0206] A simple example is that of a userid/passWord 
scheme. If the error message usually says “Bad userid”, then 
When an attacker gets a message saying “Bad passWord” 
instead, then they knoW that the userid is correct. If the mes 
sage alWays says “Bad userid/password” then much less 
information is given to the attacker. A more complex example 
is that of the recent published method of cracking encryption 
codes from secure Web sites [41]. The attack involves sending 
particular messages to a server and observing the error mes 
sage responses. The responses give enough information to 
learn the keysieven the lack of a response gives some infor 
mation. 
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[0207] An example of algorithmic time can be seen With an 
algorithm that returns an error as soon as an erroneous bit is 

detected in the input message. Depending on hardWare imple 
mentation, it may be a simple method for the attacker to time 
the response and alter each bit one by one depending on the 
time taken for the error response, and thus obtain the key. 
Certainly in a chip implementation the time taken can be 
observed With far greater accuracy than over the Internet. 

3.8.1.9 Birthday Attack 

[0208] This attack is named after the famous “birthday 
paradox” (Which is not actually a paradox at all). The odds of 
one person sharing a birthday With another, is 1 in 365 (not 
counting leap years). Therefore there must be 183 people in a 
room for the odds to be more than 50% that one of them shares 
your birthday. HoWever, there only needs to be 23 people in a 
room for there to be more than a 50% chance that any tWo 
share a birthday, as shoWn in the folloWing relation: 

[0209] Birthday attacks are common attacks against hash 
ing algorithms, especially those algorithms that combine 
hashing With digital signatures. 
[0210] If a message has been generated and already signed, 
an attacker must search for a collision message that hashes to 
the same value (analogous to ?nding one person Who shares 
your birthday). HoWever, if the attacker can generate the 
message, the birthday attack comes into play. The attacker 
searches for tWo messages that share the same hash value 
(analogous to any tWo people sharing a birthday), only one 
message is acceptable to the person signing it, and the other is 
bene?cial for the attacker. Once the person has signed the 
original message the attacker simply claims noW that the 
person signed the alternative messageimathematically there 
is no Way to tell Which message Was the original, since they 
both hash to the same value. 

[0211] Assuming a brute force attack is the only Way to 
determine a match, the Weakening of an n-bit key by the 
birthday attack is 2W2. A key length of 128 bits that is suscep 
tible to the birthday attack has an effective length of only 64 
bits. 

3.8.1.10 Chaining Attack 

[0212] These are attacks made against the chaining nature 
of hash functions. They focus on the compression function of 
a hash function. The idea is based on the fact that a hash 
function generally takes arbitrary length input and produces a 
constant length output by processing the input n bits at a time. 
The output from one block is used as the chaining variable set 
into the next block. Rather than ?nding a collision against an 
entire input, the idea is that given an input chaining variable 
set, to ?nd a substitute block that Will result in the same output 
chaining variables as the proper message. 
[0213] The number of choices for a particular block is 
based on the length of the block. If the chaining variable is c 
bits, the hashing function behaves like a random mapping, 
and the block length is b bits, the number of such b-bit blocks 
is approximately 21726. The challenge for ?nding a substitu 
tion block is that such blocks are a sparse subset of all possible 
blocks. 

[0214] For SHA-l, the number of512 bit blocks is approxi 
mately 2512/2160, or 2352. The chance of ?nding a block by 
brute force search is about 1 in 2160. 
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3.8.1.11 Substitution With a Complete Lookup Table 
[0215] If the number of potential messages sent to the chip 
is small, then there is no need for a clone manufacturer to 
crack the key. Instead, the clone manufacturer could incorpo 
rate a ROM in their chip that had a record of all of the 
responses from a genuine chip to the codes sent by the system. 
The larger the key, and the larger the response, the more space 
is required for such a lookup table. 
3.8.1.12 Substitution With a Sparse Lookup Table 
[0216] If the messages sent to the chip are somehoW pre 
dictable, rather than effectively random, then the clone manu 
facturer need not provide a complete lookup table. For 
example: 

[0217] If the message is simply a serial number, the clone 
manufacturer need simply provide a lookup table that 
contains values for past and predicted future serial num 
bers. There are unlikely to be more than 109 of these. 

[0218] If the test code is simply the date, then the clone 
manufacturer can produce a lookup table using the date 
as the address. 

[0219] If the test code is a pseudo-random number using 
either the serial number or the date as a seed, then the 
clone manufacturer just needs to crack the pseudo-ran 
dom number generator in the system. This is probably 
not dif?cult, as they have access to the object code of the 
system. The clone manufacturer Would then produce a 
content addressable memory (or other sparse array 
lookup) using these codes to access stored authentica 
tion codes. 

3 .8 .1 .13 Differential Cryptanalysis 

[0220] Differential cryptanalysis describes an attack Where 
pairs of input streams are generated With knoWn differences, 
and the differences in the encoded streams are analyZed. 
[0221] Existing differential attacks are heavily dependent 
on the structure of S boxes, as used in DES and other similar 
algorithms. Although other algorithms such as HMAC-SHAl 
have no S boxes, an attacker can undertake a differential-like 
attack by undertaking statistical analysis of: 

[0222] Minimal-difference inputs, and their correspond 
ing outputs 

[0223] Minimal-difference outputs, and their corre 
sponding inputs 

[0224] Most algorithms Were strengthened against differ 
ential cryptanalysis once the process Was described. This is 
covered in the speci?c sections devoted to each cryptographic 
algorithm. HoWever some recent algorithms developed in 
secret have been broken because the developers had not con 
sidered certain styles of differential attacks [91] and did not 
subject their algorithms to public scrutiny. 

3.8.1.14 Message Substitution Attacks 

[0225] In certain protocols, a man-in-the-middle can sub 
stitute part or all of a message. This is Where a real authenti 
cation chip is plugged into a reusable clone chip Within the 
consumable. The clone chip intercepts all messages betWeen 
the system and the authentication chip, and can perform a 
number of substitution attacks. 
[0226] Consider a message containing a header folloWed 
by content. An attacker may not be able to generate a valid 
header, but may be able to substitute their oWn content, espe 
cially if the valid response is something along the lines of 
“Yes, I received your message”. Even if the return message is 
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“Yes, I received the folloWing message . . . ”, the attacker may 
be able to substitute the original message before sending the 
acknoWledgment back to the original sender. 
[0227] Message Authentication Codes Were developed to 
combat message substitution attacks. 

3.8.1.15 Reverse Engineering the Key Generator 

[0228] If a pseudo-random number generator is used to 
generate keys, there is the potential for a clone manufacture to 
obtain the generator program or to deduce the random seed 
used. This Was the Way in Which the security layer of the 
Netscape broWser program Was initially broken [33]. 

3.8.1.16 Bypassing the Authentication Process 

[0229] It may be that there are problems in the authentica 
tion protocols that can alloW a bypass of the authentication 
process altogether. With these kinds of attacks the key is 
completely irrelevant, and the attacker has no need to recover 
it or deduce it. 

[0230] Consider an example of a system that authenticates 
at poWer-up, but does not authenticate at any other time. A 
reusable consumable With a clone authentication chip may 
make use of a real authentication chip. The clone authentica 
tion chip uses the real chip for the authentication call, and then 
simulates the real authentication chip’s state data after that. 
[0231] Another example of bypassing authentication is if 
the system authenticates only after the consumable has been 
used. A clone authentication chip can accomplish a simple 
authentication bypass by simulating a loss of connection after 
the use of the consumable but before the authentication pro 
tocol has completed (or even started). 
[0232] One infamous attack knoWn as the “Kentucky Fried 
Chip” hack [2] involved replacing a microcontroller chip for 
a satellite TV system. When a subscriber stopped paying the 
subscription fee, the system Would send out a “disable” mes 
sage. HoWever the neW micro-controller Would simply detect 
this message and not pass it on to the consumer’s satellite TV 
system. 

3.8.1.17 Garrote/bribe Attack 

[0233] If people knoW the key, there is the possibility that 
they could tell someone else. The telling may be due to 
coercion (bribe, garrote etc.), revenge (eg a disgruntled 
employee), or simply for principle. These attacks are usually 
cheaper and easier than other efforts at deducing the key. As 
an example, a number of people claiming to be involved With 
the development of the Divx standard have recently (May/ 
June 1998) been making noises on a variety of DVD neWs 
groups to the effect they Would like to help develop Divx 
speci?c cracking devices4out of principle. 

3.8.2 Physical Attacks 

[0234] The folloWing attacks assume implementation of an 
authentication mechanism in a silicon chip that the attacker 
has physical access to. The ?rst attack, Reading ROM, 
describes an attack When keys are stored in ROM, While the 
remaining attacks assume that a secret key is stored in Flash 
memory. 

3.8.2.1 Reading ROM 

[0235] If a key is stored in ROM it can be read directly. A 
ROM can thus be safely used to hold a public key (for use in 
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asymmetric cryptography), but not to hold a private key. In 
symmetric cryptography, a ROM is completely insecure. 
Using a copyright text (such as a haiku) as the key is not 
suf?cient, because We are assuming that the cloning of the 
chip is occurring in a country Where intellectual property is 
not respected. 

3.8.2.2 Reverse Engineering of Chip 

[0236] Reverse engineering of the chip is Where an attacker 
opens the chip and analyZes the circuitry. Once the circuitry 
has been analyZed the inner Workings of the chip’s algorithm 
can be recovered. 

[0237] Lucent Technologies have developed an active 
method [4] knoWn as TOBIC (TWo photon OBIC, Where 
OBIC stands for Optical Beam Induced Current), to image 
circuits. Developed primarily for static RAM analysis, the 
process involves removing any back materials, polishing the 
back surface to a mirror ?nish, and then focusing light on the 
surface. The excitation Wavelength is speci?cally chosen not 
to induce a current in the IC. 

[0238] A Kerckhoffs in the nineteenth century made a fun 
damental assumption about cryptanalysis: if the algorithm’s 
inner Workings are the sole secret of the scheme, the scheme 
is as good as broken [39]. He stipulated that the secrecy must 
reside entirely in the key. As a result, the best Way to protect 
against reverse engineering of the chip is to make the inner 
Workings irrelevant. 

3.8.2.3 Usurping the Authentication Process 

[0239] It must be assumed that any clone manufacturer has 
access to both the system and consumable designs. 

[0240] If the same channel is used for communication 
betWeen the system and a trusted system authentication chip, 
and a non-trusted consumable authentication chip, it may be 
possible for the non-trusted chip to interrogate a trusted 
authentication chip in order to obtain the “correct ansWer”. If 
this is so, a clone manufacturer Would not have to determine 
the key. They Would only have to trick the system into using 
the responses from the system authentication chip. 

[0241] The alternative method of usurping the authentica 
tion process folloWs the same method as the logical attack 
described in Section 3.8.1.16, involving simulated loss of 
contact With the system Whenever authentication processes 
take place, simulating poWer-doWn etc. 

3.8.2.4 Modi?cation of System 

[0242] This kind of attack is Where the system itself is 
modi?ed to accept clone consumables. The attack may be a 
change of system ROM, a reWiring of the consumable, or, 
taken to the extreme case, a completely clone system. 

[0243] Note that this kind of attack requires each individual 
system to be modi?ed, and Would most likely require the 
oWner’s consent. There Would usually have to be a clear 
advantage for the consumer to undertake such a modi?cation, 
since it Would typically void Warranty and Would most likely 
be costly. An example of such a modi?cation With a clear 
advantage to the consumer is a softWare patch to change 
?xed-region DVD players into region-free DVD players (al 
though it should be noted that this is not to use clone consum 
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ables, but rather originals from the same companies simply 
targeted for sale in other countries). 

3.8.2.5 Direct VieWing of Chip Operation by Conventional 
Probing 

[0244] If chip operation could be directly vieWed using an 
STM (Scanning Tunnelling Micro scope) or an electron beam, 
the keys could be recorded as they are read from the internal 
non-volatile memory and loaded into Work registers. 
[0245] These forms of conventional probing require direct 
access to the top or front sides of the IC While it is poWered. 

3.8.2.6 Direct VieWing of the Non-volatile Memory 

[0246] If the chip Were sliced so that the ?oating gates of the 
Flash memory Were exposed, Without discharging them, then 
the key could probably be vieWed directly using an STM or 
SKM (Scanning Kelvin Microscope). 
[0247] HoWever, slicing the chip to this level Without dis 
charging the gates is probably impossible. Using Wet etching, 
plasma etching, ion milling (focused ion beam etching), or 
chemical mechanical polishing Will almost certainly dis 
charge the small charges present on the ?oating gates. 

3.8.2.7 VieWing the Light Bursts Caused by State Changes 

[0248] Whenever a gate changes state, a small amount of 
infrared energy is emitted. Since silicon is transparent to 
infrared, these changes can be observed by looking at the 
circuitry from the underside of a chip. While the emission 
process is Weak, it is bright enough to be detected by highly 
sensitive equipment developed for use in astronomy. The 
technique [89], developed by IBM, is called PICA (Picosec 
ond Imaging Circuit AnalyZer). If the state of a register is 
knoWn at time t, then Watching that register change over time 
Will reveal the exact value at time t+n, and if the data is part of 
the key, then that part is compromised. 

3.8.2.8 VieWing the Keys Using an SEPM 

[0249] A non-invasive testing device, knoWn as a Scanning 
Electric Potential Microscope (SEPM), alloWs the direct 
vieWing of charges Within a chip [37]. The SEPM has a 
tungsten probe that is placed a feW micrometers above the 
chip, With the probe and circuit forming a capacitor. Any AC 
signal ?oWing beneath the probe causes displacement current 
to ?oW through this capacitor. Since the value of the current 
change depends on the amplitude and phase of the AC signal, 
the signal can be imaged. If the signal is part of the key, then 
that part is compromised. 

3.8.2.9 Monitoring EMI 

[0250] Whenever electronic circuitry operates, faint elec 
tromagnetic signals are given off. Relatively inexpensive 
equipment can monitor these signals and could give enough 
information to alloW an attacker to deduce the keys. 

3.8.2.10 VieWing I dd Fluctuations 

[0251] Even if keys cannot be vieWed, there is a ?uctuation 
in current Whenever registers change state. If there is a high 
enough signal to noise ratio, an attacker can monitor the 
difference in Idd that may occur When programming over 
either a high or a loW bit. The change in I dd can reveal infor 






















































































