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A system and method of data processing receives a query at a 
server computer system. The system and method utilizes the 
query to extract a search result from a data source. The system 
and method receives at least one search activity record and a 
user preference from a client computer system over a network 
at a server computer system. The server computer system 

(21) Appl' NO': 12/176’291 stores at least one search activity record on the server com 
puter system and deletes the at least one search activity record 

(22) Filed: Jul. 18, 2008 on the server computer system based on the user preference. 
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SEARCH ACTIVITY ERASER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to US. patent application 
Ser. No. 12/1 11,065 entitled “SEARCH CUSTOMIZATION 
BY GEO-LOCATED PROXY OF USER SEGMENT” by 
Levin, et al., ?led on Apr. 28, 2008, Which is hereby incorpo 
rated herein by reference. 
[0002] This application is also related to US. patent appli 
cation Ser. No. 10/853,552 (now US. Pat. No. 7,181,447) 
entitled “METHODS AND SYSTEMS FOR CONCEPTU 
ALLY ORGANIZING AND PRESENTING INFORMA 
TION,” by Curtis, et al., ?led on May 24, 2004, Which is 
hereby incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0003] 1). Field of the Invention 
[0004] Embodiments of this invention relate to a data pro 
cessing system and method that erases search activity data. 
[0005] 2). Discussion of RelatedArt 
[0006] The intemet is a global netWork of computer sys 
tems and has become a ubiquitous tool for ?nding informa 
tion regarding neWs, businesses, events, media, etc. based on 
a user search criteria. A user can interact With the internet 
through a user interface that is typically stored on a server 
computer system. 
[0007] Because of increased user activity on the Internet 
and sophisticated tracking methods, more behavioral infor 
mation concerning a user is being recorded through the inter 
net. Unfortunately, a user’s personal information can be 
abused and thus raises serious privacy concerns about retain 
ing such information. 
[0008] Often times, a user’s internet activity is recorded on 
a remote computer. For example, a user searching for a spe 
ci?c product may click on various search results Which are 
subsequently recorded by a server computer system. The 
recorded information may be later utiliZed for commercial 
purposes against the user’s Will. Providing search results 
While also respecting a user’s privacy could alleviate privacy 
concerns in the search industry and result in a more enjoyable 
user experience. 

SUMMARY OF THE INVENTION 

[0009] The invention provides a method of data processing 
including receiving at least one search activity record and a 
user preference from a client computer system over a netWork 
at a server computer system. 

[0010] The method of data processing may further include 
storing at least one search activity record on the server com 
puter system and deleting the at least one search activity 
record on the server computer system based on the user pref 
erence. 

[0011] The method of data processing may further include 
the at least one search activity record being at least one search 
query that is received at a search engine Which extracts at least 
one search result from a data source and transmits the at least 
one search result from the server computer system to the 
client computer system. 
[0012] The method of data processing may further include 
the at least one search activity record being at least one of an 
IP address, a user ID, a session ID cookie, and user pick data. 
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[0013] The method of data processing may further include 
the at least one search activity record being deleted from the 
server computer system before the at least one search activity 
record can be used to derive additional information. 

[0014] The method of data processing may further include 
the additional information being information that is related to 
a user pick pattern or user search pattern. 

[0015] The method of data processing may further include 
retaining user provided personal information on the server 
computer system after the at least one search activity record is 
deleted from the server computer system. 
[0016] The method of data processing may further include 
storing an eraser identi?cation cookie on the client computer 
system that represents the user preference. The eraser identi 
?cation cookie indicates Whether the at least one search activ 
ity record is to be deleted from the server computer system. 
[0017] The method of data processing may further include 
the eraser identi?cation cookie being user modi?able to alloW 
or prevent the deletion of the at least one search activity 
record from the server computer system. 
[0018] The method of data processing may further include 
storing an un?ltered results cookie that identi?es Whether the 
user is capable of vieWing un?ltered search results. 
[0019] The invention provides a machine-readable storage 
medium that provides executable instructions Which, When 
executed by a computer system, cause the computer system to 
perform a method. 
[0020] In the machine-readable storage medium, the com 
puter system may execute the method including receiving at 
least one search activity record and a user preference from a 
client computer system over a netWork at a server computer 
system and storing at least one search activity record on the 
server computer system. In addition, the method may further 
include deleting the at least one search activity record on the 
server computer system based on the user preference. 

[0021] In the machine-readable storage medium, the com 
puter system may execute the method further including 
receiving the at least one search query at a search engine and 
extracting at least one search result from a data source and 
transmitting the at least one search result from the server 
computer system to the client computer system. 
[0022] In the machine-readable storage medium, the com 
puter system may execute the method further including the at 
least one search activity record being at least one of an IP 
address, a user ID, a session ID cookie, and user pick data. 

[0023] In the machine-readable storage medium, the com 
puter system may execute the method further including the at 
least one search activity record being deleted from the server 
computer system before the at least one search activity record 
can be used to derive additional information. 

[0024] In the machine-readable storage medium, the com 
puter system may execute the method further including the 
additional information being information that is related to a 
user pick pattern or user search pattern. 

[0025] In the machine-readable storage medium, the com 
puter system may execute the method further including 
retaining user provided personal information on the server 
computer system after the at least one search activity record is 
deleted from the server computer system. 

[0026] In the machine-readable storage medium, the com 
puter system may execute the method further including stor 
ing an identi?cation cookie on the client computer system 
that represents the user preference. The eraser identi?cation 
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cookie indicates whether the at least one search activity 
record is to be deleted from the server computer system. 

[0027] In the machine-readable storage medium, the com 
puter system may execute the method further including the 
eraser identi?cation cookie being user modi?able to allow or 
prevent the deletion of the at least one search activity record 
from the server computer system. 

[0028] In the machine-readable storage medium, the com 
puter system may execute the method further including stor 
ing an un?ltered results cookie that identi?es whether the user 
is capable of viewing un?ltered search results. 
[0029] The invention provides a system for processing data 
including a server computer system and a module stored on 
the server computer system for receiving a search activity 
record and a user preference. 

[0030] The system for data processing may further include 
a data store to store at least one search activity record on the 
server computer system and a deleting module to delete the at 
least one search activity record on the data store based on the 
user preference. 

[0031] The system for data processing may further include 
at least one search activity record is at least one search query 
and a search engine that utiliZes the query to extract at least 
one search result from a data source. The system may further 
include a transmission module to transmit the at least one 
search result from the server computer system to the client 
computer system. 
[0032] The system for data processing may further include 
at least one search activity record being at least one of an IP 
address, a user ID, a session ID cookie, and user pick data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0033] The invention is further described by way of 
example with reference to the accompanying drawings, 
wherein. 

[0034] FIG. 1 is a block diagram illustrating a data process 
ing system; 
[0035] FIG. 2 is a ?owchart illustrating a search activity 
erasing method; 
[0036] FIG. 3 is a ?owchart illustrating a pick erasing 
method; 
[0037] FIG. 4 is a ?owchart illustrating a search query 
erasing method; 
[0038] FIG. 5 is a screenshot of a user interface having an 
eraser feature; 

[0039] FIG. 6 is a screenshot of a dialog window related to 
the eraser feature; 

[0040] FIG. 7 is a screenshot of a user interface having the 
eraser feature activated; 

[0041] FIG. 8 is a screenshot of a dialog window related to 
the eraser feature; 

[0042] FIG. 9 is a screenshot of a dialog window related to 
the eraser feature; 

[0043] FIG. 10 is a block diagram of a network environ 
ment in which a user interface according to an embodiment of 
the invention may ?nd application; 
[0044] FIG. 11 is a ?owchart illustrating how the network 
environment is used to search and ?nd information; and 

[0045] FIG. 12 is a block diagram of a client computer 
system forming area of the network environment, but may 
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alternatively be a block diagram of a computer in a server 
computer system forming area of the network environment. 

DETAILED DESCRIPTION OF THE INVENTION 

[0046] FIG. 1 of the accompanying drawings illustrates a 
data processing system 20 that includes a server computer 
system 24, a client computer system 26, and a network 28, 
according to an embodiment of the invention. 

[0047] The client computer system 26 includes search 
activity data 22 and a cookie 58. The client computer system 
26 and server computer system 24 are connected through the 
network 28. 

[0048] The server computer system 24 includes a receiving 
module 30, a data store 34, an eraser module 32, a processing 
module 56, a data source or database 38, a search engine 36, 
and a transmission module 40. 

[0049] The receiving module 30 is connected with the data 
store 34, search engine 36, and network 28. The receiving 
module 30 receives search activity data 22 from the client 
computer system 26 through the network 28. 
[0050] The data store 34 is connected with the receiving 
module 30, an eraser module 32, and a processing module 56. 
The data store 34 includes raw log information 46 which 
contains recorded query search terms, user picks such as 
clicked links, IP addresses, user identi?ers and session iden 
ti?ers. It is understood that the raw log information 46 can 
contain any information related to user search activity data 
22. 

[0051] Raw log information 46 includes recorded user 
interactions with the search engine 36 and user interface. Tie 
raw log information 46 is a record of user picks or clicks on 
links of a web page (what the user clicked on), search queries 
(what the user searched for), Internet Protocol address (here 
inafter, “IP address”) information (where the user is search 
ing from), and user or session IDs (who the user is in relation 
to other searches). Client computer system 26 activity can be 
continuously or non-continuously recorded as raw log infor 
mation 46 by the data store 34. 

[0052] FIG. 1 further shows the processing module 56 
being connected with the data store 34 and a data source 38. 
At least certain embodiments of the invention involve the data 
store 34 and data source 38 being separate sources of data. 
The following description is directed to a server computer 
system 24 having a separate data store 34 and data source 38, 
but it will be understood that the following description is 
merely one example of an embodiment of the invention, and 
that other examples of other embodiments may have the data 
store 34 and data source 38 as an integral source of data. The 
processing module 56 includes a ?lter 48 and clean log infor 
mation 50. 

[0053] The eraser module 32 includes a determining mod 
ule 42 and a deleting module 44. The eraser module 32 is 
connected with the data store 34 so that information can be 
transmitted and received between the eraser module 32 and 
data store 34. 

[0054] The search engine 36 is connected with the receiv 
ing module 30 to receive a search query 52 from the client 
computer system 26 and is further connected with a transmis 
sion module 40. Moreover, the data source 38 is further con 
nected with the search engine 36 so that the search engine 36 
can transmit and receive information with the data source 38 
to search for a search result 54 based on a search query 52. The 
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search engine 36 can be of the type described in Us. appli 
cation Ser. No. 10/853,552, the contents of Which are hereby 
incorporated by reference. 
[0055] A transmission module 40 is connected With the 
search engine 36 and the netWork 28 to transmit search results 
54 from the search engine 36 to the client computer system 
26. 
[0056] In use, FIG. 2 illustrates a block diagram of a 
method 60 for a user on the client computer system 26 to set 
a user preference in order to have search activity data 22 
deleted from a server computer system 24. 
[0057] Search activity data 22 is generated on the client 
computer system 26 and is received by the receiving module 
30. Search activity data 22 is any general input related to 
information searching over a netWork. The search activity 
data 22 can be an intemet search query 52 received from the 
client computer system 26. HoWever, the query is not neces 
sarily a search query but may be Words extracted from a Web 
document or stored document. 
[0058] Furthermore, the search activity data 22 includes 
any user pick, click data, or user input related to a Uniform 
Resource Locator (hereinafter, “URL”) link. The user pick 
data or input can be a user mouse click, input, or selection of 
a search result 54, Web link, advertising link, or any trackable 
user interaction With a Web broWser representing the Will of 
the user. 

[0059] In addition, the search activity data 22 includes 
additional data related to a client computer’s IP address, user 
IDs, and session IDs. Moreover, the search activity data 22 
can alternatively further include timestamp information 
related to the time and day a user entered a certain query or 
selected a certain search result. 
[0060] FIG. 2 shoWs various operations Where the user 
enables 62 an eraser feature by selecting an option button or 
text using a point and click device. Alternatively, the eraser 
feature is enabled by keystrokes, voice recognition, touch 
sensitive selection, or any knoWn means of selecting an 
option. 
[0061] Upon enabling the eraser feature, the client com 
puter system 26 receives 64 an “Eraser” cookie 58 ?le con 
?gured to indicate a user preference. The cookie 58 is initially 
obtained from the server computer system 24 but can alter 
natively be obtained from a third-party. Generally, a cookie is 
a piece of text that a server can store on a client data store. In 
general, cookies include text containing name-value pairs for 
purposes of identifying a speci?c user or search characteris 
tics. 
[0062] In one example, a cookie ?le having the name 
“cookie:user_name@ask.com/” is stored on the client com 
puter system 26. With the eraser feature selected by the user, 
the Eraser cookie 58 ?le contains the folloWing information: 

[0063] askeraser 
[0064] on 
[0065] ask.com/ 
[0066] 15363375529984321083213121362562992 
9614 

[0067] * 
[0068] As shoWn in the above example, the Eraser cookie 
58 simply shoWs the title of the cookie and the domain name 
from Which the cookie Was created. In the example, the 
domain “ask.com” has created the Eraser cookie named 
“askeraser”. Most importantly, the Eraser cookie 58 contains 
no other signi?cant identi?cation or search activity data 22 
except for the simple text “on” Which indicates that the eraser 
feature is enabled by the user as a user preference. In the 
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example above, the “askeraser” cookie is set to expire after 30 
years although it is understood that any expiration time may 
be selected. 
[0069] The Eraser cookie 58 is the only cookie from the 
server computer system 24 that is present on the client com 
puter system 26 When the eraser feature is enabled. Further 
more, When the eraser feature is enabled, all other cookies 
previously received from the server computer system 24 are 
deleted 66 except the Eraser cookie 58 containing the indica 
tion of the user preference. The Eraser cookie 58 acts as a 
constant indicator to client and server computer systems for 
determining Whether a user has turned on or enabled the 
eraser feature. 
[0070] Furthermore, third-party cookies are suppressed 
When the eraser feature is enabled. NeW third party cookies 
cannot be placed on the client computer system 26 and third 
party cookies that already reside on the client computer sys 
tem 26 cannot gather information about the search activity 
being conducted. HoWever, third parties can still receive 
search query information through referrer data. 
[0071] When the eraser feature is enabled, all subsequent 
search activity data 22 Will be deleted 68 from the server 
computer system 24. The eraser module 32 Will continue 70 
to delete search activity data 22 from the data store 34 until the 
user preference in the Eraser cookie is changed or the Eraser 
cookie 58 is deleted from the client computer system. 
[0072] In another example, the eraser feature is turned off 
and the cookie text is modi?ed to contain the folloWing infor 
mation: 

[0073] tbe 
[0074] 1 
[0075] ask.com/ 
[0076] 153640743874563000303920517662562992 

9614 
[0077] * 
[0078] accepting 
[0079] 1 
[0080] ask.com/ 
[0081] 153640743874563000303920517662562992 

9614 
[0082] * 
[0083] WZ_uid 

[0085] ask.com/ 
[0086] 153618157113603007646520614562562992 

9614 
[0087] * 
[0088] WZ_sid 

[0090] ask.com/ 
[0091] 15362878227072299296182061456256299 
29614 

[0092] * 
[0093] WZ_scnt 
[0094] 1 
[0095] ask.com/ 
[0096] 15361815711360300764652061456256299 
29614 

[0097] * 
[0098] As shoWn in the exemplary cookie text above, the 
text “on” is no longer present. Instead, the text “accepting” is 
provided along With other name-value pair information indi 
cating the user ID, session ID and other search activity data 
22. In the above example, the server computer system 24 
stores search activity data 22 in the data store 34 as raW log 
information 46. Because the cookie text does not indicate a 
user preference to enable the eraser feature, an unlimited 
number of cookies from the server computer system 24 may 
be stored on the client computer system 26. In addition, the 
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eraser module 32 is not enabled and does not erase search 
activity data 22 from the data store 34, as discussed in further 
detail below. 

[0099] FIG. 3 illustrates various data processing system 20 
operations that occur When a user clicks or selects a Web link 
or search result 54. The receiving module 30 receives 74 a 
user preference based on the cookie 58 and further receives 76 
information related to a user click or pick 22. The receiving 
module 30 records the user click or selection 22 and a user 

preference as raW log information 46 on the data store 34. 

[0100] The determining module 42 determines 80,82 
Whether certain raW log information 46 Was received While 
the Eraser cookie 58 Was enabled (enabling the eraser feature) 
based on the user preference. If the eraser feature is enabled, 
the deleting module 44 of the eraser module 32 Will delete 86 
from the data store 34 all search activity data 22 received 
While the eraser feature is enabled. 

[0101] HoWever, if the eraser feature is not enabled, the 
deleting module 44 Will not delete search activity data 22 that 
Was received by the server computer system 24 When the 
eraser feature Was not enabled. For example, searches, user 
clicks or picks, and search activity 22 previously conducted 
When the eraser feature Was not enabled Will not be deleted as 
Will be discussed in further detail. 

[0102] Furthermore, the deleting module 44 does not delete 
personally identi?able information including names and 
e-mail addresses that a user voluntarily provides to the server 
computer system 24. 
[0103] In one example, a Website contains a personal folder 
(named “MyStuff”, for example) Where a user may click and 
login With a personal email or user name. While the user is 
logged in, the personal folder alloWs the user to track recently 
conducted searches, saved results, and create special folders 
and tags for the user’s oWn personal use and reference. 

[0104] If the user enables the eraser feature, the content 
Within the personal folder is not affected. HoWever, the track 
ing ability of the personal folder is disabled While the eraser 
feature is enabled. 

[0105] It should be noted that While the eraser feature is 
enabled, the deleting module Will not immediately delete 
search activity data 22 on the server computer system 24 for 
various reasons. In one example, the search activity 22 is not 
deleted immediately in order to run automated systems to 
detect and block users or automatic bots that abuse the server 
computer system 24. 
[0106] In another example, the search activity data 22 is not 
deleted at all (even though the eraser feature is enabled) in 
order to solve a critical technical issue emanating from inter 
nal sources (instability, etc.), or external sources (denial-of 
service attack, etc.). Additionally, the search activity data 22 
is not deleted if search activity data 22 must be retained on the 
server computer system 24 due to legal obligations. 
[0107] FIG. 3 shoWs that user click or pick information is 
not deleted 84 from the server data store 34 if the Eraser 
cookie is disabled. If the eraser feature is disabled, the pro 
cessing module 56 receives raW log information 46 from the 
data store 34 and ?lters 48 the raW log information 46 to 
produce clean log information 50. The clean log information 
50 is further processed 88 by ranking, scoring, correlating 
data, or additional ?ltering. The eraser feature can be disabled 
by the user selecting a disable button or if the Eraser cookie is 
deleted or removed from the client computer system 26. 
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Moreover, if the eraser feature is disabled, the eraser module 
32 is deactivated and does not identify certain raW log infor 
mation 46 to be deleted. 
[0108] In the processing module 56, the clean log informa 
tion 50 is correlated to obtain additional information accord 
ing to Query-to-Pick history data. The additional information 
can be based on user pick patterns or user query search pat 
terns. Query-to-Pick history data refers to the correlation 
betWeen a query entered by a user and the URL picked by the 
user. According to the Query-to-Pick History, a raW score is 
assigned to each URL pick by any scoring method. The URL 
picks are ranked according to the raW score and stored in the 
data source 38. The additional information can also include 
geographic location data, demographic data, and any relevant 
information related to the user as described in US. patent 
application Ser. No. 12/111,065 and US. application Ser. No. 
10/ 853,552, Which are herein incorporated by reference. 
[0109] FIG. 4 illustrates various data processing system 20 
operations that occur When the search activity data 22 is a 
search query 52 instead of pick data. The server computer 
system 24 receives a user preference via a cookie 58 through 
the netWork 28 at the receiving module 30. In addition, the 
server computer system 24 also receives the search query 52 
over the netWork 28 at the receiving module 30. The search 
query 52 is recorded 96 at the data store 34 as raW log infor 
mation 46. The search query 52 is also received at a search 
engine 36. The search engine 36 accesses the data source 38 
containing search results 54 to extract 98 a corresponding 
search result 54 in response to the search query 52. The search 
results 54 are forWarded to a transmission module 40 Which 
transmits 100 the search results across the netWork 28 back to 
the client computer system 26. 
[0110] FIG. 4 further illustrates the eraser module 32 deter 
mining 102,104 Whether an eraser cookie 58 is enabled based 
on a user preference. 

[0111] If the eraser cookie 58 is not enabled, the raW log 
information 46 containing search query 52 related data is 
retained 106 on the data store 34. The search query 52 related 
data is further processed 108 by the processing module 56 and 
?ltered 48 to produce clean log information 50, as previously 
described. The search query 52 related data can be correlated 
or associated With the pick or selection information, as 
already described. The correlations or associations betWeen 
query and pick data are stored on the data source 38 for access 
by the search engine 36. 
[0112] FIG. 4 further shoWs that if the eraser cookie 58 is 
enabled, the determining module 42 Will determine that the 
eraser cookie 58 is enabled and the deleting module 44 Will 
delete 110 the identi?ed search query 52 related data from the 
data store 34. As previously described, search query 52 data 
may be retained inde?nitely for various exceptions. More 
over, all other cookies (other than the eraser cookie) received 
from the server computer system 24 Will be erased When the 
eraser cookie is enabled. 

[0113] FIG. 5 illustrates a screenshot of an exemplary Web 
page 112 including a query input ?eld 114, search verticals 
116, a selectable eraser option 118, a personal folder drop 
doWn menu 120, an options drop doWn menu 122, and a skin 
selector 124. 
[0114] A user can enter a query search term 52 into the 
query input ?eld 114. Upon selecting the search button or 
entering a command to accept the search, search results 54 
Will be provided to the user based on the vertical 116 selected. 
FIG. 5 shoWs a “Web” search vertical 116 being selected 
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within which a search query 52 is conducted. In one example, 
the search verticals 116 include Web, Images, News, Blogs, 
Video, Maps & Directions, City, and Shopping. The eraser 
feature will remain “on” across all verticals. For example, 
when a user clicks on the “City” vertical to ?nd a business 
located in a speci?c location, the search activity data 22 will 
continue to be deleted from the server computer system 24 
associated with the web page. 
[0115] However, before searching and choosing picks 
within a vertical 116, a user has the option of selecting the 
eraser option 118 within the web page 112. If the user does not 
select the eraser option 118, the search terms and picks or 
clicks received from the user will be recorded on the server 
computer system 24 as a default operation. 
[0116] FIG. 6 illustrates a screenshot after the user selects 
the eraser option 118. Upon the selection of the eraser option 
118, a dialog box 126 appears within the webpage 112. The 
dialog window 126 appears within the webpage 112 request 
ing con?rmation that the user would like to enable the eraser 
feature along with a brief description of the eraser feature. 
The dialog window 126 has a ?rst button 128 that the user can 
select to enable the eraser feature. The dialog window 126 
also contains a cancel button 130 that the user can select to 
avoid enabling the eraser feature. 
[0117] FIG. 7 shows a screenshot of a web page 112 after 
the user has enabled the eraser feature. When the eraser fea 
ture is enabled, two status identi?ers 132 appear next to the 
eraser option 118. A ?rst status identi?er displays a text “on” 
while a second status identi?er displays a text “off”. The “on” 
text is highlighted when the eraser feature is enabled. The 
status identi?ers clearly and constantly indicate to the user 
whether search activity data 22 will be recorded on the server 
computer system 24. 
[0118] It is understood that a user may close the web 
browser containing the web page or visit another web page. 
However, if the eraser feature is enabled, when the user 
returns to the web page associated with the server computer 
system 24, the eraser feature will remain enabled and the 
status identi?er 132 will still highlight the “on” option. As 
long as the eraser feature is enabled through the Eraser 
cookie, the status identi?er will remain “on” for subsequent 
user visits to an associated web page. 

[0119] FIG. 8 shows a screenshot when a user selects the 
“off” status identi?er when the eraser feature is already 
enabled. Another dialog window 134 appears con?rming 
whether the user would like to deactivate the eraser feature. It 
is understood that upon selecting the “off” status identi?er, 
the web page may simply turn off the eraser feature without 
the use of a dialog window. 

[0120] FIG. 9 shows a screen shot when a user has the 
eraser feature enabled and the “on” status identi?er is high 
lighted. However, the user has selected the personal folder 
drop down menu 120 or the options drop down menu 122. 
Because the personal folder feature and the options feature 
require a user ID or other information to be associated with 
the user, the eraser feature cannot be enabled during the use of 
these features and a dialog window 136 appears. Similarly, if 
a user selects the skin selector 124 (which changes the aes 
thetic characteristics of the web page) while the eraser feature 
is enabled, the same dialog window 136 will appear as 
described above because a skin preference requires the place 
ment of a cookie on the client computer system 26. However, 
as previously described, all other cookies from the server 
computer system 24 (other than the Eraser cookie) are not 
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allowed on the client computer system 26 when the eraser 
feature is enabled. Thus, the dialog window 136 seeks to 
resolve the con?ict between the enabled eraser feature and the 
user selection of an option in direct con?ict with the enabled 
eraser feature. 

[0121] FIG. 10 of the accompanying drawings illustrates a 
network environment 168 that includes a user interface 170, 
according to an embodiment of the invention, including the 
internet 172A, 172B and 172C, a server computer system 24, 
a plurality of client computer systems 26, and a plurality of 
remote sites 174. 

[0122] The server computer system 24 has stored thereon a 
crawler 176, a collected data store 178, an indexer 180, a 
plurality of search databases 36, a plurality of structured 
databases and data sources 222, a search engine 36, an eraser 
module 32, and the user interface 170. The novelty of the 
present invention revolves around the user interface 170, the 
search engine 36, the eraser module 32, data store 34, and one 
or more of the structured databases and data sources 222. The 
crawler 176 is connected over the internet 172A to the remote 
sites 174. The collected data store 178 is connected to the 
crawler 176, and the indexer 180 is connected to the collected 
data store 178. The search databases 38 are connected to the 
indexer 180. The search engine 36 and geo-bias system 38 are 
connected to the search databases 38 and the structured data 
bases and data sources 222. The client computer systems 26 
are located at respective client sites and are connected over 
the internet 172B and the user interface 170 to the search 
engine 36, data store 34 and eraser module 32. 
[0123] Reference is now made to FIGS. 10 and 11 in com 
bination to describe the functioning of the network environ 
ment 168. The crawler 176 periodically accesses the remote 
sites 174 over the internet 172A (step 182). The crawler 176 
collects data from the remote sites 174 and stores the data in 
the collected data store 178 (step 184). The indexer 180 
indexes the data in the collected data store 178 and stores the 
indexed data in the search databases 38 (step 186). The search 
databases 38 may, for example, be a “Web” database, a 
“News” database, a “Blogs & Feeds” database, an “Images” 
database, etc. The structured databases or data sources 222 
are licensed from third party providers and may, for example, 
include an encyclopedia, a dictionary, maps, a movies data 
base, etc. 
[0124] A user at one of the client computer systems 26 
accesses the user interface 170 over the internet 172B (step 
188). The user can enter a search query in a search box in the 
user interface 170, and either hit “Enter” on a keyboard or 
select a “Search” button or a “Go” button of the user interface 
170 (step 190). The search engine 36 then uses the “Search” 
query to parse the search databases 38 or the structured data 
bases or data sources 222. In the example of where a “Web” 
search is conducted, the search engine 36 parses the search 
database 38 having general Internet Web data (step 192). 
Various technologies exist for comparing or using a search 
query to extract data from databases, as will be understood by 
a person skilled in the art. 

[0125] The search engine 36 then transmits the extracted 
data over the internet 172B to the client computer system 26 
(step 194). The extracted data includes URL links to one or 
more of the remote sites 174. The user at the client computer 
system 26 can select one of the links to the remote sites 174 
and access the respective remote site 174 over the internet 
172C (step 196). The server computer system 24 has thus 
assisted the user at the respective client computer system 26 
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to ?nd or select one of the remote sites 174 that have data 
pertaining to the query entered by the user. 
[0126] FIG. 12 shoWs a diagrammatic representation of a 
machine in the exemplary form of one of the client computer 
systems 26 Within Which a set of instructions, for causing the 
machine to perform any one or more of the methodologies 
discussed herein, may be executed. In alternative embodi 
ments, the machine operates as a standalone device or may be 
connected (e.g., network) to other machines. In a netWork 
deployment, the machine may operate in the capacity of a 
server or a client machine in a server-client netWork environ 

ment, or as a peer machine in a peer-to-peer (or distributed) 
netWork environment. The machine may be a personal com 
puter (PC), a tablet PC, a set-top box (STB), a Personal 
Digital Assistant (PDA), a cellular telephone, a Web appli 
ance, a netWork router, sWitch or bridge, or any machine 
capable of executing a set of instructions (sequential or oth 
erWise) that specify actions to be taken by that machine. 
Further, While a single machine is illustrated, the term (ma 
chine) shall be taken to include any collection of machines 
that individually or jointly execute a set (or multiple sets) of 
instructions to perform any one or more of the methodologies 
discussed herein. The server computer system 24 of FIG. 10 
may include one or more machines as shoWn in FIG. 12. 

[0127] The exemplary client computer system 26 includes 
a processor 198 (e.g., a central processing unit (CPU), a 
graphics processing unit (GPU), orboth), a main memory 200 
(e. g., read-only memory (ROM), ?ash memory, dynamic ran 
dom access memory (DRAM) such as synchronous DRAM 
(SDRAM) or Rambus DRAM (RDRAM), etc.), and a static 
memory 202 (e.g., ?ash memory, static random access 
memory (SRAM), etc.), Which communicate With each other 
via a bus 204. 

[0128] The client computer system 26 may further include 
a video display 206 (e.g., a liquid crystal display (LCD) or a 
cathode ray tube (CRT)). The client computer system 26 
includes an alpha-numeric input device 208 (e.g., a key 
board), a cursor control device 210 (e.g., a mouse), a disk 
drive unit 212, a signal generation device 214 (e.g., a 
speaker), and a netWork interface device 216. 

[0129] The disk drive unit 212 includes a machine-readable 
medium 218 on Which is stored one or more sets of instruc 

tions 220 (e.g., softWare) embodying any one or more of the 
methodologies or functions described herein. The softWare 
may reside, completely or at least partially, Within the main 
memory 200 and/or Within the processor 198 during execu 
tion thereof by the client computer system 26, the memory 
200 and the processor 198 also constituting machine readable 
media. The softWare may further be transmitted or received 
over a netWork 28 via the netWork interface device 216. 

[0130] While the instructions 220 are shoWn in an exem 
plary embodiment to be on a single medium, the term 
“machine readable medium” should be taken to understand a 
single medium or multiple media (e.g., a centraliZed or dis 
tributed database or data source and/or associated caches and 
servers) that store the one or more sets of instructions. The 
term “machine readable medium” shall be taken to include 
any storage medium that is capable of storing, encoding, or 
carrying a set of instructions for execution by the machine and 
that caused the machine to perform any one or more of the 
methodologies of the present invention. The term “machine 
readable medium” shall accordingly be taken to include, but 
not be limited to, solid-state memories, and optical and mag 
netic media. 

Jan. 21,2010 

[0131] It is understood that the eraser module 32 only eras 
ers activity associated With the server computer system 24. 
Search activity related to the servers of third-party organiZa 
tions that enable the server computer system 24 to provide 
users With certain types of search results (for example: vid 
eos, Weather, shopping, and stock market summaries) are not 
deleted. 
[0132] Furthermore, search or pick activity related to a 
third-party organiZation that enables the application of spon 
sored links or text-based ads are not deleted. The third party 
organiZations Would delete search activity in accordance With 
their oWn data retention policies. 
[0133] Moreover, a third party organiZation may receive 
search query information related to a pick or click via “refer 
rer data” When the eraser feature is enabled on the server 
computer system 24. 
[0134] In an alternative embodiment, the eraser feature is 
enabled When a search is conducted Within a search box that 
is embedded into an intemet broWser. 
[0135] In an alternative embodiment, the eraser feature is 
disabled When a user search is performed through a search 
toolbar or search box available on a third-party Website or 
third-party softWare that the user chooses to install on the 
client computer system 26. 
[0136] In another alternative embodiment, the client com 
puter system 26 receives from the server computer system 24 
an additional cookie, in addition to the Eraser cookie. 
[0137] In one alternative embodiment, the additional 
cookie is an un?ltered results cookie. The un?ltered results 
cookie alloWs the server computer system 24 to identify 
Whether the user is capable of vieWing un?ltered search 
results or has chosen an option for un?ltered results. When the 
user picks a link to vieW un?ltered results, a pop-up WindoW 
is presented to request the user to accept the un?ltered results 
cookie (in addition to the Eraser cookie that may be activated 
on the client system). The un?ltered results cookie is a non 
identi?able temporary cookie created by the server computer 
system 24 and Will expire in 20 minutes. Unlike the Eraser 
cookie, subsequent user visits to the associated server Web 
page still require a user to con?rm that un?ltered results are 
desired. In other Words, subsequent attempts by a user to 
retrieve un?ltered results Will require the user to re-con?rm a 
desire to vieW un?ltered search results. 
[0138] One advantage of the present invention is that a 
user’s privacy needs are met in the context of the search 
industry. 
[0139] Another advantage is that the users have the poWer 
to control the usage of their search history and therefore 
provides users With a sense of security With respect to privacy 
concerns. 

[0140] While certain exemplary embodiments have been 
described and shoWn in the accompanying draWings, it is to 
be understood that such embodiments are merely illustrative 
and not restrictive of the current invention, and that this inven 
tion is not restricted to the speci?c constructions and arrange 
ments shoWn and described since modi?cations may occur to 
those ordinarily skilled in the art. 

What is claimed: 
1. A method of data processing comprising: 
receiving at least one search activity record and a user 

preference from a client computer system over a net 
Work at a server computer system; 

storing at least one search activity record on the server 
computer system; and 
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deleting the at least one search activity record on the server 
computer system based on the user preference. 

2. The method of claim 1, Wherein the at least one search 
activity record is at least one search query and the method 
further comprising receiving the at least one search query at a 
search engine and extracting at least one search result from a 
data source and transmitting the at least one search result from 
the server computer system to the client computer system. 

3. The method of claim 1, Wherein the at least one search 
activity record is at least one of an IP address, a user ID, a 
session ID cookie, and user pick data. 

4. The method of claim 1, Wherein the at least one search 
activity record is deleted from the server computer system 
before the at least one search activity record can be used to 
derive additional information. 

5. The method of claim 4, Wherein the additional informa 
tion is information that is related to a user pick pattern or user 
search pattern. 

6. The method of claim 1, Wherein user provided personal 
information remains on the server computer system after the 
at least one search activity record is deleted from the server 
computer system. 

7. The method of claim 1, further comprising storing an 
eraser identi?cation cookie on the client computer system 
that represents the user preference, Wherein the eraser iden 
ti?cation cookie indicates Whether the at least one search 
activity record is to be deleted from the server computer 
system. 

8. The method of claim 7, Wherein the eraser identi?cation 
cookie is user modi?able to alloW or prevent the deletion of 
the at least one search activity record from the server com 
puter system. 

9. The method of claim 7, further comprising storing an 
un?ltered results cookie, Wherein the un?ltered results cookie 
identi?es Whether the user is capable of vieWing un?ltered 
search results. 

10. A machine-readable storage medium that provides 
executable instructions Which, When executed by a computer 
system, cause the computer system to perform a method 
comprising: 

receiving at least one search activity record and a user 
preference from a client computer system over a net 
Work at a server computer system; 

storing at least one search activity record on the server 
computer system; and 

deleting the at least one search activity record on the server 
computer system based on the user preference. 

11. The machine-readable storage medium of claim 10, 
Wherein the at least one search activity record is at least one 
search query and the method further comprising receiving the 
at least one search query at a search engine and extracting at 
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least one search result from a data source and transmitting the 
at least one search result from the server computer system to 
the client computer system. 

12. The machine-readable storage medium of claim 10, 
Wherein the at least one search activity record is at least one of 
an IP address, a user ID, a session ID cookie, and user pick 
data. 

13. The machine-readable storage medium of claim 10, 
Wherein the at least one search activity record is deleted from 
the server computer system before the at least one search 
activity record can be used to derive additional information. 

14. The machine-readable storage medium of claim 13, 
Wherein the additional information is information that is 
related to a user pick pattern or user search pattern. 

15. The machine-readable storage medium of claim 10, 
Wherein user provided personal information remains on the 
server computer system after the at least one search activity 
record is deleted from the server computer system. 

16. The machine-readable storage medium of claim 10, 
further comprising storing an eraser identi?cation cookie on 
the client computer system that represents the user prefer 
ence, Wherein the eraser identi?cation cookie indicates 
Whether the at least one search activity record is to be deleted 
from the server computer system. 

17. The machine-readable storage medium of claim 16, 
Wherein the eraser identi?cation cookie is user modi?able to 
alloW or prevent the deletion of the at least one search activity 
record from the server computer system. 

18. The machine-readable storage medium of claim 16, 
further comprising storing an un?ltered results cookie, 
Wherein the un?ltered results cookie identi?es Whether the 
user is capable of vieWing un?ltered search results. 

19. A system for processing data comprising: 
a server computer system; 

a receiving module stored on the server computer system 
for receiving a search activity record and a user pref 
erence; 

a data store to store at least one search activity record on the 
server computer system, and 

a deleting module to delete the at least one search activity 
record on the data store based on the user preference. 

20. The system of claim 19, Wherein the at least one search 
activity record is at least one search query and the system 
further comprises: 

a search engine that utiliZes the at least one query to extract 
at least one search result from a data source; 

a transmission module to transmit the at least one search 
result from the server computer system to the client 
computer system. 

21. The system of claim 19, Wherein the at least one search 
activity record is at least one of an IP address, a user ID, a 
session ID cookie, and user pick data. 

* * * * * 


