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ADAPTIVE MESSAGE ROUTING FOR 
MOBILE AD HOC NETWORKS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] This invention is a directed to a message routing 
protocol for a mobile ad hoc network (MANET). 
[0003] 2. Discussion of the KnoWnArt 
[0004] Mobile ad hoc networks or MANETs are self con 
?guring netWorks in Which a number of mobile nodes may 
interconnect With one another via Wireless links. The loca 
tions of the nodes With respect to one another, i.e., the topol 
ogy of the netWork, may therefore change rapidly particularly 
When such netWorks are deployed in emergency situations or 
in military operations. Early implementations of MANETs 
Were referred to as “packet radio” netWorks. Today, for 
example, the so-called “Wi-Fi” Wireless protocol speci?ed by 
IEEE 802.11>< also includes an ad-hoc mode that enables 
message tra?ic to be handled among a local “cloud” of Wire 
less devices (e. g., Wi-Fi equipped laptops) in the absence of a 
Wired infrastructure. 
[0005] In a military joint airborne environment, e?icient 
netWorking requires operational ?exibility With ad-hoc man 
agement of netWorking resources. It is also important to 
maintain loW overhead so that bandWidth remains available 
for communication among users. NetWork users may also 
require end-to-end quality-of-service (QoS) support to man 
age latency, stability, and response time. Other desirable ser 
vice (QoS) support to manage latency, stability, and response 
time. Other desirable operational requirements may include 
security, adaptability, interoperability, speedy join time, and 
rapid netWork formation. 
[0006] Request for Comment (RFC) No. 3626 (October 
2003) discloses a so-called Optimized Link State Routing 
(OLSR) protocol for mobile ad hoc netWorks.A given node in 
the netWork selects a subset of neighboring nodes each of 
Which is Within hearing distance (one hop) from the given 
node. The nodes of this subset are referred to as multipoint 
relays (MPRs), and are situated so that When they retransmit 
a message broadcast by the given node, the message Will be 
received by all nodes that are tWo hops aWay from the given 
node. Neighbors of the given node that are not in its MPR set 
do not forWard messages received from the given node, hoW 
ever. Although the MPRs may help to reduce redundant 
retransmissions of netWork updates, a fast changing topology 
is likely to trigger an excessive number of updates and thus 
propagate increased control overhead throughout the net 
Work. See also US Patent Application Publication 2002/ 
0145978 (Oct. 10, 2002) Which discloses a routing protocol 
for mobile netWorks, including the discovery of a route to a 
destination node that is beyond tWo hops from a source node 
Wanting to send a message. 
[0007] An Internet Draft entitled “The Zone Routing Pro 
tocol (ZRP) for Ad Hoc NetWorks” (July 2002) discloses a 
hybrid protocol having both proactive and reactive compo 
nents. It is suggested in an implementation of ZRP that OLSR 
be used for proactive routing, and that Ad-Hoc On-Demand 
Distance Vector Routing (AODV) be used for reactive rout 
ing. Like OLSR, ZRP is not readily adaptable to rapid 
changes in netWork topology, hoWever. 
[0008] US. Pat. No. 5,652,751 (Jul. 29, 1997) discloses an 
architecture for mobile radio netWorks With dynamically 
changing topology. A netWork is partitioned into physical 
subnets each of Which includes a number of nodes in close 
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proximity to one another. Each node in a physical subnet is 
a?iliated With a corresponding node in each of the other 
physical subnets, thus de?ning a number of virtual subnets. A 
message is routed from a source node to a remote destination 

node in the netWork, by forWarding the message through 
nodes that are members of the same physical subnet during a 
?rst phase of tWo alternating transmission phases, and 
through nodes that are members of the same virtual subnet 
during the second transmission phase. Although the patent 
contemplates netWork routing in a fast changing topology, it 
requires complex address management, physical partition of 
subnets, and hardWare/ spectrum changes. 

SUMMARY OF THE INVENTION 

[0009] According to the invention, a method of routing 
messages in a mobile ad hoc netWork (MANET) includes 
forming logical domains in the netWork by exchanging ?rst 
topology update (TU1) messages Within groups of neighbor 
ing nodes, and identifying in the TU1 message the node 
sending the TU1 message and a node coverage the sending 
node identifying certain nodes Within a one hop range of the 
sending node. 
[0010] The method further includes designating a domain 
lead (DL) node as the node having an optimum node coverage 
among the nodes of each group, de?ning a domain as con 
taining all nodes Within a one hop range of the DL node, and 
selecting, for each node of the domain including the DL node, 
a number of bridge nodes (BNs) for linking a given domain 
node to nodes in corresponding neighboring domains. 
Domain topology update (TUd) messages are exchanged 
among the DL nodes in the netWork, Wherein the TUd mes 
sages identify those nodes contained in the domain of each 
DL node originating a TUd message. 
[0011] For a better understanding of the invention, refer 
ence is made to the folloWing description taken in conjunction 
With the accompanying draWing and the appended claims. 

BRIEF DESCRIPTION OF THE DRAWING 

[0012] In the draWing: 
[0013] FIG. 1 is one example of a netWork stack implemen 
tation at a netWork node for carrying out the inventive routing 
protocol in a mobile ad hoc netWork (MANET); 
[0014] FIG. 2 is a state machine diagram of the inventive 
protocol; 
[0015] FIG. 3 depicts tWo mobile nodes approaching one 
another While in a “Zombie” state; 
[0016] FIG. 4 shoWs the nodes in FIG. 3 assuming a “free” 
state; 
[0017] FIG. 5 is one example ofa hop one (H1) table as 
con?gured at a given node; 
[0018] FIG. 6 is one example of a hop tWo (H2) table as 
con?gured at a given node; 
[0019] FIG. 7 represents a selection of a tWo hop route over 
a one hop route of lesser quality, per the inventive protocol; 
[0020] FIG. 8 is one example of a hop k (Hk) table as 
con?gured at a given node; 
[0021] FIG. 9 shoWs one example of the format of a topol 
ogy update one (TU1) message according to the inventive 
protocol; 
[0022] FIG. 10 shoWs one example of the format of a topol 
ogy update domain (TUd) message according to the inventive 
protocol; 



US 2010/0014444 A1 

[0023] FIG. 11 illustrates the forwarding of a TUd message 
from a domain lead (DL) node through a selected set of bridge 
nodes according to the inventive protocol; 
[0024] FIG. 12 shoWs a mobile node entering a netWork at 
poWer on; 
[0025] FIGS. 13(a) to 13(d) shoW changes in the state of a 
node entering a netWork under the inventive protocol; 
[0026] FIGS. 14 and 15 illustrate the formation of a domain 
according to the inventive protocol; 
[0027] FIG. 16 illustrates a scenario of an announcement 
message from a neW domain lead node With a corresponding 
renouncement message from a former domain lead node; 
[0028] FIG. 17 shoWs a scenario of a domain node selecting 
a primary domain lead node and a secondary domain lead 
node; 
[0029] FIG. 18 depicts the selection of a set of bridge nodes 
by a domain lead node; 
[0030] FIG. 19 shoWs one example of the format of a route 
discovery (RDisc) message according to the inventive proto 
col; 
[0031] FIG. 20 shoWs a route discovery scenario; 
[0032] FIG. 21 shoWs one example of the format of a route 
resolution (RRes) message according to the inventive proto 
col; 
[0033] FIG. 22 illustrates a route resolution scenario; 
[0034] FIG. 23 illustrates a selection by an intermediate 
node of an alternate route to a destination node; 

[0035] FIGS. 24(a) to 24(c) depict shrinking of the siZe of 
a given domain and the formation of neW domains according 
to an adaptive poWer control feature of the inventive protocol; 
and 
[0036] FIG. 25 is a plot shoWing netWork control overhead 
With respect to domain siZe. 

DETAILED DESCRIPTION OF THE INVENTION 

[0037] The present invention concerns a netWork message 
routing protocol for use in mobile ad hoc netWorks (MA 
NETs), especially MANETs deployed in tactical environ 
ments Wherein the node topology of the netWork may change 
rapidly. Referred to herein as adaptive hybrid domain routing 
(AHDR), the protocol combines proactive and reactive com 
ponents in such a manner that each node entering the netWork 
can readily obtain a current optimal route for messages des 
tined to any other node in the netWork. 

[0038] Basically, AHDR operates by forming a number of 
netWork domains each of Which contains at least tWo nodes 
including a designated domain lead (DL) node. The nodes in 
each domain proactively exchange local routing information 
With one another at regular intervals. In addition, all DL nodes 
in the netWork inform one another periodically of the node 
topology in their respective domains. The rates at Which the 
topology information is exchanged may also vary in order to 
minimize netWork control overhead While suf?ciently updat 
ing the routing information available at each node. 
[0039] Each node in a given domain selects a set of bridge 
nodes to provide the former With optimal coverage of nodes in 
neighboring domains. The reactive component of the proto 
col then alloWs a domain node to acquire unknown routing 
information on demand, for example, a route to another node 
that recently entered a remote part of the netWork and Whose 
routing information has not yet propagated to the domain 
node’s oWn domain. The bridge nodes link the domain node 
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With nodes in other domains to obtain the desired routing 
information Without signi?cantly increasing the level of net 
Work control tra?ic. 
[0040] AHDR may also operate to control the transmission 
poWer of each node and thus expand or reduce the one hop 
coverage of the node so as to adapt to certain netWork condi 
tions. Because netWork control overhead as a percent of total 
available bandWidth depends on the number of nodes in each 
domain, such poWer control serves to manage domain mem 
bership and to reduce overhead. AHDR also supports a 
receive only (RO) mode of operation. 
[0041] The folloWing de?nitions apply to terms used herein 
to describe the inventive AHDR protocol. 

Hop 1 (H1) Table: 

[0042] A routing table con?gured at a given node and con 
taining hop 1 information. Includes identi?cations (IDs) of all 
neighbor nodes Within one hop (i.e., hearing distance) from 
the given node. 

Hop 2 (H2), Table: 

[0043] A routing table con?gured at a given node and con 
taining hop 2 information. Includes IDs of all nodes that can 
be reached With 2 hops. This table also contains the address of 
a l hop neighbor through Which the 2 hop node can be 
reached. 

Hop K (Hk) Table: 

[0044] A routing table con?gured at a given node that con 
tains hop k>2 information, i.e., the IDs of nodes knoWn to be 
beyond a range of 2 hops from the given node. The Hk table 
also contains the address of a l hop neighbor With Which the 
given node can link to reach the distant node. 

Topology Update 0 (TUO): 

[0045] 
node. 

A message containing the ID of the originating 

Topology Update 1 (TU1): 

[0046] A message containing the ID of the originating 
node, the ID’s of all 1 hop nodes entered in the H1 table of the 
originating node, and the ID (if available) of the domain lead 
(DL) node of the originating node’s domain. 

Link State Level (LSL): 

[0047] A rating of, e. g., Zero to 15 representing the quality 
of a transmission link for a given entry in a node’s H1 or H2 
table. LSL may be determined from Link Quality and Link 
Congestion, de?ned further beloW. 

Zombie Node: 

[0048] An isolated node out of range of any other node (i.e., 
a Zombie node has no entries in its H1 table). A Zombie node 
may broadcast a TUO message periodically at intervals of Tf. 

Free Node: 

[0049] A node that detects messages originating from a 
neighboring node(s), but does not yet belong to a domain. A 
free node does not detect a domain lead (DL) node (see 
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below) within a 1 hop range. A free node may broadcast a TU1 
message periodically every Tf. 

Domain Lead (DL) Node: 

[0050] A node having the most coverage of its 1 hop neigh 
bor nodes. The DL node may send a TU1 message every 2 Tf, 
and exchange network topology information with DL nodes 
of other domains in the form of topology update domain 
(TUd) messages. A node announces its DL status via a 
domain lead announcement (DLA) message to its neighbors. 
The former DL node renounces its DL status by broadcasting 
a domain lead renouncement (DLR) mes sage to its neighbors. 

Domain Node: 

[0051] A node that is a member of a domain with at least 
one DL node within 1 hop range of itself. A domain node may 
broadcast a TU1 message every 2 Tf, and is able to issue Route 
Discovery (RDisc) messages and receive Route Resolution 
(RRes) messages as de?ned below. 

Domain: 

[0052] The region surrounding a DL node and containing 
all domain nodes within 1 hop distance from the DL node. 
That is, a DL node can reach all nodes contained within its 
domain via 1 hop, and vice versa. 

Bridge Node: 

[0053] A node belonging to a set of one or more nodes that 
are selected by a domain node (including a DL node). A 
bridge node acts to “bridge” a domain node that selected it 
with nodes in other domains of the network. Bridge nodes are 
selected strategically to maximize a domain node’s ability to 
reach nodes in the other domains with minimal control over 
head. 

Link Node: 

[0054] An intermediate node which is the next hop from a 
node that is originating or forwarding a message along a route 
to another node in the network. 

Topology Update Domain (TUd): 

[0055] A message exchanged among DL nodes throughout 
the network to disseminate information concerning nodes 
contained in the DL nodes’ respective domains. 

Route Discovery (RDisc): 

[0056] A message transmitted by a domain node wishing to 
obtain a route to a desired destination node. 

Route Resolution (RRes): 

[0057] A message addressed to a domain node after a route 
to the desired destination node is resolved, in response to a 
RDisc Message from the domain node. 

Network Entry: 

[0058] An event that occurs once a node obtains informa 
tion concerning neighboring nodes, and is able to reach all 
other nodes in the network on demand, i.e., the entering node 
has identi?ed a DL node within 1 hop. 
[0059] FIG. 1 is an example of a network stack implemen 
tation at a network node for implementing AHDR according 
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to the invention. FIG. 2 is a state machine diagram showing 
four normal states of a network whose nodes operate under 
the AHDR protocol, as described below. 

[0060] A mobile node may gather link quality, link traf?c 
congestion and logical connection information from lower 
layers of the network. For example, in the stack implementa 
tion in FIG. 1, a cross layer module (CLM) may derive an 
Internet protocol (IP) address from a medium access control 
(MAC) address, and assign the IP address to the node’s net 
work interface during initialization. The CLM module may 
be con?gured in a known manner to implement an IP to MAC 
address resolution for each outbound message from the 
mobile node. When the node enters or exits the network, the 
lower layers are noti?ed by the CLM either to replace a 
speci?c target node, or to delete a speci?c target node as well 
as an associated message. Other possible implementations 
would be apparent to those skilled in the art based on the 
present disclosure. 
[0061] Neighbor Detection and Network Formation (FIGS. 
3 and 4) 
[0062] At initialization, each of nodes N1 and N2 in FIG. 3 
assumes a “zombie” state and remains in that state until one or 

more valid entries are entered in their local routing tables. For 
purposes of illustration, the transmission and reception cov 
erage of either node is represented by a circle drawn around 
the node. It will be understood that a node’s coverage may 
actually extend over a de?ned volume of space as in an 
airborne wireless ad hoc network. 

[0063] While in the zombie state, each node broadcasts 
Topology Update Zero (TUO) messages at a rate of Tf wherein 
Tf is a unit of time, e.g., one second. The TUO messages are 
broadcast until the zombie node detects a neighboring node. 
The neighbor node may be another zombie node which is also 
broadcasting a TUO message, a free node, or a domain node 
broadcasting Topology Update One (TU1) messages. Upon 
detecting the neighbor node’s message, the zombie node 
records the neighbor node’s ID or address in its Hop 1 (H1) 
table, as shown in FIG. 4. The entries may also include an 
associated Link State Level (LSL) for the recorded node. 
When a zombie node’s H1 table is no longer empty but lacks 
an address of a domain lead node, the zombie node attains the 
status of a “free” node and starts broadcasting TU1 messages 
that include the identities of its hop 1 neighbors. The TU1 
messages may also be broadcast periodically at intervals of 

Tf' 
[0064] Further details of the proactive routing tables at each 
of the nodes are set out below. 

Hop One (H1) Table (FIG. 5) 

[0065] A node’s H1 table is populated and updated each 
time the node receives a TUO or a TU1 message from a 
neighboring node. The H1 table contains entries for each 
neighbor node within one hop range or distance. Each entry 
has, e.g., six ?elds, namely; Node ID, Link State Level (LSL), 
Node Coverage (NC), Domain Lead (DL), Neighboring 
Domain Coverage (NDC) and Timer. In FIG. 5; 

[0066] Node ID: The source ID (SID) of the node send 
ing the TUO or the TU1 message. 

[0067] LSL: A measure of the link condition between the 
local node and the node ID, and vice versa. Bi-direc 
tional values are represented in FIG. 5. 

[0068] NC: The node coverage of the sending node. 
























