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METHOD AND APPARATUS FOR 
HIERARCHICAL SELECTIVE 

PERSONALIZATION 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a divisional of US. application 
Ser. No. 10/789,087 ?led on Feb. 27, 2004, the disclosure of 
Which is incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to distributed data pro 
cessing systems and, more particularly, to distributed data 
processing systems for serving personalized content. 

BACKGROUND OF THE INVENTION 

[0003] “Personalization” in the context of distributed data 
netWorks involving clients and servers (such as the Internet or 
World Wide Web) is the term generally given to the process of 
serving content customized in some Way to a requesting cli 
ent. The basic mechanism for personalization in such data 
netWorks includes composing a Web page served on a Web 
server based on knoWledge of the identity of the client. 
[0004] A key problem With existing personalization tech 
nique, hoWever, is that it can introduce signi?cant overhead 
for producing content. Personalized content may require 
accesses to back-end databases Which can consume signi? 

cant central processing unit (CPU) cycles. 
[0005] A number of commercial Web sites use some forms 
of personalization. For example, one Web site employs tWo 
levels of subscribers. The preferred status level may receive 
personalized content by going to the server. It may not matter 
What the load is on the site; clients of a given level may alWays 
get the same service level. If the system is heavily loaded, 
their performance may be impacted but to a lesser degree due 
to the use of dedicated servers. Non-preferred users may get 
Whatever the system can support no matter if it is heavily 
loaded or lightly loaded. “Load” generally refers to the utili 
zation of the Web site and/ or the number of requests made for 
content associated With the Web site. 
[0006] Web sites of Weather or neWs related organizations 
typically support the concept of “extreme Weather” or “big 
neW story” situations. Such organizations may cut back on 
content of all types the more load they have on their Web sites. 
If they have no concept of preferred or non-preferred custom 
ers, personalized content simply becomes out-dated under 
these conditions. 
[0007] Another Web site employs the concept of shifting 
servers if a particular category of content is getting too much 
load. No personalization or customer differentiation is used. 
Load is simply shifted based on degree of usage. 
[0008] Thus, a need exists for improved serving of person 
alized content in a distributed data netWork. 

SUMMARY OF THE INVENTION 

[0009] The present invention provides techniques for 
improved serving of content in a distributed data netWork. 
[0010] In one aspect of the invention, a technique of deliv 
ering content in a client-server system based on a request 
from a client comprises the folloWing steps/operations. The 
request is received at a computing device, the receiving com 
puting device being part of a hierarchy of one or more caches 
and one or more servers in the client-server system. A current 

Jan. 14, 2010 

load on a next-level computing device of the hierarchy is 
determined. When the current load on the next-level comput 
ing device of the hierarchy is such that a response time for 
delivery of the request from the next-level computing device 
Would increase above a given threshold, a client type associ 
ated With the request is checked and, When the client type 
indicates that the client is beloW a given priority level, content 
to be delivered to the client in response to the request is 
personalized at the receiving computing device. When the 
current load on the next-level computing device of the hier 
archy is such that a response time for delivery of the request 
from the next-level computing device Would not increase 
above a given threshold, the request is sent from the receiving 
computing device to the next-level computing device and the 
content to be delivered to the client in response to the request 
is personalized at the next-level computing device. The per 
sonalized content is sent to the client. 
[0011] These and other objects, features and advantages of 
the present invention Will become apparent from the folloW 
ing detailed description of illustrative embodiments thereof, 
Which is to be read in connection With the accompanying 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a block diagram illustrating a distributed 
data netWork architecture With Which embodiments of the 
present invention may be implemented; 
[0013] FIG. 2 is a How diagram illustrating a methodology 
for serving personalized content in accordance With an 
embodiment of the present invention; and 
[0014] FIG. 3 is a block diagram illustrating a computing 
system With Which embodiments of the present invention may 
be implemented. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0015] The present invention Will be explained beloW in the 
context of an illustrative Internet or World Wide Web imple 
mentation. HoWever, it is to be understood that the present 
invention is not limited to such an data netWork architecture. 
Rather, the invention is more generally applicable to any 
distributed data environment in Which it Would be desirable to 
serve personalized data to a client. 

[0016] As illustratively used herein, the term “client” may 
generally refer to one or more computing systems (e.g., per 
sonal computer, personal digital assistant, cellphone, laptop, 
etc.) capable of making a request to a server (e.g., by con 
necting to a netWork to obtain data). A “client” may also 
occasionally refer to the individual(s) using the computing 
system (this Will be clear from the circumstances). A “server” 
may generally refer to one or more computing systems 
capable of responding to a client request (e.g., by generating 
and serving content available on the netWork).A “cache” may 
generally refer to one or more computing systems capable of 
storing and also serving data e?iciently and is typically 
deployed to improve performance. 
[0017] As Will be illustratively explained beloW, the inven 
tion provides techniques for providing data in a client-server 
environment (including Web environments) in Which person 
alized content is served from one or more servers and one or 

more caches. The system selects the proper server(s) and 
cache(s) to provide personalization based on characteristics 
such as load on the system and client identity. In general, the 
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degree of personalization of Web pages that can be achieved 
at a cache node is less than that possible at a server node. 
However, the improved personalization at a server node, rela 
tive to that at a cache, comes at a price. The performance of 
serving personalized pages at a cache is usually better than 
that at a server node. The invention makes use of this differ 
ence to optimize the degree of personalization based on 
selecting degree and location of personalization based on 
several factors. 

[0018] Furthermore, in one embodiment, it is to be appre 
ciated that the invention may be realized With one or more 
Web caches (having limited Web page personalization capa 
bility) and one or more Web servers (With capability of vari 
ous levels of additional Web page personalization) arranged 
in a hierarchy. The Web cache(s) are interposed betWeen the 
data netWork and the Web server(s). 
[0019] There has been considerable Work in the area of 
hierarchical caching for Web environments. The folloWing 
references describe such Work: J. Wang, “A Survey of Web 
Caching Schemes for the Internet,”ACM Computer Commu 
nication RevieW (CCR), Vol. 29, No. 5, October 1999; and J. 
Challenger et al., “E?iciently Serving Dynamic Data at 
Highly Accessed Web Sites,” IBM Research Report No. 
RC22823, June 2003, the disclosures of Which are incorpo 
rated by reference herein. HoWever, no past references on 
hierarchical caching describe hoW to use such systems for 
personalization. 
[0020] In accordance With the present invention, a combi 
nation of several criteria may be used to determine Where the 
personalization is done and the degree of personalization to 
be employed. 
[0021] In an illustrative methodology described herein, the 
invention determines When a page is served from a cache 
using considerations based on personalization. Thus, even if 
a Web page is cached at a Web cache, the methodology may 
decide to serve the page from a Web server, depending on the 
degree of personalization that the methodology decides to 
achieve. While the Web page can be personalized at a cache, 
less information about the client may be available at the 
cache. For example, limited or no history of access informa 
tion may be available for each client at the cache. The source 
Internet Protocol (IP) address of the client (or that of the 
?reWall his request comes through) is knoWn at the cache. The 
cache may process cookies, or uniform resource locator 
(URL) headers that may provide more information about the 
client. 
[0022] One criterion for selective personalization that may 
be employed by the invention is that of the current load on the 
caches and the servers. If a Web server is lightly loaded, the 
methodology of the invention may favor personalization on 
the Web server. On the other hand, if the Web server is heavily 
loaded, the methodology of the invention may favor person 
alization at another entity. If the server has moderate load, the 
methodology of the invention may decide to still perform the 
personalization at the server, but to limit the degree of per 
sonalization so as to use less processing poWer at the server. If 
all caches and servers are loaded beyond a threshold, the 
methodology of the invention may serve the Web page With 
out personalization to minimize the resources used. 

[0023] Furthermore, the identity and class of the client may 
be used to determine the location and degree of personaliza 
tion. As is knoWn, the identity of the client may be carried 
using cookies or URL extensions, by hidden ?elds, or other 
mechanisms in the Web request. High priority clients for 
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personalization may be favored over loWer priority clients. 
Thus, load on the Web servers permitting, personalization for 
the high priority clients may be done on the Web servers; very 
loW priority clients may not have any personalization at all, 
and could be fed pre-cached pages; clients With intermediate 
priority Would be served from a server if the server load is not 
too high, and personalized at the cache if server load is higher. 
[0024] Referring initially to FIG. 1, a block diagram illus 
trates a distributed data netWork architecture With Which one 
or more embodiments of the present invention may be imple 
mented. As shoWn, the architecture may include a plurality of 
client nodes 1000-1, . . . , 1000-n) connected to netWork 2000 

(e.g., World Wide Web). The architecture may also include a 
multilevel hierarchy formed by one or more caches and one or 
more servers. In the example shoWn in FIG. 1, level 1 (e.g., the 
loWest hierarchy level) includes a plurality of Web caches 
3000-1, . . . , 3000-m, Which are directly connected to netWork 

2000. Level 2 includes Web cache 4000-1 connected to the 
level 1 caches. Level 3 (e. g., the highest hierarchy level) 
includes Web server 5000-1 connected to the level 2 cache. It 
is to be understood that more or less caches and Web servers 
may be employed at each level and the hierarchy may include 
more or less levels. 

[0025] Referring noW FIG. 2, a How diagram illustrates a 
methodology for serving personalized content in accordance 
With an embodiment of the present invention. More particu 
larly, FIG. 2 shoWs processing logic 6000 of a Web page 
request at a Web cache. It is to be understood that such 
methodology could be implemented at a cache at any level in 
the hierarchy. 
[0026] In step 6010, a Web request is received at a Web 
cache. Note that if the cache is at the loWest level of the 
hierarchy, the request is directly from the client. OtherWise, 
the request is from the next loWer level cache of the hierarchy. 
The load on the next level of the hierarchy is considered in 
step 6020. If the load is high (e.g., enough to increase 
response times by at least 50 percent), the client type is 
checked in step 6030. If the client type is of loW priority, the 
personalization is performed at the Web cache in step 6060. 
OtherWise, the client request is sent to the next level of the 
hierarchy at step 6040. 
[0027] In step 6050, the personalized response is received 
back from the cache in the next level of the hierarchy. In step 
6070, the personalized page is returned to the client. This is 
done through the next loWer level cache of the hierarchy, if the 
Web cache is not at the loWest level. 
[0028] It is to be noted that for the cache at the highest level 
of the cache hierarchy (i.e., the portion of the overall system 
hierarchy that includes only the caches), no client type check 
ing Will be performed. All requests forWarded to the cache 
Will be served. Since the loWer level cache maintains infor 
mation on the load of the higher level cache, it can avoid 
overloading the higher level cache. 
[0029] It is also to be noted that the client can have multiple 
levels of priority. The priority threshold to forWard the request 
to the next higher level cache is load dependent. For example, 
assume four levels of client priority. If the load of the higher 
level cache is at 30 percent (%) or less, all requests can be 
forWarded to the higher level cache. BetWeen 30% and 50% 
load, only clients With a priority level of tWo or higher Will be 
forWarded to the next level. BetWeen 50% and 70% load, the 
priority threshold is at priority level three. Above 70% load, 
only a priority four client request Will be forWarded to the next 
level. 



US 2010/0011123 A1 

[0030] One example of using the invention Would pertain to 
personalizing a Weather Web site that gets high loads during 
extreme Weather (e.g., hurricanes). Such a Web site may be 
able to give customers very personalized and selectable con 
tent under normal conditions such as local golf course con 
ditions, current local maps, local temperatures, etc. Custom 
ers to the site Would be placed in different quality-of-service 
(QoS) classes. Customers in higher QoS classes Would get 
preferred access to personalized data. When the site is subject 
to large numbers of users coming to the site during extreme 
Weather conditions, the site could choose Which customers it 
Would give current personalized information versus perhaps 
personalized, but out-of-date, information. 
[0031] So a preferred customer may alWays get his up-to 
date personalized content even When the site is under very 
high load. A regular customer Would receive all of his per 
sonalized information up-to-date When the site is lightly 
loaded but under heavy load his content Would still be per 
sonalized but Would only be updated at some interval (e.g., 
every ?fteen minutes) and so Would be out-of-date. 
[0032] The site could even be set up to have hierarchical 
levels of caching based on various loads. So that general 
customers Would receive out-of-date information (?fteen 
minutes old) from ?rst level caches, the next level up cus 
tomer Would receive more up-to-date information (tWo min 
utes old) from the next level of caches, and the most preferred 
customers Would receive up-to-date information directly 
from the server under almost all conditions. 

[0033] The location and degree of personalization may 
depend on the Web page and/or port being requested. For 
instance, in an on-line business scenario, it may be deemed 
that request pages associated With ordering are to be favored 
for deep personalization. Or, there may be excess stock of 
some item, and broWsers of certain other catalog pages are 
likely targets for advertising that item, possibly requiring 
personalization at the server. Those skilled in the art Will 
readily appreciate that other criteria may be combined With 
the above in determining the location and degree of person 
alization to be performed for a Web page requested by a client. 
For instance, personalization could be dependent on a pro?le 
of client preferences, e.g., preference for loWer response time 
over more personalized data. Or it could be length of a client 
session, favoring clients Who stay on the site indicating that 
they like the site. 
[0034] The decision to perform personalization can also 
take into account the type of personalization: (i) ad insertion; 
(ii) promotion (links Within the site); and (iii) format of page 
Which should only be done at the host. 
[0035] Personalization is just one example of an applica 
tion of the invention. More generally, the invention provides 
a methodology for providing differentiated accuracy of infor 
mation. In some cases, accuracy of information may be the 
degree of personalization. In other cases, it may be something 
entirely different (e. g., degree of image resolution). 
[0036] Referring ?nally to FIG. 3, a block diagram illus 
trates an illustrative hardWare implementation of a computing 
system in accordance With Which one or more components/ 
steps of the invention (e.g., methodologies described in the 
context of FIG. 2 as may be performed in accordance With the 
architecture of FIG. 1) may be implemented, according to an 
embodiment of the present invention. Thus, the computer 
system in FIG. 3 may be used to implement the caches and 
servers shoWn in FIG. 1. The computer system of FIG. 3 may 
also be used to implement each of the plurality of clients. 

Jan. 14, 2010 

[0037] It is to be understood that the individual compo 
nents/ steps of the invention may be implemented on one such 
computer system, or more preferably, on more than one such 
computer system. In the case of an implementation on a 
distributed computing system, the individual computer sys 
tems and/ or devices may be connected via a suitable netWork, 
e.g., the Internet or World Wide Web. HoWever, the system 
may be realized via private or local netWorks. The invention is 
not limited to any particular netWork. 
[0038] As shoWn, the computer system 7000 may be imple 
mented in accordance With a processor 7020, a memory 7040, 
I/ O devices 7060, and a netWork interface 7080, coupled via 
a computer bus 7100 or alternate connection arrangement. 
[0039] It is to be appreciated that the term “processor” as 
used herein is intended to include any processing device, such 
as, for example, one that includes a CPU and/or other pro 
cessing circuitry. It is also to be understood that the term 
“processor” may refer to more than one processing device and 
that various elements associated With a processing device 
may be shared by other processing devices. 
[0040] The term “memory” as used herein is intended to 
include memory associated With a processor or CPU, such as, 
for example, RAM, ROM, a ?xed memory device (e. g., hard 
drive), a removable memory device (e.g., diskette), ?ash 
memory, etc. 
[0041] In addition, the phrase “input/output devices” or 
“I/O devices” as used herein is intended to include, for 
example, one or more input devices (e.g., keyboard, mouse, 
etc.) for entering data to the processing unit, and/or one or 
more output devices (e.g., speaker, display, etc.) for present 
ing results associated With the processing unit. 
[0042] Still further, the phrase “netWork interface” as used 
herein is intended to include, for example, one or more trans 
ceivers to permit the computer system to communicate With 
another computer system via an appropriate communications 
protocol. 
[0043] Accordingly, softWare components including 
instructions or code for performing the methodologies 
described herein may be stored in one or more of the associ 
ated memory devices (e.g., ROM, ?xed or removable 
memory) and, When ready to be utilized, loaded in part or in 
Whole (e.g., into RAM) and executed by a CPU. 
[0044] The invention can be applied to caching in a variety 
of different contexts in addition to the Web. It is important to 
note that While the present invention has been described in the 
context of a fully functioning data processing system, those of 
ordinary skill in the art Will appreciate that the processes of 
the present invention are capable of being distributed in the 
form of a computer readable medium of instructions and a 
variety of forms and that the present invention applies equally 
regardless of the particular type of signal bearing media actu 
ally used to carry out the distribution. Examples of computer 
readable media include storage media, such as a ?oppy disk, 
a hard disk drive, a RAM, CD-ROMs, DVD-ROMs, and 
transmission-type media, such as digital and analog commu 
nications links, Wired or Wireless communications links using 
transmission forms, such as, for example, radio frequency 
and light Wave transmissions. The computer readable media 
may take the form of coded formats that are decoded for 
actual use in a particular data processing system. 
[0045] It is to be further appreciated that a service provider 
could provide aspects of the present invention in the folloW 
ing illustrative Way. Clients could belong to different quality 
of-service (QoS) classes. Clients belonging to high QoS 
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classes get preferred access to personalized information. The 
service provider could provide different options for grouping 
clients into different QoS classes. One such method Would be 
for levels of service to be speci?ed via service level agree 
ments. 

[0046] During periods of light load, all clients could receive 
personaliZed information. During periods of heavier load, 
some fraction of clients could receive less personaliZed con 
tent. As load increases, more clients Would receive less per 
sonaliZed information. Clients belonging to higher QoS 
classes Would be affected the least. Conversely, as load 
decreases, more clients could receive more personaliZed 
information. 
[0047] The service provider could monitor load on the sys 
tem and control the degree of personaliZation in response to 
varying loads. 
[0048] Although illustrative embodiments of the present 
invention have been described herein With reference to the 
accompanying draWings, it is to be understood that the inven 
tion is not limited to those precise embodiments, and that 
various other changes and modi?cations may be made by one 
skilled in the art Without departing from the scope or spirit of 
the invention. 

What is claimed is: 
1. A method of delivering content in a client-server system 

based on a request from a client, comprising the steps of: 
receiving the request at a computing device, the receiving 

computing device being part of a hierarchy of one or 
more caches and one or more servers in the client-server 

system; 
determining a current load on a next-level computing 

device of the hierarchy; 
When the current load on the next-level computing device 

of the hierarchy is such that a response time for delivery 
of the request from the next-level computing device 
Would increase above a given threshold, checking a cli 
ent type associated With the request and, When the client 
type indicates that the client is beloW a given priority 
level, personaliZing content to be delivered to the client 
in response to the request at the receiving computing 
device; 

When the current load on the next-level computing device 
of the hierarchy is such that a response time for delivery 
of the request from the next-level computing device 
Would not increase above a given threshold, the request 
is sent from the receiving computing device to the next 
level computing device and the content to be delivered to 
the client in response to the request is personaliZed at the 
next-level computing device; and 

sending the personaliZed content to the client. 
2. The method of claim 1, Wherein personaliZing the con 

tent to be delivered to the client in response to the request 
comprises selecting a level of personaliZation from a plurality 
of levels of personaliZation. 

3. The method of claim 2, Wherein the selection of the level 
of personaliZation is based on at least one personaliZation 
preference. 

4. The method of claim 2, Wherein personaliZing the con 
tent to be delivered to the client in response to the request 
further comprises creating a personaliZed Web page based on 
the selected level of personaliZation. 

5. The method of claim 1, Wherein delivering content in a 
client-server system comprises delivering content in the 
World Wide Web. 
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6. The method of claim 5, Wherein delivering the content 
comprises delivering one or more Web pages. 

7. A computing device for delivering content in a client 
server system based on a request from a client, the computing 
device being part of a hierarchy of one or more caches and one 
or more servers in the client-server system, the computing 
device comprising: 

a memory; and 
one or more processors coupled to the memory and opera 

tive: 
to receive the request; 
to determine a current load on a next-level computing 

device of the hierarchy; 
When the current load on the next-level computing 

device of the hierarchy is such that a response time for 
delivery of the request from the next-level computing 
device Would increase above a given threshold, to 
check a client type associated With the request and, 
When the client type indicates that the client is beloW 
a given priority level, to personaliZe content to be 
delivered to the client in response to the request; 

When the current load on the next-level computing 
device of the hierarchy is such that a response time for 
delivery of the request from the next-level computing 
device Would not increase above a given threshold, to 
send the request to the next-level computing device 
such that content to be delivered to the client in 
response to the request is personaliZed at the next 
level computing device; and 

to send the personaliZed content to the client. 
8. The computing device of claim 7, Wherein personaliZing 

the content to be delivered to the client in response to the 
request comprises selecting a level of personaliZation from a 
plurality of levels of personaliZation. 

9. The computing device of claim 8, Wherein the selection 
of the level of personaliZation is based on at least one person 
aliZation preference. 

10. The computing device of claim 8, Wherein personaliZ 
ing the content to be delivered to the client in response to the 
request further comprises creating a personaliZed Web page 
based on the selected level of personalization. 

11. The computing device of claim 7, Wherein delivering 
content in a client- server system comprises delivering content 
in the World Wide Web. 

12. The computing device of claim 11, Wherein delivering 
the content comprises delivering one or more Web pages. 

13. The computing device of claim 11, Wherein the com 
puting device is one of a cache or a server. 

14. An article of manufacture for use in delivering content 
in a client-server system based on a request from a client, 
comprising a computer readable storage medium containing 
one or more programs Which When executed by a computing 
device, the computing device being part of a hierarchy of one 
or more caches and one or more servers in the client-server 

system, implement the steps of: 
receiving the request; 
determining a current load on a next-level computing 

device of the hierarchy; 
When the current load on the next-level computing device 

of the hierarchy is such that a response time for delivery 
of the request from the next-level computing device 
Would increase above a given threshold, checking a cli 
ent type associated With the request and, When the client 
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type indicates that the client is below a given priority 
level, personalizing content to be delivered to the client 
in response to the request; 

When the current load on the next-level computing device 
of the hierarchy is such that a response time for delivery 
of the request from the next-level computing device 
Would not increase above a given threshold, sending the 
request to the next-level computing device such that 
content to be delivered to the client in response to the 
request is personalized at the next-level computing 
device; and 

sending the personalized content to the client. 
15. The article of manufacture of claim 14, Wherein per 

sonalizing the content to be delivered to the client in response 
to the request comprises selecting a level of personalization 
from a plurality of levels of personalization. 
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16. The article of manufacture of claim 15, Wherein the 
selection of the level of personalization is based on at least 
one personalization preference. 

17. The article of manufacture of claim 15, Wherein per 
sonalizing the content to be delivered to the client in response 
to the request further comprises creating a personalized Web 
page based on the selected level of personalization. 

18. The article of manufacture of claim 14, Wherein deliv 
ering content in a client-server system comprises delivering 
content in the World Wide Web. 

19. The article of manufacture of claim 18, Wherein deliv 
ering the content comprises delivering one or more Web 
pages. 

20. The article of manufacture of claim 14, Wherein the 
computing device is one of a cache or a server. 

* * * * * 


