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A method for creating a digital Work having content and 
usage rights related to the content; the digital Work being 
adapted to be used Within a system having repositories for 
controlling use of content; the method including issuing a 
license to a consumer; the license permitting the consumer to 
access the content of the digital Work to be created in the 
future. The issuing step further includes determining the 
usage rights that can be included in the license; the usage 
rights specifying a type of use of the content that is enforce 
able by a repository; electronically generating a license based 
on the usage rights; and creating the digital Work as the 
content is being created or after the content is created; 
Wherein the step of creating the digital Work includes securing 
the content before the digital Work is distributed to the con 
sumer. 
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Fig. 1 
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Fig. 2 
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METHOD AND APPARATUS FOR 
ESTABLISHING USAGE RIGHTS FOR 

DIGITAL CONTENT TO BE CREATED IN 
THE FUTURE 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

[0001] The present invention is a continuation of com 
monly assigned, copending, US. patent application Ser. No. 
11/052,209 of RALEY et al., entitled “METHOD AND 
APPARATUS FOR ESTABLISHING USAGE RIGHTS 
FOR DIGITAL CONTENT TO BE CREATED IN THE 
FUTURE,” ?led Feb. 8, 2005, noW pending, Which is a con 
tinuation-in-part US. patent application Ser. No. 09/867,747 
of TADAYON et al., entitled “METHOD AND APPARATUS 
FOR ESTABLISHING USAGE RIGHTS FOR DIGITAL 
CONTENT TO BE CREATED IN THE FUTURE,” ?led 
May 31, 2001, now US. Pat. No. 6,876,984, the entire dis 
closures of all of Which are hereby incorporated by reference 
herein. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates generally to assignment of 
usage rights for digital Works. In particular, this invention 
relates to establishing usage rights for before the content is 
created. Content that has not yet been created can be, for 
example, a live event (such as a sports event) that has not yet 
happened. It can also be, for example, a movie that has not yet 
been ?lmed or a book that has not yet been Written. Moreover, 
the content in question could be, for example, a movie created 
many years ago. In that example this invention Would pertain 
to the version of that movie in digital form, prepared and 
packaged for distribution in a manner described in this inven 
tion. Similarly, a tWo thousand year old book prepared as a 
neW digital Work can be content to be created in the future 
equally as With the case of the book that has not yet been 
Written. Further, an item of content already in digital form can 
be content that has not been created Where a neW digital 
instantiation of the content is created. 
[0003] One of the most important issues impeding the 
Widespread distribution of digital Works via electronic means, 
and the Internet in particular, is the current lack of protection 
of intellectual property rights of content oWners during the 
distribution and the usage of the digital content. Efforts to 
resolve these issues have been termed “Intellectual Property 
Rights Management” (“IPRM”), “Digital Property Rights 
Management” (“DPRM”), “Intellectual Property Manage 
ment” (“IPM”), “Rights Management” (“RM”), and “Elec 
tronic Copyright Management” (“ECM”), collectively 
referred to as “Digital Rights Management” (“DRM”) herein. 
[0004] Due to the expansion of the Internet in the recent 
years, and the issues relating to privacy, authentication, 
authoriZation, accounting, payment and ?nancial clearing, 
rights speci?cation, rights veri?cation, rights enforcement, 
document protection, and collection of licensing fees DRM 
has become even more important. Because the Internet is such 
a Widely used netWork Whereby many computer users com 
municate and trade ideas and information, the freedom at 
Which electronically published Works are reproduced and 
distributed is Widespread and commonplace. 
[0005] TWo basic types DRM of schemes have been 
employed to attempt to solve the document protection prob 
lem: secure containers and trusted systems. A “secure con 
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tainer” (or simply an encrypted document) offers a Way to 
keep document contents encrypted until a set of authorization 
conditions are met and some copyright terms are honored 

(e. g., payment for use). After the various conditions and terms 
are veri?ed With the document provider, the document is 
released to the user in clear form. Commercial products such 
as IBM’s CRYPTOLOPESTM and InterTrust’s DIGI 
BOXESTM fall into this category. Clearly, the secure container 
approach provides a solution to protecting the document dur 
ing delivery over insecure channels, but does not provide any 
mechanism to prevent legitimate users from obtaining the 
clear document and then using and redistributing it in viola 
tion of content oWners’ intellectual property. 

[0006] Cryptographic mechanisms are typically used to 
encrypt (or “encipher”) documents that are then distributed 
and stored publicly, and ultimately privately deciphered by 
authoriZed users. This provides a basic form of protection 
during document delivery from a document distributor to an 
intended user over a public netWork, as Well as during docu 
ment storage on an insecure medium. 

[0007] In the “trusted system” approach, the entire system 
is responsible for preventing unauthorized use and distribu 
tion of the document. Building a trusted system usually 
entails introducing neW hardWare such as a secure processor, 
secure storage and secure rendering devices. This also 
requires that all softWare applications that run on trusted 
systems be certi?ed to be trusted. While building tamper 
proof trusted systems is a real challenge to existing technolo 
gies, current market trends suggest that open and untrusted 
systems such as PC and Workstations using broWsers to 
access the Web, Will be the dominant systems used to access 
digital Works. In this sense, existing computing environments 
such as PCs and Workstations equipped With popular operat 
ing systems (e. g., WindoWsTM, LinuxTM, and UNIX) and ren 
dering applications such as broWsers are not trusted systems 
and cannot be made trusted Without signi?cantly altering 
their architectures. Of course, alteration of the architecture 
defeats a primary purpose of the Web, i.e. ?exibility and 
compatibility. 
[0008] US. Pat. Nos. 5,530,235, 5,634,012, 5,715,403, 
5,638,443, and 5,629,980 introduced many basic concept of 
DRM. All of these patents are hereby incorporated herein by 
reference in their entirety. US. Pat. No. 5,634,012 discloses a 
system for controlling the distribution of digital documents. 
Each rendering device has a repository associated thereWith. 
A predetermined set of usage transaction steps de?ne a pro 
tocol used by the repositories for carrying out usage rights 
associated With a document. Usage rights are encapsulated 
With the content or otherWise associated With the digital Work 
to travel With the content. The usage rights can permit various 
types of use such as, vieWing only, use once, distribution, and 
the like. Rights can be granted based on payment or other 
conditions. 

[0009] In conventional DRM techniques, a content oWner, 
or other authoriZed party, speci?es the rights after the content 
has been created and protects, e. g. encrypts, the content at the 
same time. A private key is used to encrypt the content, and a 
label is generated Which speci?es the usage rights. The rights 
label and the protected content are then associated and stored. 
A license to the content can later be generated for a user to 
permit the user to use or access the content. The license 
includes a private key Which has been encrypted using a 
public key in knoWn manner. 
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[0010] To access the content, the private key can be used to 
decrypt the encrypted public key, allowing the user to decrypt 
the content. This technique works well if the content is avail 
able at the time of the rights speci?cation. However, this 
technique breaks-down if one wants to specify rights for 
content and issue a license for the content before the content 
is available. For example, a distributor of streaming video to 
a live future event, or of photographs to a future event, may 
want to begin selling licenses to the content prior to the event. 
Conventional DRM systems fall short of presenting processes 
for improving the security, user interface, organization, struc 
ture, and accuracy of the DRM system, particularly for those 
works that are not yet in existence. 

SUMMARY OF THE INVENTION 

[0011] An aspect of the invention is to obviate the problems 
noted above in the prior technology and permit usage rights to 
be assigned to a work prior to creation of the work. 
[0012] A further aspect of the invention, includes a method 
for creating a digital work having content and usage rights 
related to the content, the digital work being adapted to be 
used within a system having repositories for controlling use 
of content, the method including issuing a license to a con 
sumer, the license permitting the consumer to access the 
content of the digital work to be created in the future. The 
issuing step further includes determining the usage rights that 
can be included in the license, the usage rights specifying a 
type of use of the content that is enforceable by a repository; 
electronically generating a license based on the usage rights; 
and creating the digital work as the content is being created or 
after the content is created, wherein the step of creating the 
digital work includes securing the content before the digital 
work is distributed to the consumer. 

BRIEF DESCRIPTION OF THE DRAWING 

[0013] Various embodiments of this invention will be 
described in detail, with reference to the following ?gures, 
wherein: 
[0014] FIG. 1 is a ?owchart of a method for providing usage 
rights for digital content before creation of the content in 
accordance with the an embodiment of the invention; and 
[0015] FIG. 2 is a content creation device for providing 
usage rights for digital content to be created in the future in 
accordance with an embodiment of the invention. 
[0016] FIG. 3 illustrates the relationship between usage 
rights, a label and future digital content in accordance with an 
embodiment for this invention. 
[0017] FIG. 4 is a black diagram of a service which selects 
appropriate protected digital content based on the client’s 
environment in accordance with an embodiment of the inven 
tion. 
[0018] FIG. Sis a ?owchart of a method for providing usage 
rights for digital content to be created in accordance with an 
embodiment of the invention. 

DETAILED DESCRIPTION 

[0019] The phrase “digital work” as used herein refers to 
any type of element having content in computed readable 
form. “Content” as used herein refers to the viewable or 
otherwise usable portion of a digital work. The phrase “usage 
rights” refers to permissions, in the form of a manner of use, 
granted to a user of an existing digital work or a digital work 
to be created in the future with respect to use, access, distri 
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bution, and the like of the content of the work. In addition, 
usage rights may have one or more conditions which must be 
satis?ed before the permissions may be exercised. 
[0020] FIG. 1 illustrates an embodiment of a method for 
providing usage rights for content of a digital work before the 
content is created. For each step in this illustration, it is 
possible that the content, license, label, keys or other data 
used may be encrypted for added security. In step 100 a label 
specifying usage rights, to be associated with digital content 
that is not yet created, is generated. The usage rights label can 
include usage rights, such as the right to print, copy, alter, edit 
or view the digital work or any other right, permission, or 
restriction, such as those contained in the XrMLTM language 
or other usage rights grammar. Alternatively, the usage rights 
label may include merely an identi?cation of the work and 
other descriptive data and the speci?c granted usage rights 
can be contained in the license discussed below. In the case of 
using the XrMLTM language, the label can be an extensible 
markup language @(ML) document specifying the usage 
rights. In addition, the future content can have many different 
versions of usage rights and thus a label can be generated for 
each version. In step 110, a key, such as a conventional public 
key, is generated in a known manner and associated with the 
label. 

[0021] In step 120, a user request for use of, i.e. a license to, 
the content to be created is received. Keep in mind that the 
content itself need not be in existence yet. For example, the 
content can be a video recording or stream of a sporting event 
to occur in the future. In step 130, a distributor of the content, 
or another authorized party, issues a license to the user. The 
license can include a private key corresponding to the public 
key generated in step 110 and may include usage rights or 
other descriptive data. Once, again, keep in mind that the 
content itself need not be in existence yet. Accordingly, the 
distributor is able to sell a license to view the event prior to the 
event. 

[0022] In step 140, the content is created. Of course, this 
step can be accomplished by another party. However the 
content is created, the salient point is that the content some 
how comes into existence after rights are assigned for it. The 
usage rights label can be encapsulated with or attached to the 
content whereby copies of the digital work will also carry the 
usage rights label. Alternatively, the label can be stored sepa 
rately from the content but be associated through ?ags, calls, 
or the like. Therefore, the term “associated” as used herein 
refers broadly to creating a correspondence between the con 
tent and the label so the label will be applied to the content. 
Once the usage rights label is associated with the content, the 
content can be secured using the key generated in step 110. 
The digital content can be secured through any form of 
encryption or other known technique. For example pretty 
good privacy (PGP) encryption procedures can be used. 
[0023] In step 160, the process determines whether there is 
a request for access to the secured digital content. If there are 
no requests, the process waits for a request. However, if there 
is a request for access, the process proceeds to step 170 where 
the usage rights associated with the digital work and/or 
license are checked to determine whether all the conditions, 
such as payment, associated with the usage rights have been 
satis?ed. If all the conditions have been satis?ed, the process 
proceeds to step 180 in which access to the content is granted, 
i.e., the content is downloaded, streamed, or otherwise trans 
ferred to the user. In step 190, the user’s private key is used to 
decrypt the content in a known manner. 
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[0024] The association of the usage rights With the content 
may occur in a variety of Ways. For example, if the usage 
rights Will be the same for the entire content of a digital Work, 
the usage rights can be attached When the digital Work is 
processed for deposit in a distribution server of other device. 
However, if the content of the digital Work has a variety of 
different usage rights for various components, the usage 
rights can be attached as the Work is being created. Various 
authoring tools and/or digital Work assembling tools can be 
utiliZed for providing an automated process of attaching the 
usage rights. Because each part of a digital Work can have its 
oWn usage rights, there can be instances Where the usage 
rights of a “part” Will be different from its parent. As such, 
con?ict rules can be established to dictate When and hoW a 
right may be exercised. 

[0025] FIG. 2 illustrates a content creation device, a video 
recorder, in accordance With a preferred embodiment of the 
invention. The content creation device 300 includes a con 
troller 302, a LCD display 304, a smart-card reader 306, a 
memory 307, a keypad 308, a rights assignment engine 310, 
eye/iris recognition sensors 312, a cable connection 313, a 
handle 314, and symmetric ?nger print recognition sensors 
316,318. Also, lens system 320 permits recording of video 
images. Controller 302 and rights assignment engine 310 of 
the preferred embodiment are accomplished through a micro 
processor based device programmed in a desired manner. 

[0026] While FIG. 2 shoWs the controller 302 and the rights 
assignment engine 310 as separate units, the functions per 
formed by these units may be combined in one processor or 
may be further divided among plural processors such as digi 
tal signal processors and/ or performed by dedicated hardWare 
such as application speci?c integrated circuits (ASIC), e.g., 
hard-Wired electronic or logic circuits or programmable logic 
devices, or other hardWare or softWare implementations. 

[0027] The smart-card reader 306 can be used for reading 
cards inserted therein. For example, a license, usage rights, or 
identi?cation can be embedded in the card and communicated 
to the controller 302 and/or the rights assignment engine 310. 
LCD display 304, the smart card reader 306, keypad 308 and 
softWare interfaces constitute a user interface of creation 
server 300. The user interface permits a user to input infor 
mation such as identi?cation data, and access requests and 
provides feedback as to operation of creation device 300. The 
content creation device 300 of the preferred embodiment is a 
video recorder; hoWever, it can be any type of recording 
device, for example, a still-image camera, an animation gen 
erator, or an audio recorder. 

[0028] The rights assignment engine 310 can be accessed 
via the cable connection 313. For example, a rights assign 
ment computer (not illustrated), such as any computer run 
ning XrMLTM and related tools, can be coupled to the rights 
assignment engine 310 via cable connection 313 to doWnload 
a usage rights label or template, similar to the label described 
above, indicating usage rights for content to be created by the 
content creation device 300 in the future. Any content created 
by the content creation device 300 Will automatically be 
associated With the usage rights label or labels stored in rights 
assignment engine 310. Alternatively, the usage rights label 
can be composed using the user interface of creation device 
300. In either case, one or more labels are and corresponding 
keys generated and stored in rights assignment engine 310 
along With instructions indicating hoW the labels are to be 
assigned to content recorded by creation device. 300. 
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[0029] The instructions can cause the usage rights labels to 
be assigned in any manner and can include any permissions 
and/or restrictions. For example, in the case of a video 
recorder, each part of the video sequence or frames can selec 
tively be assigned different rights. This makes the rights 
assignment process very ?exible and dynamic and permits 
rights assignment to be made in real time as content is created 
or prior to creation. 
[0030] The content creation device 300 can utiliZe a unique 
device ID, a user’s smart card, encryption (e.g. PKI) technol 
ogy, a PIN, or any biometrics system to assign rights based on 
the identity of the user, the recording device itself, the data on 
the smart card, or the like. For example, ?ngerprint recogni 
tion sensors 316, 318 or iris recognition sensor 312 can be 
used for recognition or authentication of the user’s identify to 
permit rights assignment engine 310 to use a corresponding 
set of rights associated With the user. For example, all content 
recorded by person A Will have one set of rights and all 
content recorded by person B Will have a different set of 
rights. 
[0031] The content creation device 300 records content in a 
conventional manner. HoWever, labels and keys generated in 
steps 100 and 110 described above are stored and associated 
With content recorded by content recorder 300 during or soon 
after recording. Accordingly, steps 140 and 150 described 
above are also accomplished by content creation device 300. 
For security purposes, a token or pre-paid card (or magnetic 
card and smart card, or any of its variations, such as memory 
type or synchronous communication card, ISO 781 6-compli 
ant card, EMV-type card) can be used for the storage of fees 
and micro-payments, or keeping track of those fees With 
associated rights. Such cards can be read using the smart card 
reader 306. 
[0032] It can be seen that the invention permits usage rights 
for a Work to be created and associated With content prior to 
the creation of the content. The usage rights de?ne hoW the 
future digital Work may be used and distributed. These pre 
established usage rights become apart of the future digital 
Work and controls the usage and distribution of the content of 
such Work. 

[0033] In the preferred embodiment, after the rights have 
been established for a future content, a private key associated 
With the future content is assigned and a rights label is gen 
erated. This private key, along With the rights label, is stored. 
A user can purchase the content (present or future) after the 
label has been inserted into the main server or other devices. 
After the content is purchased, the content oWner can get a 
license for encryption Which contains the public key 
encrypted by a private key. Alternatively, a single symmetric 
key can be used. 

[0034] The label represented by step 100 in FIG. 1 may 
serve as a reference to another Work. The label in this case 
Would serve as a placeholder for future content. The label may 
be an empty ?le or contain computer interpretable or human 
interpretable data that may be used to later associate it With 
the future digital content. When it is created the label may 
include usage right information but it does not need to. The 
usage rights information can be supplied later. When the 
usage rights are generated, as represented by step 130 in FIG. 
1, the content referred to by the usage rights Would be the 
label, and need not be the actual digital content. The label 
could then be referenced to determine Which digital content 
the user is requesting access to. The means of associating the 
label With the actual content may be done in a variety of Ways 
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including the use of human-interpretable text, numeric refer 
ences, pointers, markup languages such as HTML and XML, 
programmable scripts or even SQL queries. 
[0035] FIG. 3 illustrates this embodiment. In FIG. 3, 
license 220 containing usage rights is issued to a user. Since 
digital content 260 for the license does not yet exist, label 240 
is created to act as a placeholder for the future content. The 
label Would contain or imply a relationship betWeen itself and 
digital content to be created in the future. This relationship 
may be implied such as naming the label using a product ID 
or other reference that can later be associated With the digital 
content, or it may be an actual reference such as human 
interpretable text containing the name of the future content or 
content Within the label that can later be used to derive the 
actual digital content. The label to Which the license is bound 
is used in the appropriate manner to determine the actual 
digital content With Which the label is associated. The rights 
and any conditions speci?ed in the usage rights Would apply 
to the actual content, not the label that it represents. The steps 
discussed above do not necessarily have to be performed in 
the order shoWn in the ?gure. For example, the label can be 
created before or after the license and before or after the 
content. 

[0036] Usage rights associated With the future digital con 
tent may be speci?ed Within a license, the label or even the 
content itself. These usage rights apply to the digital content 
pointed to by the label, regardless of Where they are stored and 
the method used for storage. 
[0037] FIG. 5 illustrates an embodiment of a method for 
providing usage rights for content of a digital Work that is 
created dynamically at the time the user requests it. The steps 
illustrated in FIG. 5 do not necessarily have to be performed 
in the order shoWn in the ?gure. For example the label can be 
created before or after the license and before or after the 
content. In step 500 a label representing digital content that is 
not yet created, is generated. The label can include usage 
rights, such as the right to print, copy, alter, edit or vieW the 
digital Work or any other right, permission, condition or 
restriction, such as those contained in the ISO MPEG REL, 
XrML, ODRL, the Open Mobile Alliance REL or any other 
usage rights grammar. Alternatively, the usage rights label 
may include merely an identi?cation of the Work and other 
descriptive data and the speci?c granted usage rights can be 
contained in the license discussed beloW. In the case of using 
the ISO MPEG REL for example, the label can be an exten 
sible markup language @(ML) document specifying the 
usage rights. In addition, the future content can have many 
different versions of usage rights and thus a label can be 
generated for each version. In step 510, the label may be 
protected by using knoWn encryption techniques. 
[0038] In step 520, a distributor of the content, or another 
authoriZed party, makes available a license to a user. The 
license can be protected using a private key such as the one 
corresponding to the public key generated in step 110 and 
may include usage rights or other descriptive data. Once, 
again, keep in mind that the content itself need not be in 
existence yet. Accordingly, for example, a distributor is able 
to offer a license to vieW an event prior to the event occurring. 

[0039] In step 530, a user obtains a license to (i.e. receives 
the right to use) the content to be created. The user may 
request the license or may receive the license Without request 
ing it. Keep in mind that the content itself need not be in 
existence yet. For example, the content can be a video record 
ing or stream of a sporting event to occur in the future. 
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[0040] In step 540, the content is created. Of course, this 
step can be accomplished by another party. HoWever the 
content is created, the salient point is that the content some 
hoW comes into existence after rights are assigned for it. In 
this embodiment, the content is created in response to the 
request for content performed previously in step 530. After 
the content is created, the label is associated With the content 
in step 550. The label can be encapsulated With or attached to 
the content Whereby copies of the digital Work Will also carry 
the label. Alternatively, the label can be stored separately 
from the content but be associated through ?ags, calls, or the 
like. Therefore, the term “associated” as used herein refers 
broadly to creating a correspondence betWeen the content and 
the label so the label Will be applied to represent the content. 
Once the usage rights label is associated With the content, the 
content may or may not be secured using the key generated in 
step 510. The digital content can be secured through any form 
of encryption or other knoWn technique. For example pretty 
good privacy (PGP) encryption procedures can be used. 
[0041] In step 560 the usage rights associated With the 
digital Work and/ or license are checked to determine Whether 
the use of the digital Work is permitted by the usage rights and 
if there are conditions to the use, all the conditions, such as 
payment, associated With the usage rights Whether the condi 
tions have been satis?ed. If the use attempted by the user is 
permitted and all the conditions, if any, have been satis?ed, 
the process proceeds to step 570 in Which access to the con 
tent is granted (e. g., the content is doWnloaded, streamed, or 
otherWise transferred to the user or the user is permitted to 
render the content or otherWise use the content in the permit 
ted manner). In step 580, if the content Was encrypted the 
user’s private key is used to decrypt the content in a knoWn 
manner. 

[0042] The invention can be used in a subscription model 
(for example, for magaZine or marketing reports) in Which the 
future issues of the content have not been published, but the 
rights for those issues have already been assigned and stored. 
At an appropriate future time, the rights Will be associated 
With the corresponding content. For example, by selling the 
content of a future event on a Web site before the actual event, 
the traf?c of the Web site can be drastically reduced and 
distributed over a longer period of time, making the require 
ments for the servers and the Web site easier to satisfy and less 
expensive to operate. Note, hoWever, that the Web site selling 
the rights or tickets, i.e. the license, might be different from 
the Web site providing the content later on. 

[0043] The invention may also be used in a ?exible sub 
scription model such as identifying multiple issues of a peri 
odical. In this case, the label might contain human-readable 
text such as “Issues 34-56 of NeWsWeek Online” With the 
usage rights to the content speci?ed in a separate license. The 
label in this case could represent multiple digital Works With 
a single label. 

[0044] Another possible use for this invention is the area of 
services. Some services take an instruction and then generate 
content as a return value. For example; a user may send a 
request to a service Which contains some information about 
their operating system, platform or environment. The service 
could utiliZe this information to generate or select content 
appropriate to the user from plural instances of content and 
return both the content and usage rights that Would alloW the 
user to utiliZe the content. In other Words, the service could 
generate protected digital content customiZed to a user ser 
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vice 400 receivers environment, such as the user’s identity 
preferences, or computer system. 
[0045] FIG. 4 illustrates this embodiment. Client request 
402, consisting of a set of usage rights, along With informa 
tion about the client environment. The request or usage rights 
are bound to label Which exists Within the service. When the 
service receives the request, it references the indicated label, 
combined With the client environment information to deter 
mine Which content, WindoWs content 406 or Linux content 
407 for example, is best suited to the user. As in previous 
embodiments, the usage rights and label Were created prior to 
the existence of the digital content. Simply put, this embodi 
ment alloWs the pre-sale and licensing of protected digital 
content. 

[0046] This invention may even be used to help manage 
limited distribution Where digital content is regulated or lim 
ited in some fashion. Imagine a content creator that Wishes to 
restrict the number of copies a particular distributor is capable 
to selling. Such a business model might be created by placing 
a unique identi?er on each copy of the digital content the 
creator gives to the distributor. This identi?er might be a 
unique serial number or simply a date & time stamp. The 
distributor is given only the number of individualized copies 
of the digital content that they are authoriZed to sell each 
month. Once the quantity has been distributed, rather than 
turning aWay customers, the distributor might choose to use a 
label to represent the content they Will receive the folloWing 
month. This Would alloW them to better serve their customers, 
continue distribution of the content While at the same time 
honoring the content creator’s desires by only distributing a 
limited amount each month. 

[0047] Also, the invention alloWs a neWspaper editor, for 
example, to send a camera creW to record content Without 
Worrying about the pictures being compromised in any Way 
(for example, altered, edited, vieWed by unauthorized person 
nel, or hidden and separately sold to another neWspaper orga 
niZation). In fact, the camera creW may have no rights What 
soever in the content as soon as the content is recorded. 

[0048] Alternatively the editor can set the rights in such a 
Way that the ?rst 10 pictures, for example, Will belong to the 
neWspaper (Work-related), and the next ?ve pictures Will 
belong to the cameraman (for personal use). This example 
illustrates the ?exibility, security, con?dence, certainty, and 
multiple relationships that can be arranged betWeen parties 
(the cameraman and the editor in this example). 
[0049] All future content may be assigned a content ID 
prior to existence of the content. Given the content ID infor 
mation and the license for encryption, the content can be 
encrypted after creation in a manner that is available to be 
used by the users Who have purchased the license. HoWever, 
if the content ID information and the license for encryption 
are not available, access to the content shall be denied. 

[0050] Further, a predetermined symmetric key can be gen 
erated in advance of content creation, and stored With the 
rights label. Afterwards, the same key can be used to encrypt 
the content once it is created. HoWever, as noted above every 
user can receive a different key. In another alternative, the 
user can be given an authoriZation token, Which the user can 
exchange for the license later on. 

[0051] The controller 302 can process the security param 
eters and the rights management steps. Lo st-card veri?cation, 
lost-card reports, card-usage reports, security alert reports, 
and tracking reports can be associated or combined With the 
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rights management reports, such as reports for revoked rights, 
denied rights, reneWed rights, usage patterns, and micro 
payments. 
[0052] In the preferred embodiments, the label is a place 
holder. the label need not have to have speci?c content or 
usage rights. The label can be a placeholder for both usage 
rights and content. Or for just one of these tWo. For example, 
the label can be a ?le With a pointer (or empty data portion) for 
three things: content, usage rights and an association means. 
The association means can be supplied ?rst. The other tWo 
pieces of information can be supplied subsequently in any 
order. Conventionally, content is created ?rst and then rights 
are associated With the content. With the invention, an asso 
ciation of content to rights can be created before the content is 
even created. 

[0053] The invention may be readily implemented in soft 
Ware using object or object-oriented software development 
environment that provides portable source code that can be 
used on a variety of computer hardWare platforms. For 
example the softWare can be Written in the JAVATM language 
and run in a JAVATM virtual machine. Alternatively, the dis 
closed operations may be implemented partially or fully in a 
hardWare using standard logic circuits or VLSI designs. The 
hardWare can include any type of general purpose computer, 
dedicated computer, or other devices. 
[0054] The distribution, accounting, and other functions of 
the distributor and clearinghouse can be accomplished by any 
party on any device. For example, the content can be rendered 
on an ebook reader or PDA in response to entry of a code or 
insertion of a smartcard into a reader and accounting can be 
accomplished When the digital Work or accounting data is 
returned to a speci?c source. The division of tasks disclosed 
herein is only an example. Usage rights and or accounting 
data can be encapsulated With the digital Work or can be 
stored separately. Code for rendering, decrypting, or other 
Wise permitting or limiting use of the content can be stored on 
any device or can be encapsulated With the digital Work. Any 
distribution arrangement can be used With the invention and 
such arrangements can include any combination of devices, 
such as personal computers, servers, PDAs, and the like com 
municating With one another in any manner as is necessary to 
transfer the desired information. 
[0055] The invention has been described in connection With 
the above embodiments. HoWever, it should be appreciated 
that many alternates, modi?cations and variations may be 
made to the embodiments of the invention Without departing 
from the scope of the invention as de?ned by the appended 
claims and legal equivalents. 

What is claimed is: 
1. A method for creating a digital Work having content and 

usage rights related to the content, the digital Work being 
adapted to be used Within a system having repositories for 
controlling use of content, the method comprising: 

issuing a license to a consumer, the license permitting the 
consumer to access the content of the digital Work to be 
created in the future, Wherein the issuing step further 
includes: 

determining the usage rights that can be included in the 
license, the usage rights specifying a type of use of the 
content that is enforceable by a repository; 

electronically generating a license based on the usage 
rights; and 

creating the digital Work as the content is being created or 
after the content is created, Wherein the step of creating 
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the digital Work includes securing the content before the 
digital Work is distributed to the consumer. 

2. The method of claim 1, Wherein said securing step com 
prises encrypting and storing the content. 

3. A method for creating a digital Work having content and 
usage rights related to the content, the digital Work being 
adapted to be used Within a system having repositories for 
controlling use of content, the method comprising: 

issuing a license to a consumer, the license including a key 
that entitles the consumer to access the content of the 
digital Work to be distributed in the future, Wherein the 
issuing step further includes: 

determining the usage rights that can be included in the 
license; the usage rights specifying a type of use of the 
content that is enforceable by a repository; 

electronically generating a license based on the usage 
rights before the digital Work is distributed; and 

distributing the digital Work to the consumer, Wherein the 
digital Work includes an encrypted content. 

4. The method of claim 1, further comprising granting 
access to the content in accordance With the usage rights. 

5. The method of claim 1, Wherein said usage rights specify 
a user’s right to at least one of alter, edit, copy, print, or vieW 
the content. 

6. The method of claim 5, Wherein said content creates at 
least one of a Written, aural, graphical, audio, pictorial or 
video based element. 

7. The method of claim 2, Wherein said license includes a 
key for decrypting the encrypted content. 

8. A method for creating a digital Work having content and 
usage rights related to the content, the digital Work being 
adapted to be used Within a system having repositories for 
controlling use of content, the method comprising: 
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issuing an authoriZed token to a consumer, the authoriZa 
tion token entitling the consumer to exchange for a 
license to access the content of the digital Work to be 
created in the future; 

electronically generating a license based on the authoriZa 
tion token, the license includes a key that entitles the 
consumer to access the content of the digital Work, 
Wherein the license generating step further includes: 

determining the usage rights that can be included in the 
license, the usage rights specifying a type of use of the 
content that is enforceable by a repository; and 

exchanging the authoriZed token for the said license to 
access the content of the digital Work, Wherein the digital 
Work includes an encrypted content and is created after 
the authoriZation token is issued to the consumer. 

9. A method for creating a digital Work having content and 
usage rights related to the content, the digital Work being 
adapted to be used Within a system having repositories for 
controlling use of content, the method comprising: 

issuing an authoriZed token to a consumer, the authoriZa 
tion token entitling the consumer to exchange for a 
license to access the content of the digital Work to be 
created in the future; 

electronically exchanging the authoriZed token for a 
license to access the content of the digital Work Wherein 
the digital Work includes encrypted content and is cre 
ated after the authoriZation token is issued to the con 
sumer, said exchanging step further includes: 

determining the usage rights that can be included in the 
license, the usage rights specifying a type of use of the 
content that is enforceable by a repository; 

generating a license based on the authoriZation token, the 
license includes a key that entitles the consumer to 
access the content of the digital Work. 

* * * * * 


