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(57) ABSTRACT 

One embodiment of the invention is directed to a method 
including receiving an alias identi?er associated With an 
account associated With a presenter, determining an associ 
ated trusted party using the alias identi?er, sending a veri? 
cation request message to the trusted party after determining 
the associated trusted party, and receiving a veri?cation 
response message 

Interoperability Domain 

Presenter Merchant I l 
21 22 SSUBI' 
_ A _ 7 Trusted Party 

Domain Web page 
: Interface /—H 

2; 
A 

V 

Issuer : Presenter 
LOOK-Up File 
System Database 

2_4 = g 
‘I 

V 

—> Dérectory A 
<_ erver (_ CCGSS 

Merchant Z gontrol 
Plug : erver 
In & 

(MPI) ‘ 

E 

M 

V 

Challenge 
Interface 

\ Q 



Patent Application Publication 

Presenter Domain 

A 
Presenter 

A 

Merchant 
Q 

Interoperability Domain 

Dec. 31, 2009 Sheet 1 0f 13 

V 

V 

Web page 
Interface 
2; 

A 

V 

Issuer 
Look-up 
System 

US 2009/0325542 A1 

Issuer/ 
Trusted Party 

V 

A 
Merchant 

Directory 
Server 

Domain 

Presenter 
File 

Database 
2_6 

ACCESS 
A 

Plug 
In 

(MPI) 
E 

A 

V 

V 

Challenge 
Interface 
E 

V 

Control 
Server 
g 

FIG. 1 





Patent Application Publication Dec. 31, 2009 Sheet 3 0f 13 US 2009/0325542 A1 

4‘ 4‘ 4 

mm i v a 63mm 1 ‘ 62mm cozmbamom _2Eoo wwmou< EmEoQ 632 

: 

% EwcoQEoO cozmbwawm 2502 

M 

3 EwconEou c2655 cozomwcmc. 

I g @M 62mm 62mm mcEoQom E2025 EmEoQ 3593222 
V 

m 5.?5 E2962 EmEoQ 6:394 

NIN $95 2.82 59:00 EEmwmE 





Patent Application Publication Dec. 31, 2009 Sheet 5 0f 13 US 2009/0325542 A1 

389 v 6E 

].-------- 

: 

cosmozsoc . r 

Lotw ucww - Tm . cozmoE?occotw ucmw - mlm 
........................... m Ly M 

Emu EEswcoo 2mg: - m: ‘m m 

w 

v 
...... .....:|.......-....... 

. 8:856: . m u 
m cozmb?m? ucww - m E u . I w w E, 

M E H @0333 . 90 m 
V 29533 - w-Q m m m _ m n " 

E0338 2965a - To m m m 

.................................... imol??wemEwwKVmwmgmmmmrmmmm?ww mm: 
A ......................... .. m M W 

20333 - N: K ....................... -1" ......................... :"1 ................... -- n 

.11 m mEQswmmQ- F3 " E m cosmmb Eo>>mwwa “3302 I o: m 

c2620 2026mm m u n 

6959 I mo? m HEQsmwmQ vmpmhmcmw .EEzw W2 

m \mcozno EmEwmmcmE 2253mm . :w 
m m _m_ we: 

” \wxo 252w cormb?mwm EEzwcoo . twwmm 
(v1 ..\/ :\/ L) (E1 















Patent Application Publication Dec. 31, 2009 Sheet 12 0f 13 US 2009/0325542 A1 

ANTENNA MIC 

—H a J 32 i 
CRM PROCESSOR DISPLAY 

32(b) 32(5) 32(5) 

INPUT ELEMENTS SPEAKER 

32(e) 32m 

CONTACTLESS ELEMENT 

32(9) 

32(h)-J 
FIG. 9(a) 

32"\4 
K3201) 
I 

32(m) 55555555 55555555 CONTACTLESS 
Exp. 10/07 ELEMENT 
USER NAME 2&1 

\32(9) 
FIG. 9(5) 



Patent Application Publication Dec. 31, 2009 Sheet 13 0f 13 US 2009/0325542 A1 

RN vHwE QwXE 

mnnk 

H H 

H H 

O _. .mv_u_ I 

wt mezzo: ‘r 4‘ 

a H % 

mwE<Q< 
0146mm! E01 .EEww >3 12 a 

H H 

H H 

E 15231 
H 

H 

H IMIIONFZOO O: 



US 2009/0325542 A1 

METHOD AND SYSTEM FOR 
AUTHENTICATING A PARTY TO A 

TRANSACTION 

[0001] This application is a continuation application of 
US. patent application Ser. No. 12/104,186, Which is a non 
provisional of and claims the bene?t of US. Patent Applica 
tion No. 60/912,406, ?led on Apr. 17, 2007, Which is herein 
incorporated by reference in its entirety for all purposes. 

BACKGROUND 

[0002] During a transaction (a payment or non-payment 
transaction) betWeen tWo parties, each party typically Wants 
to authenticate the identity and/ or the data relating to the other 
party to avoid fraud. 
[0003] Transactions initiated and conducted from a remote 
communication device can be riskier than face-to-face trans 
actions, because conventional face-to-face authentication 
procedures cannot be performed. For example, it is not pos 
sible to check a picture on a consumer’s driver’s license When 
conducting a remote transaction. 
[0004] In vieW of the foregoing, a system for authenticating 
the identity and pro?le data of an individual such as a con 
sumer during a remote transaction Would be desirable. The 
authenticating system Would desirably be easy to implement 
and use, Would require a minimal investment of resources, 
and Would provide a high level of interoperability betWeen the 
system’s participants. 
[0005] Another problem that is associated With transac 
tions generally is that merchants often receive payment card 
information during purchase transactions. If a merchant is not 
honest, a consumer’s payment information could be compro 
mised. Other embodiments of the invention are directed to the 
use of alias identi?ers to initiate transactions such as payment 
transactions so that merchants do not retain consumer pay 
ment information. 
[0006] Embodiments of the invention solve the above prob 
lems and other problems individually and collectively. 

BRIEF SUMMARY 

[0007] Embodiments of the invention include methods and 
systems for authenticating the identity of an individual and 
validating the pro?le data of the individual (“a presenter”) 
Who presents himself or herself to another party (“an accep 
tor”) as having a certain identity and having certain corre 
sponding pro?le data. Although embodiments of the inven 
tion are not limited to remote transactions, embodiments of 
the invention can be advantageously used in remote transac 
tions Where a face-to-face authentication procedure is di?i 
cult to perform. Embodiments of the invention also alloW a 
trusted party to authenticate a presenter’s identity and pro?le 
data. Other capabilities such as pro?le data provisioning and 
pro?le updating can also be performed. 
[0008] One embodiment is directed to a method compris 
ing: a) receiving an alias identi?er (e.g., a telephone number) 
from a phone, Wherein the alias identi?er is associated With an 
account identi?er (e. g., a payment card account number) for 
an account of a presenter (e.g., a consumer Who possess the 
payment card); b) determining an associated trusted party 
(e.g., a bank that issued the payment card) using the alias 
identi?er; c) sending a veri?cation request message to the 
trusted party after determining the associated trusted party, 
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Where the veri?cation request message requests information 
regarding Whether the trusted party or the presenter partici 
pates in an authentication program; and d) receiving a veri? 
cation response message, Wherein the veri?cation response 
message indicates Whether the trusted party or the presenter 
participates in the authentication program. 
[0009] Another embodiment of the invention is directed to 
a method of using a phone, the method comprising: a) pro 
viding an alias identi?er associated With an account identi?er 
associated With an account of a presenter; b) receiving an 
authentication request message after providing the alias iden 
ti?er; and c) sending an authentication response message 
after receiving the authentication request message. 
[0010] Another embodiment of the invention is directed to 
a phone comprising a processor, and a computer readable 
medium. The computer readable medium comprises: a) code 
for providing an alias identi?er associated With an account 
identi?er associated With an account of a presenter; b) code 
for receiving an authentication request message after provid 
ing the alias identi?er; and c) code for sending an authenti 
cation response message after receiving the authentication 
request message. 
[0011] These and other embodiments of the invention are 
described in further detail beloW With reference to the Figures 
and Detailed Description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 shoWs a block diagram of a system according 
to one embodiment of the invention. 
[0013] FIG. 2 shoWs another block diagram of a system 
according to another embodiment of the invention. 
[0014] FIG. 3 shoWs another block diagram of another sys 
tem according to another embodiment of the invention. 
[0015] FIG. 4 shoWs a How diagram illustrating a registra 
tion process embodiment that can occur before a payment 
transaction. 
[0016] FIG. 5 shoWs a How diagram illustrating a registra 
tion process embodiment that can occur during a payment 
transaction. 
[0017] FIG. 6 shoWs a How diagram illustrating a process 
embodiment for initiating a payment transaction. 
[0018] FIG. 7 shoWs a How diagram illustrating an authen 
tication process embodiment. 
[0019] FIG. 8 shoWs a How diagram illustrating a payment 
authoriZation process embodiment. 
[0020] FIG. 9(a) shoWs a block diagram illustrating com 
ponents in a phone. 
[0021] FIG. 9(b) shoWs components that may be in a typical 
payment card. 
[0022] FIG. 10 shoWs a block diagram of components in a 
computer apparatus. 
[0023] In the Figures, like numerals designate like elements 
and the descriptions of like elements may not be repeated in 
some cases. 

DETAILED DESCRIPTION 

[0024] Embodiments of the present invention provide for 
methods and systems for authenticating the identity and vali 
dating the pro?le data of an individual (“a presenter”) Who 
presents himself or herself to another party (“an acceptor”) as 
having a certain identity and having certain corresponding 
pro?le data. A consumer may be an example of a presenter. 
The acceptor can be a service provider, a government agency, 
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a merchant, or any other entity that my need to authenticate 
the identity of the presenter before proceeding With a trans 
action. Authentication of identity can refer to verifying the 
identity of a presenting party Who purports to be a certain 
individual. Validating pro?le data can refer to validating that 
pro?le data provided by a presenter is actually associated With 
the presenter. Other capabilities such as pro?le data provi 
sioning and pro?le updating can also be performed in 
embodiments of the invention. These functions can be per 
formed individually or in any combination With each other. 
Embodiments of the invention can be advantageously used to 
conduct remote transactions Where traditional face-to-face 
authentication procedures are dif?cult to perform. 

[0025] Illustratively, in one embodiment of the invention, a 
consumer Who is calling a merchant to make a purchase using 
a credit card may be authenticated before the transaction 
proceeds. An issuer of the credit card may authenticate the 
consumer and the consumer’s pro?le data before the transac 
tion is concluded. (An issuer can be a bank, credit union, or 
other institution that can open an account on behalf of a 

consumer so that the consumer can conduct transactions 

using the account.) After the consumer and the consumer’s 
data are authenticated, this information may be subsequently 
sent to the merchant. The merchant may then proceed With the 
transaction knoWing that the issuer has authenticated the con 
sumer and the consumer’s data. In some instances, if the 
issuer of the credit card authenticates the consumer and the 
consumer’s data, the issuer may bear the risk if the transaction 
is later determined to be fraudulent. Hence, using embodi 
ments of the invention, merchants and issuers can have 
greater con?dence that the transactions being conducted are 
authentic. 

[0026] Many speci?c embodiments of the invention are 
described in detail beloW. The folloWing acronyms are used in 
some instances: 

ACS: Access Control ServeriAn access control server can 
provide issuers With the ability to authenticate presenters 
(e. g., consumers, cardholders) during a transaction such as a 
remote or face-to-face purchase transaction. 

DS: Directory ServeriA directory server can be used to 
route messages containing enrolment and authentication 
information betWeen a merchant plug-in (MPI) and issuers 
ACS’. 
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IVR: Interactive Voice Response unitiAn interactive voice 
response unit can include phone technology that alloWs a 
computer apparatus to detect voice and touch tones via a 
normal phone call. 
SMS: Short Message ServiceiA short message service can 
include messages that are sent to and from mobile phones. 
Typical SMS messages can alloW users to send up to 160 
characters per message 
MPI: Merchant Plug-IniA merchant plug-in can be a com 
ponent that operates in an acquirer domain in some embodi 
ments. In the online environment, it performs various authen 
tication functions on behalf of the merchant. Such functions 
include determining Whether authentication is available for a 
card number, and validating a digital signature in an authen 
tication message. The merchant plug-in may be embodied by 
suitable hardWare and/or softWare that are accessible to a 
merchant. 
MSISDN: Mobile Subscriber ISDN NumberiA mobile sub 
scriber ISDN (integrated services digital netWork) number 
can be a consumer’s telephone number. 
USSD: Unstructured Supplementary Service DataiUn 
structured supplementary service data has a capability built 
into the GSM (global system for mobile communications) 
standard for support of the transmission of information over 
the channels of the GSM netWork. USSD provides session 
based communication capability, thereby enabling a variety 
of applications. 
WAP: Wireless Application ProtocoliWAP broWsers can 
provide all of the basic services of a PC (personal computer) 
based Web broWser, and can be simpli?ed to operate Within 
the restrictions of a mobile phone. 
[0027] As noted above, embodiments of the invention are 
especially useful for conducting remote transactions. Remote 
transactions can be conducted through communications 
methods including, but not limited to, mobile or land-line 
voice calls, Short Message Service (SMS) messages, etc. 
Various data transfer protocols (e.g.: TCP/IP) may also be 
used. Remote transactions can be initiated from devices 
including, but not limited to, mobile phones, smartphones, 
Internet-connected computers or terminals, personal digital 
assistants (PDAs), etc. 
[0028] Embodiments of the invention are not limited to the 
use of mobile phones and remote transactions. Embodiments 
of the invention may also include the use of various commu 
nication devices, payment channels, and authentication chan 
nels. Some examples of communication devices, payment 
channels, and authentication channels are provided beloW. 

Browsing channel/ 
environment/device 

Payment channel Consumer authentication 
or mechanism channel 

A consumer browsing a 

merchant’s Web site using a 

personal computer such as a 

desktop or laptop computer. 
E. g., a consumer purchases a 

portable music device on the 
Internet. 

Mail order/telephone order 

(MOTO). 
E. g., a consumer purchases a 

pizza by calling a restaurant. 

The consumer can be authenticated 

using an inbound IVR call, via a 

client application running on a 

mobile or stationary device 

operated by the consumer, or via 
any other suitable channel/process 
implemented by the consumer’s 
issuer or other entity. 
As above. 

The consumer enters his 

or her phone number on a 

Web page on a merchant’s 

Web site using his or her 

personal computer. 

The merchant’s call 
centre agent obtains the 

consumer’s phone number 
and enters it into a Web 

page on the merchant’s 

Web site. 
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-continued 
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Browsing channel/ Payment channel Consumer authentication 
environment/device or mechanism channel 

IVR, or another automated The consumer calls an As above. 
channel such as USSD or SMS. automated service (e.g., 
E.g., a consumer purchases via IVR), chooses the 
airtime using a phone. payment amount, and enters 

his or her mobile phone 
number. 

Face-to-face (a merchant enters The merchant initiates the As above. 
payment details into a point of transaction from the 
sale (POS) terminal such as a merchant’s mobile phone. 
phone). For example, the merchant 
E.g., a consumer pays a plumber may separately enter the 
for services rendered in a consumer’s CVV-2 number 
face-to-face transaction. on the back of the consumer’s 

payment card for card 
present status. 

Face-to-face (a consumer enters The consumer initiates As above. 
payment details into a mobile the transaction from 
phone or the like). his or her mobile phone 
E.g., a consumer paying a plumber The consumer ?nishes by 
for service rendered in a entering the merchant’s 
face-to-face transaction. phone number and payment 

amount into the consumer’s 
mobile phone. 

[0029] Speci?c embodiments of the invention can noW be 
described With reference to the Figures. In one embodiment, 
an alias identi?er is received. The alias identi?er is associated 
With an account identi?er such (as an account number) for an 
account of the presenter (e.g., a consumer). The alias identi 
?er can be a phone number and the account identi?er can be 
an account number such as a credit card account number. 
After the alias identi?er is received, an associated trusted 
party is determinedusing the alias identi?er. The trustedparty 
may be an issuer that issued the credit card account number to 
the presenter. 
[0030] A veri?cation request message can then be sent to 
the trusted party after determining the associated trusted 
party. The veri?cation request message requests veri?cation 
that the trusted party or the presenter participates in an 
authentication program. For example, it may request veri? 
cation that one or both of the presenter and the trusted party 
participate in the authentication program. After the veri?ca 
tion request message is sent, a veri?cation response message 
is received. The veri?cation response message indicates 
Whether the trusted party or the presenter participates in the 
authentication program. 
[0031] After receiving the veri?cation response message, 
an authentication request message may be sent to a commu 
nication device (e.g., a phone) operated by the consumer. The 
consumer may then initiate the sending of an authentication 
response message Which authenticates the consumer. After 
the consumer is authenticated, the consumer may proceed 
With the intended transaction. The transaction may be a pur 
chase transaction, a money transfer, etc. 
[0032] FIG. 1 shoWs a system according to one embodi 
ment of the invention. The system in FIG. 1 can be used to 
conduct remote transactions, such as those that occur over the 
Internet or using a telephone (e.g., a mobile phone). 

[0033] The components of the system can be characterized 
as being Within a presenter domain, an interoperability 
domain, and a trusted party domain. In other embodiments of 
the invention, the components in the system may be present in 

other types of domains or different domains. A system 
according to an embodiment of the invention may include any 
number or combination of components in a single domain or 
any suitable combination of domains. In the embodiment in 
FIG. 1, an authentication system may include the components 
shoWn in the interoperability domain and the issuer/trusted 
party domain. 
[0034] FIG. 1 shoWs a presenter 21 in communication With 
a merchant 22. The merchant 22 may provide a Web page 
interface 23, Which may be coupled to an issuer look-up 
system 24. The issuer look-up system 24 may be operatively 
coupled to a merchant plug-in (MPI) 28, a directory server 27, 
and access control server 25, a presenter ?le database 26, as 
Well as a challenge interface 29. 

[0035] In FIG. 1, the presenter domain includes the pre 
senter 21 and the merchant 22. The presenter 21 can be a user, 
individual, or consumer Whose identity is being authenticated 
and/or Whose data are being validated or provisioned. The 
merchant 22 is an example of an acceptor and can be a party 
With Whom the presenter 21 is attempting to transact. The 
presenter 21 can access the authentication system via the 
merchant 22 or directly using a communication device such 
as a mobile phone or a computer apparatus. 

[0036] The data authentication system can run an authen 
tication program, and can include a trusted party or compo 
nents operated by a trusted party. The trusted party can be the 
entity that authenticates the presenter’s identity and validates, 
provisions, or updates data relating to the presenter 21. In 
some embodiments, the trusted party can be a bank, a credit or 
debit card issuing bank, or a credit or debit card service 
organization (e.g., Visa). Illustratively, the bank can be the 
issuing bank of a credit card that is used by this presenter. The 
presenter 21 can be a customer of the bank. The trusted party 
can have an established relationship With the presenter 21 and 
therefore can have the presenter’s pro?le data, Which can be 
used to authenticate the presenter 21. The presenter pro?le 
data may include the presenter’s social security number, 
birthday, account number, shipping address, preferences, etc. 
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[0037] The trusted party may oWn or operate an access 
control server 25 (ACS), Which can be a computer apparatus 
Which, among other things, controls access to the authentica 
tion program, performs the requested data services, and pro 
vides digitally signed noti?cations to acceptors regarding the 
authentication services. Multiple trusted parties may share an 
ACS or it may be associated With a single trusted party. 
Alternatively, a trusted party may have multiple access con 
trol servers, each associated With a subset of the presenters. 
[0038] As used herein, a “server” is typically a powerful 
computer or cluster of computers. For example, a server may 
be a large mainframe, a minicomputer cluster, or a group of 
servers functioning as a unit. In one example, a server may be 
a database server coupled to a Web server. Moreover, a server 

can behave as a single computer, Which services the requests 
of one or more client computers or portable electronic 
devices. 
[0039] The presenter ?le database 26 can be a database that 
is managed by or associated With the trusted party. It can store 
information relating to presenters that are successfully 
enrolled in the authentication program. Such information 
includes identi?ers such as program identity numbers and 
account numbers, pro?le data, and passWords. 
[0040] The interoperability domain also includes a direc 
tory server 27. The interoperability domain may include com 
ponents used by both the trusted party and the acceptor in 
some embodiments. The directory server 27 can determine 
Whether a presenter can utilize the data authentication ser 
vices. In some cases, the directory server 27 can be operated 
by a service organization such as Visa. 
[0041] The respective relationship betWeen the presenter, 
trusted party, and acceptor Within the data authentication 
services system alloWs a Wide range of possible services to be 
provided. Examples of such services include: identity authen 
tication, pro?le validation, pro?le data provisioning, and pro 
?le data updating. One implementation of pro?le validation 
operates to validate the address of a presenter and one imple 
mentation of pro?le data updating operates to update the 
account information of a presenter. 

[0042] The authentication system can be used in non-pay 
ment and in payment related transactions betWeen the pre 
senter 21 and the merchant 22. In payment related transac 
tions, additional operations such as authorization of debits 
and credits from ?nancial accounts may also be performed. 
Additional systems such as issuer authorization and settle 
ment systems may also be used. 
[0043] A presenter enrollment process can noW be 
described. In one embodiment, the presenter 21 registers With 
a trusted party to participate in the authentication program. 
Upon successful registration, the trusted party can provide or 
assign the presenter 21 With a program identity number (or 
other alias identi?er) and an authenticating pas sWord, token, 
or other authenticating element. An authenticating pas sWord, 
token, or other authenticating element alloWs trusted party to 
authenticate the identity of the presenter 21 since only trusted 
party and presenter 21 knoW the passWord, token, or other 
authenticating element. The alias identi?er and/ or authenti 
cation element may be related to a communication device 
(e. g., a phone) in some Way. For example, the alias identi?er 
may be a phone number and the authentication element may 
be a SIM card number for the phone. 
[0044] A program identity number is a number that identi 
?es presenters Who are properly enrolled to use the authenti 
cation program. The program identity number or alias iden 
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ti?ers generally, may be linked to an account identi?er such as 
an account number associated With the presenter 21. 

[0045] A program identity number can include any suitable 
type of number. An exemplary program identify number may 
include a random number or a number issued out of a series of 

numbers. In one embodiment, a program identity number can 
be a phone number. This is convenient in the case Where the 
presenter 21 is interacting With the authentication system by 
voice or a Short Message Service (SMS) message using a 
telephone With that phone number. The program identity 
number may be used in place of the presenter’s account num 
ber When conducting a transaction. 
[0046] In embodiments of the invention, the identity num 
ber can generally correspond to a communications device or 
communications service address or identi?er (e.g., a phone 
number, an e-mail address, etc.). If a telephone number is 
used as an identity number, the system may use a service such 
as automatic number identi?cation (ANI) service to auto 
matically determine the presenter’s phone number. Altema 
tively, the presenter 21 may be asked to provide his phone 
number using his voice or by manually inputting the phone 
number into his phone. 
[0047] In embodiments of the invention, the identity num 
ber may include additional information, such as at least part 
of an account identi?er (e. g., an account number) or acceptor 
identi?cation number. For example, if the transaction that is 
being conducted involves a credit card, the additional infor 
mation could be the credit card issuer’s Bank Identi?cation 
Number (BIN), Which corresponds to the ?rst six digits of the 
card account number. This additional identifying information 
is useful When multiple accounts or acceptors might be asso 
ciated With a given presenter identity number. 
[0048] During the enrollment process, the presenter 21 can 
present the trusted party With enrollment data, authentication 
data, and pro?le data. These types of data can be used to verify 
the presenter’s identity so that the trusted party can authenti 
cate the presenter 21 and determine if the presenter is partici 
pating in the authentication program. Authentication data can 
be used to authenticate the presenter during a sub sequent 
transaction. Examples of authentication data can include 
passWords, unique data in chip cards, biometric data, etc. It 
should be understood that various types of authentication data 
can be used. If such data is not already on ?le With the trusted 
party, pro?le data can be used to validate and/or provision 
pro?le data during a subsequent transaction. 
[0049] The presenter enrollment process can occur in a 
variety of Ways. For instance, the enrollment process can take 
place online, in a person-to-person interaction, a telephone 
conversation, or through the mail. In an exemplary online 
enrollment process, a presenter can visit an enrollment Web 
site to provide suitable information to obtain a program iden 
tity number (or other alias identi?er) and an authenticating 
element. In some embodiments, enrollment can also be auto 
matically initiated the ?rst time an un-enrolled presenter 
attempts to perform a transaction. 
[0050] A data authentication process associated With a data 
authentication program can noW be described With respect to 
FIG. 1. The data authentication program can be used in a 
variety of situations Where an acceptor such as the merchant 
22 Wants to authenticate a presenter 21. For instance, in a 
non-payment example, the presenter 21 can visit a govem 
ment Web site (Which is an example of an acceptor Web site) 
in order to ?ll out an application for a small business license. 
Various government agencies offer online services through 
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their Web sites. Typically, a government agency Wants to 
con?rm information (e.g., a name, address, etc.) entered by 
the presenter 21. Embodiments of the invention can also 
operate in a similar manner for a payment example. For 
instance, the following example describes operation of the 
data authentication program Where a customer calls a mer 

chant 22 and places an order, and then plans to pay for the 
order With his credit card. 
[0051] The presenter 21 initiates the transaction by calling 
the merchant 22 to place an order for a good or service. In 
other embodiments, the presenter 21 can interact With the 
merchant 22 using an SMS message, through Internet using a 
Web broWser or e-mail, etc. Additionally, the customer and 
the merchant could interact face-to-face. 
[0052] After placing the order, the presenter 21 provides an 
identity number, such as a cellular phone number, possibly 
augmented With additional identi?cation information such as 
a BIN (bank identi?cation number) and/or an additional iden 
ti?er, to the merchant 22. This information can be provided to 
the merchant 22, instead of the presenter’s 21 account num 
ber. The identity number, or portions of the identity number, 
such as a cellular phone number, can also be automatically 
determined using systems such as ANI (automatic number 
identi?cation) rather than being manually provided by the 
presenter 21. 
[0053] After receiving the identity number, the merchant 
22 enters it into the data authentication system (assuming the 
presenter 21 does not provide it directly to the authentication 
system). The merchant 22 may interface With the authentica 
tion system through the use of a Web page interface 23 or 
through some other means. For instance, the merchant 22 may 
enter the identity number into the Web page interface 23. In 
other embodiments the presenter 21 could enter the identity 
number directly into the system via the Web page interface 23 
or through some other interface. 

[0054] After the identity number is received by the Web 
page interface 23, the issuer look-up system 24 receives the 
identity number and determines the issuer that is associated 
With the identity number. Once the relevant issuer is deter 
mined, the issuer look-up system 24 electronically sends the 
identity number to the issuer. The issuer maintains a presenter 
?le database 26 Which is used to convert the identity number 
to an account number. The account number and the identity 
number are then forWarded to the merchant plug-in (MPI) 28 
by the issuer look-up system 24. 
[0055] Next, the merchant plug-in (MPI) 28 checks to see if 
the presenter 21 is participating in the data authentication 
program. In one implementation, a tWo-phase process is used 
to check to see if the presenter 21 participates in the authen 
tication program. In the tWo-phase process, the directory 
server 27 (DS) and the access control server (ACS) 25 are 
queried. The directory server 27 receives the identity number 
and determines if the issuer associated With the identity num 
ber is participating in the data authentication program. The 
presenter 21 can use the data authentication program if the 
issuer is Willing to authenticate the identity of the presenter 21 
and to provide data services relating to the presenter. After 
receiving the identity number, the access control server 
(ACS) 25 determines if the presenter 21 is enrolled With the 
authentication program and if the device type (for example, a 
cellular phone) associated With the identity number is sup 
ported by the authentication system. 
[0056] If the issuer does not participate in the data authen 
tication program, or if the presenter 21 is not enrolled in the 
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data authentication program, the merchant 22 can decide to 
either terminate the transaction or to proceed in some other 
manner. If the issuer participates in the authentication pro 
gram, but the presenter 21 is not enrolled, then the presenter 
21 may be presented With an opportunity to enroll in the data 
authentication program. 
[0057] If the issuer and the presenter 21 are participating in 
the data authentication program, and if the device associated 
With the identity number is capable of being used in program, 
then the access control server (ACS) 25 generates a remote 
authentication request message, Which is sent to the merchant 
plug-in (MPI) 28 (e. g., if the MPI is hosted by an acquirer or 
other trusted party). 
[0058] The merchant (MPI) 28 then issues an authentica 
tion challenge to the presenter 21 via the challenge interface 
29. In order to do this, it associates the presenter’s payment 
card number With the identity number. If the identity number 
corresponds to a cellular phone, the phone number is 
extracted from the identity number and used to send an 
authentication challenge to the presenter’s phone. An 
Unstructured Supplementary Service Data (USSD) protocol 
may be used to send an authentication challenge to the cus 
tomer’s cellular phone using a challenge interface module 29. 
Those skilled in the art Will recogniZe that other protocols or 
communication methods may be used. For example, the 
authentication challenge might be an SMS message, an auto 
mated pre-recorded phone call, or an interactive chat mes 
sage. 
[0059] The presenter 21, upon receiving the authentication 
challenge, responds With the predetermined authentication 
data. For example, if the authentication challenge is issued via 
an SMS message, the presenter 21 may send a response SMS 
message including a passWord. If the authentication chal 
lenge is by phone call, the presenter 21 may use a phone 
keypad or may use his voice to provide the passWord. Other 
types of authentication data, such as biometric data, chip card 
data, etc. could alternatively be used. 
[0060] Once the merchant plug-in (MPI) 28 receives the 
presenter’s authentication data, transaction data (e.g., card 
data including a card account number and expiration data) are 
attached and sent to the issuer’s access control server (ACS) 
25. The issuer’s access control server (ACS) 25 validates the 
authentication data and reports the result of the validation to 
the merchant plug-in (MPI) 28. The merchant plug-in (MPI) 
28 then informs the merchant 22 of the result of the veri?ca 
tion, for example, through the Web page interface 23. If the 
veri?cation Was successful, the merchant 22 can be provided 
With the presenter’s account identi?er (e.g., account number) 
or a portion thereof. The issuer can then be informed of the 
transaction details and the transaction may proceed to 
completion. 
[0061] After the transaction is completed, messages may be 
sent to the presenter’s device (e.g., a phone) corresponding to 
the identity number and the merchant 22, using the Web 
interface 23. For example, a message may be sent to the 
presenter’s phone using the presenter’s phone number, indi 
cating that the presenter 21 Was properly authenticated and 
that the transaction Was successfully completed. It should be 
understood that all messages described in FIG. 1 can be 
encrypted to increase the level of security. 
[0062] Embodiments of the invention can also be imple 
mented such that the presenter 21 and the merchant 22 are 
transacting in person. The merchant 22 can interact With the 
system by providing an identity number associated With the 
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merchant 22, rather than the presenter 21. The merchant 22 
could also provide the identity number of the presenter 21 to 
the system. The presenter 21 can receive an authentication 
challenge on his oWn device and could respond With authen 
tication data as described above. In another embodiment the 
presenter 21 could interact With the system by providing the 
merchant’s identity number and the payment amount for the 
transaction. 

[0063] Note that in embodiments of the invention, the pre 
senter 21 could have a number of payment cards (e.g., more 
than tWo credit cards). In one embodiment, if the presenter 21 
is using a communication device such as a Wireless phone, the 
presenter 21 could be presented With a list of primary account 
numbers to select from. The presenter’s current phone num 
ber may correspond to a default primary account number so 
that When the presenter 21 conducts a transaction With the 
phone number, the default primary account number is even 
tually used to conduct the transaction. In another embodi 
ment, the list of primary account numbers may be presented 
to the presenter 21 and the presenter 21 chooses the account 
number to be used in the transaction, prior to conducting a 
transaction. In this case, there may be no default account 
number associated With the phone number. In yet another 
embodiment, there can be a different alias identi?er associ 
ated With each primary account number in the list. For 
example, the alias identi?ers may simply be “cardl ”, “card2”, 
and “card3”, for three different primary account numbers. 
[0064] FIG. 2 shoWs a block diagram of another system 
according to another embodiment of the invention. Message 
?oWs are also shoWn. Some of the components in FIG. 2 are 
similar to some of the components in FIG. 1. FIG. 2 addition 
ally shoWs a mobile phone 40 in communication With a mer 
chant’s call center 42, as Well as an interface element 60 that 
is coupled to a Telco (telephone company) 58 interface, Which 
is in turn coupled to a virtual cardholder redirect module 56. 
An issuer 12 and acquirer 14 are also speci?cally shoWn in 
FIG. 2. 

[0065] In this embodiment, a presenter 21 initiates a pur 
chase transaction With a merchant 22 using a credit card (or 
some other payment device). Although a credit card transac 
tion is described in detail, the transaction could alternatively 
be conducted With a stored value card, a debit card, a contact 
less phone, a smart card, etc. 

[0066] The presenter 21 uses his mobile phone 40 to call the 
merchant’s call center 42 (step 1). The presenter 21 then 
provides (e.g., by voice, entering a phone number into phone 
40, etc.) an alias identi?er such as an identity number, Which 
may include some or all of the phone number associated With 
the mobile phone 40. Additional identi?er information may 
include the BIN (bank identi?cation number) associated With 
a credit card number of the credit card held by the presenter 
21, etc. Another type of alias identi?er may be a nickname or 
other alias assigned by the presenter 21 to the particular credit 
card being used. The merchant 22 can then enter one or more 
of the alias identi?ers into the merchant Web page interface 
23 (step 2). 
[0067] The merchant plug-in (MPI) 28 receives the alias 
identi?er, and it is sent to the directory server (DS) 48 in a 
veri?cation request message (V E Req(m)) (step 3). After 
receiving the veri?cation request message, the directory 
server 48 queries the access control server 25 (step 3) in order 
to determine Whether authentication is available for the pre 
senter 21. In this example, the veri?cation request message 
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(V E Req(m)) includes an alias identi?er such as the phone 
number of the mobile phone 40. 
[0068] The access control server (ACS) 25 responds by 
sending a veri?cation response (VE Res(m)) message (step 4) 
to the merchant plug-in (MPI) 28 by passing the message 
through the directory server 48. After receiving the veri?ca 
tion response message, the merchant plug-in (MPI) 28 sends 
a payment authentication request message (PA Req(m)) to the 
access control server (ACS) 25 through the directory server 
(DS) 48 (step 5). The access control server (ACS) 25 then 
generates a mobile authentication request message (step 6), 
Which is passed to a telephone company (Telco) interface 58 
via a virtual cardholder redirect module 56. In order to do so, 
the directory server (DS) 48 re-associates the presenter’s 
credit card number With his phone number, and contacts an 
interface element 60 that is accessible to the presenter 21 via 
the Telco interface 58 (steps 6 and 7). The interface element 
60 could include a user interface on the mobile phone 40, or 
it could include a user interface on a device other than the 
mobile phone 40. 
[0069] The authentication request message is then sent to 
the presenter 21 prompting the presenter 21 to respond With a 
pre-determined passWord or other authentication data (step 
7). In step 8, the card number associated With the credit card 
being used is reattached to the authentication data and the 
supplemented response message is sent to the issuer’s access 
control server (ACS) 25 via the Telco interface 58. In step 9, 
after receiving the authentication response message including 
the passWord from the presenter 21, the issuer 12 validates the 
passWord. After the issuer 12 validates the passWord, it sends 
the payment authentication response (PA Res(m)) message to 
the merchant plug-in (MPI) 28 (step 9). 
[0070] Note that in some embodiments, the payer authen 
tication response (PA Res(m)) message may include addi 
tional information (e.g., shipping address, contact informa 
tion such as e-mail address, preferences, etc.) about the 
presenter 21. For example, the shipping address of the pre 
senter 21 may be sent from the issuer’s ACS 25 to the mer 
chant plug-in (MPI) 28. In such embodiments, the merchant 
22 advantageously need not retain such additional informa 
tion. Thus, any suitable information that Was previously col 
lected by the issuer 12 may be sent to the merchant 22 after a 
transaction is initiated by the presenter 21. 
[0071] In step 10, an employee of the merchant 22 is 
informed of the result of the authentication process using the 
Web page interface 23. In step 11, a response message 11 is 
sent to the merchant’s acquirer 14 from the merchant plug-in 
(MPI) 28. The acquirer 30 completes the transaction by send 
ing messages (step 12) to both the presenter 21 via the Telco 
interface 58 and the merchant 22 via the Web interface 23. 

[0072] In an alternate embodiment, a presenter 21 can inter 
act With a merchant’s Website via the Web page interface 23 
Without going through the merchant’s call centre 42. The 
presenter 21 can enter his identity number into a “payment 
page” and Would subsequently receive an authentication chal 
lenge on the interface element 60. 
[0073] The process How shoWn in FIG. 2 has a number of 
advantages. For example, in FIG. 2, the presenter 21 is prop 
erly authenticated in a quick and ef?cient manner, even 
though the merchant 22 never sees or possesses the actual 
account number of the credit card that the presenter 21 is 
using. This provides additional security for the presenter 21, 
since some merchants or employees of merchants could 
fraudulently use payment account numbers of presenters. 












