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ABSTRACT 
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(57) 
Information is maintained on a mobile client device. A delete 
command is received at the mobile client device over a Wire 
less mobile network from a mobile-device data management 
server con?gured to provide mobile-device service to mul 
tiple mobile client devices over the Wireless mobile network. 
The information is deleted from the mobile client device 
automatically and Without user interaction in accordance With 
the delete command. 
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MANAGEMENT OF MOBILE-DEVICE DATA 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This patent application is a continuation of US. 
patent application Ser. No. 11/202,432, entitled “Manage 
ment of Mobile-Device Data,” ?led June Aug. 10, 2005, the 
complete disclosure of Which application is herein incorpo 
rated by reference for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] This application relates generally to mobile devices. 
More speci?cally, this application relates to management of 
data stored on mobile devices. 
[0003] The use of mobile devices, including mobile tele 
phones, personal-digital assistants, and the like, has both been 
increasing in recent years and becoming more diverse in 
application. For example, When mobile telephones Were ini 
tially introduced to the marketplace, they used cellular tech 
nology to permit telephone connections to be established but 
had little other functionality. NoW, mobile telephones are 
frequently equipped With a variety of different functionality, 
including digital cameras, Internet broWser capabilities, 
email capabilities, digital-music functionality, video-stream 
ing functionality, and the like. It is expected that the function 
ality of such mobile devices Will yet continue to expand. This 
functionality is supported by large data-storage capabilities, 
With mobile telephones noW frequently having storage 
capacities on the order of gigabytes. 
[0004] One consequence of this expanded functionality and 
data-storage capability is that the data on mobile devices is 
noW frequently of greater value than the mobile device itself. 
In many instances, the data stored on the device may include 
sensitive electronic-mail communications or other docu 
mentsidata that might, for instance, be highly sought as a 
target of corporate espionage, particularly for mobile devices 
oWned by high-level executives, political ?gures, and the like. 
Indeed, there appears to be evidence that theft of mobile 
devices is noW motivated more by a desire to gain access to 
the data on the device than to acquire the device itself. Of 
course, the concern about the security of information that 
resides on the device is prompted not only by fears of poten 
tial theft, but also by the possibility that the device Will be 
mislaid or lost. 
[0005] There is accordingly a general need in the art for 
improved methods and systems for managing the security of 
data on mobile devices. 

BRIEF SUMMARY OF THE INVENTION 

[0006] In a ?rst set of embodiments, information is main 
tained on a mobile client device. A delete command is 
received at the mobile client device over a Wireless mobile 
netWork from a mobile-device data management server con 
?gured to provide mobile-device service to a plurality of 
mobile client devices over the Wireless mobile netWork. The 
information is deleted from the mobile client device auto 
matically and Without user interaction in accordance With the 
delete command. 
[0007] In some such embodiments, the information is 
deleted in a priority sequence de?ned by the delete command. 
For instance, When the information comprises data and appli 
cations, the priority sequence may require deletion of data 
before applications. The information may also be deleted by 
executing a secure delete that overWrites the information. In 
some embodiments, a backup command is received at the 
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mobile client device over the Wireless mobile netWork. In 
such embodiments, a copy of the information is transmitted 
from the mobile client device to the mobile-device data man 
agement server over the Wireless mobile netWork automati 
cally and Without user interaction in accordance With the 
backup command for backup storage of the copy. 
[0008] These methods may be embodied on a computer 
readable storage medium having a computer-readable pro 
gram that directs operation of a mobile client device having a 
storage device. The computer-readable program comprises a 
plurality of application data controllers, each of Which com 
prises instructions to maintain a portion of the information on 
the storage device in a corresponding database. The com 
puter-readable program also comprises a media data control 
ler that comprises instructions to interact With each of the 
application data controllers to manage the information. A 
deletion module is con?gured to interact With the media data 
controller and comprises instructions to implement the meth 
ods described above. 
[0009] In a second set of embodiments, activation of a 
mobile client device is detected over a Wireless mobile net 
Work at a mobile-device data management server con?gured 
to provide mobile-device service to a plurality of mobile 
client devices over the Wireless mobile netWork. The mobile 
client device is identi?ed as inaccessible by a subscriber to the 
mobile-device service for the mobile client device. A delete 
command is transmitted from the mobile-device data man 
agement server to the mobile client device over the Wireless 
mobile netWork to cause the mobile client device to delete 
information maintained on the mobile client device automati 
cally and Without user interaction. 
[0010] In some of these embodiments, a backup command 
is transmitted from the mobile-device data management 
server to the mobile client over the Wireless mobile netWork to 
cause the mobile client to transmit a copy of information 
maintained on the mobile client device to the mobile-device 
data management server automatically and Without user 
interaction for backup storage of the copy. 
[0011] A location of the mobile client device may also be 
identi?ed at the mobile-device data management server using 
a global-positioning-system (“GPS”) signal generated at the 
mobile client device. It may be determined from the GPS 
signal that the mobile client device is not in motion, in Which 
case the subscriber may be noti?ed of the location of the 
mobile client device. Alternatively, the delete command may 
be transmitted in response to determining from the GPS sig 
nal that the mobile client device is in motion. 
[0012] In some embodiments, the delete command 
includes a priority sequence for deletion of the information. 
For example, the information may comprise data and appli 
cations, With the priority sequence requiring deletion of data 
before applications. In one embodiment, the delete command 
requires execution of a secure delete by overWriting the infor 
mation. 
[0013] These methods may be embodied on a computer 
readable storage medium having a computer-readable pro 
gram for directing operation of the mobile-device data man 
agement server. The computer-readable program comprises 
instructions for implementing the methods described. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] A further understanding of the nature and advan 
tages of the present invention may be realiZed by reference to 
the remaining portions of the speci?cation and the draWings 
Wherein like reference numerals are used throughout the sev 
eral draWings to refer to similar components. In some 
instances, a sublabel is associated With a reference numeral 
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and follows a hyphen to denote one of multiple similar com 
ponents. When reference is made to a reference numeral 
Without speci?cation to an existing sublabel, it is intended to 
refer to all such multiple similar components. 
[0015] FIG. 1 is a schematic diagram that provides an over 
vieW of a client-server environment in Which mobile devices 
function; 
[0016] FIG. 2 illustrates a structure that may be used for a 
mobile-device data management server in an embodiment; 
[0017] FIG. 3 is a schematic diagram that illustrates a soft 
Ware architecture that may be embodied on a mobile device in 
some embodiments to implement methods of the invention; 
[0018] FIG. 4A is a How diagram illustrating methods for 
managing data on a mobile device in some embodiments; and 
[0019] FIG. 4B is a How diagram illustrating methods for 
managing data on a mobile device in other embodiments. 

DETAILED DESCRIPTION OF THE INVENTION 

[0020] Embodiments of the invention provide methods and 
systems that permit management of data on mobile devices. 
References herein to “mobile devices” are intended to refer 
broadly to any Wireless electronic device that has the capa 
bility of receiving content Wirelessly. Examples of mobile 
devices include cellular telephones, personal digital assis 
tants, and the like. Management of the data on the mobile 
devices as described herein is generally performed in 
response to theft or other loss of the device, but may be 
performed under other conditions. Theft or loss of the device 
is considered herein to be examples of circumstances Where 
the device is inaccessible to a subscriber of services provided 
to the device. The data management may include functional 
ity that permits a particular mobile device to be located using 
global-positioning technology, permits data and/or applica 
tions stored on the particular mobile device to be backed up, 
and/ or permits data and/or applications stored on the particu 
lar mobile device to be deleted. 
[0021] One physical arrangement that may be used to pro 
vide services to mobile devices is illustrated With the sche 
matic diagram shoWn in FIG. 1. It is generally contemplated 
that such services may comprise any services that include the 
communication of information Wirelessly to the mobile 
devices, such as by using the architecture illustrated in FIG. 1. 
For example, mobile-device services that may be provided 
include telephone services, electronic-mail services, video 
streaming services, audio-?le doWnloads, and the like. Such 
services are typically provided on behalf of a subscriber to the 
services in accordance With a subscription agreement With a 
service provider. Data and applications that are stored on the 
mobile device may result from the implementation of such 
mobile-device services. But it is recogniZed that in some 
instances, other functionality of the mobile devices may 
result in the storage of other data on the mobile devices. 
Examples of such other data include video ?les generated by 
camera-functionality of the mobile devices, audio ?les 
recorded directly by the mobile devices Without having been 
transmitted over a Wireless netWork, telephone and elec 
tronic-mail directory information input directly by subscrib 
ers into the devices, and other data that may be stored directly 
on the devices Without being transmitted over a Wireless 
network. It is contemplated that such other data may also be 
subject to the data-management functionality described 
herein, permitting such data to be backed up and deleted, 
notWithstanding that its origin its external to the mobile 
device services provided on behalf of the subscriber. 
[0022] The system architecture 100 shoWn in FIG. 1 com 
prises a client-server architecture, With the client and server 
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provided in communication over a Wireless netWork. The 
server functions are performed by a mobile-device data man 
agement server 104 that is generally operated under the con 
trol of the service provider. The clients are embodied by a 
plurality of mobile devices 116, With communications 
betWeen the mobile-device data management server 104 and 
the mobile devices 116 being effected through radio links. For 
instance, FIG. 1 shoWs an embodiment in Which communi 
cations are made through a mobile netWork 1 08 that is itself in 
communication With a plurality of base stations 112 hat are 
distributed geographically. This arrangement permits each 
mobile device 116 to communication With the mobile-device 
data management server 104 through one of the base stations 
112 depending on the current physical location of the mobile 
device 116. It also permits the actual communications path 
Way used to change as the mobile device 116 changes position 
to move into closer proximity to a different one of the base 
stations 112. 

[0023] The illustration in FIG. 1 emphasiZes that the mobile 
devices 116 may be different types of electronic devices, even 
in embodiments that use a single mobile netWork 108, by 
shoWing certain of the devices (116-2, 116-3, 116-4, 116-5, 
and 116-6) as cellular telephones and by shoWing other of the 
devices (116-1 and 116-7) as personal digital assistants. In 
other embodiments, a plurality of mobile netWorks 108 may 
interface With the mobile-device data management server 
104. The communications links are shoWn as dotted lines in 
the draWing, With the exemplary embodiment illustrating an 
implementation in Which all communications are performed 
through radio links or through other forms of Wireless com 
munication. It Will be appreciated, hoWever, that Wire-based 
links may alternatively be used in some embodiments, With 
certain embodiments using a combination of Wire-based and 
Wireless communications. For instance, in one embodiment, 
the mobile netWork 108 might implement a Wire-based inter 
connection of the base stations 112 With the mobile-device 
data management server 104, With communications betWeen 
the base stations 112 and the mobile devices 116 still pro 
ceeding Wirelessly. 
[0024] A structure that may be used for the mobile-device 
data management server 104 is illustrated With the schematic 
diagram of FIG. 2. This draWing broadly illustrates hoW indi 
vidual system elements of the mobile-device data manage 
ment server 104 may be implemented in a separated or more 
integrated manner. The mobile-device data management 
server 104 is shoWn comprised of hardWare elements that are 
electrically coupled via bus 226, including a processor 202, 
an input device 204, an output device 206, a storage device 
208, a computer-readable storage media reader 21011, a com 
munications system 214, a processing acceleration unit 216 
such as a DSP or special-purpose processor, and a memory 
218. The computer-readable storage media reader 21011 is 
further connected to a computer-readable storage medium 
210b, the combination comprehensively representing remote, 
local, ?xed, and/or removable storage devices plus storage 
media for temporarily and/ or more permanently containing 
computer-readable information. The communications system 
214 may comprise a Wired, Wireless, modem, and/or other 
type of interfacing connection and permits data to be 
exchanged Wirelessly through an antenna 215. 
[0025] The mobile-device data management server 104 
also comprises softWare elements, shoWn as being currently 
located Within Working memory 220, including an operating 
system 224 and other code 222, such as a program designed to 
implement methods of the invention. It Will be apparent to 
those skilled in the art that substantial variations may be used 
in accordance With speci?c requirements. For example, cus 
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tomiZed hardware might also be used and/or particular ele 
ments might be implemented in hardware, software (includ 
ing portable software, such as applets), or both. Further, 
connection to other computing devices such as network input/ 
output devices may be employed. 
[0026] Similar types of hardware as that shown in FIG. 2 
may also be included in each of the mobile devices 116. FIG. 
3 provides an illustration of how the functionality of the 
invention may be achieved with a software architecture 300 
implemented by the hardware of one of the mobile devices 
116. This software architecture 300 is implemented by a 
mobile-device data management client resident within the 
mobile device 116. The software architecture 300 includes a 
graphical user interface 304 that may be used to access func 
tionality implemented by a media data controller 316, which 
is generally responsible for coordinating a variety of applica 
tions and coordinating requests made by other controllers. 
Access to this functionality may be controlled by a security 
update module 308, which may implement any of a variety of 
different types of security protocols, password-based proto 
cols being one relatively simple example, although more 
complex protocols that use such features as biometrics may 
alternatively be used. 
[0027] The media data controller 316 is responsible for 
operating one or more application data controllers 328, each 
of which is in turn responsible for implementing one or more 
functions performed by the mobile device 116. Implementa 
tion of such functions by the application data controller 328 
may involve the storage and/or retrieval of data stored in 
respective databases 332. Merely by way of example, the 
drawing illustrates four speci?c types of functionality and 
corresponding databases 332 used by the respective applica 
tion data controllers 328 in implementing the functionality. 
By assigning different application data controllers 328 to 
different types of user information, the application data con 
trollers 328 may be customiZed to ?t the application inter 
faces for different programs and interface needs. 
[0028] A ?rst example is the maintenance of photographs 
in a photographs database 332-1 by application data control 
ler 328-1. Such photographs may be obtained by a camera 
device incorporated into the mobile device 116 or could be 
obtained by some type of ?le transmission by a wired inter 
face with the mobile device 116 or over the mobile network 
108. Similar to a photographs database 332-1 is a video-clips 
database that could store motion video sequences. A second 
example is the maintenance of audio ?les in an audio database 
332-2 by application data controller 328-2. The audio ?les 
could be maintained in any suitable format, MP3 being one 
example. A third example is the maintenance of a telephone 
and/ or electronic-mail-address directory, commonly referred 
to as a “phone book,” in database 332-3 and maintained by 
application data controller 328-3. Electronic mail itself serves 
as a fourth example of data that may be maintained in an 
electronic-mail database 332-4 by application data controller 
328-4. Still other examples of types of data that may be 
maintained on the mobile device 116 by suitable application 
data controllers 328 will be evident to those of skill in the art 
after reading this description. 
[0029] In addition to the various application data control 
lers 328, the software architecture may include a backup 
controller 320 and a deletion module 312, both of which are 
also controlled by the media data controller 316. The backup 
controller 320 implements functionality that responds to 
instructions from the media data controller 316 to transmit 
backup copies of the data stored in the various databases 332. 
Such an operation typically retains a copy of the data on the 
mobile device 116, with the backup copy being transmitted 
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over the wireless network 108 to the mobile-device data man 
agement server 104. Storage of the backup copy may be 
maintained in a number of different ways, such as by storing 
it on the storage device 208 comprised by mobile-device data 
management server 104 or by transmitting it to another stor 
age device for backup access. In the event that a subscriber 
wishes to retrieve a backup copy of information, it may be 
accessed by an interface with the appropriate storage device 
managed by the mobile-device data management server 104, 
one convenient mechanism for doing so being a web-based 
interface. 

[0030] Unlike the backup controller 320, the deletion mod 
ule 312 implements functionality that responds to instruc 
tions from the media data controller 316 to destroy the data 
maintained in the various databases 332. As explained in 
further detail below, such deletion functionality is generally 
used when the mobile device has become inaccessible to the 
subscriber and provides at least some level of assurance that 
unauthorized access to the data is mitigated. The deletion 
module 312 may cause the deletion to occur in a number of 
different ways, including by assigning different priority lev 
els to types of data and by performing different levels of 
deletion of different embodiments. For instance, differences 
in priority levels may be manifested by the deletion causing 
data expected to be more sensitive, such as electronic-mail 
data, to be deleted before less-sensitive data. Such priority 
levels may also be manifested with data being deleted pref 
erentially before applications. The assignment and imple 
mentation of such priority differences is useful because of the 
inaccessibility of the mobile device 116 to the subscriberi 
there may be low remaining battery power that limits the 
amount of data that may be deleted or there may be a possi 
bility of intervention by a thief to prevent the deletion func 
tions from being completed. Different levels of deletion may 
be manifested in the way that the deletion is performed. For 
example, at one level, the data may be deleted using a “stan 
dard delete” function in which a ?le entry identifying the data 
is renamed with an invalid initial character, thereby making 
the ?le inaccessible through a normal operating-system func 
tion. At a higher level, the data may be deleted using a “secure 
delete” function in which the data are overwritten with a 
random binary sequence. At this higher level, recovery of the 
data even by an extraction program is precluded while such 
recovery might still be possible with the standard delete. The 
priority assignment may also be combined in some embodi 
ments with the different deletion levels, such as in an embodi 
ment where a standard delete is initially performed and fol 
lowed by a secure delete. Such a process attempts to achieve 
the stronger deletion, but accounts for the fact that the ability 
to do so may be limited so that at least the weaker deletion is 
initially attempted. 
[0031] The software architecture may also include a global 
positioning-system (“GPS”) module 324 that is in communi 
cation with the media data controller 216 and with a GPS 
device comprised by the mobile device 116. Such a module is 
used in embodiments of the invention to locate the mobile 
device 116 and perhaps also make assessments whether the 
mobile device 116 is stationary or not. 

[0032] Different communications protocols may be used 
internally to the software architecture. For example, in one 
embodiment, extensible markup language (“XML”) may be 
used for communication by the media data controller 316 
with the deletion module 312, the backup controller 320, and 
the various application data controllers 328. 
[0033] Methods of the invention are illustrated with FIGS. 
4A and 4B, with FIG. 4A showing a method that may be 
performed by one of the mobile devices 116 in an embodi 
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ment and FIG. 4B showing a method that may be performed 
by the mobile-device data management server 104 in an 
embodiment. In each instance, certain steps are shoWn as 
being performed in a speci?ed sequence, but such an illustra 
tion is not intended to be limiting. Additional steps may be 
performed in some alternative embodiments and some of the 
steps may be deleted in other embodiments. Also, the order of 
the steps may be different in various alternative embodi 
ments. 

[0034] The method of FIG. 4A begins at block 404 With the 
mobile device 116 being activated by a user. At block 408, the 
mobile-device data management client checks for messages 
from the mobile-device data management server 1 04 that may 
be transmitted over the mobile netWork 108. The speci?c 
messages described in connection With FIG. 4A correspond 
to commands that may be performed automatically, i.e. With 
out user intervention. This automatic character of the com 
mands is advantageous in embodiments Where they have been 
transmitted in response to the mobile device 116 being inac 
cessible by the subscriber; under such circumstances, it is 
desirable that the commands be executed Without the poten 
tial intervention by a thief. 
[0035] One of the commands that may be received is a 
“delete” command instructing that some or all of the data 
and/ or applications stored on the mobile device be deleted. As 
previously noted, such a command may include a de?ned 
prioritization of material to be deleted and/ or de?ne a level of 
deletion to be performed. If such a command is received, as 
checked at block 412, the data and/ or applications are deleted 
from the mobile device as indicated at blocks 416 and 420. 
The system may Work With encrypted ?le systems When 
executing the delete command because each application data 
controller 328 may be con?gured to interface With respective 
digital assets 332 Without needing to knoW What is stored in 
those assets 332. 

[0036] Another of the commands that may be received is a 
“backup” command instructing that some or all of the data 
and/ or applications stored on the mobile device be copied to 
an external source for backup-retrieval capability. Such com 
mands may also sometimes include de?ned prioritiZations so 
that, if the command is received as checked at block 428, 
certain material is preferentially backed up before other mate 
rial. This may provide greater assurance that the material 
vieWed as most important is backed up even if the process is 
unexpectedly interrupted. The How diagram indicates that the 
data and/ or applications are backed up from the mobile device 
by execution of this command at block 428. There are a 
variety of communications protocols that may be used in 
effecting the backup and the invention is not limited to the use 
of any particular protocol. For example, in different embodi 
ments, the ?le transfer protocol (“FTP”), the secure sockets 
layer (“SSL”), or a port-83 hypertext markup language 
(“HTML”) protocol may be used. Again, the system may 
Work With encrypted ?le system When executing the backup 
command because each application data controller 328 may 
be con?gured to interface With respective digital assets 332 
Without needing to knoW What is stored in those assets 332. 

[0037] Irrespective of Whether a “delete” command and/or 
or “backup” command is received, the mobile device 116 is 
put into a state Where it is ready to perform user functions at 
block 432. Such user functions may depend on the type of the 
mobile device and its standard capabilities. 
[0038] Transmission of the “delete” and/or “backup” com 
mands is performed by the mobile-device data management 
server 104, With decisions to do so governed by a de?ned set 
of conditions. Examples of the type of conditions that may 
trigger the transmission of such commands to individual 
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mobile devices 116 is illustrated for some embodiments With 
the How diagram of FIG. 4B, although it Will be appreciated 
by those of skill in the art that different sets of conditions may 
be applied to trigger such transmissions in other embodi 
ments. 
[0039] At block 450, activation of a particular mobile 
device 116 and its accessibility over the mobile netWork 108 
is detected. Once the device has been identi?ed, a check is 
performed at block 454 Whether the device is knoWn to be 
inaccessible to the subscriber, such as by having been 
reported by the subscriber as having been lost or stolen. If no 
such report has been received, a periodic backup of data 
and/or applications may be initiated at block 458 by transmit 
ting the “backup” command to the mobile device 116 over the 
mobile netWork 108. It is not necessarily the case that the 
“backup” command Will be issued Whenever the mobile 
device 116 is activated Without their having been a report of 
loss or theft; in most instances, such a command Will only be 
issued at periodic intervals, such as once per day or once per 
Week. This may be implemented by having an additional 
check to verify that the most recent backup of the identi?ed 
mobile device 116 occurred more than one day or one Week 
previously. 
[0040] If the identi?ed device 116 has been reported as 
inaccessible to the subscriber, there are a number of different 
options that may be implemented depending on circum 
stances. For example, if the subscriber has indicated that the 
device 116 is believed to be lost or mislaid, but has no speci?c 
reason to believe it has been stolen, the GPS capabilities of the 
device 116 may be used to identify a location for the device. 
This may be done by detecting a GPS signal for the device 116 
at block 462. A further evaluation may be performed by 
checking at block 466 Whether the device 116 is moving, its 
being in a state of motion serving as an indicator that the 
device 116 is being used and therefore likely to have been 
stolen. Such a determination that the device 116 has been 
stolen results in the deletion of data and/or applications being 
initiated at block 478 by transmitting the “delete” command. 
The draWing also indicates With a dashed line that an initial 
report by the subscriber that the device 116 is knoWn to have 
been stolen, rather than merely lost or mislaid, may result in 
transmission of the “delete” command at block 478 directly. 
[0041] If the device 116 can be located from its GPS signal 
and is not moving, the subscriber may then be noti?ed of the 
device’s location at block 470, Which permits the subscriber 
to attempt to retrieve the device. Usually, some limited time 
Will be extended to the subscriber to effect the retrieval, With 
a check being made at block 474 Whether it has been retrieved 
Within that time. If the subscriber has been unable to retrieve 
it, such as because it is located on a thief ’s premises, deletion 
of the data and/ or applications may still be initiated at block 
478. If the device 116 can be retrieved by the subscriber 
hoWever, the report of its inaccessibility is canceled and nor 
mal functionality resumed at block 482. 
[0042] Thus, having described several embodiments, it Will 
be recogniZed by those of skill in the art that various modi? 
cations, alternative constructions, and equivalents may be 
used Without departing from the spirit of the invention. 
Accordingly, the above description should not be taken as 
limiting the scope of the invention, Which is de?ned in the 
folloWing claims. 

What is claimed is: 
1. A method comprising: 
maintaining information on a mobile client device; 
receiving a delete command at the mobile client device 

over a Wireless mobile netWork from a mobile-device 
data management server con?gured to provide mobile 
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device service to a plurality of mobile client devices over 
the Wireless mobile network; and 

deleting the information from the mobile client device 
automatically and Without user interaction in accor 
dance With the delete command. 

2. The method recited in claim 1 Wherein the deleting the 
information comprises deleting the information in a priority 
sequence de?ned by the delete command. 

3. The method recited in claim 2 Wherein: 
the information comprises data and applications; and 
the priority sequence requires deletion of data before appli 

cations. 
4. The method recited in claim 1 Wherein deleting the 

information comprises executing a secure delete by overWrit 
ing the information. 

5. The method recited in claim 1 further comprising: 
receiving a backup command at the mobile client device 

over the Wireless mobile network; and 
transmitting a copy of the information from the mobile 

client device to the mobile-device data management 
server over the Wireless mobile netWork automatically 
and Without user interaction in accordance With the 
backup command for backup storage of the copy. 

6. A computer-readable storage medium having a com 
puter-readable program embodied therein for directing 
operation of a mobile client device having a storage device, 
the computer-readable program comprising: 

a plurality of application data controllers, each such appli 
cation data controller comprising instructions to main 
tain a portion of the information on the storage device in 
a corresponding database; 

a media data controller comprising instructions to interact 
With each of the application data controllers to manage 
the information; and 

a deletion module con?gured to interact With the media 
data controller and comprising: 
instructions to receive a delete command transmitted to 

the mobile client device over a Wireless mobile net 
Work from a mobile-device data management server 
con?gured to provide mobile-device service to a plu 
rality of mobile client devices over the Wireless 
mobile netWork; and 

instructions to delete the information from the storage 
device automatically and Without user interaction in 
accordance With the delete command. 

7. The computer-readable storage medium recited in claim 
6 Wherein the instructions to delete the information comprise 
instructions to delete the information in a priority sequence 
de?ned by the delete command. 

8. The computer-readable storage medium recited in claim 
7 Wherein: 

the information comprises data and applications; and 
the priority sequence requires deletion of data before appli 

cations. 
9. The computer-readable storage medium recited in claim 

6 Wherein the instructions to delete the information comprise 
instructions to execute a secure delete by overWriting the 
information. 
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10. The computer-readable storage medium recited in 
claim 6 Wherein the computer-readable program further com 
prises a backup controller con?gured to interact With the 
media data controller and comprising: 

instructions to receive a backup command transmitted to 
the mobile client device over the Wireless mobile net 
Work from the mobile-device data management server; 
and 

instructions to transmit a copy of the information from the 
storage device to the mobile-device data management 
server over the Wireless mobile netWork automatically 
and Without user interaction in accordance With the 
backup command for backup storage of the copy. 

11. A method comprising: 
detecting activation of a mobile client device over a Wire 

less mobile netWork at a mobile-device data manage 
ment server con?gured to provide mobile-device service 
to a plurality of mobile client devices over the Wireless 
mobile netWork; 

identifying the mobile client device as inaccessible by a 
subscriber to the mobile-device service for the mobile 
client device; and 

transmitting a delete command from the mobile-device 
data management server to the mobile client device over 
the Wireless mobile netWork to cause the mobile client 
device to delete information maintained on the mobile 
client device automatically and Without user interaction. 

12. The method recited in claim 11 further comprising 
transmitting a backup command from the mobile-device data 
management server to the mobile client over the Wireless 
mobile netWork to cause the mobile client to transmit a copy 
of information maintained on the mobile client device to the 
mobile-device data management server automatically and 
Without user interaction for backup storage of the copy. 

13. The method recited in claim 11 further comprising 
identifying a location of the mobile client device at the 
mobile-device data management server using a global-posi 
tioning-system (“GPS”) signal generated at the mobile client 
device. 

14. The method recited in claim 13 further comprising: 
determining, from the GPS signal, that the mobile client 

device is not in motion; and 
notifying the subscriber of the location of the mobile client 

device. 
15. The method recited in claim 13 Wherein transmitting 

the delete command is performed in response to determining, 
from the GPS signal, that the mobile client device is in 
motion. 

16. The method recited in claim 11 Wherein the delete 
command includes a priority sequence for deletion of the 
information. 

17. The method recited in claim 16 Wherein: 
the information comprises data and applications; and 
the priority sequence requires deletion of data before appli 

cations. 
18. The method recited in claim 11 Wherein the delete 

command requires execution of a secure delete by overWrit 
ing the information. 


