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SYSTEM AND METHOD FOR DEFINING A POLICY 
ENABLED NETWORK 

PRIORITY 

[0001] The present application is a continuation applica 
tion of commonly oWned and assigned application Ser. No. 
1 1/2 1 6,482, Attorney Docket No. CNTW-006/04US, entitled 
SYSTEM AND METHOD FOR CONFIGURING A NET 
WORK DEVICE, ?led on Aug. 31, 2005, Which is incorpo 
rated herein by reference. 

RELATED APPLICATIONS 

[0002] The following commonly oWned and assigned 
patent applications are hereby incorporated by reference in 
their entirety: 

patent application Ser. No. 09/730,864, Attorney Docket No. 
CNTW-001/00US, entitled System and Method for Con?gu 
ration, Management and Monitoring of Network Resources, 
?led on Dec. 6, 2000; 

patent application Ser. No. 09/730,680, Attorney Docket No. 
CNTW-002/00US, entitled System and Method for Redirect 
ing Data Generated by NetWork Devices, ?led on Dec. 6, 
2000; 
patent application Ser. No. 09/730,863, Attorney Docket No. 
CNTW-003/00US, entitled Event Manager for NetWork 
Operating System, ?led on Dec. 6, 2000; 

patent application Ser. No. 09/730,67l, Attorney Docket No. 
CNTW-004/00US, entitled Dynamic Con?guration of Net 
Work Devices to Enable Data Transfers, ?led on Dec. 6, 2000; 
and 

patent application Ser. No. 09/730,682, Attorney Docket No. 
CNTW-006/00US, entitled NetWork Operating System Data 
Directory, ?led on Dec. 6, 2000. 

patent application Ser. No. (unassigned), Attorney Docket 
No. CNTW-006/03US, entitled SYSTEM AND METHOD 
FOR CONFIGURING A NETWORK DEVICE, ?led here 
With, Which is incorporated herein by reference. 

FIELD OF THE INVENTION 

[0003] The present invention relates generally to netWork 
systems. More particularly, but not by Way of limitation, the 
present invention relates to systems and methods for con?g 
uring, managing and monitoring netWork resources such as 
routers, optical devices and storage devices. 

BACKGROUND OF THE INVENTION 

[0004] With the ever-increasing reliance upon electronic 
data, businesses are becoming more and more reliant upon 
those netWorks responsible for distributing that data. Unfor 
tunately, the rapid groWth in the amount of data consumed by 
businesses has outpaced the development and groWth of cer 
tain necessary netWork infrastructure components. One rea 
son that the development and groWth of the netWork infra 
structure has lagged behind centers on the present dif?culty in 
expanding, con?guring, and recon?guring existing netWorks. 
Even the most routine netWork expansions and recon?gura 
tions, for example, require signi?cant, highly technical, 
manual intervention by trained netWork administrators. 
Unfortunately, these highly trained netWork administrators 
are in extremely short supply. Thus, many needed netWork 
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expansions and recon?gurations are delayed or even com 
pletely avoided because of the inability to ?nd the needed 
administrators to perform the required laborious, technical 
tasks. 

[0005] The present dif?culty in con?guring and recon?g 
uring netWorks is best illustrated by an example directed 
toWard installing a single neW router on an existing netWork. 
To install a neW router (such as router 100 or 105 in FIG. 1), 
an administrator 110 ?rst Would need to choose a particular 
router With the best attributes for the netWork. The basic 
con?guration of the neW router generally Will be de?ned by 
its manufacturer and its model. Although it Would seem that 
the router should be chosen based upon its attributes, admin 
istrators 110 often choose a router based upon the identity of 
its manufacturer and the administrators’ ability to con?gure 
devices from that manufacturer. Administrators 110, for 
example, may only knoW hoW to con?gure and operate 
devices manufactured by Cisco Systems, Inc. and may over 
look equal or even superior devices from other manufacturers 
merely because they cannot or have not been trained to con 
?gure them. 

[0006] After the administrator 110 has chosen the desired 
router (router 105, for example), the administrator 110 gen 
erally Will order the router 105 from the manufacturer and 
have it shipped, not necessarily to the installation site, but 
rather to the administrator’s site Where a basic con?guration 
can be installed. The administrator 110 then ships the router 
105 to the installation site Where it can be physically installed. 
After the router 105 has been physically installed, the admin 
istrator 110 typically is manually noti?ed, e.g., by telephone, 
that the router 105 is connected to the netWork. The admin 
istrator must then create a set of device-speci?c commands 
required to fully con?gure the router 105 and transfer those 
commands to the router’s memory 115. After the admini stra 
tor 110 veri?es that the device-speci?c commands Were 
installed correctly, the router 105 can be brought online. 

[0007] Obviously, the steps required for an administrator to 
con?gure a single router are quite cumbersome and require 
signi?cant technical skill. The problem, hoWever, is even 
more severe When the administrator desires to simultaneously 
con?gure or recon?gure several netWork devices. First, the 
administrator, for example, Would need to manually identify 
the netWork devices that need to be con?gured or recon?g 
ured. For example, if the administrator desired to turn up 
service betWeen tWo points, the administrator Would need to 
identify the routers along the path betWeen the tWo points. 
The administrator Would then need to verify that the policies 
and rules established for the netWork permit the contemplated 
recon?guration for those devices. Assuming that the recon 
?guration is Within the netWork’s policies and rules, the 
administrator Would need to create the device-speci?c code 
required to recon?gure each of the identi?ed devices. In many 
instances, the same device-speci?c code cannot be used on all 
of the devices. For example, the device-speci?c commands 
required to recon?gure a CiscoTM router differ signi?cantly 
from the device-speci?c commands required to recon?gure a 
JuniperTM router. Thus, if the identi?ed netWork devices 
include both CiscoTM and JuniperTM routers, the administrator 
Would be required to create different versions of the device 
speci?c commands, thereby signi?cantly increasing the 
chance for error in the recon?guration process. 

[0008] Once the device-speci?c commands have been cre 
ated for each of the identi?ed netWork devices, the commands 
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must be manually transmitted to each device. That is, a con 
nection, e.g., a telnet connection, must be established to each 
device and the particular commands transferred thereto. After 
each device has received its commands, the netWork admin 
istrator must manually reconnect to each device and verify 
that the device received the proper commands and that it is 
operating properly. 
[0009] Although some tools have been developed to help 
administrators perform certain ones of the laborious tasks of 
netWork management, these tools are extremely limited in 
their application. For example, CiscoWorksTM is a group of 
unrelated tools that can aid administrators in some enterprise 
level tasks. CiscoWorksTM and similar tools provide singu 
larly focused, unrelated tools to perform activities such as 
quality of service (QOS) provisioning and netWork policy 
management. These tools do not provide a Way to interrelate 
the various happenings in a netWork. In essence, these present 
netWork tools lack a holistic approach to netWork adminis 
tration. 

[0010] Moreover, tools like CiscoWorksTM are generally 
dedicated to the management of one type of netWork device, 
e.g., router or optical device, and one brand of netWork 
device. For example, CiscoWorksTM does not help an admin 
istrator con?gure a JuniperTM router, and it does not help an 
administrator con?gure optical devices. Thus, if the netWork 
has both CiscoTM and JuniperTM devices, multiple unrelated 
tools must be utiliZed to perform basic netWork management 
tasks. Unfortunately, because these multiple unrelated tools 
are so dif?cult to manage, netWork administrators are prone to 
select routers based upon manufacturer identity rather than 
upon device features. 

[0011] In addition to several other draWbacks, these singu 
larly focused netWork tools result in substandard fault detec 
tion and recovery. For example, in present systems, once a 
con?guration is changed, there is no easy Way to “back out” 
of that con?guration if a problem arises. Presently, if a neW 
con?guration for a target device fails, the netWork adminis 
trator Would be forced to recreate the device-speci?c com 
mands of the target device’s previous con?guration, manually 
connect to the device and then transmit the recreated device 
speci?c commands to the device. As can be appreciated, this 
process can be extremely time consuming and error prone. 

[0012] Another draWback to existing netWork technology 
centers on the multitude of different interfaces that a netWork 
administrator must navigate to con?gure various netWork 
devices. Presently, each netWork device manufacturer uses its 
oWn distinct interface for communicating With its netWork 
devices. For example, a netWork administrator Would use a 
?rst interface for communicating With a Ciena Corporation 
(hereinafter “Ciena”) optical device and a second interface 
for communicating With a NortelTM optical device. Because, 
these interfaces may have very little in common, the netWork 
administrator Would be required to spend a great deal of time 
learning both interfaces. 

[0013] The burden on a netWork administrator increases 
dramatically When he needs to communicate With different 
types of devices manufactured by different companies. In 
many netWorks, an administrator could be required to com 
municate With routers, optical devices, and storage devicesi 
all manufactured by different companies. Thus, a netWork 
administrator faces the daunting task of learning and using the 
distinct interfaces created by each of these manufacturers. 
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[0014] To date, each netWork device manufacture unfortu 
nately has focused on building its oWn interface and making 
its oWn product easier to use. In other Words, netWork device 
manufactures have focused on developing their oWn softWare 
platforms to operate their oWn netWork devices. Device 
manufactures, as Would be expected, have not focused on an 
integrated softWare platform that Will operate devices of dif 
ferent types and/ or from different manufactures. There is no 
motivation for a company like Nor‘telTM to aid a netWork 
administrator in con?guring a device from its competitor, 
Ciena. 

[0015] The lack of an integrated softWare platform for com 
municating With, operating and/or con?guring various net 
Work devices has led to the sloWed expansion of existing 
netWorks. Because netWork administrators shy aWay from 
purchasing netWork devices that require them to undergo 
additional training, the lack of such an integrated softWare 
platform prevents neW device manufactures from entering the 
market. Moreover, lack of such an integrated softWare plat 
form prevents neW netWork providers from entering the mar 
ket because they cannot ?nd trained personnel that can oper 
ate the distinct interfaces developed by the various netWork 
device manufactures. Accordingly, an integrated netWork 
softWare platform is needed. In particular, a system and 
method are needed for communicating With netWork devices 
Without regard to the device type and/ or manufacturer. 

SUMMARY OF THE INVENTION 

[0016] In one innovative aspect, a system and method for 
communicating With netWork devices Without regard to the 
device type and/or manufacturer is disclosed. In one embodi 
ment, the present invention provides a global graphical user 
interface (GUI) for communicating With various netWork 
devices. Thus, instead of being forced to learn different inter 
faces for different netWork devices, a netWork administrator, 
using the present invention, can learn a single global GUI and 
communicate With the various types and brands of netWork 
devices. 

[0017] Although the global GUI can be constructed in a 
variety of Ways, good results have been achieved by using an 
intuitive interface driven by a template library. For each 
device type and each device manufacturer, this template 
library can store both the attribute ?elds required for device 
con?guration and the format for communicating those 
attribute ?elds. For example, one template could be designed 
for CiscoTM routers, another for JuniperTM routers, and 
another for EMCTM storage devices. Moreover, different tem 
plates could even be designed for different models of, for 
example, a particular manufacturer’s device. 

[0018] When a netWork administrator Wants to communi 
cate With a particular netWork device, the template associated 
With that device can be retrieved from the template library. 
The netWork administrator can then populate the attribute 
?elds of that template With the appropriate data. Because the 
global GUI can automatically format the data received from 
the netWork administrator, the netWork administrator can use 
the same format for the attribute ?elds across different net 
Work devices. In other Words, through the present invention, 
netWork administrators Will not be forced to learn the syntax 
for different netWork devices. Rather, the netWork adminis 
trator only needs to learn the syntax for the global GUI, Which 
can “translate” instructions into the proper form and provide 
those “translated” instructions to the appropriate netWork 
device. 
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[0019] Although the global GUI can be operated indepen 
dently, good results have been achieved by integrating the 
global GUI With a directory-enabled network system. For 
example, the global GUI can be integrated With a netWork 
manager unit that is disposed betWeen the netWork adminis 
trator and the various netWork devices. The netWork manger 
unit can include, among other things, a central repository for 
storing con?guration records for each of the attached netWork 
devices. In this type of system, the global GUI can be used to 
con?gure or recon?gure a con?guration record associated 
With any type or brand of netWork device. The data in the 
con?guration record can then be used to populate the attribute 
?elds in the template, and the populated ?elds can be format 
ted and provided to the appropriate netWork device. In yet 
other embodiments, the con?guration records and templates 
can be combined to form a single data structure. 

[0020] As can be appreciated by those skilled in the art, the 
present invention addresses signi?cant shortfalls in present 
netWork technology. In particular, the present invention, pro 
vides a Way to con?gure, manage and vieW an entire netWork 
system. These and other advantages of the present invention 
are described more fully herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] Various objects and advantages and a more com 
plete understanding of the present invention are apparent and 
more readily appreciated by reference to the folloWing 
Detailed Description and to the appended claims When taken 
in conjunction With the accompanying DraWings Wherein: 

[0022] FIG. 1 illustrates a present system for con?guring 
netWork routers: 

[0023] FIG. 2 illustrates a system for con?guring netWork 
devices in accordance With the principles of the present inven 
tion; 

[0024] FIG. 3 illustrates in more detail the netWork man 
ager unit shoWn in FIG. 2; 

[0025] FIG. 4 illustrates in more detail the directory ele 
ment shoWn in FIG. 3; 

[0026] FIG. 5 illustrates a con?guration record for a typical 
netWork device in accordance With the present invention; 

[0027] FIG. 6 illustrates in more detail the event bus shoWn 
in FIG. 3; 

[0028] FIG. 7 is a How chart ofa method for con?guring a 
netWork device in accordance With the present invention; 

[0029] FIG. 8 illustrates a netWork system With an inte 
grated global graphical user interface; and 

[0030] FIG. 9 illustrates a directory tree for managing net 
Work device templates. 

DETAILED DESCRIPTION 

[0031] Although the present invention is open to various 
modi?cations and alternative constructions, a preferred 
exemplary embodiment that is shoWn in the draWings is 
described herein in detail. It is to be understood, hoWever, that 
there is no intention to limit the invention to the particular 
forms disclosed. One skilled in the art can recogniZe that there 
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are numerous modi?cations, equivalents, and alternative con 
structions that fall Within the spirit and scope of the invention 
as expressed in the claims. 

[0032] Referring noW to FIG. 2, there is illustrated a system 
120 for con?guring netWork devices 100, 105, 125, 130 (col 
lectively 135) in accordance With the principles of the present 
invention. This embodiment includes a netWork manager unit 
140 disposed betWeen the administrator 110 and the netWork 
devices 135, Which can include routers, optical devices, etc. 
The netWork manager unit 140 also is connected to remote 
storage 145 (connected by netWork 150) and a netWork man 
ager support 155. 

[0033] To alter the con?guration of a netWork device 135 or 
to add a netWork device to an existing netWork, the adminis 
trator 110 can access the netWork manager unit 140, search 
for and retrieve the con?guration record corresponding to a 
target netWork device, and through a series of interactive, 
WiZard-like screens, change the con?guration record for the 
target netWork device. This altered con?guration record is 
stored in a central repository in the netWork manager unit 140 
and can be checked against netWorkpolicies accessible by the 
netWork manager unit 140. Next, the netWork manager unit 
140 can generate device-speci?c commands from the neW 
con?guration record and push those device-speci?c com 
mands to the target netWork device or have the target netWork 
device pull the commands. Finally, the netWork manager unit 
140 can verify that the neW con?guration Was installed cor 
rectly at the target netWork device. 

[0034] To generate the necessary device-speci?c com 
mands, the netWork manager unit 140 may access the remote 
storage device 145 that can contain the various templates 
needed to generate device-speci?c commands for different 
types, brands, and/or models of netWork devices. Each of 
these templates can contain variable ?elds corresponding to 
either information stored in the con?guration records or 
information input directly by the administrator. The netWork 
manager unit 140 generates the device-speci?c commands by 
retrieving the appropriate template and ?lling in the variable 
?elds With the data from the con?guration records and/or data 
input directly by the administrator 1 10. Once generated, these 
device-speci?c commands can be stored in the con?guration 
record and/or they can be stored in the remote storage device 
145 With an appropriate pointer stored in the con?guration 
record. 

[0035] As can be appreciated by those skilled in the art, the 
netWork manager unit 140 can be implemented on virtually 
any hardWare system. Good results, hoWever, have been 
achieved using components running the Red HatTM LINUX 
Operating System and the Sun SolarisTM UNIX Operating 
System. In embodiments running either of these operating 
systems, the netWork manager unit 140 preferably is con?g 
ured to utiliZe the common services provided by that particu 
lar operating system. 

[0036] Referring noW to FIG. 3, there is illustrated in more 
detail the netWork manager unit 140 shoWn in FIG. 2. This 
embodiment of the netWork manager unit 140 includes six 
basic modules: an interface 160, a directory 165, a policy 
manager 170, an event bus 175, a health manager 180 and an 
action manager 185. The illustrated connections betWeen the 
various components are exemplary only. The components can 
be connected in a variety of Ways Without changing the basic 
operation of the system. Although the division of the netWork 



US 2009/0282129 A9 

manager unit 140 into the six components is the presently 
preferred embodiment, the functions of these components 
could be subdivided, grouped together, deleted and/ or supple 
mented so that more or less components can be utiliZed in any 
particular implementation. Thus, the netWork manager unit 
140 can be embodied in several forms other than the one 
illustrated in FIG. 3. 

[0037] Referring ?rst to the interface module 160, it is 
designed to exchange data With the administrator 110 (shoWn 
in FIG. 2) and, in some embodiments, With the netWork 
devices 135 (also shoWn in FIG. 2). Although the interface 
160 could implement virtually any type of interface, good 
results have been achieved using a graphical, Web interface. 
Other interfaces can be based upon Wireless protocols such as 
WAP (Wireless application protocol). 

[0038] The second component of the netWork manager unit 
140 is the event bus 175. The event bus 175 includes a central 
posting location for receiving messages relating to netWork 
events. For example, When a con?guration for a netWork 
device 135 is to be changed, an appropriate message can be 
published (or otherWise made available) to the event bus 175. 
Similarly, if a netWork condition such as an error occurs, an 
appropriate message can be published to the event bus 175. 
Notably, any message published to the event bus 175 can also 
be sent to the administrator 110 by Way of the interface 160. 
The administrator 110, hoWever, does not necessarily need to 
respond to a received message for the event to be addressed by 
the network manager unit 140. 

[0039] To determine the proper response for a message 
posted to the event bus 175, the received message can be 
compared against the policies stored in the policy manager 
170, Which is a repository for the business and netWork poli 
cies and rules used to manage the netWork. By using these 
rules and policies, an administrator 110 (shoWn in FIG. 2) can 
de?ne a response for any event published to the event bus 175. 
The de?ned response can be virtually anything including 
recon?guring a netWork device, shutting doWn a netWork 
device and notifying an administrator. 

[0040] In operation, the policy manager 170 can read a 
message posted to the event bus 175. Alternatively, the event 
bus 175 can automatically push the message to the policy 
manager 170. Either Way, hoWever, the policy manager 170 
uses the message to access policy records that can be stored, 
for example, in a look-up table and to correlate the message to 
the appropriate response. Once the policy manager 170 has 
determined the appropriate response, that response is pub 
lished to the event bus 175 as a Work order that can be read by 
the action manager 185 and subsequently executed. That is, 
the action manager 185 can read the Work order from the 
event bus 175 and perform the necessary tasks to complete 
that Work order. In other embodiments, the Work order can be 
sent directly to the action manager 185. For example, assume 
that the action manager 185 reads a Work order from the event 
bus 175 that indicates tWo routersione a CiscoTM router and 
one a JuniperTM routerineed to be enabled. The action man 
ager 185 can locate each of these routers and determine the 
device-speci?c code needed to enable them. The code 
required to enable the CiscoTM router, for example, might be 
“enable_router” and the code required to enable the JuniperTM 
router might be “router_enable.” Because the action manager 
185 determines the appropriate device-speci?c code, hoW 
ever, the administrator 110 (shoWn in FIG. 2) only needs to 
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generically indicate that both devices are to be enabled. The 
administrator 110 does not need to knoW the actual device 
speci?c code required by each router. This feature is 
described in greater detail With relation to FIG. 8. 

[0041] In other embodiments, the action manager 185 can 
verify that the administrator 110 (shoWn in FIG. 2) has 
authority to make changes to netWork devices Without autho 
riZation from additional parties. If additional authoriZation is 
required, the action manager 185 can post an appropriate 
message to the event bus 175. 

[0042] Still referring to FIG. 3, the directory 165 of the 
netWork manager unit 140 includes a central repository for 
storing the con?guration records of each of the netWork 
devices connected to the netWork manager unit 140. For 
example, the directory 165 could store a separate con?gura 
tion record for each of netWork devices 100, 105, 125 and 130 
shoWn in FIG. 2. In certain embodiments, several intercon 
nected directories may be utiliZed, and in such systems, each 
directory can store a certain subset of the con?guration 
records or a complete copy of all of the con?guration records. 
Generally, such embodiments Would employ multiple linked 
netWork manager units 140, and in the embodiment Where 
complete copies of the con?guration records are stored in 
different directories, synchronization techniques can be used 
to guarantee data integrity. 

[0043] The con?guration records stored in the directory 
165 are searchable by Way of the interface 160. That is, the 
administrator 110 or a component Within the netWork man 
ager 140 (shoWn in FIG. 2) can initiate a search through the 
interface 160 and the results of that search can be made 
available to the administrator 110 through the interface 160. 
Moreover, the con?guration records can be searched in any of 
a variety of Ways. For example, the con?guration records can 
be searched according to equipment type (e.g., routers, opti 
cal devices, etc.), device type (edge router, core router, etc.), 
device location, device manufacturer, device model, device 
name, operational status, etc. The directory 165 canbe used to 
enable directory-based netWorking. 

[0044] Referring noW to the health manager 180, it can be 
con?gured to monitor the overall health of the netWork and/ or 
the health of individual netWork devices 135 (shoWn in FIG. 
2) Within the netWork. The health manager 180 can operate in 
an active mode and/or a passive mode. In the active mode, the 
health manager actively polls at least some of the netWork 
devices 135 about their status, utiliZation, congestion, etc. In 
the passive mode, the various netWork devices 135 automati 
cally report to the health manager 180. In either embodiment, 
hoWever, the health manager 180 can collect individual 
device information and model overall netWork health. Addi 
tionally, the health manager 180 can publish messages 
regarding netWork device problems, projected netWork 
device problems, netWork problems, and/or projected net 
Work problems. The policy manager 170 can then determine 
the appropriate course of action to take for the particular 
message and the action manager 185 can implement that 
response. 

[0045] In further embodiments, the health manager can 
monitor the health of the netWork manager components. For 
example, the health manager can monitor the operation of the 
event bus, the action manager and/ or the directory. Moreover, 
the health manager can monitor the How of data betWeen the 
various components of the netWork manager. 
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[0046] Referring now to FIG. 4, there is illustrated in more 
detail the directory 165 shown in FIG. 3. This embodiment of 
the directory 165 consists of four interconnected modules: 
con?guration storage 187, con?guration comparator 190, 
con?guration reader 195 and interface 200. The directory 
165, however, does not need all of the modules to function in 
accordance with the principles of the present invention. 

[0047] The con?guration reader module 195 of the direc 
tory 165 is designed to initiate communication with (or 
directly communicate with) a target network device and 
retrieve that device’s actual con?guration. For example, the 
con?guration reader can retrieve the actual con?guration 
from the memory 115 of router 105 (shown in FIG. 2). This 
retrieved actual con?guration can then be passed to the con 
?guration comparator 190. The con?guration reader 195 can 
also retrieve the intended con?guration of the target device 
from the con?guration storage 187 and pass that intended 
con?guration to the con?guration comparator 190. The con 
?guration comparator 190 can then compare the actual con 
?guration and the intended con?guration and present the 
differences to the administrator 110 (shown in FIG. 2). In one 
embodiment, the differences in the con?gurations are not 
only presented literally, but also in a natural language sum 
mary form. Once the differences have been identi?ed, they 
can be used to identify a failed con?guration installation 
and/ or to aid the administrator in creating the proper con?gu 
ration for a device. 

[0048] As previously discussed, the con?guration storage 
187 is designed to store con?guration records corresponding 
to network devices such as network devices 135 shown in 
FIG. 2. In one embodiment the con?guration storage 187 is 
designed not only to store the present con?guration record for 
a network device, but also to store previous con?guration 
records for that device. By storing these previous con?gura 
tions, fault recovery and correction are vastly improved over 
present systems because prior, successful con?gurations can 
be quickly retrieved and used to replace new, faulty con?gu 
rations. For example, a prior con?guration of a previously 
known good state can be retrieved and installed on the asso 
ciated network device. This prior con?guration could be days 
old or even weeks old. Prior con?guration records can be 
distinguished by version numbers and/or a time stamp. Addi 
tionally, each con?guration record can include a searchable 
summary that includes notes on the con?guration and why 
that con?guration was modi?ed. 

[0049] Referring now to FIG. 5, there is illustrated a con 
?guration record 205 for a typical network device. This con 
?guration record 205 is divided into four portions: a common 
information model (“CIM”) data portion 210, a vendor data 
portion 215, proprietary data portion 220 and a data pointer 
225. The CIM data portion 210 contains data relating to the 
physical attributes of a particular network device such as 
name, device type, number of interfaces, capacity, etc. The 
CIM data items are de?ned in the CIM Speci?cation v2.2 and 
the CIM Schema v2.4, both of which are well known in the art 
and incorporated herein by reference. 

[0050] The vendor data portion 215 of the con?guration 
record contains standard vendor-speci?c data regarding the 
particular network device. For example, the vendor data por 
tion 215 could indicate which version of an operating system 
that the network device is running or which features of the 
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device are enabled. Generally, the data in the vendor data 
portion 215 is speci?c to each manufacturer and even to each 
model of network device. 

[0051] The proprietary data portion 220 of the con?gura 
tion record can contain data used by the network manager unit 
in con?guring and managing the network devices. In one 
embodiment, for example, the proprietary data portion 220 
includes a pointer to an address at which a core dump for a 
network device is stored. That is, if a router initiates a core 
dump, the location of that core dump could be recorded in the 
proprietary data portion 220 of the con?guration record for 
that router. In other embodiments, the proprietary data por 
tion 220 can store version numbers, time stamps, health 
records for a particular con?guration, con?guration summary 
data, con?guration notes, etc. 

[0052] The pointer portion 225 of the con?guration record 
205 can be used to point to a storage location where the actual 
device-speci?c commands for the associated network device 
are stored. Similarly, the pointer 225 could be con?gured to 
point to a storage location for a device-speci?c template for 
con?guring a newly installed network device. In other 
embodiments, the pointer portion 225 of the con?guration 
record can be supplemented or replaced with a storage loca 
tion for actual device-speci?c code. 

[0053] Referring now to FIG. 6, there is illustrated in more 
detail the event bus 175 shown in FIG. 3. As previously 
described, the event bus 175 is a posting location for mes 
sages relating to network events. Network devices as well as 
the other components of the network manager unit 140 
(shown in FIG. 2) can address and post events to the event bus 
175. 

[0054] The particular embodiment of the event bus 175 
shown in FIG. 6 is comprised of four basic modules: an 
interface 230, a status storage 235, an event queue 240, and an 
event queue manager 245. In operation, a message indicating 
the occurrence of a network event is posted to the event queue 
240 by way of the interface 230. The messages stored at the 
event queue 240 are then made available to the policy man 
ager 170 (shown in FIG. 3), so that a proper response can be 
determined. If the posted message is a work order from the 
policy manager 170, the work order is made available to the 
action manager 185 (shown in FIG. 3) for subsequent imple 
mentation. 

[0055] In one embodiment of the event bus 175, an event 
message is stored in status storage 235 along with a status 
?eld and an age ?eld. Thus, for any message posted to the 
event bus 175, its status and age can be continuously moni 
tored. (The event bus can also get messages from client 
devices.) For example, status storage 235 could indicate that 
the status for a particular event is pending in the action man 
ager 185 (shown in FIG. 3), awaiting proper authorization 
completed, stalled, etc. As the status changes from one status 
to another, appropriate messages can be generated and posted 
at the event queue 240. For example, if the status of an event 
changes from pending to stalled, an appropriate message can 
be posted to the event queue 240 so that the policy manager 
170 can determine how to respond. Similarly, if the age ?eld 
in the status storage 235 indicates that a particular network 
event has not been addressed within a predetermined amount 
of time, that event can be requeued, deleted from the event 
queue 240, or a new event noti?cation indicating the delay 
can be generated and placed on the event queue 240. 
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[0056] Referring now to FIG. 7, there is a ?ow chart of one 
method for con?guring or recon?guring a network device in 
accordance with the principles of the present invention. In this 
embodiment, the administrator 110 (shown in FIG. 2) ini 
tially logs in to the network manager unit 140 (Step 250). 
Through a series of a graphical interfaces (such as the global 
GUI in FIG. 8), the administrator 110 can select a network 
device that needs to be con?gured or recon?gured. The con 
?guration record associated with the selected device can then 
be retrieved from the directory 165 (shown in FIG. 3) and 
presented to the administrator (Step 255). If no con?guration 
record is available for a selected device, the administrator 110 
will be guided through a series of steps to build the con?gu 
ration for that device. Otherwise, the administrator 110 can 
change parameters within the con?guration record of the 
selected device and save those altered con?guration records 
within the directory 165 (Step 260). Notably, even though the 
con?guration record for the selected network device has been 
changed, the actual con?guration of the device has not been 
changed. Before the con?guration of the device can be 
changed, an event message indicating that a con?guration 
record has been altered should be published to the event bus 
175 (shown in FIG. 3) (Step 265). The policy manager 170 
(shown in FIG. 3) then receives the event message, either by 
reading it from the event bus 175 or by receiving it from the 
event bus 175, and determines if the con?guration change is 
authoriZed (Step 270). If the con?guration change is within 
the network rules and the administrator 110 (shown in FIG. 2) 
is authorized to make the change, a work order is published to 
the event bus (Step 280). The action manager 185 (shown in 
FIG. 3) can then read the work order from the event bus 175 
and carry out the necessary steps to implement the work order 
(Step 280). 

[0057] In one embodiment, the action manager 185 (shown 
in FIG. 3) carries out the work order by locating the target 
network device, retrieving the appropriate con?guration 
record from the directory 165 (shown in FIG. 3), generating 
the device-speci?c code corresponding to the altered con?gu 
ration (Step 290), and pushing the device-speci?c code to the 
target network device (Step 295). The action manger 185 can 
also store the device-speci?c code in a remote storage device, 
such as remote storage device 145 shown in FIG. 2, and a 
pointer to the remote storage device can be recorded in the 
con?guration record. Finally, the action manager 185 can 
verify that the device-speci?c code was properly transferred 
to the selected network device and that the network device is 
behaving accordingly (Step 300). Assuming that the device 
speci?c codes were installed correctly and that the network 
device is operating properly, a completion message is pub 
lished to the event bus 175 (shown in FIG. 3) (Step 305). 

[0058] Referring now to FIG. 8, there is illustrated a net 
work system with an integrated global graphical user inter 
face (GUI 310). In this embodiment, a global GUI 310 is 
disposed between the network administrator 110 and various 
network devices (collectively 315). These network devices 
include storage devices 320a and 320b, routers 325a and 
325b, and DWDM (dense wave division multiplexing) 
switches 330a and 3301) connected to optical servers 335a 
and 33519. Notably, the network devices of the same type can 
be manufactured by different manufacturers. For example, 
router 325a can be manufactured by CiscoTM and router 325!) 
can be manufactured by JuniperTM. 
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[0059] As previously discussed, in present network sys 
tems, a network administrator 110 could be required to navi 
gate different communication interfaces for each of the net 
work devices 315. Thus, for network system x, a network 
administrator 110 without the bene?t of the present invention 
could be forced to learn six distinct interfaces. Through the 
present invention, however, the network administrator 110 
can communicate with any of the network devices 315 by 
navigating the global GUI 310, which presents the network 
administrator 110 with a familiar graphical interface that has 
a similar look and feel for all network devices 315, regardless 
of device type or manufacturer. 

[0060] Con?guration and recon?guration of a network 
device requires that certain attributes be provided to the net 
work device. For different types and manufacturers of 
devices, these attributes and their formats can vary. DWDM 
switches, for example, require a wavelength attribute that 
routers do not. Moreover, one DWDM manufacturer may 
require the wavelength in a ?rst format, and a second manu 
facturer may require the same information in a second format. 
Thus, the global GUI 310 can include both attributes and 
formatting instructions associated with each of the network 
devices 315. Good results have been achieved by arranging 
these attributes and/or formatting instructions in a directory 
tree 340 such as the one shown in FIG. 9. In this directory tree 
340, the attributes and/or formatting instructions for a model 
A, CiscoTM router can be located by traversing the tree from 
the root to the router node to the CiscoTM node to the Model A 
leaf. The appropriate attributes and/ or formatting instructions 
can be located from the Model A leaf. 

[0061] To populate the attribute ?elds, the global GUI 310 
could prompt the network administrator 1 10 for the necessary 
information. Once the global GUI 310 has acquired the nec 
essary information, the information can be properly format 
tediin accordance with the formatting instructionsiand 
passed to the appropriate network device. In the presently 
preferred embodiment, the global GUI 310 formats the 
attribute data for a particular network device into a frame that 
includes a header portion and a payload portion. The header 
portion can include routing instructions in various formats 
including HTTP, and the payload portion can include the 
attribute data in various formats including XML. Addition 
ally, the attribute data can be ordered within the payload 
according to the formatting instructions. When a network 
device receives a frame from the global GUI, it can extract the 
attribute data from the payload and use that data as if it had 
been received through the network device’s own interface. 
Notably, the frame can be stored on virtually any computer 
media and/or can exist as an electronically altered signali 
collectively referred to as a “computer program product.” (A 
“computer program product” refers to any media that may be 
used to provide programming instructions or data to an elec 
tronic system. A computer program product includes, but is 
not limited to, any memory device (whether ?xed or remov 
able), any storage medium, and/ or any electronically altered 
signals that carry data.) 

[0062] By using the present invention, a network adminis 
trator 110 need only learn to navigate the global GUI 310 and 
not the individual GUIs for the various network devices. 
Because the present invention allows network devices 315 to 
be con?gured and recon?gured without regard to their type or 
manufacturer, network administrators 110 will be able to add 
network devices to their network even when they are other 
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Wise unfamiliar With the means for communicating With that 
type/brand of device. Additionally, the present invention Will 
increase competition in the network device market because 
neW device manufactures Will be able to enter the market 
Without ?rst training netWork administrators to use their 
products. Moreover, the present invention Will reduce net 
Work provider costs because feWer specialiZed administrators 
Will be needed to communicate With the various types of 
devices. 

[0063] Although the global GUI 310 can be operated inde 
pendently of the netWork manager unit 140 (shoWn in FIG. 2), 
good results are expected When the tWo components are inte 
grated. For example, the global GUI 310 couldbe used to alter 
the centrally stored con?guration record for a netWork device. 
In fact, the templates used by the global GUI 310 can be 
associated With or even integrated With the con?guration 
records stored in the directory 165 (shoWn in FIG. 3) of the 
netWork manager unit. For example, the data pointer 225 
(shoWn in FIG. 5) could point to a corresponding template in 
the global GUI 310. 

[0064] The information stored in a con?guration record 
205 can be used to populate the attribute ?elds for a netWork 
device’s template. In other Words, the netWork manager unit 
140 (shoWn in FIG. 5) could retrieve the template for a par 
ticular netWork device, populate the attribute ?elds of that 
retrieved template With information from the device’s con 
?guration record, format the attribute ?elds into a frame and 
pass that frame to the netWork device. This frame, in some 
embodiments, constitutes the device-speci?c commands 
required to con?gure the netWork device. 

[0065] In conclusion, the present system provides, among 
other things, a method and apparatus to con?gure, monitor 
and manage netWork devices Without regard for device type 
and/ or manufacturer. Those skilled in the art, hoWever, can 
readily recogniZe that numerous variations and substitutions 
may be made in the invention, its use and its con?guration to 
achieve substantially the same results as achieved by the 
embodiments described herein. Accordingly, there is no 
intention to limit the invention to the disclosed exemplary 
forms. Many variations, modi?cations and alternative con 
structions fall Within the scope and spirit of the disclosed 
invention as expressed in the claims. 

What is claimed is: 
1. A method for de?ning a policy enabled netWork, the 

method comprising: 

creating a netWork policy Which corresponds to a predeter 
mined netWork con?guration state; 

creating a business rule Which corresponds to a predeter 
mined series of steps required in response to the netWork 
policy; 

associating the netWork policy to the business rule such 
that the netWork policy, When implemented in the net 
Work, adheres to the predetermined series of steps and 
results in the predetermined netWork con?guration state; 

storing the business rule in a data repository; 

storing the netWork policy in a data repository; and 

storing the predetermined netWork con?guration state. 
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2. The method of claim 1 including: 

retrieving, in response to commands being needed to prop 
erly con?gure a particular one of the plurality of netWork 
devices in the netWork to operate in accordance With the 
predetermined netWork con?guration state, a command 
forrnat template for the particular one of the plurality of 
netWork devices; 

generating, using the retrieved command-format template, 
device-speci?c commands for the particular one of the 
plurality of netWork devices; and 

applying the device-speci?c commands to the particular 
one of the plurality of netWork devices. 

3. The method of claim 1, Wherein creating the business 
rule comprises: 

creating a computer programmable object, Which re?ects a 
prede?ned series of steps for implementing the business 
rule. 

4. The method of claim 1, Wherein creating the business 
rule comprises: 

creating an XML Document, Which re?ects a prede?ned 
series of steps for implementing the business rule 

5. The method of claim 1, Wherein creating the business 
rule comprises: 

creating an XML Schema, Which re?ects a prede?ned 
series of steps for implementing the business rule. 

6. The method of claim 2, Wherein creating the business 
rule comprises: 

creating a text document, Which re?ects a prede?ned series 
of steps for implementing the business rule. 

7. The method of claim 1, Wherein creating the netWork 
policy comprises: 

creating a computer programmable object, Which re?ects 
the prede?ned netWork con?guration state required for 
correctly implementing the netWork policy. 

8. The method of claim 1, Wherein creating the netWork 
policy comprises: 

creating an XML document, Which re?ects the prede?ned 
netWork con?guration state for correctly implementing 
the netWork policy. 

9. The method of claim 1, Wherein creating the netWork 
policy comprises: 

creating an XML schema, Which re?ects the prede?ned 
netWork con?guration state for correctly implementing 
the netWork policy. 

10. The method of claim 1, Wherein creating the netWork 
policy comprises: 

creating a text document Which re?ects the prede?ned 
netWork con?guration state for correctly implementing 
a netWork policy. 

11. The method of claim 1, Wherein associating the busi 
ness rule to the netWork policy comprises: 

creating a computer programmable object Which de?nes 
the association of the business rule to netWork policy; 

12. The method of claim 1, Wherein associating the busi 
ness rule to the netWork policy comprises: 

creating an XML document Which de?nes the association 
of the business rule to the netWork policy 
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13. The method of claim 1, wherein associating the busi 
ness rule to the network policy comprises: 

creating an XML schema Which de?nes options for asso 
ciating the business rule and the netWork policy. 

14. The method of claim 1, Wherein associating the busi 
ness rule to the netWork policy comprises: 

creating a text document Which de?nes steps for associat 
ing the business rule and netWork policy. 

15. A process for implementing a policy enabled netWork 
comprising: 

receiving a request to implement a desired netWork policy; 

querying a data repository used to store required business 
rules; 

querying a data repository used to store prede?ned netWork 
con?gurations; 

determining a plurality of netWork devices to apply the 
prede?ned netWork con?gurations to implement the 
desired netWork policy; and 
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applying the netWork changes to netWork devices in the 
order and as de?ned in the business rules. 

16. The method of claim 15 including: 

receiving a netWork noti?cation from a netWork device 
When applying the prede?ned netWork con?gurations; 

checking the status of a current netWork policy by consult 
ing a netWork policy server, retrieving a policy associ 
ated With the netWork noti?cation and, as required, 
implementing the desired netWork policy. 

17. The process of claim 16 including: 

notifying a selected one of a netWork administrator, a sys 
tem, and a customer upon completion of implementing 
the desired netWork policy. 

18. The process of claim 15, Wherein the request originates 
from a selected one of a netWork administrator, a system, and 
a customer. 


