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(57) ABSTRACT 

A data processing system enables con?guration of a virtual 
connect functioning in combination With a virtualiZation plat 
form. The illustrative data processing system is used With a 
virtualiZation platform Which is con?gured to run multiple 
operating systems simultaneously on one or more physical 
servers and a virtual connect device Which is communica 
tively coupled to the virtualiZation platform. The virtual con 
nect device virtualiZes connections between the physical 
server or servers and a network infrastructure. The data pro 
cessing system comprises a con?guration manager that inte 
grates migration and failover of virtual machines operating 
under the virtualiZation platform With migration and failover 

Appl' NO': 12/113’062 of physical servers operative under the virtual connect device 
for management of virtual and physical migration and 

Filed: Apr. 30, 2008 failover using common commands. 
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VIRTUALIZATION PLATFORM 
CONFIGURED WITH VIRTUAL CONNECT 

CONTROL 

BACKGROUND 

[0001] Virtual machine technology is used to create and 
concurrently run one or more guest operating systems on a 
physical device. One or more virtual machines can operate on 
a single host computing system, each including an operating 
system with concurrent applications. 
[0002] Traditionally, virtual machines are managed from a 
different management application/ infrastructure from physi 
cal computers operating as remote physical client computers 
that access the server over a network. 

SUMMARY 

[0003] Embodiments of a data processing system enable 
con?guration of a virtual connect operating in combination 
with a virtualiZation platform. The illustrative data process 
ing system is used with a virtualiZation platform which is 
con?gured to run multiple operating systems simultaneously 
on one or more physical servers and a virtual connect device 

which is communicatively coupled to the virtualiZation plat 
form. The virtual connect device virtualiZes connections 
between the physical server or servers and a network infra 
structure. The data processing system comprises a con?gu 
ration manager that integrates migration and failover of vir 
tual machines operating under the virtualiZation platform 
with migration and failover of physical servers operative 
under the virtual connect device for management of virtual 
and physical migration and failover using common com 
mands. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] Embodiments of the invention relating to both struc 
ture and method of operation may best be understood by 
referring to the following description and accompanying 
drawings: 
[0005] FIG. 1 is a schematic block diagram depicting an 
embodiment of a data processing system that enables con 
?guration of a virtual connect functioning in combination 
with a virtualiZation platform; 
[0006] FIG. 2 is a schematic block diagram showing an 
embodiment of a virtualiZed network system that enables 
con?guration of a virtual connect functioning in combination 
with a virtualiZation platform; 
[0007] FIGS. 3A through 3C are ?ow charts illustrating one 
or more embodiments or aspects of a computer-executed 
method for con?guring a virtual connect functioning in com 
bination with a virtualiZation platform; and 
[0008] FIGS. 4A and 4B are schematic block diagrams 
illustrating an embodiment of a virtual connect that can be 
used in a data processing system or virtualiZed network sys 
tem. 

DETAILED DESCRIPTION 

[0009] Various embodiments of a data processing system, 
virtualiZed network system, and associated control tech 
niques combine functionality of a virtualiZation platform 
such as a hypervisor or Virtual Machine Monitor (V MM) and 
a virtual connect device so that virtual and physical resources 
can be managed using similar or identical control operations. 
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[0010] In a speci?c embodiment a Hypervisor can be con 
?gured for operation in combination with virtual connect 
technology. 
[0011] The illustrative data processing system and associ 
ated techniques enable management of virtual computers run 
ning in a virtualiZation platform such as hypervisor commu 
nicating with a virtual connect, enabling a larger portion of a 
management software stack to apply to virtual computers as 
well as physical computers. The hypervisor can communicate 
with virtual connect to preserve network topologies previ 
ously de?ned by the virtual hypervisor environment and vir 
tual connect enclosure manager. 
[0012] Failover and migration of a computer application 
can be realiZed either for physical hardware or for virtual 
machines running in a hypervisor or VMM. 
[0013] A virtual connect device can be used to migrate 
computer system characteristics from one physical computer 
to another, enabling physical migration of applications from 
one computer to another without licensing or con?guration 
problems. 
[0014] VirtualiZation platforms such as hypervisors and 
VMMs enable migration in a different way by moving virtual 
machines from one virtualiZation platform to another using 
various types of management applications, a property that can 
be called “motion.” 
[0015] Referring to FIG. 1, a schematic block diagram 
depicts an embodiment of a data processing system 100 that 
enables con?guration of a virtual connect 104 functioning in 
combination with a virtualiZation platform 106. The illustra 
tive data processing system 100 is used with a virtualiZation 
platform 106 which is con?gured to run multiple operating 
systems 108 simultaneously on one or more physical servers 
102 and a virtual connect device 104 which is communica 
tively coupled to the virtualiZation platform 106. The virtual 
connect device 104 virtualiZes connections between the 
physical server or servers 102 and a network infrastructure 
110. The data processing system 100 comprises a con?gura 
tion manager 112 that integrates migration and failover of 
virtual machines 114 operating under the virtualiZation plat 
form 106 with migration and failover of physical servers 102 
operative under the virtual connect device 104 for manage 
ment of virtual and physical migration and failover using 
common commands. 

[0016] In the illustrative embodiment, the virtual platform 
106 and virtual connect system 104 are separate entities that 
synergistically coexist and improve performance in compari 
son to either technology operating independently. 
[0017] The con?guration manager 112 integrates the two 
types of migration/failover (virtual and physical) under vir 
tual connect 104 and enables value-added management com 
ponents to manage both virtual and physical migration/ 
failover. The con?guration manager 112 further enables users 
to manage virtual servers, also called virtual machines (V Ms) 
114, in the same way that physical servers 102 are managed 
and further enables a larger portion of management software 
to be applicable to the virtual environment because any 
dependencies on virtual connect 104 become a path into 
virtual machine management. 
[0018] The con?guration manager 112 enables the physical 
hardware capabilities of the virtual connect 104 and higher 
level applications of the virtual connect 104 to be seamlessly 
performed with virtual servers 114 as well. Such physical 
hardware and virtual resource capabilities include migration 
of identity from one server to another, failover, and the like. 
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[0019] In some embodiments, the data processing system 
100 can further comprise the virtualiZation platform 106 
Which runs one or more operating systems 108 simulta 

neously on the physical server or servers 102. 

[0020] Similarly in some embodiments, the data processing 
system 100 can comprise the virtual connect device 104 com 
municatively coupled to the virtualiZation platform 106. The 
virtual connect device 104 virtualiZes connections betWeen 
the physical servers 102 and the network infrastructure 110. 

[0021] Some implementations of the data processing sys 
tem 100 can also include a physical server 102 that is com 
municatively coupled to the virtualiZation platform 106 and 
con?gured to run the operating systems 108. 
[0022] The data processing system 100 can further com 
prise a baseboard management controller 116 coupled to the 
virtual connect device 104 that controls virtualiZation plat 
form con?guration in all conditions including poWered-on, 
poWered-off, and unbooted conditions. 
[0023] An example of a baseboard management controller 
116 is integrated Lights-Out (iLO) Which is made available 
by Hewlett-Packard Company of Palo Alto, Calif. 
[0024] The baseboard management controller 116 can be 
con?gured to enable an application to control virtualiZation 
platform con?guration from a remote location. 

[0025] The illustrative data processing system 100 enables 
virtual connect (VC) products to integrate With virtualiZation 
platforms 106, such as Hypervisors, virtual machine monitors 
(VMMs), and the like, by use of a non-volatile data structure 
in the form of a non-volatile state storage 118 Which may be 
called a “Persistent State” storage. Persistent state storage 
enables management applications to control the hypervisor 
con?guration, even When the con?guration is not booted. 

[0026] Management of physical and virtual resources 
through the non-volatile state storage 118 improves operation 
in comparison to a technique in Which virtual connect 104 
makes calls into a programmatic interface supplied With the 
virtualiZation platform 106 since such operation Would be 
functional only When the virtualiZation platform 106 is 
booted. Furthermore calls into the programmatic interface 
Would have differing applications program interfaces (APIs) 
depending on the particular virtualiZation platform. In con 
trast, the illustrative data processing system 100 and associ 
ated operating technique is scaleable and enables manage 
ment for an unbooted computer. 

[0027] For example, a non-volatile state storage 118 
coupled to the server or servers 102 can be used in combina 
tion With the baseboard management controller 116. The 
non-volatile state storage 118 stores a persistent state of 
server pro?les for the servers 102 for integrating the virtual 
connect device 104 With the virtualiZation platform 106. 

[0028] The virtual connect device 104 manages a pool of 
“server pro?les” that contain, among other things, the server 
Universal Unique Identi?er (UUID), serial number, NetWork 
Interface Controller (NIC) Media Access Control (MAC) 
addresses, storage World Wide Names, and other informa 
tion. The pro?le contains the essential identi?ers that 
uniquely identify a server unique. 
[0029] Persistent state can be accessible by a baseboard 
management controller 116 on auxiliary poWer (aux-power) 
only, When a physical computer 124 is unbooted or poWered 
off. Accordingly, the con?guration of the virtualiZation plat 
form 106 or hypervisor can be performed via a baseboard 
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management controller 116 or iLO remote Application Pro 
gramming Interface (API) from a management tool such as 
virtual connect device 104. 

[0030] The non-volatile state storage 118 can be con?gured 
to enable an application to access the baseboard management 
controller 1 1 6 on auxiliary-poWer-only When the one or more 
servers 102 are unbooted or poWered-off. 

[0031] In some embodiments, the data processing system 
100 can further include logic 120 operable in the virtual 
connect device 104 that con?gures the virtualiZationplatform 
106 via a remote Application Programming Interface (API) in 
the non-volatile state storage 118. 

[0032] In a particular implementation, the virtual connect 
device 104 can be con?gured to manage a pool of server 
pro?les stored in the non-volatile state storage 118, Whereby 
the server pro?les comprise identi?ers that uniquely describe 
a server. The virtual connect device 104 can access the non 

volatile state storage 118 and management processors 122 to 
push and pull server pro?les to physical 124 or virtual 126 
computer systems Whereby the non-volatile state storage 118 
enables the virtual connect device to push a target server 
pro?le into a virtualiZation platform con?guration even 
before a target server bootstrap loads or poWers-on. 

[0033] The target server upon bootstrap loading can be 
con?gured to consume the target server pro?le and instantiate 
identi?ers of the target server pro?le on virtual hardWare 126 
Within a virtual machine 114. 

[0034] In a particular implementation, virtual connect 104 
can access iLO 116 and other management processors to push 
and pull server pro?les to physical or virtual computer sys 
tems. Through the ability of iLO 116 to Write persistent state 
data for a hypervisor, virtual connect 104 can push a server 
pro?le into the hypervisor con?guration, even before booting 
or poWer-on. Upon boot-up, the hypervisor 106 boots, con 
sumes the UUID, serial number, MAC, WWNs and other 
unique identi?ers from persistent state and surfaces the infor 
mation on the virtual hardWare 126 Within a virtual machine 
114. 

[0035] Referring to FIG. 2, a schematic block diagram 
depicts another embodiment of a data processing system 200 
that enables con?guration of a virtual connect 204 function 
ing in combination With a virtualiZation platform 206. The 
data processing system 200 comprises a netWork 220, a vir 
tualiZation platform 206, and multiple physical servers 202 
communicatively coupled to the netWork 220 and the virtu 
aliZation platform 206. The virtualiZation platform 206 runs 
multiple operating systems 208 simultaneously on one or 
more physical servers 202 and a virtual connect device 204 
Which is communicatively coupled to the virtualiZation plat 
form 206. The virtual connect device 204 virtualiZes connec 
tions betWeen the physical servers 202 and the netWork 220. 
The data processing system 200 comprises a con?guration 
manager 212 that integrates migration and failover of virtual 
machines 214 operating under the virtualiZation platform 206 
With migration and failover of physical servers 202 operative 
under the virtual connect device 204 for management of 
virtual and physical migration and failover using common 
commands. 

[0036] The data processing system 200 can comprise man 
agement softWare 230 that manages virtual machines 214 and 
physical servers 202 identically through the virtual connect 
device 204 and through management applications 232 that 
operate through the virtual connect device 204. 
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[0037] Referring to FIGS. 3A through 3C, ?ow charts illus 
trate one or more embodiments or aspects of a computer 

executed method 300 for con?guring a virtual connect func 
tioning in combination with a virtualiZation platform. FIG. 
3A depicts a computer-executed method 300 for operating a 
virtualiZed computing system comprising running 302 mul 
tiple operating systems simultaneously on one or more physi 
cal servers, and vir‘tualiZing 304 connections between the 
physical servers and a network infrastructure. Migration and 
failover of virtual machines are integrated 306 with migration 
and failover of physical servers. Virtual and physical migra 
tion and failover are managed 308 using common commands. 
[0038] VirtualiZation con?guration can be controlled in all 
conditions including powered-on, powered-off, and 
unbooted conditions. 
[0039] Referring to FIG. 3B, a virtualiZation method 310 
can comprise performing 312 operations on the at least one 
server from a remote location, and accessing 314 the server or 
servers on auxiliary-power-only when server is unbooted or 

powered-off. 
[0040] In some embodiments, the virtualiZation con?gura 
tion can be set 316 via a remote Application Programming 
Interface (API). 
[0041] As shown in FIG. 3C, a computer-executed method 
320 can comprise managing 322 a pool of server pro?les 
including identi?ers that uniquely describe a server, and 
pushing and pulling 324 server pro?les to physical or virtual 
servers whereby server pro?les can be pushed to a target 
server even before the target serverbootstrap loads orpowers 
on. The target server pro?le can be consumed 326 at the target 
server upon bootstrap loading. Identi?ers of the target server 
pro?le are instantiated 326 on virtual hardware within a vir 
tual machine. 
[0042] Referring to FIGS. 4A and 4B, schematic block 
diagrams illustrate an embodiment of a virtual connect 404 
that can be used in a data processing system or virtualiZed 
network system. Virtual connect 404 can implement server 
edge input/output (I/O) virtualiZation by interposing an 
abstraction layer between the servers 402 and external net 
works so that a local area network (LAN) 420 and storage 
area network (SAN) see a pool of servers rather than indi 
vidual servers. LAN 420 and SAN connections are made to 
the pool of servers, and a server administrator uses a virtual 
connect manager user interface to create an I/O connection 
pro?le for each server. Instead of using default media access 
control (MAC) addresses for all network interface controllers 
(NICs) and default World Wide Names (WWNs) for all host 
bus adapters (HBAs), the virtual connect manager 412 creates 
bay-speci?c I/O pro?les, assigns unique MAC addresses and 
WWNs to the pro?les, and administers the pro?les locally. 
Local administration of network addresses is applied by vir 
tual connect so that network and storage administrators can 
establish all LAN and SAN connections once during deploy 
ment and not subsequently make connection changes if serv 
ers are changed. As servers are deployed, added, or changed, 
virtual connect maintains the I/O pro?le for that LAN and 
SAN connection constant. 

[0043] Virtual connect manager 412 facilitates upgrade 
and/or replacement of a server 402 by enabling the server 
administrator to reassign the I/O pro?le to a new server. Also, 
virtual connect manager 412 enables the administrator to 
move a virtual connect pro?le from a failed server to a spare 
server, all functionality that can be embedded in a virtual 
connect module. FIG. 4B depicts migration showing an 
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administrator moving Ethernet MACs, Fibre Channel 
WWNs, and Fibre Channel boot parameters of a failed server 
to a spare server. 

[0044] The non-volatile state storage or persistent state 
technology can be used to extend functionality of a virtual 
iZation platform. A conventional virtualiZation platform is 
managed as any typical operating system or software loaded 
on physical computer system hardware wherein the con?gu 
ration can only be managed when the virtualiZation platform 
is booted and running. Con?guration data that backs the 
virtualiZation platform con?guration in a conventional sys 
tem is not tied in any way to the hardware upon which the 
platform resides except perhaps on a hard disk, which is 
replaceable. 
[0045] The non-volatile state storage, persistent state tech 
nology described herein recogniZes that a virtualiZation plat 
form creates multiple virtual machines to the user of a com 
puter system and can thus be considered by the user to be an 
extension of the computer hardware itself rather than simply 
software running on the hardware. Accordingly, improved 
functionality can be attained by managing operations as an 
extension of computer hardware, enabling users to manage 
the virtualiZation platform con?guration with the same level 
of capability as for management of physical hardware. The 
non-volatile state storage, persistent state technology further 
includes a capability to con?gure remotely from a manage 
ment console even when the computer’s main power is dis 
abled. The con?guration data is tied to the physical hardware. 
[0046] The non-volatile state storage comprises a data stor 
age repository tied to the physical computer hardware and a 
data format that govern the virtualiZation platform con?gu 
ration. 
[0047] In an example embodiment, the persistent state 
enables off-line edits of the virtualiZation platform con?gu 
ration by software and ?rmware, even in powered-off states 
where only aux-power is supplied to the system. The con?gu 
ration items of interest can be virtual machines, networks, 
virtual disk images, physical resource reservations, and the 
like. 
[0048] Virtual machine con?guration can be controlled 
using create, delete, edit, add network interface controller 
(NIC), delete NIC, edit NIC, add storage controller, delete 
storage controller, and edit storage controller. Virtual 
machine edits can apply to name, description, serial number, 
Universally Unique IDenti?er (UUID), default power state, 
memory con?guration, CPU con?guration, preboot execu 
tion environment (PXE) con?guration, and boot order. Net 
work interface controller (NIC) edits can apply to name, 
network, media access control (MAC) addresses, and the like. 
Storage controller edits can apply to name, virtual disk image 
name, bootable, writable, and selection of CD/DVD versus 
hard disk. 
[0049] The non-volatile state storage can be used in virtu 
aliZation platform creation and management of networks and 
virtual disk images. Other components can only reference the 
networks by name. 
[0050] The non-volatile state storage can be used for physi 
cal resource reservations applied to CPUs, memory, periph 
eral component interconnect (PCI), I/O ports, and the like. 
[0051] The persistent state can be synchroniZed with native 
con?guration data by operation of the virtualiZation platform 
which honors the persistent state at star‘tup and monitors 
persistent state periodically for changes during uptime. The 
virtualiZation platform can be made responsible for all rec 
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onciliation between persistent state and internal native con 
?guration including remote resource pools. For example, the 
virtualiZation platform can implement periodic 2-Way syn 
chroniZation. Online changes to the virtualiZation platform 
con?guration are Written back to persistent state so that man 
agement tools can read an accurate con?guration. To ensure 
e?iciency, all Writers including the virtualiZation platform 
can be implemented to avoid unnecessary Writes and limit 
reWrites to changes in con?guration. 
[0052] The non-volatile state storage comprises a data 
repository. For example, a persistent system state can be 
stored in a primary partition on embedded media and can be 
marked With a non-standard partition type. The format of the 
partition is not a ?le system. Instead each consecutive linear 
sector number is mapped into contiguous memory, so that the 
contents become memory-mapped. Modi?cations can occur 
in memory and the memory is mapped directly back to sector 
numbers and Written to the mass storage device. Some imple 
mentations of the partition can be storage on a Universal 
Serial Bus (USB) key, secure data card, or the like located 
inside the computer chassis. The simple sector-to-memory 
mapping enables non-?le-system-aWare softWare to read and 
Write the data Without having to implement ?le system sup 
port. 
[0053] Persistent state canbe implemented in different stor 
age media and devices including NVRAM, ROM Flash sec 
tors, USB Flash media, and others. 
[0054] In an example implementation, the ?ash device con 
taining the persistent state bits may be present on any USB 
storage device. Externally accessible USB ports are given 
priority over internal ports for both booting the hypervisor 
and accessing persistent state. Readers and Writers of persis 
tent state scan attached USB storage in priority order to ?nd 
persistent state. Persistent state can be stored in a primary 
partition on the ?ash media and marked With a non-standard 
partition type indicating that the media is solely for the pur 
pose of supporting an integrated virtualiZation platform. The 
format of the partition is not a ?le system. Instead each 
consecutive linear sector number is mapped into contiguous 
memory, so that the contents become memory-mapped. 
Modi?cations can occur in memory and the memory is 
mapped directly back to sector numbers and Written to the 
key/ card. 
[0055] Once memory-mapped, the data remains unsuitable 
for editing. The format of the data and the fact that the virtu 
aliZation platform does not include the persistent state as a 
native con?guration ?le means that all softWare readers and 
Writers are to “unpack” the data for editing, and “repack” for 
Writing. A characteristic that does not imply compression or 
encryption but simply means that the data structure does not 
have ?xed siZes for strings, for example, so as strings increase 
in length, the remainder of the data structure shifts. Thus, 
most Writers unpack the structure alloWing each string su?i 
cient room during editing. Similarly, the number of virtual 
machines can change, causing shifts in the remaining data. 
[0056] Readers and Writers of the persistent state storage 
can include virtualiZation platform software and management 
softWare such as baseboard management controller ?rmWare, 
BIOS setup, and the like, Which can read and Write the per 
sistent state data. In some implementations, the data structure 
can include a semaphore mechanism to prevent Write-concur 
rency corruption. 
[0057] Concurrent access of the non-volatile state storage 
is enabled With some constraints to ensure correct operation. 
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Several softWare and ?rmWare components can be readers 
and Writers of persistent state including the virtualiZation 
platform, a software component that runs after boot but 
executes after the virtualiZation platform starts as part of the 
boot chain, a ROM-based setup utility that runs at user request 
and exits prior to boot, and the baseboard management con 
troller, an asynchronous management processor that can alter 
parameters in poWer-on, poWer-off, or on auxiliary poWer. In 
an illustrative embodiment, concurrency dif?culties only 
arise if the baseboard management controller. 
[0058] Atomic commits are used to safely Write persistent 
state in a multiple-Writer environment. For example, in a 
con?guration for Which baseboard management controller 
does not Write to the non-volatile state storage, atomic com 
mits are not necessary. In con?gurations that the baseboard 
management controller does Write to non-volatile state stor 
age, atomic commits can be controlled by a memory-mapped 
semaphore protocol, for example as de?ned by baseboard 
management controller ?rmware. A suitable Write procedure 
can include ?nding the semaphore control structure in 
memory, searching a legacy BIOS range for a marker, parsing 
the data structure at the marker Whichpoints to the semaphore 
structure, folloWing the pointer to the semaphore structure in 
the address space, and accessing the semaphore for control. 
[0059] The data format or layout of the illustrative non 
volatile state storage takes into consideration that some of the 
critical readers and editors of the persistent state are “primi 
tive” in that access to a ?le system, an I/O library, string 
libraries, or netWorking, is not enabled and are implemented 
in assembly language. As a consequence, eXtensible Markup 
Language @(ML) is not a viable choice considering the com 
plexity and variable length string operations. A constant 
siZed structure is inappropriate for primitive software since 
such a structure is non-extensible (and therefore hard to ver 
sion-control), and strings and arrays Would have to be of 
predetermined siZe resulting in Wasted space or future limi 
tations. 
[0060] In light of the tWo opposing goals of XML-like 
extensibility and ease of parsing for primitive softWare, the 
illustrative non-volatile state storage implements a format 
that combines binary data structures With hierarchy and 
extensibility. 
[0061] The data format proposed herein is based upon 
binary data instead of strings, and is thus simple for loW-level 
softWare to parse. HoWever, because the data format is exten 
sible, no version management dif?culties are imposed and 
robust handling of unknoWn data elements as Well as missing 
data elements is supported. The hierarchical nature of the 
format enables data to be logically organiZed in a tree-like 
structure. Signatures that de?ne separate elements of data are 
strongly typed and divided into namespaces to prevent data 
de?nition collisions betWeen hardWare and virtualiZation 
platform suppliers. 
[0062] An example data format includes persistent state 
con?guration data that is preceded by a header that contains 
basic integrity and schema version information. Given the 
tWo opposing goals of XML-like extensibility and ease of 
parsing for primitive softWare, the result is a compromise best 
likened to a binary XML format Which, from a parsing per 
spective, is similar to SMBIOS except being hierarchical 
instead of linear. Binary XML format combines the byte 
packing and type iteration of SMBIOS With the hierarchy of 
XML and has characteristics of constant-sized elements dec 
larations, only a single root element in the manner of XML, 
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no attributes, and elements that can either contain child ele 
ments or a pre-de?ned binary data structure (in place of XML 
child text) associated with the element signature. For parsers 
to handle unknown element signatures, the element signature 
has a bit that determines type, for example l:child elements, 
OIstructure. 
[0063] An element declaration can be de?ned as multiple 
bit ?elds with each element string given an identi?er, an 
indication of children or structure. For a name with a child 

text string, a binary structure is created. An in-memory binary 
data structure can include a sequence of, for example, a vir 
tual machine root element signature, a number of children 
elements, and one or more virtual machine element signa 
tures, each including a number of child elements, a name 
element signature, structure length, and binary structure 
(string). 
[0064] Element namespaces can be assigned in accordance 
with an intention of the persistent state format is to be exten 
sible like traditional XML. Thus element value assignments 
can be formed to ensure con?ict-free usage. A subset of 
element value bits can thus be reserved for company signa 
ture. Since the purpose of persistent state is for proprietary 
management of the vir‘tualiZation platform, con?guration 
data that is to be managed can be speci?ed to be assigned 
according to the company signature. Thus, the company 
namespace can be given priority when storage space is lim 
ited. 
[0065] For unknown elements, de?ned as elements that 
may be written that are not understood by all parsers, several 
rules canbe applied. First, every writer is to preserve elements 
that are not understood, including order and hierarchy. Sec 
ond, readers can traverse unknown elements according to a bit 
in the element signature and a count following the element 
signature to iterate through child elements and skipping over 
data structures. Persistent state can be presumed to not be the 
native con?guration ?le for the virtualiZation platform, so if 
virtualiZation platform-speci?c elements are missing default 
values or values from the native con?guration ?le can be 
assumed as appropriate. 
[0066] Missing and/or optional elements can be handled 
according to several rules. If an element is missing that con 
tains a data structure child, a clear set of default values is 
speci?ed. If a child element is missing from a set owned by a 
parent, the set is likely changed purposely changed and the 
virtualiZation platform acts accordingly. 
[0067] The illustrative non-volatile state storage and imple 
mentation of embedded persistent state on a computer sys 
tem, in combination with the proposed data format that 
enables data to be read and written by low-level software and 
?rmware enable the vir‘tualiZation platform to read and honor 
changes made by a management processor when a computer 
is powered-off. A user can con?gure virtual machines much 
like physical machines from a BIOS setup utility before the 
virtualiZation platform boots. The persistent data is embed 
ded in the physical computer hardware, reducing dependen 
cies upon removable hard disks and network access. 

[0068] Terms “substantially”, “essentially”, or “approxi 
mately”, that may be used herein, relate to an industry-ac 
cepted tolerance to the corresponding term. Such an industry 
accepted tolerance ranges from less than one percent to 
twenty percent and corresponds to, but is not limited to, 
functionality, values, process variations, siZes, operating 
speeds, and the like. The term “coupled”, as may be used 
herein, includes direct coupling and indirect coupling via 
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another component, element, circuit, or module where, for 
indirect coupling, the intervening component, element, cir 
cuit, or module does not modify the information of a signal 
but may adjust its current level, voltage level, and/or power 
level. Inferred coupling, for example where one element is 
coupled to another element by inference, includes direct and 
indirect coupling between two elements in the same manner 
as “coupled”. 
[0069] The illustrative block diagrams and ?ow charts 
depict process steps or blocks that may represent modules, 
segments, or portions of code that include one or more execut 
able instructions for implementing speci?c logical functions 
or steps in the process. Although the particular examples 
illustrate speci?c process steps or acts, many alternative 
implementations are possible and commonly made by simple 
design choice. Acts and steps may be executed in different 
order from the speci?c description herein, based on consid 
erations of function, purpose, conformance to standard, 
legacy structure, and the like. 
[0070] The block diagrams and ?ow charts further describe 
an article of manufacture comprising a controller-usable 
medium having a computer readable program code embodied 
in a controller for managing virtual machines (VMs) in a 
distributed network system. 
[0071] While the present disclosure describes various 
embodiments, these embodiments are to be understood as 
illustrative and do not limit the claim scope. Many variations, 
modi?cations, additions and improvements of the described 
embodiments are possible. For example, those having ordi 
nary skill in the art will readily implement the steps necessary 
to provide the structures and methods disclosed herein, and 
will understand that the process parameters, materials, and 
dimensions are given by way of example only. The param 
eters, materials, and dimensions can be varied to achieve the 
desired structure as well as modi?cations, which are within 
the scope of the claims. Variations and modi?cations of the 
embodiments disclosed herein may also be made while 
remaining within the scope of the following claims. 

What is claimed is: 
1. A data processing system for usage with a vir‘tualiZation 

platform con?gured to run a plurality of operating systems 
simultaneously on at least one physical server and a virtual 
connect device communicatively coupled to the vir‘tualiZation 
platform that virtualiZes connections between the at least one 
physical server and a network infrastructure, the data process 
ing system comprising: 

a con?guration manager that integrates migration and 
failover of virtual machines operating under the virtual 
iZation platform with migration and failover of physical 
servers operative under the virtual connect device for 
management of virtual and physical migration and 
failover using common commands. 

2. The system according to claim 1 further comprising: 
the vir‘tualiZation platform con?gured to run the plurality 

of operating systems simultaneously on the at least one 
physical server. 

3. The system according to claim 1 further comprising: 
the virtual connect device communicatively coupled to the 

vir‘tualiZation platform that virtualiZes connections 
between the at least one physical server and the network 
infrastructure. 

4. The system according to claim 1 further comprising: 
a baseboard management controller coupled to the virtual 

connect device that controls virtualiZation platform con 
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?guration in all conditions including poWered-on, poW 
ered-off, and unbooted conditions. 

5. The system according to claim 4 further comprising: 
the baseboard management controller con?gured to enable 

an application to control virtualiZation platform con 
?guration from a remote location. 

6. The system according to claim 4 further comprising: 
a non-volatile state storage coupled to the at least one 

server that stores a persistent state of server pro?les for 
the at least one server for integrating the virtual connect 
device With the virtualiZation platform. 

7. The system according to claim 6 further comprising: 
the non-volatile state storage con?gured to enable an appli 

cation to access the baseboard management controller 
on auXiliary-poWer-only When the at least one server is 
unbooted or poWered-off. 

8. The system according to claim 6 further comprising: 
logic operable in the virtual connect device that con?gures 

the virtualiZation platform via a remote Application Pro 
gramming Interface (API) in the non-volatile state stor 
age. 

9. The system according to claim 6 further comprising: 
the virtual connect device con?gured to manage a pool of 

server pro?les stored in the non-volatile state storage, 
the server pro?les comprising identi?ers that uniquely 
describe a server; and 

the virtual connect device further con?gured to access the 
non-volatile state storage and management processors to 
push and pull server pro?les to physical or virtual com 
puter systems Whereby the non-volatile state storage 
enables the virtual connect device to push a target server 
pro?le into a virtualiZation platform con?guration even 
before a target server bootstrap loads or poWers-on. 

10. The system according to claim 9 further comprising: 
the target server upon bootstrap loading is con?gured to 

consume the target server pro?le and instantiate identi 
?ers of the target server pro?le on virtual hardWare 
Within a virtual machine. 

11. The system according to claim 1 further comprising: 
a physical server communicatively coupled to the virtual 

iZation platform and con?gured to run the operating 
system plurality. 

12. The system according to claim 1 further comprising: 
a netWork; 
the plurality of physical servers communicatively coupled 

to the netWork and the virtualiZation platform, and con 
?gured to run the operating system plurality; and 

the plurality of operating systems simultaneously running 
on at least one physical server. 

13. A computer-executed method for operating a virtual 
iZed computing system comprising: 

running a plurality of operating systems simultaneously on 
at least one physical server; 

virtualiZing connections betWeen the at least one physical 
server and a netWork infrastructure; 

integrating migration and failover of virtual machines With 
migration and failover of physical servers; and 

managing virtual and physical migration and failover using 
common commands. 
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14. The method according to claim 13 further comprising: 
controlling virtualiZation con?guration in all conditions 

including poWered-on, poWered-off, and unbooted con 
ditions. 

15. The method according to claim 13 further comprising: 
performing operations on the at least one server from a 

remote location; and 
accessing the at least one server on auXiliary-poWer-only 
When the at least one server is unbooted or poWered-off. 

16. The method according to claim 15 further comprising: 
con?guring the virtualiZation con?guration via a remote 

Application Programming Interface (API). 
17. The method according to claim 13 further comprising: 
managing a pool of server pro?les that comprise identi?ers 

that uniquely describe a server; 
pushing and pulling server pro?les to physical or virtual 

servers Whereby server pro?les can be pushed to a target 
server even before the target server bootstrap loads or 
poWers-on; 

consuming the target server pro?le at the target server upon 
bootstrap loading; and 

instantiating identi?ers of the target server pro?le on vir 
tual hardWare Within a virtual machine. 

18. A data processing system for usage With a virtualiZation 
platform con?gured to run a plurality of operating systems 
simultaneously on at least one physical server and a virtual 
connect device communicatively coupled to the virtualiZation 
platform that virtualiZes connections betWeen the at least one 
physical server and a netWork infrastructure, the data process 
ing system comprising: 
management software that manages virtual machines and 

physical servers identically through the virtual connect 
device and through management applications that oper 
ate through the virtual connect device. 

19. The system according to claim 18 further comprising: 
a baseboard management controller coupled to the virtual 

connect device that controls virtualiZation platform con 
?guration in all conditions including poWered-on, poW 
ered-off, and unbooted conditions and is con?gured to 
enable an application to control virtualiZation platform 
con?guration from a remote location; and 

a non-volatile state storage coupled to the at least one 
server that stores a persistent state of server pro?les for 
the at least one server for integrating the virtual connect 
device With the virtualiZation platform. 

20. An article of manufacture comprising: 
a controller-usable medium having a computer readable 

program code embodied in a controller for operating a 
virtualiZed computing system, the computer readable 
program code further comprising: 
code causing the controller to run a plurality of operating 

systems simultaneously on at least one physical 
server; 

code causing the controller to virtualiZe connections 
betWeen the at least one physical server and a netWork 

infrastructure; 
code causing the controller to integrate migration and 

failover of virtual machines With migration and 
failover of physical servers; and 

code causing the controller to manage virtual and physi 
cal migration and failover using common commands. 

* * * * * 


