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(57) ABSTRACT 

Systems and methods for managing (for example, creating, 
transmitting, delivering, encrypting, storing, and the like) 
secure SMS (short message service) and secure MMS (mul 
timedia messaging service) communications are disclosed. 
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SYSTEMS AND METHODS FOR SECURE 
SHORT MESSAGING SERVICE AND 
MULTIMEDIA MESSAGING SERVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a non-provisional of US. Provi 
sional No. 61/040,526 ?led Mar. 28, 2008 and priority is 
claimed thereto. 

TECHNICAL FIELD 

[0002] The present disclosure relates to systems and meth 
ods for managing short messaging service (SMS) messages 
and multimedia messaging service (MMS) messages in an 
encrypted and secure manner. 

BACKGROUND 

[0003] Creation, transmission, and delivery of SMS and 
MMS messages have greatly increased, as supporting mobile 
devices and networks have proliferated. HoWever, messages 
are typically unencrypted during at least a portion of trans 
mission and delivery (i.e., messages are not typically 
encrypted end-to-end), and are thus vulnerable to intercep 
tion or other undesired access. Additionally, a mobile device 
may be lost or misplaced and messages and/or other informa 
tion stored thereon may be accessed or otherWise revealed. 
[0004] Moreover, in the past, people have carried many 
different items in their Wallets or purses, for example. Certain 
of these items store personal information, provide identi?ca 
tion for various purposes, alloW the person to make pur 
chases, provide proof of particular facts, or a combination 
thereof. Certain items that have been carried in Wallets 
include credit cards, bank cards, debit cards, check books, 
bank books, bank account records, credit card records, bills, 
identi?cation cards, licenses such as a driver’s license, CDL, 
pilot’s license, etc., social security cards, voter registration 
cards, passports, visas, immigration cards, loyalty cards, e.g., 
for grocery stores such as SAFEWAYTM, and ALBERT 
SONSTM, retail stores such as GAPTM, and STARBUCKSTM, 
membership cards such as COSTCOTM, REITM, gyms, and 
country clubs, frequent ?yer program cards or numbers, 
reWards programs, video clubs, library cards, insurance 
cards, such as health, auto, home, and life insurance, login 
and passWord information, elevator cards, parking structure 
cards, room keys, phone numbers, e-mail and street 
addresses, calendars, calling cards, medical information such 
as medical history, drugs being taken, immunization records, 
living Wills, medical poWer of attorney, emergency contact 
information, personal photographs, personal memorabilia, 
receipts, proof of Warranties and Warranty information, tax 
records, proof of professional credentials, proof of authority, 
and business cards, as examples. 
[0005] In the past, people have also carried mobile phones, 
Which, besides being used to place and receive calls and send, 
receive, and store short messaging service (SMS) messages 
and multimedia messaging service (MMS) messages, have 
contained information such as phone numbers and calendars, 
and some of Which have had Internet access. Mobile phones 
typically include processors, digital storage, displays, and 
softWare, among other things, and many hold and display 
photographs, provide for purchases on the Internet, include a 
global positioning system (GPS) or a combination thereof. 
Further, systems and methods have been developed to man 
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age various information and activities including personal 
information. Various such systems and methods are computer 
implemented, involve computer softWare, utiliZe computer 
storage databases, are netWork or Internet based, or a combi 
nation thereof, as examples. Still further, bar codes, near ?eld 
communication (NFC) and Bluetooth communication, 
among other technologies, have been used to communicate 
With electronic devices of certain types. Even further, per 
sonal digital assistants (PDAs) and smart phones, such as the 
BLACKBERRYTM have been used to send and receive 
e-mails, as Well as placing and receiving telephone calls, 
although, in the past, users of PDAs, smart phones, and the 
like have typically had to sort through a large number of 
e-mails to ?nd particular information that they needed or 
desired. 

[0006] Furthermore, needs and potential for bene?t, exist 
for a person to be able to use the Internet, or otherWise provide 
for ef?cient communication, entering of data, and transfer 
ring of data, but needs also exist that an acceptable level of 
data security be maintained With such systems and methods. 
Further needs and areas for potential for improvement include 
improving the availability of information from a number of 
different sources, reducing duplication in the entering of 
information, organiZing information and providing informa 
tion in a more-usable form, more effectively transferring 
information betWeen a storage device and another device, and 
providing more information, more up-to-date information, or 
both, to a user. Further needs and areas for potential for 
improvement include updating information, for example, in a 
timely manner or in real time, and providing noti?cations or 
alarms, at least for particularly important information. 
[0007] In speci?c examples, needs and potential for bene?t 
exist in the areas of methods and systems for managing infor 
mation for a number of users, using the Internet and mobile 
phones of the users. Particular needs and potential for bene?t 
exist for such systems and methods that alloW users to send, 
receive, and store SMS and MMS messages that are 
encrypted during transmission and/or that are large in siZe. 
Particular needs and potential for bene?t exist for such sys 
tems and methods that receive information from users, that 
include a criteria for alarming, that receive information from 
one or more third parties, that select a fraction of the infor 
mation from third parties, that transmit this fraction of the 
information to the mobile phones of the users, Where the 
information is organiZed in a manner that it is accessible to the 
users. Additional needs and potential for bene?t exist for 
certain processes to be repeated, and for alarms to be provided 
to the users When certain information satis?es one or more 

criteria, for example, that the users have identi?ed. Further 
needs and potential for bene?t exist for softWare modules 
operating on servers and on mobile phones that provide for 
secure storage of information, that select, send, and receive 
nuggets of personal information, and that store the nuggets 
for access by the user, for example, Without sorting through a 
number of e-mails. 

[0008] In addition, in the past, various systems and meth 
ods for authoriZing actions and authenticating access have 
existed. For example, locks and keys have been used to con 
trol physical access to spaces (e.g., locked doors on buildings, 
electronic keys for hotel rooms, etc.). HoWever, people had to 
carry such keys to obtain access. PassWords and pass codes 
have been used to authoriZe access to controlled spaces, and 
to grant computer access to electronically stored data. HoW 
ever, users must remember these passWords or pass codes. 
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Systems and methods have also existed for authorizing other 
actions. For example, cards have also been used to authorize 
?nancial transactions, such as payment at the point of sale for 
the purchase of goods or for the provision of services. Besides 
requiring the presence of the card, transactions have been 
authorized using bank card networks, which veri?ed that the 
cards were authorized. Signatures have also been used to 
authorize transactions. However, users needed to carry the 
cards, and signatures have been forged. 
[0009] Needs and potential for bene?t exist for other or 
better systems and methods for authorizing such actions, or 
other actions, that do not require the users to carry additional 
cards or keys, remember additional passwords, codes, or 
information, that use items already carried by the users, that 
use items that are frequently used and controlled by the user, 
that are more convenient, that offer alternatives, that are easily 
trackable, that provide an ability to authorize a variety of 
different actions, that cannot easily be forged, or a combina 
tion thereof. 

SUMMARY 

[0010] Disclosed are systems and methods con?gured for 
managing (i.e., creating, editing, viewing, compressing, 
decompressing, disassembling, reassembling, queuing, rout 
ing, encrypting, decrypting, sending, receiving, replying, for 
warding, storing, and/or the like) communications (for 
example, short messaging service (SMS) messages, multime 
dia messaging service (MMS) messages, and other informa 
tion transmission, and/or the like) in a secure manner (e.g., in 
an encrypted or otherwise secured manner). In an embodi 
ment, a secure short messaging service (SMS) system com 
prises a software module con?gured for use on a device, such 
as a mobile device. The software module is con?gured to 
encrypt an SMS or MMS message via a ?rst encryption. A 
gateway is con?gured to communicate with the mobile 
device. The gateway is con?gured to receive the encrypted 
SMS message from the mobile device. 
[0011] In another embodiment, a user composes a SMS or 
MMS message on a mobile device and the message is 
encrypted thereon. The user sends the encrypted message to a 
gateway or server. The gateway or server decrypts the 
encrypted message. The gateway determines the message 
destination (e.g., another user or a third party). Depending on 
the message destination (and whether further encryption is 
desired), the gateway may re-encrypt the decrypted message 
(often using a different encryption) and send the re-encrypted 
message to the destination (e.g., another user or a third party). 
The mobile device of the receiving party receives the re 
encrypted message and decrypts the message. The receiving 
party’s mobile device may send delivery acknowledgement, 
open acknowledgement, error, or other desired messages to 
the gateway. These message status indicators may further be 
sent by the gateway to the originator of the message. 
[0012] In another embodiment, a method of securely deliv 
ering a message to a mobile device comprises dividing the 
message into at least two sub-messages. The sub-messages 
are con?gured according to a short messaging service (SMS) 
protocol. The sub-messages are encrypted, and transmitted to 
a mobile device according to an SMS protocol. At the mobile 
device, the at least two encrypted sub-messages are decrypted 
and combined to form the message. 
[0013] In another embodiment, a method of securely deliv 
ering a message to a mobile device comprises encrypting the 
message and dividing the encrypted message into at least two 
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sub-messages. The at least two sub-messages are transmitted 
to a mobile device according to at least one of an SMS 
protocol or an MMS protocol. At the mobile device, the at 
least two sub-messages are combined to form an encrypted 
message; and the encrypted message is decrypted at the 
mobile device. 

[0014] In yet another embodiment, a method of deleting 
information on a mobile device, comprises transmitting, to a 
mobile device, a secure message comprising a wipe instruc 
tion. At the mobile device, at least one item of information is 
deleted responsive to the wipe instruction. 
[0015] The contents of this summary section are provided 
only as a simpli?ed introduction to the disclosure, and are not 
intended to be used to limit the scope of the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 is a block diagram illustrating, among other 
things, an example of an environment in which various 
embodiments may operate and various examples of systems 
of managing information and/or messages for a number of 
users; 

[0017] FIG. 2 is a block diagram illustrating particular 
examples of systems of managing and disseminating infor 
mation and/ or messages for a number of users; 

[0018] FIG. 3 illustrates communication between mobile 
users and/or third parties via a gateway 115 in order to create, 
send, receive, and/or store short messaging service (SMS) 
messages and multimedia messaging service (MMS) mes 
sages in a secure manner; 

[0019] FIG. 4 illustrates installation and registration of a 
software module on a mobile device; 

[0020] FIG. 5 further illustrates communication between 
mobile users and/or third parties via a gateway 115; 
[0021] FIG. 6 is a ?owchart illustrating a method for 
securely transmitting a message; 
[0022] FIG. 7 is a ?owchart illustrating a method for wiping 
a mobile device; 
[0023] FIG. 8 is a ?owchart illustrating another method for 
securely transmitting a message. 
[0024] FIG. 9 is a ?owchart illustrating examples of various 
methods, including, for instance, methods of managing infor 
mation for at least a plurality of users using the Internet and 
mobile phones of the users; 
[0025] FIG. 10 is a ?owchart illustrating examples of vari 
ous methods, including, for instance, methods of authorizing 
actions, methods of authenticating transactions, and methods 
of authenticating access, in many embodiments, using mobile 
phones; 
[0026] FIG. 11 is a block diagram illustrating particular 
examples of systems of managing and disseminating infor 
mation for a number of users; 

[0027] FIG. 12 is a block diagram illustrating an environ 
ment where server 15 manages and disseminates information 
to users 21, 22, and 23; and 
[0028] FIG. 13 illustrates a ?owchart illustrating examples 
of various methods of using server 15 to communicate with 
one or more of users 21, 22, and 23 to provide information to 
users 21, 22, and 23; 
[0029] The drawings illustrate, among other things, various 
particular examples of embodiments, and certain examples of 
characteristics thereof. Different embodiments include vari 
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ous combinations of elements or acts shown in the drawings, 
described herein, known in the art, or a combination thereof. 

DETAILED DESCRIPTION 

[0030] The present disclosure provides, among other 
things, a number of embodiments of systems and methods for 
managing short messaging service (SMS) messages and mul 
timedia messaging service (MMS) messages in a secure man 
ner. While various embodiments are described in suf?cient 
detail to enable those skilled in the art to practice the inven 
tion, it should be understood that other embodiments may be 
realized and that various changes may be made without 
departing from the spirit and scope of the invention. Thus, the 
detailed description herein is presented for purposes of illus 
tration only and not of limitation. For example, the steps 
recited in any of the method or process descriptions may be 
executed in any order and are not limited to the order pre 
sented. 
[0031] Moreover, for the sake of brevity, certain sub-com 
ponents of the individual operating components, conven 
tional data networking, application development and other 
functional aspects of the systems may not be described in 
detail herein. Furthermore, the connecting lines shown in the 
various ?gures contained herein are intended to represent 
exemplary functional relationships and/or physical and/or 
electronic couplings between the various elements. It should 
be noted that many alternative or additional functional rela 
tionships or physical connections may be present in a practi 
cal system. 
[0032] As used herein, a “mobile device” may be any 
device con?gured for transmitting and receiving electronic 
communications, for example a cellular phone, a satellite 
phone, a Palm PilotTM device, personal digital assistant 
(PDA), BlackBerryTM device, iPhoneTM, smartphone, desk 
top computer, laptop computer, tablet computer, netbook, 
portable device for communication, or the like. Throughout 
various exemplary embodiments illustrated or discussed in 
this disclosure, a mobile device may be referred to herein as a 
“phone” or “mobile phone”, but it should be understood that 
it may have other functionality or be any other type of mobile 
device. 
[0033] Particular embodiments include methods for autho 
rizing actions using mobile phones. Embodiments may 
include acts such as receiving from a person having authority 
to authorize the action, an identi?cation of a phone number 
for obtaining authorization for the action, and receiving from 
a person seeking the action a request for authorization of the 
action. Certain embodiments also include acts such as send 
ing a ?rst message through a mobile phone network to the 
mobile phone, including a description of the action for which 
authorization is requested, and receiving, from the ?rst 
mobile phone, a second message, which authorizes the action. 
Actions that are authorized, in different embodiments, 
include computer access, physical access, and ?nancial trans 
actions, as examples. In various embodiments, the phone 
number may be received through the mobile phone network, 
through the Internet, through a local signal, or directly from 
the user, as examples. 
[0034] In some embodiments, a user may be able to enter 
information into a website, or may authorize entry of infor 
mation into the website by others, which may be transmitted 
to the phone automatically for storage. In addition, in some 
embodiments, users may be able to enter information through 
their phone for transfer to the website server. In various 
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embodiments, third parties, such as airlines, ?nancial institu 
tions such as banks, and the like, may provide information to 
the website, some or all of which may be transferred to the 
phone. Further, in some embodiments, certain such informa 
tion may provide an alert or alarm to the user, for example, 
regarding important information such as noti?cation of large 
deposits or withdrawals, changes in ?ight information, loca 
tion of children, and the like. In various embodiments, a user 
may be able to view other information on the phone, on the 
website, or both, such as, for example, bank account balances, 
transaction histories, frequent ?ier miles, credit card bills, 
automatic deposits and withdrawals, insurance information, 
warranties, service contracts, and the like. 
[0035] In various embodiments, FIGS. 1 through 8 illus 
trate an example of an environment in which various embodi 
ments may operate, and also illustrates various examples of 
systems, including systems of managing SMS messages in a 
secure manner. Various embodiments described herein are 

illustrated for use with a short messaging service (SMS) 
protocol. However, other protocols, for example, a multime 
dia messaging service (MMS) protocol, an Unstructured 
Supplementary Service Data (USSD) protocol, or other mes 
saging protocol, and/or the like may suitably be employed. 
Moreover, various embodiments described herein are suitable 
for use when a messaging protocol is utilized for at least a 
portion of the communication. System 100 is, among other 
things, an example of a network-based system con?gured for 
managing information that is transferred to, transferred from, 
and/or stored on a mobile device, which is accomplished in 
many embodiments while maintaining an acceptable level of 
data security. In the example of system 100, users 21, 22, and 
23 own, use, control, or have access to mobile phones 41, 42, 
and 43 respectively, which are serviced through a network, for 
example mobile phone network 40. Although one mobile 
phone network 40 is shown, some embodiments may include 
or use a number of mobile phone networks 40, which may be 
interconnected, for example. As used herein, unless speci? 
cally stated otherwise, a “mobile phone network” may be a 
cellular network, a satellite network, a WiFi network, a 
WiMAX network, a wireless network, or any other suitable 
network for transmission of information to mobile phones 
and/or other mobile devices. Moreover, a mobile device may 
connect to a network in any suitable manner, for example via 
a GSM modem, a CDMA modem, and the like. Additionally, 
a mobile device may connect to multiple networks simulta 
neously, for example to a GSM network of a ?rst carrier via a 
GSM modem, and to a CDMA network of a second carrier via 
a CDMA modem. Further, the three users 21 to 23 and mobile 
phones 41 to 43 shown may serve as examples of a larger 
number of users and mobile phones. Many users of system 
100 may have access to the Internet 10. For example, in 
various embodiments, user 23 has access to the Internet 10 
through personal computer 13. Further, in certain embodi 
ment, mobile phone network 40 is in communication with the 
Internet 10, or information is capable of being communicated 
(e.g., in one or both directions) between mobile phone net 
work 40 and the Internet 10. In various embodiments, mobile 
phone network 40 may be connected to one or more addi 
tional mobile phone networks 40 or other networks in any 
suitable manner, for example via the Internet 10, via a public 
switched telephone network (PSTN), and/or the like. 
[0036] Moreover, system 100 may be a public system (e.g., 
a system wherein any number of users may utilize system 
resources) or a private/closed system (eg a limited-access 
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system With a “circle of trust” such that a user must be autho 
riZed to utilize particular system resources and/or send and 
receive communications With other members of the circle of 
trust). In various embodiments, system 100 may be con?g 
ured to alloW communication only betWeen users (for 
example, users 21, 22, and 23) Who are members of a particu 
lar trusted group. In this manner, system 100 may be particu 
larly suitable for businesses, military, laW enforcement, gov 
ernments, and the like, Who Wish to exchange highly sensitive 
and con?dential information via system 100. For example, 
system 100 may be con?gured to enable communication only 
betWeen members of a pre-de?ned trusted group, such as FBI 
agents, ATF agents, Army personnel, and the like. 
[0037] In various embodiments, server 15 is in communi 
cation With the Internet 10. HoWever, server 15 may be in 
communication With a Wireless carrier, a private netWork, a 
mobile phone, another server, and/or the like, via a Wireless 
netWork or other means such that server 15 does not need to be 
in communication With the Internet 10. 

[0038] In various embodiments, server 15 is part of system 
100, and server 15 is con?gured as a trusted gateWay con?g 
ured to manage encrypted messages. Server 15 may provide 
any desired functionality to system 100, for example manag 
ing client softWare installed on one or more mobile devices, 
updating client softWare installed on one or more mobile 
devices, issuing commands to client softWare, tracking mes 
sages sent and received by client softWare, and the like. Server 
15 may also manage encryption keys for client softWare, 
generate neW encryption keys, communicate With a hardWare 
security module (for example, a module located on another 
server 15 coupled to the instant server 15), and provide resil 
iency to increase the reliability of message delivery. 
[0039] System 100 further comprises, on server 15, (at least 
one) ?rst softWare module 61. Although shoWn just on server 
15, in some embodiments, module 61 may be installed on or 
operating on more than one server. For example, server 15 
may include multiple servers, such as one or more of a ?re 

Wall server, a database server, an SMS gateWay server, a Web 
server, a domain server, or any other server. In certain 
embodiments, softWare module 61 may form at least one 
Website 65. In certain embodiments, multiple users (e.g., 21 
to 23) may access or visit Website 65 (for example, through 
the Internet 10) and elect to send, receive, forWard, reply, 
vieW, sort, and generate reports, including compliancy 
reports, through system 100 using their mobile devices or 
other communications devices. Moreover, one or more users 
may access or visit Website 65 via any suitable protocol, for 
example WAP, https, and the like. 
[0040] In certain embodiments, a user (for example, user 
23) Who does not have a module 201 (as described beloW) 
installed on his mobile device, may access Website 65 in order 
to vieW a secure message via an anonymous retrieval method 
as follows: (1) the mobile device may receive a ?rst standard 
(unencrypted) SMS message containing ?rst unique hyper 
link to a ?rst Website; (2) the user folloWs the hyperlink to the 
?rst Website in order to create a passWord and receive a unique 
personal identi?cation (PIN) number; (3) the user replies to 
the ?rst SMS message With the unique PIN number in order to 
receive a second standard SMS message containing a second 
unique hyperlink to a second Website; (4) the user folloWs the 
hyperlink to the second Website and may vieW the secure 
message after inputting the passWord. In other embodiments, 
user 23 may access Website 65 through computer 13 and 
internet 10. In different embodiments, computer 13 may be a 
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desk top personal computer, a laptop or notebook computer, a 
PDA, and the like. In some embodiments, users may access 
Website 65 on server 15 through their phones (e.g., 41 to 43), 
through mobile phone netWork 40, or both, as examples. 
[0041] In many embodiments, ?rst softWare module 61 or 
module 201 (described beloW) provide secure storage 64 for 
each user’s (e.g., 21 to 23) personal information, for example, 
information received from the user, contents of sent and 
received SMS messages, and the like. In a number of embodi 
ments, storage 64 may also be used to store personal infor 
mation about the users that has been received by module 61, 
module 501, or server 15 from at least one third party, Which 
may be acting on behalf of the user to provide information to 
the user. In certain embodiments, third party 33 may provide 
such information to module 61 or module 201 through the 
Internet 10, and third party 31 may provide such information 
to module 61 or module 201 through mobile telephone net 
Work 40 and the Internet 10. In some embodiments, informa 
tion that is communicated through mobile telephone netWork 
40 may also, or instead, be communicated through a tradi 
tional phone netWork, for example, that provides direct Wired 
phone service for a number of users. Moreover, third parties 
31, 32, and 33 can choose to deploy gateWay 115 at their 
respective data center behind their ?reWall. This provides 
each third party With another layer of security. Each third 
party can manage all access to server 15 according to their 
internal security policy. All communication betWeen gateWay 
115 and mobile phone netWork 40 (e.g., carriers) can be 
direct. 

[0042] Module 201 may be self-updating (e.g., When a neW 
softWare update is available, gateWay 115 may send a mes 
sage to module 201 informing module 201 of the available 
update). The user’s (or third party’s) phone is informed of the 
update (e.g., via a SMS or MMS message (e.g., formatted 
With a command)) and asked for permission to update module 
201. For example, the message (e.g., formatted With a com 
mand) queries the user as to Whether the user Would like to 
receive the update. If the user accepts to receive the update, 
then module 201 terminates itself, starts a broWser to access 
server 15 or gateWay 115, and doWnloads the latest version of 
module 201 from server 15 or gateWay 115. Thus, once per 
mission is given to update module 201, the neW version of 
module 201 is doWnloaded to the user’s (or third party’s) 
phone and installed over the old version of module 201. A 
message con?rming installation of module 201 may be sent to 
gateWay 115. Moreover, module 201 may be con?gured to 
communicate With and/or utiliZe multiple gateWays 115. 
[0043] In various embodiments, customiZed versions of 
module 201 may be provided in order to make module 201 
operative and/or available for use on varying hardWare, for 
example various mobile phones and/ or computing platforms 
(e.g., Google Android, Java 2 Mobile Edition, WindoWs 
Mobile, Linux, Microsoft WindoWs, Mac OS, Unix, and the 
like). Moreover, access to module 201 may be controlled via 
a passWord, a biometric, and the like. Additionally, module 
201 may contain and/or be associated With information con 
?gured to identify a third party (e.g., a reseller, a referrer, a 
corporation, and the like), in order to provide customiZed 
services and/or tracking. For example, a reseller may receive 
a commission based on the number of secure SMS messages 
transmitted by module(s) 201 associated With the reseller. 
[0044] Moreover, module 201 may be con?gured to utiliZe 
registration With a gateWay, for example gateWay 115. In 
various embodiments, registration may comprise a user tak 
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ing a?irmative steps, for example inputting a secure identi? 
cation provided by a gateway administrator; inputting a short 
code, a long code, or a phone number (for example, a number 
associated with a cellular modem) to facilitate routing of one 
or more messages. Furthermore, registration may comprise 
exchanging encryption keys between a mobile device and a 
gateway. For example, a server public key may be utiliZed to 
securely send the encryption key of module 201 to a mobile 
device. 

[0045] In certain embodiments, module 201 is registered on 
gateway 115 in order to facilitate communications between 
module 201 and gateway 115. For example, registration may 
be accomplished through use of a default server public key, a 
unique module 201 public key, a short code, and a unique 
secure identi?cation code. In this manner, a module 201 may 
know how to contact gateway 115 in order to register. Module 
201 encrypts the unique secure identi?cation code and the 
newly generated module 201 public key with the default 
server public key and sends the result in an SMS message to 
the short code. Gateway 115 decrypts the SMS message using 
a default server private key. Gateway 115 veri?es the unique 
secure identi?cation code and the phone number associated 
with module 201. If the result is not veri?ed, an error mes sage 
is returned to module 201. If the result is veri?ed, gateway 
115 transmits a new server public key to module 201. 

[0046] Gateway 115 then creates a unique AES key and 
sends this key, together with registration information, to mod 
ule 201 via a registration message encrypted with the module 
201 public key. Module 201 decrypts the registration message 
using module 201 private key. Module 201 then transmits a 
registration acknowledgement message, encrypted with a 
unique AES key associated with module 201, to gateway 115. 
Upon receipt of the registration acknowledgement mes sage at 
gateway 115, module 201 is registered with gateway 115. 
[0047] In addition, module 201 may be con?gured to sup 
port methods for determining unauthorized access to module 
201 (i.e., intrusion detection, and the like). For example, if the 
correct password to gain access to module 201 is not provided 
for three (3) consecutive times (or any desired value chosen 
by a user or a gateway administrator), data stored by module 
201 and/or module 201 itself may be deleted. 

[0048] Additionally, a module 201 on a mobile device may 
be registered with multiple gateways 115 simultaneously. For 
example, a module 201 may be registered with a ?rst gateway 
115 associated with a GSM network of a ?rst carrier, and 
communications between module 201 and the ?rst gateway 
115 may be transmitted via a GSM modem. The same module 
201 may also be registered with a second gateway 115 asso 
ciated with a CDMA network of a second carrier, and com 
munications between module 201 and the second gateway 
115 may be transmitted via a CDMA modem. Module 201 
may be registered with any suitable number of gateways 115 
in order to facilitate communications with various intended 
message recipients. Similarly, a gateway 115 may be con?g 
ured to communicate with a ?rst group of modules 201 asso 
ciated with a ?rst carrier via a ?rst GSM modem, con?gured 
to communicate with a second group of modules 201 associ 
ated with a second carrier via a second GSM modem, con?g 
ured to communicate with a third group of modules 201 via a 
dedicated short code, and so on. In this manner, gateway 115 
may communicate with multiple modules 201 via a cellular 
modem and/or other communications device appropriate for 
each particular module 201 (e.g., based on particular mobile 
phone hardware, for example). 
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[0049] In certain embodiments, gateway 115 may be con 
?gured to allow an SMS message from a module 201 to be 
delivered only to other modules 201 who are in a common 
circle of trust with the message sender. Stated another way, in 
various embodiments, a module 201 may only be permitted to 
communicate with other members of a prede?ned group. For 
example, a module 201 utiliZed by a sensitive government 
agency may be permitted to communicate only with other 
members of the same agency. Moreover, gateway 115 may 
also be con?gured to allow an SMS message from a module 
201 to be delivered only to other modules 201 who are in a 
common circle of trust with each other, but not with the 
message sender. In this manner, gateway 115 may be further 
secured, as unintended and/ or undesired communications 
outside a particular circle of trust or other group may be 
reduced and/or eliminated. Further, gateway 115 may be con 
?gured to allow an SMS message from a module 201 to be 
delivered to any other module 201. Moreover, gateway 115 
may be con?gured to contact another gateway 115 for infor 
mation regarding a module 201 registered with the other 
gateway 115. Gateway 115 may also be con?gured to route at 
least one message of module 201 to another gateway 115. 

[0050] In various embodiments, gateway 115 may be con 
?gured with a “whitelist” comprising a list of approved mod 
ules 201 and/or mobile devices which may be authoriZed to be 
registered with gateway 115. For example, a user 21 may 
desire to enroll in mobile banking services offered by third 
party 31. User 21 communicates the desire to third party 31, 
who approves the request. The module 201 associated with 
user 21 may then be added to a whitelist on gateway 115 
associated with third party 3 1. User 21 may then register their 
module 201 with gateway 115. In this manner, a pre-ap 
proved, trusted set of modules 201 may be de?ned and/or 
registered such that communications between members of the 
whitelist and/or one or more third parties may be facilitated. 
Moreover, each module 201 and/or mobile device in a 
whitelist may be con?gured with a unique identi?cation code. 
The unique veri?cation code may be valid for a limited period 
of time, for example six hours. In this manner, security may 
be improved, as a module 201 may be required to both be a 
member of a whitelist and provide a unique identi?cation 
code in order to register with gateway 115 and/ or to commu 
nicate with other modules 201 via gateway 115. 

[0051] In certain embodiments, third party 32 also provides 
information to module 61 or module 201 on server 15 through 
a communication means other than the Internet 10. Such a 
communication means may be, for example, a private net 
work, a local area network (LAN), a wide area network 
(WAN), a telephone network, a ?nancial or bank card net 
work, etc. Third parties 31, 32, and 33 are examples of data 
providers, or personal data providers. Third parties 31 to 33 
may be, for example, lottery organiZers or operators (e.g., a 
government agency, a state, or a gambling organiZation), 
brokers for lottery organiZers (e.g., resellers, convenience 
stores, or server 15), distributors for lottery organiZers (e.g., 
resellers, convenience stores, or server 15), ?nancial institu 
tions, airlines, bank card providers, merchants, an employer 
or employee of the user, news providers, health care provid 
ers, insurance companies, stock brokers, governmental agen 
cies, non-govemmental organizations, etc., or any of these 
that may be functional on-line. 

[0052] Module 201, server 15, and/or gateway 115 or other 
components utiliZing encryption may utiliZe any suitable 
encryption techniques and/or security models to encrypt, 
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decrypt, compress, decompress, or otherwise manipulate 
and/or process information, for example symmetric key, 
asymmetric key, AES, block cipher, and the like. Moreover, 
module 201, server 15, gateway 115, and/or other compo 
nents may update, revise, expand, replace or otherWise 
modify the security model and/ or encryption technique uti 
liZed, as desired. 
[0053] Module 201 can be con?gured to store a set number 
of messages on server 15, gateWay 115, or the user’s phone. 
Module 201 can be con?gured to store the latest speci?ed 
number of messages (set by the user, server 15, or gateWay 
115). Older messages may be deleted to make room for neW 
messages (although permanent means of storage can also be 
used). Users can mark messages that should be exempt from 
this deletion process. Such marked messages may be stored 
until manually deleted by the user, server 15, or gateWay 115. 
[0054] Third parties 31, 32, and 33 or user 21, 22, and 23 
can set a speci?c noti?cation, for example a ringtone, to a 
message. The ringtone can be one or more ringtone sounds, 
vibrations With custom duration, light ?ashing, or other 
means of noti?cation. This ringtone is played on the user’s 
phone 41, 42, or 43 When the message is received at phone 41, 
42, or 43. For example, a university can create an alarm 
ringtone to identify messages that may require immediate 
action (versus a noti?cation ringtone that identi?es messages 
that are more informational or not urgent). For example, the 
header of the message can include an identi?cation to identify 
the priority of the message (e.g., Which can be set by a third 
party 31,32, or 33 or a user 21, 22, or 23). 
[0055] Third parties 31, 32, and 33 can send special secure 
SMS messages to users 21, 22, and 23. Once these secure 
SMS messages are received by module 201 on the user’s 
phones 41, 42, or 43, the messages can be converted to one or 
more bar codes or graphics that can be used at third party 
Point-of-Sale (POS) terminals or Websites to get discounts, 
coupons including electronic coupons, loyalty points/re 
Wards, airline boarding passes, or other considerations. 
[0056] Module 201 can be customiZed to provide users 21, 
22, and 23 With an easy to use menu system (e.g., With menu 
driven options), in order to facilitate communications With 
another user or third party. For example, a user can click on a 

“get my balance” menu option on its phone 41, 42, or 43 and 
select an account from a list of accounts on the menu (rather 
than having to remember a list of commands such as “bal 
accountl”). Moreover, module 201 may be con?gured With 
any suitable menus, options, interfaces and/or commands to 
facilitate desired functionality for module 201 and/or ease of 
use for a user. In various embodiments, module 201 may be 
con?gured to support various communications via SMS mes 
sages, for example: mobile banking, requesting and/ or receiv 
ing a credit score, requesting and/or receiving funds for a 
prepaid phone, requesting access to and/or granting access to 
a physical location; requesting and/or receiving medical 
records, and the like. Module 201 and/or associated menus 
and interfaces may be updated and/or revised in order to 
provide neW functionality as appropriate. 
[0057] In an embodiment, module 201 may be con?gured 
to support a mobile banking application. For example, a user 
may purchase prepaid mobile phone credits (e. g. minutes, and 
the like) from a vendor. The credits may be associated With a 
carrier for a mobile device having module 201 operative 
thereon. The user may then send an SMS message to the 
carrier via module 201, instructing the carrier to deposit a 
selected amount of credit With a banking institution. The 
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carrier may then deposit an amount of money corresponding 
to the credits into the requested bank account, and then deduct 
the deposited credits from the carrier account associated With 
the mobile device. In this manner, a user may move money 
into a bank account. Similarly, a user may move money out of 
a bank account by sending an SMS message to the bank, 
requesting an amount of money be provided to a carrier in 
exchange for prepaid mobile phone credits. A user may also 
send an SMS message to a carrier, instructing the carrier to 
transfer a selected number of minutes to another user. In like 
manner, users may send prepaid phone credits and/or money 
to and/ or from a retailer, and the like, and/ or any combination 
to and from various users, vendors, carriers, banks, and so 
forth. Transfers of credits may incur a fee, for example a fee 
charged by a carrier, a fee charged by a banking institution, 
and the like. 

[0058] In certain embodiments, users 21, 22, and 23 can 
send a SMS or MMS message to multiple recipients (e.g., 
other users or third parties). Recipients of the message can 
reply to all recipients (including the sender) at one time. 
Module 201 creates and encrypts messages uniquely for each 
recipient. In addition to the message contents, messages may 
include a list of recipients, so that each recipient can reply to 
one or more of the recipients (including the sender). Users can 
also add more and different recipients to the list of original 
recipients. In certain embodiments, users 21, 22 and 23 can 
create a group consisting of a list of recipients. In other 
embodiments, a group is created by an administrator and the 
information for the group is sent to module 201 by one or 
more SMS messages. In these embodiments, users 21, 22 and 
23 can send or forWard messages to a group prede?ned by an 
administrator. 

[0059] Moreover, in various embodiments the administra 
tor can de?ne a pro?le on gateWay 115 consisting of pre 
de?ned con?guration settings. The administrator may then 
apply the pro?le to at least one module 201 by sending one or 
more SMS messages to a module 201. Responsive to the at 
least one SMS message, the con?guration settings on module 
201 may be changed to match the prede?ned con?guration 
settings of the pro?le. In some embodiments, the pro?le may 
prevent users 21, 22 and 23 from overriding the settings 
changed by the prede?ned pro?le. In other embodiments, 
users 21, 22 and 23 can override the prede?ned pro?le set 
tings to further customiZe module 201. 

[0060] In a number of embodiments, one or more softWare 
modules (for example, second softWare module 72 (described 
beloW)) may be loaded on users’ mobile phones to facilitate 
the sending, receiving, and storing of SMS messages and 
MMS messages in an encrypted and secure manner. In some 
embodiments, second softWare module 72 that is used on the 
mobile phones may be doWnloaded to the mobile phones 
through the mobile phone netWork, through the Internet, or 
both, as examples. In other embodiments, second softWare 
module 72 may be loaded onto the phone by the manufacturer 
of the phone, or by the mobile phone service provider, for 
example, Where the phone is sold to the user or serviced. In 
some embodiments, module 72 may be loaded on a phone 
using a memory card, for example a MicroSD card, other 
?ash memory card, and/or the like. In other embodiments, 
module 72 may be loaded on a phone from a computer using 
a data cable or other suitable Wired connection. Moreover, 
module 72 may be loaded on a phone via a Wireless protocol, 
for example Bluetooth and the like. Moreover, softWare mod 
ule 72, softWare module 61, module 201, and/ or various other 
















































