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SECURE DATA INTERCHANGE 

RELATED APPLICATIONS 

[0001] This application is a continuation of and claims 
priority under 35 USC §l20 to US. application Ser. No. 
09/699,098 entitled “Secure Data Interchange,” ?led on Oct. 
27, 2000, Which claims the bene?t of US. Provisional Appli 
cation No. 60/1 61,640, ?led Oct. 29, 1999, titled Secure Data 
Interchange, and Provisional Application No. 60/206,538, 
?led May 23, 2000, titled Secure Data Interchange, all of 
Which are incorporated herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The Secure Data Interchange invention describes a 
system to alloW a privacy-protected market for data exchange 
betWeen multiple self-interested parties. The system presents 
a general infrastructure for the exchange of information 
Within a safe privacy-protected environment, betWeen mul 
tiple self-interested parties. We propose a central data Ware 
house that maintains data submitted by different users, and 
executes queries and programs on the data. Rules are associ 
ated With data that de?ne hoW the data can be used and 
queried, to alloW agents that submit data to maintain absolute 
control over its use. SDI acts as a trusted-intermediary to all 
parties, and implements an internal market for queries on the 
information, alloWing agents to specify prices for data access. 
Furthermore, SDI supports complex queries such as collabo 
rative ?ltering, that can provide a querying agent With a 
one-time bene?t of data access but Without long-term access 
to the data that Was used to compute valuable results. 
[0004] The invention relates to systems that provide per 
sonalized information, pro?ling, automated matchmaking 
and information exchange, providing a frameWork that pro 
tects privacy and alloWs information collection and pro?ling 
Within a carefully controlled environment. Although the mar 
ginal cost of data duplication is small, there are hidden costs 
associated With data, for example because of privacy con 
cerns, and data can be a valuable resource in many problems. 
In business-to-consumer (B2C) applications Secure Data 
Interchange addresses the direct con?ict betWeen the goal of 
personalization and the need for privacy, preventing the 
exchange and collection of information Without knoWledge 
and consent. In business-to-business e-commerce applica 
tions (B2B) SDI alloWs vendors to provide sensitive and 
valuable information, for example about business needs and 
customer bases, in a secure environment that controls access 
and leverages value. 
[0005] 2. Description of the PriorArt 
[0006] The invention of Secure Data Interchange relates to 
a Wide-range of application domains, all of Which are char 
acterized by a need to exchange information in a privacy 
protected and carefully controlled market-based environ 
ment. 

[0007] As a key application We suggest a system for per 
sonalized information delivery in a netWorked environment, 
in Which the SDI-proxy can fact as a local ?lter on informa 
tion, based on What it knoWs about a user’s preferences and 
methods for ?ltering pushed by the provider of content. The 
system alloWs collaborative ?ltering through information that 
is provided to the central data Warehouse, but never released 
directly to other agents; collaborative ?ltering methods are 
computed in the central SDI data Warehouse. Further moti 
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vation is provided With reference to some electronic com 
merce applications, that We describe in (A) business-to-con 
sumer and (B) business-to-business e-commerce 
applications. 
[0008] In addition to applications Within commerce, the 
system of Secure Data Interchanges is central to developing 
many other neW products. Examples include the formation of 
“self-help” groups betWeen a set of individuals With common 
interests, and applications to personal information delivery 
systems, eg for educational and informational purposes. 

A. Business-to-Consumer (B2C) Electronic Commerce. 

[0009] The recent explosion of electronic commerce, in 
particular Internet-based individual-to-business electronic 
commerce, presents neW opportunities for automated person 
alized information delivery and the automated customization 
of products and services. This type of personalization is very 
valuable to vendors because it can increase sales volumes, 
enable cross-selling and up-selling of goods and services, and 
alloWs vendors to price products dynamically based on infor 
mation about the preferences and goals of customers. Person 
alization is also useful to customers When it correctly identi 
?es the requirements and preferences of a customer, because 
it can reduce search cost and enhance the “shopping experi 
ence”. Perhaps a customer can ?nd the good or service (i.e. 
desirable price/quality/ feature tradeoff) that he/ she Wants 
more quickly than Without personalization, or receive infor 
mation about an interesting neW product or service that he/ she 
did not knoW about. 
[0010] The basis for these neW services is that Intemet 
based “shop fronts” can be individualized on a per-customer 
basis, dynamically and in real-time. Traditional main-street 
shops must offer the same store layout to every customer, 
because the layout is physical, although some level of per 
sonalized service can be achieved through Well-trained sales 
assistants, that act as a “guide” for a customer Within a store. 
On-line “shop fronts” are virtual, and con?gurable at negli 
gible cost to the customer or the vendor, assuming that com 
putation is cheap and fast. 
[0011] Furthermore, Internet-based electronic commerce 
can alloW business to collect vast amounts of consumer infor 

mation, because customers interact through a computer 
based interface. Customers can be monitored as they broWse 
a Web site for products and services. Information such as the 
search-terms that users enter into a search engine, the links 
that users folloW, and the length of time spent on each page, 
can all provide an insight into the current goal of a customer, 
i.e. the type of product that he/she Wants. When combined 
across different sessions, and With similar information about 
the broWsing and purchasing habits of other customers, the 
information can be folded into a long-term vieW of the pref 
erences and needs of a customer. 

[0012] Moreover, neW netWork connectivity enables differ 
ent vendors to exchange pro?les for common customers, 
either statically or dynamically, in order to build broad and 
detailed pro?les across vendor domains. There exist many 
potentially poWerful synergies betWeen the data sets that are 
collected by different vendors, that can be leveraged to pro 
vide appropriate services and products to customers. When 
analyzed With the proper statistical tools these data sets can 
reveal fundamental patterns in the behavior of users, and 
enable a vendor to provide appropriate information to a user. 
Furthermore, access to user-pro?les collected by other ven 
dors can enable vendors to provide focused information 
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delivery to ?rst-time users, and also cross-market services 
With other appropriate vendors. 

[0013] Providing user pro?le information Within a care 
fully controlled environment can bene?t vendors and users: 

[0014] Vendors Would ?nd bene?t in sharing data With 
other vendors; this Would deepen their understanding of 
their customers ’ behaviors and preferences, especially if 
some customers Were traceable across several data sets. 

[0015] Users Would bene?t from sharing data With other 
users. This is already evident in the popularity of neWs 
groups and Web discussion pages catering to individuals 
With shared interests. By learning What other people 
With similar tastes and preferences have discovered and 
enjoyed, a user can sidestep information overload in the 
search for personally satisfying information. 

[0016] Vendors can bene?t from receiving data about 
users. An obvious example Would be in the use of col 
laborative ?ltering for the marketing of targeted promo 
tions; rather than being deluged With coupons and adver 
tisements that are of absolutely no interest, a user Would 
bene?t by being presented With advertising that is highly 
relevant. In the process, the vendor Would increase 
advertising response rates, boosting overall e?iciency. 

[0017] Users can receive bene?ts from providing infor 
mation to vendors. Personalization of content at ven 
dors’ Web pages, and Well-focused banner advertise 
ments at other Web sites that they visit. 

[0018] The problem is that a user Wants controlled person 
aliZation, in the sense that it might not be desirable for infor 
mation about every on-line transaction that a user performs, 
every on-line document that a user reads, and every Web page 
that a user visits, and demographic information, to be avail 
able to every business that the user interacts With, in the 
virtual and physical World. 

A.l Focused Banner Advertising/Content Provision 

[0019] Internet-based media sites have folloWed preceding 
formats in generating revenue from advertising, With content 
to users often provided free-of-charge. The business model is 
similar to that in neWspapers, magazines, and television, 
Where circulation and audience/ readership demographics are 
used to drive revenue. Electronic media presents neW oppor 
tunities for media-based business: for example multimedia 
techniques and interactivity, personaliZed delivery of infor 
mation, and personaliZed targeting of advertising. 
[0020] The problemias before, is to acquire and leverage 
information about the preferences and interests of a user, 
Within a system that protects user privacy (i.e. controls the 
collection and exchange of information about users, and con 
trols the use that is made of that information). A further 
problem is to extrapolate information from a large corpus of 
data about an individual user. 

A.2 Mailing Lists 

[0021] As another example, suppose that business A 
requests a list of individuals that meet a particular criteria. 
Consumer B meets the criteria, but is only listed for business 
A if A also meets criteria speci?ed by B, for example if A Will 
provide information about neW products and services that are 
interesting to B. In an application to the pro?ling of users 
on-line, the problem is that users Want to receive the bene?ts 
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of targeted products and advertisements, but Want to avoid the 
abuse of pro?le information and control vendors’ access to 
that information. 

B. ‘Business-to-Business (B2B) Electronic Commerce 

[0022] The Internet provides businesses With network con 
nectivity With other business, both competitors and partners. 
This connectivity alloWs businesses to exchange information 
about customers (dynamically or statically), in order to iden 
tify potential neW customers, build better pro?les for existing 
customers, and up-sell/cross-sell products and services in 
real-time. The problem With this exchange of information 
(that can include sWaps, sells, and rental access) is that busi 
nesses need to (a) protect the privacy of their customers; (b) 
prevent information release to competitors, either directly or 
through third-parties. 

B.l Privacy-Protected Identi?cation of Synergies/Matches 

[0023] There are many scenarios Where autonomous agents 
Would like to be informed of matches under conditions of 
mutual consent, but Without information leakage to any agent 
if any one of the agents declines the match. Consider tWo 
vendors, A and B, and suppose the vendors seek strategic 
partnerships With other vendors that have appropriate skills 
and goals. HoWever, vendor A does not Want to broadcast to 
all vendors its need for a business partner or a neW alliance, 
instead vendor A Wants to be introduced to another vendor 
With the right mix of capabilities; similarly for vendor B. 
What is required is a system that only introduces vendorA to 
vendor B, and perhaps anonymously at ?rst, if both vendors 
consent to the introduction. The problem is to provide infor 
mation that enables matches, Without alloWing bad matches 
and abuse of informationiie. Within an environment of 
secure data interchange. 

B.2 Credential-based Introductions, Contracting and Mes 
saging-Systems. 

[0024] There are many situations Where individual parties, 
for example individuals or businesses, require introductions 
to credentialed individuals and/or businesses, With the aim of 
building a neW relationship or making a neW contract. Con 
sider for example business associations, Where credentials 
about non-bankruptcy, and no previous attempts to defraud 
could be important. Consider social introductions, Where 
individuals might be concerned about past criminal activities 
of neW contacts. In the domain of automobiles, We could 
consider a system that identi?es other automobiles in the 
physical location of a vehicle that have recently been involved 
in an accident. The problem is to manage certi?cates Within a 
system Where users can maintain multiple identities, and to 
protect the release of certi?cates Without suitable provisions 
for terms-of-use and criteria for request. 

SUMMARY OF THE INVENTION 

[0025] The above problems are solved, and a technical 
advance achieved, by the system of Secure Data Interchange. 
The Secure Data Interchange system enables information 
about bilateral and multilateral interactions betWeen multiple 
persistent parties to be exchanged and leveraged Within an 
environment that uses a combination of techniques to control 
access to information, release of information, and matching 
of information back to parties. 
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[0026] The system of Secure Data Interchange (SDI) pro 
vides a trusted server containing a large database of informa 
tion that is owned by its providers. Each data record has an 
associated price rule, that controls access to data. The pricing 
model alloWs a data oWner to specify a price for different 
types and amounts of information access, and Whether the 
identity of the information oWner is required, and the system 
of SDI computes a composite price for a query based on 
aggregated prices for a query over a number of different data 
oWners, With an internal market that favors loW priced data. 
The pricing model alloWs discounts based on certi?cates of a 
requesting agent, and as a special case implements the stan 
dard capability-based access control systems, Where informa 
tion is provided to users With appropriate permissions (i.e. 
With Zero and in?nite prices). In addition, the system of 
Secure Data Interchange alloWs data to be submitted With a 
level of random perturbation (noise), to provide added pri 
vacy protection, or alternatively alloW an agent to specify in 
conditions under Which additional noise should be added to 
data. A query is priced before execution, to alloW an agent to 
decide Whether or not to execute a query, and select betWeen 
alternative types of queries. Binding price quotes are pro 
vided to querying agents, and queries can be scaled to meet a 
budget. 
[0027] Data oWners can submit data to the central data 
Warehouse With different degrees of identi?cation, for 
example anonymously, pseudonymously, or With a true iden 
tity. For example, in the case of data that represents a user’s 
pro?le information, for example information about the inter 
ests of a user, a user might prefer to use a number of different 
pseudonyms for different types of activities that he/ she likes 
to engage in online. A user might maintain a number of 
different aliases Within the database, for example to represent 
different types of things he/she likes to do Which have little 
bearing on each other. 

[0028] Various types of queries can be executed on the 
server, ranging from traditional SQL style queries to collabo 
rative-?ltering style queries. The inventions of SDI is not 
predicated on the type of queries supported, describing 
instead a general system to execute those queries Within a 
secure data-controlled environment. We leave the algorithms 
that implements the semantics of a query unde?ned, but 
de?ne the interface betWeen that algorithm and the data in the 
database, Which is protected With price rules. 
[0029] A query can perform a considerable amount of com 
putation on records in the database before any information is 
provided in response to a query. We alloW general purpose 
programs to run on the server, that might for example perform 
collaborative ?ltering or other data mining techniques before 
returning aggregate information, for example a neW model of 
the pro?les of users of a particular interest to a vendor. HoW 
ever, the total charge for a complete query session is com 
puted as the sum payment charged by all record pointers that 
are used in computing the ?nal response. 

[0030] Furthermore, queries can also take an action on 
behalf of a querying agent, for example asking another agent 
to provide more information about something. We alloW que 
ries to be priced, based on a model of “revenue collection”, in 
Which the SDI server sells the right to access to data on behalf 
of the agents that submit data into the database. We also 
propose to alloW “persistent queries”, Which reside on the 
server for a ?xed period of time and return a response to the 
querying agent Whenever conditions are met in the data. 
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[0031] Interesting variations of SDI place data in different 
distributed locations, and move the control of information 
access betWeen a central SDI server and distributed client 

side SDI proxy agents. This alloWs different tradeoffs 
betWeen privacy and information sharing. It also has impli 
cations for bandWidth and computational requirements 
Within SDI. One role of a client-side SDI data Warehouse is to 
provide the same functionality as the central shared SDI 
database, but With processing only performed on information 
provided by that agent. This can alloW greater privacy by 
alloWing a user to retain absolute control over his/her data on 

his/her local machine Without even releasing data to the 
shared database. 

[0032] In an application to personaliZed on-line interac 
tions, We describe a client-side SDI proxy Which manages a 
user’s interactions With the on-line sites of vendors and also 
manages a user’s interactions With the central SDI data Ware 
house, i.e. providing pro?le information and controlling pro 
?le access. The client-side SDI proxy for an agent that rep 
resents an individual broWsing the Internet can manage that 
user’s pro?les in interactions With other agents, for example 
representing vendors and content providers. The client-side 
SDI proxy can also handle decisions about What types of 
information to submit to the server, and manages query 
execution on behalf of the agent. The client-side SDI proxy 
agent can also push information about a user’s on-line activi 
ties to the central SDI data-Warehouse in real time. This 
enables a system of “time-of-purchase-competition” system, 
in Which a user can request competitive counteroffers from 
other vendors before making a purchase. 
[0033] The system addresses the fundamental con?ict that 
exists betWeen rights of privacy and ef?ciency gains from 
better bilateral exchange of pro?le/preference information. 
SDI as applied to B2C e-commerce alloWs consumers to 

receive targeted information about products and services, but 
Without the loss-of-privacy that can easily occur in the current 
on-line pro?ling “free-for-all”. The cookie technology pro 
vided by Netscape to supported personalized sessions With a 
single vendor on-line has been used by advertising netWork 
providers such as DoubleClick to track users across multiple 
sites, often Without either the consent or knoWledge of that 
individual [NeW York Times, Feb. 7, 2000]. 
[0034] In describing the system of secure data interchange 
We claim the folloWing novel technical ideas: 

[0035] (a) Agents can associate price-rules With informa 
tion that is placed in the central database, and retain 
absolute control and oWnership over all uses of that data. 
As a special case of price rules, the system supports 
access based on certi?ed properties of querying agents 
(With Zero and in?nite prices). The pricing model alloWs 
information providing agents to receive direct value for 
data, and alloWs agents that request access to informa 
tion to receive a price before a query is executed, and 
make appropriate decisions about What type of queries 
to execute. 

[0036] (b) A number of novel techniques are proposed to 
alloW data processing Within the data Warehouse Without 
releasing too much information to an agent. General 
programs, for example collaborative ?ltering tech 
niques, can be executed in situ Within the data Ware 
house, so that agents can receive the aggregate bene?ts 
of information, Without receiving details about the infor 
mation. We might also alloW an agent to receive anony 
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mous or randomized information, and control the 
amount of information that can be received from a par 
ticular record. 

[0037] (c) The system of SDI can act as a trusted inter 
mediary betWeen agents, notifying agents about infor 
mation of a particular type, and for example sending 
messages betWeen agents Without breaking the identity 
of agents except by consent. A special type of query that 
We call a persistent query alloWs an agent to maintain a 
permanent “searching” presence in the central database, 
alWays on the lookout for useful information. 

[0038] (d) In a key variation We push a small version of 
the SDI data Warehouse onto an user’s client computer, 
Where it acts as a proxy agent, and further proxies an 
agent’s interaction With other agents in real time. The 
local SDI data Warehouse, called the client-side SDI 
database, is a trusted party to the client, trusted to main 
tain information that it is valuable to the client and use 
that information is appropriate Ways. The advantage of 
this method is that an individual never needs to release 
sensitive pro?le information, it is alWays held on its local 
computeribut can still receive the bene?ts of person 
aliZation. 

[0039] (e) We also suggest a client-side SDI proxy that 
can collect information about a user, for example Within 
an Internet broWsing application, and periodically push 
the collected information to the SDI data Warehouse in a 
controlled Way. The client-side SDI proxy can also be 
responsible for certain data certi?cation functions, and 
can manage a user’s interactions With other agents to 
protect its privacy in non-SDI mediated transactions. 

As an application to B2C e-commerce, the system of SDI 
alloWs client-side personaliZation instead of provider-side 
personaliZation. Instead of passing pro?le information to a 
provider and receiving personaliZed information in return, 
providers can provide personaliZation methods that are used 
interactively With local pro?le information about consumers 
to target products and services Without receiving explicit 
information about a user’s pro?le. In a simple form, the ven 
dor provides complete information about its services, and a 
method to display them to the user based on his/her local 
pro?le. When describing the application of SDI to electronic 
commerce We also describe methods to implement necessary 
ancillary systems that are essential to supporting full e-com 
merce functionality Within an identity-protected system, such 
as systems for pseudonymous payments and physical mailing 
of products. 
[0040] Collaborative ?ltering based on pro?ling informa 
tion from multiple users is supported Within the central SDI 
data Warehouse, but Within a system of economic incentives, 
Where users provide pro?le information in return for receiv 
ing payments from vendors for that information. This alloWs 
broad netWork-Wide information to be used for pro?ling, in 
addition to deep vendor-speci?c information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself hoWever, as Well as a preferred mode of use, further 
objects and advantages thereof, Will best be understood by 
reference to the folloWing detailed description of an illustra 
tive embodiment When read in conjunction With the accom 
panying draWings, Wherein: 
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[0042] FIGS. 1 through 21 illustrate various parts and 
embodiments of the invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

1. Introduction 

[0043] The invention of Secure Data Interchange (SDI) 
describes a general infrastructure for the exchange of infor 
mation Within a controlled environment. We propose a central 
data Warehouse that maintains data submitted by different 
users, and executes queries and programs on the data. Rules 
are associated With data that de?ne hoW the data can be used 
and queried. As such, the system of SDI prevents the 
exchange and collection of information Without knoWledge 
and consent. The system alloWs for payments to be received 
by the providers of information, in return for data access. In 
application, the invention enables neW systems for the deliv 
ery of personaliZed information, pro?ling and automated 
matchmaking and information exchange, all Within a frame 
Work that protects privacy and maintains data security. SDI 
supports the collection and exchange of information betWeen, 
and relating to, autonomous (and possibly self-interested) 
agents Within a distributed environment. 

1.1 De?nitions. 

[0044] Agent. An agent in SDI is a any party that Wants to 
sell or give aWay data to other parties, or buy or receive data, 
or in general both provide and receive data. Agents may 
represent any party With individual goals, autonomy of con 
trol, and a persistent identity. Examples in business-to-con 
sumer e-commerce include business such as neWspapers, 

book stores and travel companies, that Wish to receive data 
about the pro?les and buying habits of users so that they can 
personaliZe the information, products and services that are 
sold to users. We assume that agents are autonomous from the 
system of Secure Data Interchange, and folloW actions con 
sistent With their preferences, abilities and resources. Simi 
larly, an on-line consumer is an agent that Wishes to provide 
data about its preferences and buying habits to vendors and 
other consumers, in return for Well targeted products and 
?nancial reWard. 
Agent Computers: Agents are represented in the system of 
secure data interchange With dedicated computational 
resources, agent computers, With permanent memory, pro 
cessing poWer, and netWork connectivity. For example, an 
agent computer might be a consumer’s home PC that Will act 
as a client machine in interactions With the central SDI data 
server and the servers of on-line vendors. For a vendor, an 
agent computer might be the server computer that it uses to 
execute its on-line business. Agent computers might also be 
thin clients, such as mobile computing devices, handheld 
devices, cell phones. We push different amounts of data and 
functionality Within SDI to agent computers and aWay from 
Web centric devices depending on the nature of the computer 
and an agent’s preferences. 
Certi?cates: Certi?cates are used Within SDI to establish trust 
betWeen different agents, and to help agents to reach useful 
agreements. 
Pro?le: Each agent can have one or more pro?les, Which the 
agent can assume in its interactions With other agents. Part of 
a pro?le is a user’s identity, that provides a (possibly limited) 
method for another agent to identify the agent in the future 
When it assumes the same pro?le. We alloW three types of 
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agent identities: anonymous, pseudonymous, persistent 
pseudonymous, and true identity. An agent may assume a 
pro?le and an identity in any interaction With another agent. 

[0045] Anonymous. To assume an anonymous identity 
agent A creates a one-time identi?er that it uses in inter 
actions With one other agent. The identi?er may alloW 
the other agent to respond Zero or one times. 

[0046] Pseudonymous. A pseudonymous identi?er cre 
ated by agent A may be used With more than one other 
agent, and alloWs agents to respond to agent A as many 
times as they like, but agent A can terminate the pseud 
onym at any time and separate from the identity. AgentA 
can optionally restrict the number of agents that may 
reply to the pseudonym, for example to the agents that it 
explicitly provides With the identi?er. 

[0047] Persistent pseudonymous. A persistent pseud 
onymous identi?er is created by agent A for use With 
agents in set S, and provides the added condition that 
agent A promises to use the same pseudonym for all 
interactions With all agents in set S for all time into the 
future. Agent A can optionally restrict the number of 
agents that may reply to the pseudonym, for example to 
the agents that it explicitly provides With the identi?er. 

[0048] True identity. If agent A interacts With another 
agent under its true identity then it has no method to 
prevent the agent or any other agent responding to agent 
A in the future. 

[0049] The identity that an agent assumes With a pro?le 
matters not only to the ability of an agent to control the agents 
that can send it messages, but also its ability to control the 
amount of information that can be exchanged about the agent 
in the open marketplace, out of the agent’s control. A basic 
premise in the system of Secure Data Interchange is to keep 
control of data. We provide methods that alloW an agent to 
release data, or performing processing on data, to one agent 
but prevent that agent from selling the data on to another agent 
With Which agent A also interacts. For example, one key 
technique is for agent A to use a unique pseudonym With 
every agent that it interacts. This alloWs an agent (so long as 
it is careful not to release other identifying information) to 
release pro?le information to other agents Without losing the 
value of that information, because there can be no secondary 
market in the agent’s pro?le. If agent A provides information 
to agent B, then agent B cannot pass that information onto 
another agent C and have it still linked to agent A because 
agent C does not knoW the identity of agent A among the 
agents that it interacts With. 
[0050] An agent’s pro?le contains any and all data that an 
agent might Wish to exchange With another agent When it 
assumes a particular identity. HoWever, just because the data 
is in the pro?le it does not mean that it is available to another 
agent. Possible information in the pro?le of an on-line con 
sumer includes: transactions that it has performed With other 
agents; information that relates to its true identity (e.g. salary 
range or education level); information provided by the agent 
(such as its preferences for a particular type of product, etc.); 
and other information that has been compiled based on 
observing the behavior of the agent (e.g. physical location for 
a mobile user, such as a user in a vehicle, or trace of recent 

Web pages visited for a user that is broWsing the Internet.) 
SDI-Proxy: An SDI-proxy refers to the softWare that runs on 
top of an agent’s computer device, and con?gures that device 
for Secure Data Interchange. The proxy intermediates inter 
actions betWeen pairs of agents, and also intermediates trans 
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actions betWeen agents and the SDI data server. For example, 
an on-line consumer might de?ne a pro?le-management 
policy at the client-side SDI proxy that automatically con?g 
ures the agent’s pro?le and identity When as the agent inter 
acts With other agents. The pro?le-management policy imple 
ments an appropriate policy to select the user’s pro?le and 
identity on the basis of the information that is available about 
the other agent (for example from certi?cates). 

1.2 System Architecture 

[0051] The basic architecture for SDI is a system of agent 
computers, connected via a netWork (Internet, Wireless, or 
otherWise) to other agent computers, and With a central SDI 
shared data Warehouse. In FIG. 1 We illustrate the top-level 
architecture of Secure Data Interchange, the netWorked sys 
tem of agent computers and a centraliZed server computer that 
acts as a repository for data, rules and code. This is called the 
SDI data Warehouse. Each user is associated With an agent 
computer, and in general users can be individuals, groups of 
individuals, or companies. In its most general form, the sys 
tem of Secure Data Interchange is for a system of multiple 
autonomous agent computers, involved in multilateral com 
munication. We restrict the system description to bilateral 
communication betWeen agents, Without loss of generality 
because any multilateral (multicast or broadcast) can be 
implemented as a set of bilateral communications. In any 
bilateral communication there are tWo parties, the sender and 
the receiver (and the parties can dynamically change over a 
communication session). 
[0052] SDI proxy agents and pro?le management policies 
on agent computers mediate bilateral agent interactions. 
Agents de?ne pro?le-management policies that are imple 
mented on agent computers and determine appropriate pro 
?les and identities for an agent in interactions. Every time an 
agent initiates a neW interaction, neW information is available 
about the agent, that can be compiled by the agent’s oWn 
computer device, and also by the computer device of the agent 
With Which it interacts. Careful pro?le and identity manage 
ment provides an agent With absolute control over the ability 
of other agents to pro?le the agent and exchange information 
about the agent, for example the agent can use a unique 
pseudonymous identi?er With every other agent. HoWever, 
the core of the SDI invention is that We encourage agents to 
exchange information, by providing a secure central data 
interchange for that purpose. Agents can submit pro?le infor 
mation, and other data, to the central data Warehouse and 
make it available for particular types of data mining by other 
agents, and receive ?nancial reWard for providing data. Prod 
ucts and services can also be targeted for agent A on that 
agent’s computer, Without the provider agent receiving infor 
mation about agent A’s pro?le. For example, vendor B might 
provide generic information about its products to agentA, and 
a personaliZation rule that it has constructed from data mining 
the central SDI data Warehouse. The agent computer of agent 
A can then use its local and private pro?le information to 
decide What products to target to the agent, based on the 
instructions that it receives from agent B. 
[0053] The arroWs indicate possible ?oWs of information 
betWeen the different elements Within the system. We alloW 
agents to communicate directly, via bilateral or multilateral 
communication, and also indirectly via the central data Ware 
house. Information can be submitted to the central data Ware 
house, for example neW data and neW rules, or queries that the 
data Warehouse Will execute. The data Warehouse returns 
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information to agents, for example the results of a query. The 
Secure Data Interchange invention is independent of the 
implementation details of the communication platform. We 
assume that the system of SDI is built on top of a secure 
communications platform, for example via a SSL-encrypted 
TCP/IP session in an application to the Internet. Furthermore, 
We draW on cryptographic techniques knoWn in the art for 
identity management, and additional techniques to support 
pseudonymous identities Within a particular netWork proto 
col, eg the stripping of sender URL addresses from HTTP 
packets on the Internet. 

[0054] In overvieW, the top-level claim in the system of 
Secure Data Interchange, of a privacy-protected market 
based system for data exchange betWeen self-interested par 
ties, is constructed from the folloWing core components: 

[0055] A Central Data Warehouse, With associated price 
rules and constraints submitted by the oWners of data. 
Architectural variations alloW virtual links to data in the 
central data Warehouse, With data physically located in 
distributed locations. 

[0056] A Query-execution and Price module, Which 
executes queries on the data Within constraints on the 
types of queries that can be performed, and computes the 
price of queries, collecting payment. 

and the folloWing optional components: 
[0057] Distributed data management, via client-side SDI 

“proxy” agents, that intermediate the interactions 
betWeen agents, and manage data provided to the central 
SDI data Warehouse. Distributed data management 
includes methods to manage an agent’s identity in inter 
actions With other agents, for example via pseudony 
mous and anonymous interactions. 

[0058] Distributed query-execution, via client-side SDI 
query-execution modules, that alloW data that is physi 
cally stored in distributed locations to be queried on 
distributed nodes, Without an explicit release of the data. 

[0059] Data perturbation methods to augment data val 
ues With randomiZed noise, to alloW queries to tradeoff 
price and quality, and to alloW a user to protect his/her 
identity by hiding revealing details of submitted data 
elements. 

[0060] In describing key applications of the system of 
Secure Data Interchange, We describe in later sections addi 
tional features that extend the functionality of the invention: 

[0061] Community dollars: an extended payment 
scheme that alloWs extended fom1s of payment Within 
the system, for example alloWing payment to be made in 
terms of discounts in purchases from particular vendors, 
or in return for agreements to purchase a certain number 
of products over an extended period of time. 

[0062] Within an Internet-broWser based system, meth 
ods to control a user’s broWsing experience via a per 
sonaliZed portal, Where personaliZation is performed via 
data mining techniques executed by the system of SDI 
on data in the central data Warehouse. 

[0063] Methods to support anonymous and pseudony 
mous electronic commerce, e.g. delivery and payment 
services. 

[0064] In the next section We provide an overvieW of each 
of the central SDI data Warehouse, Which forms the core 
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component of Secure Data Interchange. We then add techni 
cal details for speci?c components, to make our ideas more 
concrete. 

1.3 Implementation Details 

[0065] In this We describe some of the core technologies 
knoWn in the art that Would be used to build up an implemen 
tation of the SDI system. The technologies span areas in 
cryptography, for pseudonym management, digital certi? 
cates, payment mechanisms, etc.; and information theoretic 
methods, for example to protect the identity of the originator 
of a message by routing messages through local “croWds” of 
agents. 

1 .3 .1 Certi?cate Management 

[0066] Cryptographic techniques Well-knoW in the art 
[Chaum 81; Chaum 85; Chaum 91] provide the ability for a 
certi?cate to be linked to an agent’s identity, and not trans 
ferred to other agents. This is the basic functionality required 
of a certi?cate management system. For example, a certifying 
agency can sign the public key of an agent With the private key 
of the certifying agency, to indicate that the agent satis?es 
requirements for certi?cation. Another agent can verify the 
certi?cate With the public key of the agent and the public key 
of the certifying agency. The certi?cate cannot be transferred 
to another agent unless that agent assumes the same public 
key. We assume a public key infrastructure to manage this 
process. 

1.3.2 Support for Anonymous and Pseudonymous Identities 

[0067] We have already noted that it is important to provide 
Whatever additional support is required because of the under 
lying communication infrastructure to protect agents’ pro?le 
management policies. For example, in the TCP/IP mecha 
nism a message must be stripped of the netWork address of the 
originating Internet server, because this can provide informa 
tion to alloW pseudonyms to be linked. Similarly, messages 
can be routed through a common gateWay or random “for 
Warders” as in the “CROWDS” system [GGMM98; RR98] to 
provide pseudonymity. Furthermore, other e-commerce func 
tions, such as payment and the anonymous mailing of goods 
must be supported. 
[0068] The ability to embed data Within Web pages alloWs 
client-side processing of information. By embedding pro?le 
and location information directly Within a Web document We 
can alleviate the bandWidth and computational bottlenecks 
that can occur at a centraliZed pro?le server if pro?les are 
fetched on-the-?y When Web pages are doWnloaded by cli 
ents. The origin server (supported by the vendor) requests 
periodic pro?le updates from the central SDI server. This 
duplication of information enables the pro?le and the page 
contents to be provided directly from a vendor’s server. 
[0069] There are some potential draWbacks of this 
approach: (1) the pro?le information associated With a Web 
page and target objects can be out-of-date; (2) the pro?le 
information is available to all clients and proxy servers, not 
just those that are SDI-enabled; (3) the pro?le information 
can be altered. We suggest technical solutions to each of these 
problems beloW. 
[0070] In one variation of SDI the pro?le of a user is main 
tained on the user’s client, and partitioned into separate pro 
?les for each pseudonym that a user chooses to maintain. 
Personalization of products and services (product types, 
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prices, etc.) is performed at the client, through the execution 
of trusted code that is embedded as a Java applet or as Java 
Script Within the Web document of a vendor. In this Way a 
vendor never receives access to the pro?le of a user, but is 
nevertheless able to personalize its response to users, even 
When a user ?rst visits a site (on the basis of the pro?le for a 
user from his/her previous online transactions). Pro?les for 
the target objects of a vendor that enable appropriate objects 
(representing particular products, or neWs stories for 
example) to be presented to a user are embedded as XML data 
Within the vendor’s Web document. 
[0071] In another variation of SDI personalization is not 
performed at the client, but either at the ISP-level SDI proxy 
server or the vendor’s server. The location and other pro?le 
information that relates to a user are pushed to the ISP-level 
proxy or vendor server When a user requests a Web page. In 
the same Way as XML alloWs pro?le information about Web 
sites and vendor products to be associated With a Web docu 
ment, and pro?le information to be provided from the central 
SDI server to a vendor, XML can be used to encode a user’s 
pro?le. The system of SDI alloWs for pro?le and location 
information to be randomized slightly (and even anony 
mized) to protect the identity of a user, for example When an 
ISP-level proxy is not trusted. 

1.3.3 Maintaining the Integrity and Security of Messages 

[0072] The privacy of information in transit betWeen serv 
ers and clients can be assured through standard end-to-end 
cryptographic solutions that establish a secure session prior to 
any data exchange, such as Secure Sockets Layer (SSL) that 
uses X.509 certi?cates and is supported by current broWser 
technology. 
[0073] In order to prevent the possibility of individual users 
being bribed by vendors to disclose target object pro?le data 
Which re?ects this type of information, users should not be 
provided access to directly decrypt the metatags for these 
portions of the target objects pro?le data, but rather this 
decryption and release of pro?le data should be performed 
securely in conjunction With the functions of the pro?le pro 
cessing (pro?le matching module) upon the client level proxy 
server rather this decryption and release of pro?le. 
[0074] In addition, We prevent unauthorized access of 
embedded pro?le information through the encryption of the 
metadata that is represented Within the XML structure of a 
Web page. 
[0075] Pro?le information can be encrypted using a hierar 
chy of keys, so that different levels of access to the informa 
tion may be provided according to the access levels of users 
and vendors. All users that request Web pages from SDI 
enabled vendors, Whether or not the user is a member of SDI 
receive the same pro?le information. We provide encrypted 
pro?les to vendors in the ‘Pro?le Update’ messages from SDI 
to vendor servers, so that: (a) unauthorized agents cannot 
tamper With the pro?les; (b) the pro?les cannot be read by 
unauthorized agents. 
[0076] The SDI system supplies a private key to trusted SDI 
client softWare, that enables only SDI-enabled clients to 
access pro?le information, and only access that information 
to the extent permitted by privacy policies of users and ven 
dors. Different levels of encryption enforce multiple levels of 
access. Periodically the key pairs are changed to prevent 
extended attempts at cryptographic attacks. The SDI system 
uploads the key that provides the correct level of access for a 
user to a user’s client, once terms of access and pro?le man 
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agement have been agreed. A client can only access embed 
ded information once enabled With a relevant key. Finally, 
pro?le information is signed With a digital certi?cate, to pre 
vent third parties from tampering With pro?les for commer 
cial gain. 

2. Core Modules 

[0077] FIG. 2 illustrates the core modules Within the system 
of Secure Data Interchange. In this section We brie?y describe 
each module in relation to the other modules, and provide 
more details in later sections. 
[0078] The central SDI data Warehouse is the core system in 
SDI, managing data records on behalf of agents. In combina 
tion With the query-execution module, these tWo modules 
implement the privacy-protected market for query-execution, 
Where queries are executed: 

[0079] If the querying agent has the right certi?cates, as 
de?ned by the oWner of data 

[0080] (and) If the querying agent pays the cost of per 
forming a query 

[0081] Furthermore, the system of SDI implements an 
internal market, With queries executed as cheaply as possible, 
Within quality constraints provided by a querying agent. The 
eBank module in SDI collects payments, and alloWs those 
payments to be transferred to external bank accounts, or used 
in part payment for products and services to SDI-enabled 
vendors. 
[0082] We alloW the central SDI data Warehouse to be rep 
licated and/or partitioned across a netWork, for example a 
small single-user SDI data Warehouse can be situated at a 
user’s client machine to alloW vendors to provide personal 
ized products and services Without releasing personal infor 
mation (e.g. pro?les). The rules that personalize products are 
queries, Which can be executed in the SDI proxy on a user’s 
machine. 
[0083] The central data Warehouse acts as a repository for 
data submitted by agent computers on behalf of users. Con 
sider, for example, data that represents user pro?les (i.e. What 
types of books they like to read, What there political interests 
are, etc.), or data that represents business rules (i.e. What type 
of customer a business is seeking, What types of products it 
offers, What type of strategic agreements it is looking to make 
With other businesses, etc.) 
[0084] The data repository contains information submitted 
by agents to the central data Warehouse. It is not necessary 
that a single agent links all information submitted by one 
agent, because agents can submit information anonymously 
or pseudonymously. Although agents submit data to the cen 
tral shared Warehouse they maintain key aspects of oWnership 
of that data, but Without minute-by-minute management of 
the data. In particular, providers of information provide the 
central SDI Warehouse With a certain amount of autonomy to 
control hoW the information is used: the types of uses that are 
permitted, the type that are not prohibited, and What types of 
reWards (?nancial or otherWise) are required for access to the 
information. The system of SDI, in the access that it alloWs to 
information in the database, acts as a trusted agent for infor 
mation. One role of SDI is to protect the identity of an agent 
that requests and provides informationialloWing agents to 
remain anonymous When that is desirable. We outline in this 
description the key technical solutions With Which this is 
achieved. 
[0085] The data is heterogeneous, best represented Within 
an object-oriented database system. Each data object is asso 














































































































































































































































