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SYSTEM AND METHOD FOR CONTENT 
SHARING 

CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] The present application is related to a commonly 
assigned US. patent application entitled “Methods And 
Apparatus For Centralized Content And Data Delivery,” Ser. 
No. 11/378,129 ?led Mar. 16, 2006, the complete disclosure 
of Which is expressly incorporated by reference herein in its 
entirety for all purposes. 

FIELD OF THE INVENTION The present invention 
relates generally to communications systems and 
methods, and, more particularly, to video content 

netWorks and the like. 

BACKGROUND OF THE INVENTION 

[0002] With the advent of digital communications technol 
ogy, many TV program streams are transmitted in digital 
formats. For example, Digital Satellite System (DSS), Digital 
Broadcast Services (DBS), and Advanced Television Stan 
dards Committee (ATSC) program streams are digitally for 
matted pursuant to the Well knoWn Moving Pictures Experts 
Group 2 (MPEG-2) standard. The MPEG-2 standard speci 
?es, among other things, the methodologies for video and 
audio data compression alloWing for multiple programs, With 
different video and audio feeds, to be multiplexed in a trans 
port stream traversing a single transmission channel. A digital 
TV receiver may be used to decode an MPEG-2 encoded 
transport stream, and extract the desired program therefrom. 
[0003] The compressed video and audio data are typically 
carried by continuous elementary streams, respectively, 
Which are broken into access units or packets, resulting in 
packetiZed elementary streams (PESs). These packets are 
identi?ed by headers that contain time stamps for synchro 
niZing, and are used to form MPEG-2 transport streams. For 
digital broadcasting, multiple programs and their associated 
PESs are multiplexed into a single transport stream. A trans 
port stream has PES packets further subdivided into short 
?xed-siZe data packets, in Which multiple programs encoded 
With different clocks can be carried. A transport stream not 
only includes a multiplex of audio and video PESs, but also 
other data such as MPEG-2 program speci?c information 
(sometimes referred to as metadata) describing the transport 
stream. The MPEG-2 metadata may include a program asso 
ciated table (PAT) that lists every program in the transport 
stream. Each entry in the PAT points to an individual program 
map table (PMT) that lists the elementary streams making up 
each program. Some programs are open, but some programs 
may be subject to conditional access (encryption), and this 
information (i.e., Whether open or subject to conditional 
access) is also carried in the MPEG-2 transport stream, typi 
cally as metadata. 
[0004] The aforementioned ?xed-siZe data packets in a 
transport stream each carry a packet identi?er (PID) code. 
Packets in the same elementary streams all have the same 
PID, so that a decoder can select the elementary stream(s) it 
needs and reject the remainder. Packet-continuity counters 
may be implemented to ensure that every packet that is 
needed to decode a stream is received. 

[0005] Video on demand (VOD) systems alloW users to 
select and Watch video content over a netWork. Some VOD 
systems “stream” content for real-time vieWing. Others 

Oct. 1, 2009 

“doWnload” the content to a set-top box before vieWing starts. 
Use of digital video recorders (DVRs), also knoWn as per 
sonal video recorders (PVRs), such as the TiVo® device 
(registered mark of TiVo Brands LLC, Alviso, Calif.) and the 
R Replay TVO device (registered mark of Digital NetWorks 
North America Inc., Pine Brook, N.J.), is ubiquitous. Such 
devices may provide some bene?ts to TV vieWers. For 
example, a prior art DVR alloWs a user to record his or her 
favorite TV programs for later revieW, and to exercise a sea 
son-pass-like option Wherein every episode of his or her 
favorite program is recorded for some period. Such devices 
may automatically record programs for the user based on his 
or her vieWing habits and preferences. The presentation of the 
recorded programming content can be manipulated by exer 
cising reWind, pause, skip and/or fast-forWard functions 
(hereinafter referred to as “trick mode” or “trick play” func 
tions) fumished by the DVR. 
[0006] A “netWork PVR (NPVR)” (also referred to as an 
NDVR (NetWork Digital Video Recorder)) service alloWs the 
user to perform the analogous DVR functions through use of 
a netWork, rather than via a local DVR at the user premises. 
Unlike a DVR device, the NPVR service alloWs a user to 
“reserve” past and future programs for his or her revieW, even 
if such reserved programs Were not identi?ed by the user 
before their broadcast. Note that an NDVR can be distin 
guished from a DVR. in that the latter, storage of programs 
and the like is local to the DVR, While in the former (N DVR) 
case, such storage is at the server or head end level. 
[0007] A content-based netWork, a non-limiting example 
of Which is a cable television netWork, may afford access to a 
variety of services besides television, for example, broadband 
Internet access, telephone service, and the like 

SUMMARY OF THE INVENTION 

[0008] Principles of the present invention provide tech 
niques for content sharing. In one aspect, an exemplary video 
content system includes a head end server module, a content 
sharing server, a video content netWork coupled to the head 
end server module and the content- sharing server, and a con 
verged premises gateWay module coupled to the video con 
tent netWork at a location remote from the head end server 
module and the content-sharing server. The converged pre 
mises gateWay module includes a processor and a video con 
tent netWork interface (a non-limiting example of Which is a 
cable modem) coupled to the processor and the video content 
netWork and con?gured for communication With the head end 
server module over the video content netWork. The gateWay 
module also includes a memory module having a predeter 
mined storage location for content to be shared With the 
content- sharing server and a local area netWork interface 
con?gured at least for distribution of video content Within the 
remote location. The system also includes an upload module 
con?gured to cause the content in the predetermined storage 
location to be uploaded to the content-sharing server. 
[0009] As used herein, “facilitating” an action includes per 
forming the action, making the action easier, helping to carry 
the action out, or causing the action to be performed. Thus, by 
Way of example and not limitation, instructions executing on 
one processor might facilitate an action carried out by instruc 
tions executing on a remote processor, by sending appropriate 
data or commands to cause or aid the action to be performed. 

[0010] In another aspect, an exemplary method (Which can 
be computer-implemented) for sharing content from: a con 
verged premises gateWay module coupled to a video content 
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network having a head end server module, to: a content 
sharing server, includes the step of providing at least one user 
premises with a converged premises gateway module of the 
kind described above. The user premises are remote from the 
content- sharing server and the head end server module. Addi 
tional steps include storing the content to be shared in the 
predetermined storage location and causing the content in the 
predetermined storage location to be uploaded to the content 
sharing server. 

[0011] In yet another aspect, an exemplary converged pre 
mises gateway module for interconnection with a content 
sharing server and a video content network having a head end 
server module, at a location remote from the content-sharing, 
server and the head end server module, includes a processor 
and a video content network interface coupled to the proces 
sor and con?gured for coupling to the video content network 
and for communication with the head end server module over 
the video content network. Also included are a memory mod 
ule having a predetermined storage location for content to be 
shared with the content-sharing server, a local area network 
interface con?gured at least for distribution of video content 
within the remote location, and an agent executable on the 
processor and con?gured to cause the content in the prede 
termined storage location to be uploaded to the content-shar 
ing server over the video content network. 

[0012] An exemplary embodiment of an apparatus or sys 
tem, according to still another aspect of the invention, can 
include a memory and at least one processor coupled to the 
memory. The processor can be operative to facilitate perfor 
mance of one or more of the method steps described herein. 
Non-limiting( examples of processors are those in one or 
more servers described herein, a digital set-top terminal, 
other consumer premises equipment (CPE) such as a con 
verged premises gateway module, and the like In a further 
aspect, an apparatus or system can include means for per 
forming the various method steps. The means can include one 
or more hardware modules, one or more software modules, or 
a mixture of one or more software modules and one or more 

hardware modules. 

[0013] One or more method steps of the present invention 
can be implemented in the form of an article of manufacture 
including a machine readable medium that contains one or 
more programs which when executed implement such step 
(s). 
[0014] Techniques of the present invention can provide 
substantial bene?cial technical effects. For example, one or 
more embodiments may have one or more of the following 
advantages: reduced up stream bandwidth requirement, shar 
ing of content while maintaining security for a converged 
premises gateway module, and lower latency in delivery of 
content (thereby reducing wait time). 
[0015] These and other features and advantages of die 
present invention will become apparent from the following 
detailed description of illustrative embodiments thereof, 
which is to be read in connection with the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 is a functional block diagram illustrating an 
exemplary hybrid ?ber-coaxial (HFC) network con?guration 
useful with one or more embodiments of the present inven 

tion; 
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[0017] FIG. 1a is a functional block diagram illustrating 
one exemplary HFC cable network head-end con?guration 
useful with the present invention; 
[0018] FIG. 1b is a functional block diagram illustrating 
one exemplary local service node con?guration useful with 
the present invention; 
[0019] FIG. 10 is a functional block diagram illustrating 
one exemplary broadcast switched architecture (BSA) net 
work useful with the present invention; 
[0020] FIG. 2 is a functional block diagram of a content and 
data distribution network con?gured in accordance with one 
embodiment of the invention; 
[0021] FIG. 3 is a functional block diagram of an exem 
plary centraliZed CPE unit con?gured in accordance with one 
embodiment of the invention; 
[0022] FIG. 4 is a graphical representation of one exem 
plary embodiment of the software architecture of the network 
of FIG. 2; and 
[0023] FIG. 5 is a block diagram of a computer system 
useful in connection with one or more aspects of the inven 
tion. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0024] In one or more non-limiting, embodiments, tech 
niques of the invention can be implemented in connection 
with a remotely manageable premises device that, inter alia, 
acts as a centraliZed client networking platform providing 
gateway services such as network management as well as 
traditional content and high-speed data delivery functions. 
Such a device is disclosed in US Patent Publication 2007 
0217436 of Markley et al, entitled “Methods and apparatus 
for centraliZed content and data delivery,” the complete dis 
closure of which is expressly incorporated herein by refer 
ence for all purposes. The premises device of Markley et al. 
may be used, for example, in a home or residential environ 
ment, enterprise or corporate environment, military or gov 
ernment environment, or combinations of the foregoing. The 
device also acts as the shared internet (e.g., a world-wide 
series of interconnected computer networks using internet 
protocol, commonly referred to as the Internet) connection 
for all devices in the premises via a cable modem or other such 
interface, sharing personal and DVR content such as video, 
music and photos (and any associated metadata) throughout 
the premises, and providing both a wired and wireless net 
work in the home. Telephony services utiliZing e.g., embed 
ded multimedia terminal adapter (eMTA) and/ or Wi-Fi archi 
tectures may also be provided via the device; these services 
can make use of the network operator’s indigenous voice over 
Internet protocol (VoIP) or comparable telephony capability 
if desired, thereby providing an even more uni?ed service 
environment. 
[0025] The converged premises device can also provide a 
trusted domain for content or data, as well as allowing a 
subscriber total mobility in the home by not limiting content 
or data to any one viewing/access location. For example, 
content or data may be accessed on any monitor in the pre 
mises, as well as on a personal computer (PC) or personal 
media device (PMD). 
[0026] A wired home network utiliZing existing coaxial 
cable in the premises is also created, using e.g., an Ethemet 
to-coaxial bridge technology based on the multimedia over 
coax alliance (MoCA) speci?cation. This will allow existing 
devices such as digital video recorders (DVRs) to connect and 
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share content with the CPE, and also allows tile network 
operator (e. g., a multi-service operator (MSO)) to control and 
manage the premises coaxial network. 
[0027] The CPE is also advantageously accessible via any 
remote device with intemetworking (e.g., Internet) capabil 
ity, thereby allowing personal content to be accessed by the 
user from outside the premises. 
[0028] Exemplary embodiments of premises gateway 
devices with which one or more inventive techniques can be 
employed will now be described in detail. While these exem 
plary embodiments are described in the context of a hybrid 
?ber coax (HFC) cable system architecture having an MSO, 
digital networking capability, and plurality of client devices/ 
CPE, the general principles and advantages of may be 
extended to other types of networks and architectures, 
whether broadband, narrowband, wired or wireless. or other 
wise, the following therefore being merely exemplary in 
nature. “Coax” is used herein as shorthand for coaxial. 

[0029] It will also be appreciated that while described gen 
erally in the context of a consumer (i.e., home) end user 
domain, the present invention may be readily adapted to other 
types of environments (e.g., commercial/enterprise, govem 
ment/military, etc.) as well. Myriad other applications are 
possible. 
[0030] It is further noted that while described primarily in 
the context of a cable system with 6 MHZ RF channels, the 
present invention is applicable to literally any network topol 
ogy or paradigm, and any frequency/bandwidth, such as for 
example 8 MHZ channels. Furthermore, as referenced above, 
the invention is in no way limited to traditional cable system 
frequencies (i.e., below 1 GHZ), and in fact may be used with 
systems that operate above 1 GHZ band in center frequency or 
bandwidth, to include without limitation so-called ultra 
wideband systems. 
[0031] Also, while certain aspects are described primarily 
in the context of the well-known Internet Protocol (described 
in, inter alia, RFC 791 and 2460), it will be appreciated that 
the present invention may utiliZe other types of protocols (and 
in fact bearer networks to include other intemets and intra 
nets) to implement the described functionality. 
[0032] FIG. 1 illustrates a typical content-based network 
con?guration with which techniques of the present invention 
may be used. The various components of the network 100 
include (i) one or more data and application origination points 
102: (ii) one or more content sources 103, (iii) one or more 
application distribution servers 104; (iv) one or more video 
on-demand (V OD) servers 105, and (v) CPE 106. The distri 
bution server(s) 104, VOD servers 105 and CPE(s) 106 are 
connected via a bearer (e.g., HFC) network 101. A simple 
architecture is shown in FIG. 1 for illustrative brevity, 
although it will be recogniZed that comparable architectures 
with multiple origination points, distribution servers, VOD 
servers, and/or CPE devices (as well as different network 
topologies) may be utiliZed consistent with the invention. For 
example, the head-end architecture of FIG. 1a (described in 
greater detail below) may be used. 
[0033] The data/application origination point 102 com 
prises any medium that allows data and/ or applications (such 
as a VOD-based or “Watch TV” application) to be transferred 
to a distribution server 104. This can include for example a 

third party data source, application vendor website, compact 
disk read-only memory (CD-ROM), external network inter 
face, mass storage device (e.g., Redundant Arrays of Inex 
pensive Disks (RAID) system), etc. Such transference may be 
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automatic, initiated upon the occurrence of one or more speci 
?ed events (such as the receipt of a request packet or acknowl 
edgement (ACK)), performed manually, or accomplished in 
any number of other modes readily recogniZed by those of 
ordinary skill. 
[0034] The application distribution server 104 comprises a 
computer system where such applications can enter the net 
work system. Distribution servers are well known in the net 
working arts, and accordingly not described further herein. 
[0035] The VOD server 105 comprises a computer system 
where on-demand content can be received from one or more 
of the aforementioned data sources 1 02 and enter the network 
system. These servers may generate the content locally, or 
alternatively act as a gateway or intermediary from a distant 
source. 

[0036] The CPE 106 includes any equipment in the “cus 
tomers’ premises” (or other appropriate locations) that can be 
accessed by a distribution server 104. Exemplary embodi 
ments of a “uni?ed” CPE suitable for use with techniques of 
the invention are described subsequently herein with respect 
to FIGS. 2-4. 

[0037] Referring, now to FIG. 1a, one exemplary embodi 
ment of a head-end architecture useful with the present inven 
tion is described. As shown in FIG. 1a, the head-end archi 
tecture 150 comprises typical head-end components and 
services including billing module 152, subscriber manage 
ment system (SMS) and CPE con?guration management 
module 154, cable-modem termination system (CMTS) and 
out-of-band (OOB) system 156, as well as LAN(s) 158, 160 
placing the various components in data communication with 
one another. It will be appreciated that while a bar or bus LAN 
topology is illustrated, any number of other arrangements 
(e.g., ring, star, etc.) may be used consistent with the inven 
tion. It will also be appreciated that the head-end con?gura 
tion depicted in FIG. 1a is high-level, conceptual architecture 
and that each MSO may have multiple head-ends deployed 
using custom architectures. 
[0038] The architecture 150 of FIG. 111 further includes a 
multiplexer/encrypter/modulator (MEM) 162 coupled to the 
HFC network 101 adapted to “condition” content for trans 
mission over the network. The distribution servers 104 are 
coupled to the LAN 160, which provides access to the MEM 
162 and network 101 via one or more ?le servers 170. The 
VOD servers 105 are coupled to the LAN 160 as well, 
although other architectures may be employed (such as for 
example where the VOD servers are associated with a core 
switching device such as an 802.32 Gigabit Ethernet device). 
Since information is typically carried across multiple chan 
nels, the head-end should be adapted to acquire the informa 
tion for the carried channels from various sources. Typically, 
the channels being delivered from the head-end 150 to the 
CPE 106 (“downstream”) are multiplexed together in the 
head-end and sent to neighborhood hubs (see FIG. 1b) via a 
variety of interposed network components. 
[0039] Content (e. g., audio, video, etc.) is provided in each 
downstream (in-band) channel associated with the relevant 
service group. To communicate with the head-end or inter 
mediary node (e.g., hub server), the CPE 106 may use the 
out-of-band (OOB) or DOCSIS® (Data Over Cable Service 
Interface Speci?cation) channels (registered mark of Cable 
Television Laboratories, Inc., 400 Centennial Parkway Lou 
isville, Colo. 80027, USA) and associated protocols. The 
OpenCableTM Application Platform (OCAP) 1.0, 2.0, 3.0 
(and subsequent) speci?cation (Cable Television laboratories 
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Inc.) provides for exemplary networking protocols both 
downstream and upstream, although the invention is in no 
way limited to these approaches. 

[0040] It will also be recognized that multiple servers 
(broadcast, VOD, or otherwise) can be used, and disposed at 
two or more different locations if desired, such as being part 
of different server “farms”. These multiple servers can be 
used to feed one service group, or alternatively different ser 
vice groups. In a simple architecture, a single server is used to 
feed one or more service groups. In another variant, multiple 
servers located at the same location are used to feed one or 

more service groups. In yet another variant, multiple servers 
disposed at different location are used to feed one or more 

service groups. 

[0041] In some instances, material may also be obtained 
from a satellite feed 1108; such material is demodulated and 
decrypted in block 1106 and fed to block 162. Conditional 
access system 157 may be provided for access control pur 
poses. Network management system 1110 may provide 
appropriate management functions. Note also that signals 
from MEM 162 and upstream signals from network 101 that 
have been demodulated and split in block 1112 are fed to 
CMTS and OOB system 156. 

[0042] As shown in FIG. 1b, the network 101 of FIGS. 1 
and 111 comprises a ?ber/coax arrangement wherein the out 
put of the MEM 162 of FIG. 1a is transferred to the optical 
domain (such as via an optical transceiver 177 at the head-end 
or further downstream). The optical domain signals are then 
distributed to a ?ber node 178, which further distributes the 
signals over a distribution network 180 to a plurality of local 
servicing nodes 182. This provides an effective I:N expansion 
of the network at the local service end. 

[0043] FIG. 1C illustrates an exemplary “switched” net 
work architecture also useful with one or more embodiments 
of the present invention. While a so-called “broadcast 
switched architecture” or BSA network is illustrated in this 
exemplary embodiment, it will be recogniZed that the present 
invention is in no way limited to such architectures. 

[0044] Switching architectures allow improved e?iciency 
of bandwidth use for ordinary digital broadcast programs. 
Ideally, the subscriber will be unaware of any difference 
between programs delivered using, a switched network and 
ordinary streaming broadcast delivery. 
[0045] FIG. 10 shows the implementation details of one 
exemplary embodiment of this broadcast switched network 
architecture. Speci?cally, the head-end 150 contains 
switched broadcast control and media path functions 190, 192 
(the latter including staging processor 195); these elements 
cooperate to control and feed, respectively, downstream or 
edge switching devices 194 at the hub site which are used to 
selectively switch broadcast streams to various service 
groups. A BSA server 196 is also disposed at the hub site, and 
implements functions related to switching and bandwidth 
conservation (in conjunction with a management entity 198 
disposed at the head-end). An optical transport ring 197 is 
utiliZed to distribute the dense wave-division multiplexed 
(DWDM) optical signals to each hub in an e?icient fashion. 
[0046] US Patent Publication 2003-0056217 of Paul D. 
Brooks, entitled “Technique for Effectively Providing Pro 
gram Material in a Cable Television System,” the complete 
disclosure of which is expressly incorporated herein by ref 
erence for all purposes, describes one exemplary broadcast 
switched digital architecture useful with one or more embodi 
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ments of the present invention, although it will be recogniZed 
by those of ordinary skill that other approaches and architec 
tures may be substituted. 
[0047] In addition to “broadcast” content (e.g., video pro 
gramming), the systems of FIGS. 1a-1c also deliver Internet 
data services using the Internet protocol (IP), although other 
protocols and transport mechanisms of the type well known in 
the digital communication art may be substituted. One exem 
plary delivery paradigm comprises delivering MPEG-based 
video content, with the video transported to user personal 
computers (PCs) (or IP-based set-top boxes (STBs)) over 
DOCSIS channels comprising MPEG (or other video codec 
such as H.264 orAVC) over IP over MPEG. That is, the higher 
layer MPEG- or other encoded content is encapsulated using 
an IP protocol, which then utiliZes an MPEG packetiZation of 
the type well known in the art for delivery over the RF chan 
nels. In this fashion, a parallel delivery mode to the normal 
broadcast delivery exists; i.e., delivery of video content both 
over traditional downstream quadrature amplitude modula 
tion (QAM) channels (QAMs) to the tuner of the user’s STB 
or other receiver device for viewing on the television, and also 
as packetiZed IP data over the DOCSIS QAMs to the user’s 
PC or other IP-enabled device via the user’s cable modem. 

[0048] Referring again to FIG. 10, the IP packets associated 
with Internet services are received by edge switch 194, and 
forwarded to the cable modems termination system (CMTS) 
199. The CMTS examines the packets, and forwards packets 
intended for the local network to the edge switch 194. Other 
packets are discarded or routed to another component. Note 
also that edge switch 194 in block 150 in FIG. 10 can, in the 
most general case, be the same or different as that shown in 
the hub site of FIG. 10. Also, in other embodiments, CMTS 
199 could be located in a place other than the hub site. 
[0049] The edge switch 194 forwards the packets received 
from the CMTS 199 to the QAM modulator 189, which 
transmits the packets on one or more physical (QAM-modu 
lated RF) channels to the CPEs. The IP packets are typically 
transmitted on RF channels that are different that the RF 
channels used for the broadcast video and audio program 
ming, although this is not a requirement. The CPE 106 are 
each con?gured to monitor the particular assigned RF chan 
nel (such as via a port or socket ID/address, or other such 
mechanism) for IP packets intended for the subscriber pre 
mises/ address that they serve. 

[0050] It will be appreciated that while the exemplary 
embodiments presented herein are described in the context of 
Internet services that include multicast and unicast data, the 
present invention is applicable to other types of services that 
include multicast transmission of data delivered over a net 
work having multiple physical channels or even virtual or 
logical channels. For example, switching between various 
physical channels that comprise a virtual channel, can itself 
be conducted according to the “switched” approach. As a 
simple illustration, if a ?rst virtual channel is comprised of 
physical channels (e.g., QAMNs) A, B and D, and a second 
virtual channel is comprised of QAMs C, E and F, a cable 
modem (CM) or other CPE can be con?gured to switch 
between the A/B/ D and C/E/F virtual channels as if they were 
a single QAM. 
[0051] FIG. 2 is a block diagram of a premises network and 
associated operator-side network elements con?gured in 
accordance with one embodiment of the invention. A portal 
authentication server 201, LDAP (Lightweight Directory 
Access Protocol) server 202 and gateway management server 
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204 are each coupled to a cable modem termination 20 system 
(CMTS) 156, 199 of a type well known in the art. These 
components are located at the head-end 150 in the illustrated 
embodiment, although it will be appreciated that the compo 
nents may be disposed at various other locations as desired 
consistent with the architecture implemented (e.g., at the 
BSA hub in a BSA network). The CMTS 156, 199 is coupled 
also to an internet (e.g., the Internet) 208 which is located 
external to the head-end 150, such as via an Internet (IP) 
backbone or gateway (not shown). 
[0052] The CMTS 156, 199 is in the illustrated embodi 
ment coupled to multiple households or other premises, 
including the exemplary illustrated household 240. In par 
ticular, the CMTS 156, 199 is coupled via the aforementioned 
HFC network and local coaxial cable or ?ber drop to the 
premises 140, including the consumer premises equipment 
(CPE) 106. The exemplary CPE 106 is in signal communica 
tion with any number of different devices including, e.g., a 
wired telephony unit 222, a Wi-Fi or other wireless-enabled 
phone 224, a Wi-Fi or other wireless-enabled laptop 226, a 
session initiation protocol (SIP) phone, an H.323 terminal or 
gateway, etc. Additionally, the CPE 106 is also coupled to a 
digital video recorder (DVR) 228 and diplexer 230 via a coax 
cable. A network-to-coax bridge 231 places the coax environ 
ment in communication with a network (here, an Ethernet 
network complaint with IEEE Std. 802.3, although any num 
ber of other network protocols and topologies could be used) 
and a personal computer (PC) 232. The DVR 228 is also 
connected to a television or other monitor 234, which may be 
in communication via a wired or wireless interface (e.g., 
cabling, PAN or 802.15 UWB micro-net, etc.). 
[0053] A “home LAN” (HLAN) is created in the exemplary 
embodiment, which may include for example the network 
formed over the installed coaxial cabling in the premises 
(described in greater detail below), the Wi-Fi network, and so 
forth. 

[0054] During operation, the CPE 106 exchanges signals 
with the CMTS 156, 199 over the interposed coax (and/or 
other, e.g., ?ber) bearer medium. The signals include e.g., 
Internet traf?c, digital programming and other digital signal 
ing or content such as digital (packet-based; e.g., VoIP) tele 
phone service. The CPE 106 then exchanges this digital infor 
mation after demodulation and any decryption (and any 
demultiplexing) to the particular system(s) to which it is 
directed or addressed. For example, in one embodiment, a 
MAC address or IP address can be used as the basis of direct 
ing tra?ic within the client-side environment 240. 
[0055] Any number of different data ?ows may occur 
within the network depicted in FIG. 2. For example, the CPE 
106 may exchange digital telephone signals from the CMTS 
156, 199 which are further exchanged with the telephone unit 
222 or the Wi-Fi phone 224. The digital telephone signals 
may be IP-based such as Voice-over-IP (VoIP), or may utiliZe 
another protocol or transport mechanism. The well known 
session initiation protocol (SIP) may be used, for example, in 
the context of a “SIP phone” for making multi-media calls. 
The network may also interface with a cellular or other wire 
less system, such as for example a 3G IMS (IP multimedia 
subsystem) system, in order to provide multimedia calls 
between a user or consumer in the household domain 240 

(e.g., using a SIP phone or H.323 terminal) and a mobile 3G 
telephone or personal media device (PMD) user via that 
user’s radio access network (RAN). See, e.g., US. Patent 
Publication 2007-0094691 entitled “Method And Apparatus 
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For On-Demand Content Transmission And Control Over 
Networks” of Robert GadZinski, ?led Oct. 24, 2005, incor 
porated herein by reference in its entirety for all purposes, 
wherein media can be streamed between a mobile unit and 
user CPE 106, including optionally in an on-demand or ses 
sion-based fashion. For example, content downloaded to the 
CPE 106 of FIG. 2 herein could be streamed “on demand” to 
a mobile user, and similarly that mobile user (with proper 
authentication, etc.) could stream content captured by the 
mobile device to the CPE 106 for later viewing by that user, or 
by others within that user’s family or “circle” of authorized 
viewers (sharing). So-called Push-to-talk (PTT) or “Push-to 
anything” (PTx) session-based systems can also be used con 
sistent with the invention, such as where a SIP-based device 
pushes a video clip or other media ?le to another device using 
an instantaneously generated SIP session over a 3G IMS or 
similar bearer coupled with a client device in the user domain 
240. 

[0056] The CPE 106 may also exchange Internet traf?c 
(e.g., TCP/IP and other packets) with the CMTS 156, 199 
which is further exchanged with the Wi-Fi laptop 226, the PC 
232, or other device by way of a diplexer 230 and the exem 
plary coax bridge 231. CPE 106 may also receive digital 
programming that is forwarded to the DVR 128 or to the 
television 134. Programming requests and other control 
information may be received by the CPE 106 and forwarded 
to the CMTS as well. The CMTS routes the information to the 
corresponding sub system within the head end 150 or to other 
systems located upstream from the CPE 106 (such as, for 
example, the switching hub in a broadcast switched architec 
ture (BSA) network). 
[0057] In another embodiment of the invention, a personal 
video encoder (PVE) or comparable device is used as part of 
or is in communication with the CPE 106 (or an associated 
client device coupled thereto). For example, the “Slingbox” 
device manufactured by Sling Media of San Mateo, Calif. is 
one such exemplary device which is capable of enabling a 
user to watch TV programming from various locations via an 
Internet-connected PC or similar device. The device is gen 
erally connected between the subscriber’s cable/ satellite 
video drop and DSTB, and has a TV tuner inside. The user 
tunes to a given channel, and the device encodes the video 
streamed over the cable/ satellite in Windows Media or similar 
format. The encoded content is streamed to a client applica 
tion on a Windows XP-based or similar PC via an IP network 
such as the Internet, and hence the user can view the data 
locally (i.e., at the same premises) or remotely so long as he or 
she has access to the IP distribution network. This function 
ality can be made part of a separate physical component, or 
alternatively have some or all of its functionality disposed 
within the CPE 106 itself. It may also be integrated with other 
devices (such as connected client devices or PMDs) as pre 
viously noted. 
[0058] It will be appreciated that the PVE may also be 
updated itself via the network or other mechanism in terms of 
capabilities. For example, the PVE can receive new codecs or 
conditional access (CA) key data from the network so that it 
can modify its own con?guration. These “upgrades” can also 
be passed through to the subscriber viewing device (e. g., 
remote PC). 
[0059] It will also be recogniZed that the present invention 
may be used in conjunction with a number of different capa 
bilities and features useful with traditional (prior art) CPE; for 
example, the error logging and reporting methods and appa 
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ratus described in US. Pat. No. 7,266,726, of Ladd et al., 
entitled “Methods and Apparatus for Event Logging in an 
Information Network” ?led Nov. 24, 2003, Which is incorpo 
rated herein by reference in its entirety for all purposes. The 
aforementioned disclosure describes methods and apparatus 
(including APIs) for logging errors that occur on client 
devices or CPE 106. In the present context, these errors can 
then be transmitted upstream to a responsible entity (e.g., 
management node, conditional access server, etc.) for further 
analysis or correction. 

[0060] Similarly, the hardWare registry apparatus and 
methods described in US. Patent Publication 20050114900 
of Ladd et al., entitled “Methods andApparatus for HardWare 
Registration in a Network Device” ?led Nov. 24, 2003, also 
incorporated herein by reference in its entirety for all pur 
poses, may be used, as described in the aforementioned Mar 
kley publication. The CPE 106 described herein may eitherbe 
of third-party or leased origin, and hence may bene?t under 
either model When used in Conjunction With the foregoing 
hardWare registry approach. 
[0061] The softWare interface management apparatus and 
methods described in co-oWned and co-pending US. Patent 
Publication 20060020950 of Ladd et al., ?led Jun. 30, 2004 
and entitled “Apparatus And Methods For Implementation Of 
NetWork SoftWare Interfaces”, also incorporated herein by 
reference in its entirety for all purposes, can be used Within 
the CPE 106 or associated devices, as described in the afore 
mentioned Markley publication. 
[0062] In another aspect, the CPE 106 of the present inven 
tion is also compatible With the methods and apparatus dis 
closed in US. Patent Publication 20070204314 of Hasek et 
al., ?led Feb. 27, 2006 and entitled “Methods And Apparatus 
For Selecting Digital Access Technology For Programming 
And Data Delivery”, Which is incorporated herein by refer 
ence in its entirety for all purposes, as described in the afore 
mentioned Markley publication. 
[0063] Exemplary functioning of the content server 2002 
and the element labeled “outside the home” 2004 Will be set 
forth beloW, after a description of exemplary CPE 106 and an 
exemplary softWare architecture for same. 

[0064] FIG. 3 is a block diagram ofone exemplary embodi 
ment of the CPE 106 of FIG. 2. The exemplary CPE 106 (also 
colloquially knoWn as a “hive” in certain con?gurations due 
to its centraliZed yet multifunctional nature) includes an RF 
front end 301, Wi-Fi interface 302, video interface 316, “Plug 
n' Play” (PnP) interface 318 and Ethernet interface 304, each 
directly or indirectly coupled to a bus 312. The microproces 
sor 306, storage unit 308, plain old telephone service (POTS)/ 
public sWitched telephone netWork (PSTN) interface 314, 
and memory unit 310 are also coupled to the exemplary bus 
312. The memory unit 310 typically comprises a random 
access memory (RAM) and storage unit 308 typically com 
prises a hard disk drive, an optical drive (e.g., CD-ROM or 
DVD), NAND ?ash memory, or some combination thereof. 

[0065] The CPE 106 also optionally may include a netWork 
processing unit (e. g., netWork processor such as the Frees 
cale/C-Port C-5 NP, not shoWn) to process the premises or 
home netWork (e. g., HLAN) services. The netWork processor 
is in one embodiment capable of processing 200 Mbps of real 
time Ethernet traf?c, although other data rates may clearly be 
supported. The netWork processor also provides the ability to 
doWnload ?rmWare updates via TFTP or another selected 
protocol as desired. 
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[0066] The illustrated CPE 106 can assume literally any 
discrete form factor, including those adapted for desktop, 
?oor-standing, or Wall-mounted use, or alternatively may be 
integrated in Whole or part (e.g., on a common functional 
basis) With other devices if desired. 
[0067] It Will be recogniZed that While a linear or central 
iZed bus architecture is shoWn as the basis of the exemplary 
embodiment of FIG. 3, other bus architectures and topologies 
may be used. For example, a distributed or multi-stage bus 
architecture may be employed. Similarly, a “fabric” or other 
mechanism (e.g., crossbar sWitch, RAPIDIO interface, non 
blocking matrix, TDMA or multiplexed system, etc.) may be 
used as the basis of at least some of the internal bus commu 
nications Within the device. Furthermore, many if not all of 
the foregoing functions may be integrated into one or more 
integrated circuit (IC) devices in the form of an ASIC or 
“system-on-a-chip” (SoC). Myriad other architectures Well 
knoWn to those in the data processing and computer arts may 
accordingly be employed. 
[0068] It Will also be recogniZed that the CPE con?guration 
shoWn is essentially for illustrative purposes, and various 
other con?gurations of the CPE 106 are consistent With other 
embodiments of the invention. For example, the CPE 106 in 
FIG. 3 may not include all of the elements shoWn, and/ or may 
include additional elements and interfaces such as for 
example an interface for the HomePlug A/V standard Which 
transmits digital data over poWer lines, a PAN (e.g., 802.15), 
Bluetooth, or other short-range Wireless interface for local 
iZed data communication, etc. 
[0069] Four (4) standard 10/ 100 Base T Ethernet ports for 
the purpose of a Home LAN connection are provided in the 
exemplary device of FIG. 3; hoWever, it Will be received that 
other rates (e.g., Gigabit Ethernet or 10-Gig-E) and local 
netWorking protocols (e.g., X.25, etc.) may be used. These 
interfaces may be serviced via a WLAN interface, Wiled rj-45 
ports, or otherWise. The CPE 106 also includes a plurality of 
RJ-ll ports for telephony interface, as Well as a plurality of 
USB (e.g., USB 2.0) ports, and IEEE-1394 (FireWire) ports. 
S-video and other signal interfaces may also be provided if 
desired. 

[0070] Various indications are optionally utiliZed Within 
the CPE 106, including e.g., a WAN light-emitting diode 
(LED) or other indicator to shoW cable modems link and 
activity, e.g., a LANi802.3 LED or other indicator to shoW 
link and activity on one or more of the Ethernet ports, as Well 
as a LANi802.11 LED or indicator to shoW that the radio 
interface is enabled, and activity thereon. Telephony and 
other LEDs or indicators may also be provided using any 
number of schemes readily apparent to those of ordinary skill. 
Furthermore, a “soft” display (e. g., thin-?lm transistor (TFT) 
display or liquid crystal display (LCD) having softWare gen 
erated indications) may be used on the CPE 106 (or a remote 
device in communication thereWith) to provide a ?exible 
display environment. The methods and apparatus of 
co-oWned and co-pendinig US. patent application Ser. No. 
10/773,664 ?led Feb. 6, 2004 entitled “Methods And Appa 
ratus For Display Element Management In An Information 
NetWor ,” expressly incorporated herein by reference in its 
entirety for all purposes, may be used Within the CPE 106 or 
other communicating devices, as set forth in the aforemen 
tioned Markley publication. 
[0071] The CPE 106 mass storage device 308 of the illus 
trated embodiment comprises a Serial-ATA (SATA) or Ultra 
ATA (also knoWn as Ultra-DMA, or ATA-4/5/6/7) hard disk 
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drive for the operating system and content storage of at least 
300 GB, although higher capacities and even RAID arrays 
may be used for this purpose. The CPE 106 hard disk is 
preferably removable Without the need for tools, and the CPE 
106 is also con?gured alloW for an external USB (e.g., USB 
2.0) drive to be attached and automatically added to the exist 
ing storage. It Will also be appreciated that USB keys of the 
type Well knoWn in the art can be used consistent With the 
USB por‘t(s) of the CPE 106, so as to make the data storage 
device highly mobile and of very small siZe. 

[0072] During operation of the CPE 106, software located 
in the storage unit 308 is run on the microprocessor 306 using 
the memory unit 310 (e.g., a program memory Within or 
external to the microprocessor). The software controls the 
operation of the other components of the system, and pro 
vides various other functions Within tile CPE. Other system 
softWare/?rmWare may also be externally reprogrammed, 
such as using a doWnload and reprogramming of the contents 
of the ?ash memory, replacement of ?les on the storage 
device or Within other non-volatile storage, etc. This alloWs 
for remote reprogramming or recon?guration of the CPE 106 
by the MSO or other netWork agent. 

[0073] The RF front end 301 of the exemplary embodiment 
comprises a cable modem of the type knoWn in the art. In this 
fashion, and content or data normally streamed over the cable 
modem can be received and distributed by the CPE 106, such 
as for example packetiZed video (e. g., IPTV). The digital data 
exchanged using RF front end 301 includes IP or other pack 
etiZed protocol traf?c that provides access to Internet service. 
As is Well knoWn in cable modern technology, such data may 
be streamed over one or more dedicated QAMs resident on 

the HFC bearer medium, or even multiplexed or otherWise 
combined With QAMs allocated for content delivery, etc. The 
packetiZed (e. g., IP) tra?ic received by the CPE 106 may then 
be exchanged With other digital systems in the local environ 
ment 240 (or outside this environment by Way of a gateWay or 
portal) via, e. g. the Wi-Fi interface 302, Ethernet interface 
304 or plug-and-play (PnP) interface 318. 
[0074] It Will be appreciated, hoWever, that the RF front end 
301 of the CPE may comprise (either in addition to or in place 
of the cable modem) a traditional video RF front end 301 
(e.g., tuner) adapted to receive video signals over, e.g., a 
QAM. For example, one exemplary embodiment of the RF 
front end 301 comprises one or more tuners, a demodulator, 
decryption module, and demultiplexer of the type Well knoWn 
in the art, although other con?gurations may be used. A 
Wideband tuner arrangement such as that described in co 
oWned and co-pendinig US. Patent Publication 
20060130113 of Carlucci et al. entitled “Method and Appa 
ratus for Wideband Distribution of Content” ?led Dec. 15, 
2004 and incorporated herein by reference in its entirety for 
all purposes, may also be utiliZed, such as Where the content 
associated With one or more program streams is distributed 
across tWo or more QAMs.Additionally, the RF front end 301 
modulates, encrypts/multiplexes as required, and transmits 
digital information for receipt by upstream entities such as the 
CMTS or a netWork server. Digital data transmitted via the RF 
front end 301 may include, for example, MPEG-2 encoded 
programming data that is forWarded to a television monitor 
via the video interface 316. Programming data may also be 
stored on the CPE storage unit 308 for later distribution by 
Way of the video interface 316, or using the Wi-Fi interface 
302, Ethernet interface 304, FireWire (IEEE Std 1394), USB/ 
USB2, or any number of other such options. 
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[0075] Programming and other types of data including pic 
tures, video, music or MP3 ?les, softWare applications, meta 
data ?les, etc. may also be received by Way of the various 
digital interfaces in the CPE 106. These data may be stored 
locally (e.g., in the CPE storage unit 308) or even on a client 
device or netWork agent in communication With the CPE 106, 
for later use by a user. For example, a user may receive a J PEG 
or other image from a friend’s cellular phone camera, Which 
can then be “pushed” (e.g., via Wireless application protocol 
(WAP) push, IP Multimedia Subsystem (IMS), Bluetooth® 
(certi?cation mark of the Bluetooth special interest group) 
object exchange (OBEX) K-11 exchange, etc.) to a corre 
sponding interface on the CPE 106, Wherein the image is 
stored on the mass storage device 308. Similarly, video data 
from a connected DVD player/ burner might be streamed from 
the player to the CPE 106 for storage thereon (or distribution 
via yet another interface, such as via the Ethernet interface to 
the user’s connected PC or via Wi-Fi interface to his or her 
laptop). Many different movements of many different types 
of data canbe accomplishedusing the CPE, as the CPE acts as 
a substantially universal “hub” for moving (and transcoding, 
encrypting/decrypting, compressing, formatting, etc.) data 
betWeen various different hardWare and softWare environ 
ments. 

[0076] The microprocessor 306 (or other dedicated proces 
sor; not shoWn) can also optionally be con?gured to run a 
server process (such as an http server process) that can be used 
by the remote system to vieW and con?gure the status of the 
CPE 106, such as via an http or other such broWser applica 
tion. The broWser can, inter alia, display the list of ?les 
included on the mass storage unit 308, including the different 
media ?les, pictures and music ?les. The server process also 
can act as a proxy for other processes running on the CPE 106, 
thereby alloWing for greater ?exibility With respect to asyn 
chronous interfaces of the CPE. 

[0077] Other devices such as portable music players (e.g., 
MP3 audio players) may be coupled to the CPE 106 via any 
number of different interfaces, and music and other media 
?les doWnloaded for portable use and vieWing. In accordance 
With one embodiment of the invention, the storage unit 208 
may include a Writable optical drive for Writing media ?les to 
removable optical disks. So-called “Compact?ash®” 
memory cartridges (registered mark of Sandi sk Corporation) 
or other media may also be received Within the CPE 106 (or a 
connected reader/Writer), so that e. g., music ?les, digital cam 
era image data, etc. can be readily moved from device to 
device (or from netWork environment to other netWork envi 
ronment). 
[0078] One or more embodiments of the present invention 
also contemplate the use of one substantially universal or 
converged interface and associated client device, such as a 
cellular telephone or personal media device (PMD) With per 
sonal digital assistant (PDA) capabilities, image-quality digi 
tal camera, IMS (IP Multimedia subsystem) or comparable 
media streaming, digital music/video player, Wi-Fi card or 
interface, Bluetooth® transceiver, and so forth. 
[0079] By incorporating the various components, inter 
faces, and functionality in the CPE 106 as described herein, a 
single system is capable of providing many of the services 
commonly employed to acquire and utiliZe media ?les and 
other digital information. Using a single system to provide 
these services increases user/ subscriber economy and conve 
nience. For example, a user may Want to listen to music While 
vieWing pictures. He or she may also Want to burn an optical 
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disk with music, video, and/ or pictures (or some combination 
thereof). See, e.g., US. Patent Publication 2006-0218604 of 
Riedl et al., ?led Mar. 14, 2005, entitled “Method And Appa 
ratus For Network Content Download And Recording” which 
is incorporated herein by reference in its entirety for all pur 
poses, for one exemplary recording-capable “client device” 
and associated methods that may be used consistent with the 
present invention. Locating all tile ?les on a single unit with 
the ability to interface with other systems such as Wi-Fi, 
Firewire® IEEE 1394 interface (registered mark of Apple, 
Inc.), universal serial bus (U SB), personal area network 
(PAN), Ethernet, 5 GHZ WLAN, etc. also advantageously 
allows the media ?les to be viewed by other systems or client 
devices connected to the CPE 106 via these interfaces. 

[0080] In accordance with the exemplary embodiment of 
the invention, the CPE 106 includes a DOCSIS cable modem 
for delivery of traditional broadband Internet services. This 
connection is preferably shared by all Internet devices in the 
premises 240; eg Internet protocol television (IPTV) 
devices, PCs, laptops, etc. In addition, the CPE 106 can be 
remotely managed (such as from the head end 150, or another 
remote network agent) to support IP services Such as 
Dynamic Host Con?guration Protocol (DHCP), Domain 
Name System (DNS), network address translation (NAT) and 
?rewall capabilities as well as anti-virus, pop-tip blocking, 
and spyware protection. 
[0081] The CPE 106 of the present invention (and parent 
network) may also be con?gured for alternate high-speed 
data capability (i.e., in addition to or in place of the cable 
modem high-speed data interface previously described). For 
example, in one exemplary variant, the CP)E uses the meth 
ods and apparatus of co-owned and co-pending US. Patent 
Publication 20060130107 of Gonder et al., entitled “Method 
and Apparatus for High Bandwidth Data Transmission in 
Content-Based Networks” ?led Dec. 15, 2004 and expressly 
incorporated herein by reference in its entirety for all pur 
poses, as described in the Markley publication. 
[0082] The CPE 106 also preferably creates a home Local 
Area Network (LAN) utiliZing the existing coaxial cable in 
the home. For example, an Ethernet-over-coax based technol 
ogy allows services to be delivered to other devices in the 
home utiliZing& a frequency outside (e.g., above) the tradi 
tional cable service delivery frequencies. For example, one 
embodiment of the invention uses frequencies on the order of 
1 150 MHZ to deliver data and applications to other devices in 
the home such as PCs, PMDs, media extenders and set-top 
boxes. The coaxial network is merely the bearer; devices on 
the network utiliZe Ethernet or other comparable networking 
protocols over this bearer. The bridging device(s) 231 of FIG. 
2 may take any number of forms including being embedded 
into other devices; e.g., as hardware/software/?rmware 
within set top boxes, as a card or similar removable module, 
or alternatively comprising an external or stand-alone device 
for connecting PCs and other Ethernet based devices to the 
coax home network. 

[0083] The exemplary CPE 106 shown in FIGS. 2 and 3 
acts as a Wi-Fi access point (AP), thereby allowing Wi-Fi 
enabled devices (e. g., 12 in a typical con?guration) to connect 
to the home network and access Internet, media, and other 
resources on the network. It will be recogniZed, however, that 
the CPE 106 may also act as a slave or station (STA) within an 
ad hoc or other Wi-Fi network, such as where another device 
oil the premises 140 acts as the AP. The CPE 106 can include 
this Wi-Fi capability in a dedicated radio suite (e.g., one or 
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more ICs orASICs), as part of a larger system-on-chip (SoC) 
device, as a Wi-Fi card, or even as an external device that 
communicates with the CPE 106 or other associated device 
via a cable or similar connection. 

[0084] The Wi-Fi interface also provide wired equivalent 
privacy (WEP), Wi-Fi protected access (WPA) and WPA2 
encryption services of the type well known in the alt on one or 
more connections. The interface 302 also may support other 
protocols, Such as the EAP/802.1x Std. for authentication 
(e.g., using a RADIUS server or the like). Similarly, the CPE 
106 can be con?gured for other types of secure network or 
tunneling capabilities, such as the wireless transport layer 
security (WTLS) layer in a WAP stack (e.g., where the CPE 
acts as a WAP gateway or proxy), or virtual private network 
ing (V PN). Media access control (MAC) level ?ltering may 
also be utiliZed. 
[0085] In one embodiment, the Wi-Fi interface provides 
service over substantially all of the premises where it is used; 
however, other schemes for providing additional coverage 
can be used as well (such as “daisy-chaining” APs together, 
etc.). The interface’s operating channel is set automatically by 
scanning for a free channel and initialiZing the access point on 
that channel. 
[0086] The Wi-Fi phone 224 connects to high speed data 
services via the cable modems previously described, and 
allows the user to place calls through a digital phone service 
(a non-limiting example of which is Time Warner Cable digi 
tal phone server). Connection to the digital phone service (a 
non-limiting example of which is Time Warner Cable VoIP) 
advantageously allows currentVoIP customers to use the CPE 
106 as a telephony gateway, with the CPE 106 also providing 
Embedded Multimedia Terminal Adapter (EMTA) function 
ality. In this fashion, digital phone customers are able to 
utiliZe the exemplary CPE 106 as a replacement for their 
current MTA/EMTA. By plugging traditional analog (e.g., 
POTS) phones into RJ-11 or comparable ports on the CPE 
106, users/customers are able to place phone calls via digital 
telephone services (such as the aforementioned Time Warner 
Cable Digital Phone Service). It will be appreciated that a 
digital cordless (e.g., 900 MHZ, 5 GHZ, etc.) telephone or 
other similar device can be used in this capacity; the POTS 
interface is agnostic to the type of device used, so long as it 
complies with standardized telephony signaling and electri 
cal/mechanical speci?cations). In the exemplary embodi 
ment, the CPE 106 has all MTA functionality contained 
therein, such as via ICs and other electronic circuits and 
software as is well known in the digital telephony arts. 
[0087] One feature of the exemplary CPE 106 of FIG. 3 is 
the ability to act as a central content repository for video (or 
still) content delivered from DVRs or other such media 
devices in the premises. In order to accomplish this, various 
resources in the CPE 106 (including the RF tuners and disk 
drive(s)) are pooled. For example, the CPE 106 advanta 
geously provides the ability to ingest content from DVRs or 
other such devices in the home via its Ethernet-over-coaxial 
interface. The CPE 106 can also discover STBs or other client 
devices in the home with Ethernet-over-coax capabilities, and 
generate a resource map table including tuners, disk drives 
and status, to be used when ingesting and streaming content. 
This also provides information for “pooling” of resources for 
each PC, PMD, etc. across the premises network. 
[0088] In the illustrated architecture, content recorded from 
any DVR or similar device can be delivered to the CPE 106 
via the Ethernet-over-coax connection, or another interface, 
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for storage on the internal mass storage device or another 
connected device (e.g., RAID). Content may then be securely 
delivered to any viewing location in the home that shares a 
common security model via the various interfaces available, 
including e.g., Wi-Fi and Ethernet. Still content might be 
provided, e. g., from a digital camera interfacing With PC 232 
via a USB port. 

[0089] In accordance With another embodiment of the 
invention, a Universal Plug and Play (UPnP) AV media server 
is included Within the CPE 106. The UPnP AV media server 
alloWs content such as music, videos and photos to be deliv 
ered to UPnP media rendering/recording devices in the home. 
Content delivered to UPnP rendering and decoding devices 
Will typically be personal content Which does not require 
rights management (e.g., DRM) or copy-protection. Alterna 
tively, “protected” or DRM content can be delivered With the 
appropriate security package to a rendering device that can 
receive and authenticate the security package. In one variant, 
no rendering, or recording device is permitted to render or 
record protected content Without proper authentication to the 
CPE 106 (i.e., to assure that the UPnP or similar device is in 
fact authorized to receive the content). In another variant, the 
rendering device can be con?gured to authenticate the source 
of the content (i.e., Will only render or record content from an 
authenticated source). For example, the apparatus and meth 
ods described in US. Patent Publication 2006-0218604 of 
Riedl et al., previously incorporated herein, can be used to 
provide such functionality, although other approaches may be 
used as Well. 

[0090] In accordance With another embodiment of the 
invention, set-top boxes or other CPE in the home (such as 
e.g., a DVR 128 enabled device) are able to render music, 
photos, video, or other media served by the CPE 106 by Way 
of an OCAP-compliant application Which Works With the 
OCAP Digital Navigator application (or another comparable 
navigator). This client application typically contains the 
UPnP control point and rendering module needed to broWse 
and display available content to the TV or another display 
device coupled to the STE. 

[0091] Subscribers may use a Web-based computer (e.g., 
PC) application to perform content upload, render and man 
agement operations on the CPE 106, although other softWare 
environments are contemplated as Well. This Web-based user 
interface (U I) can be indigenous, or delivered to the PC via a 
Webserver running on the CPE 106. The application is 
adapted to identify Whether one or more prerequisites needed 
to run the application (Which might include for example the 
JAVA Runtime Environment, Microsoft.NETTM Framework 
1.1 application, and or other applications) are satis?ed. If 
these required applications are not available on the target 
computer, then the application Will prompt the user, and offer 
to load the prerequisites before loading the aforementioned 
user interface. Once all prerequisites have been met, the Web 
broWser can be launched With the CPE 106 user interface. 

[0092] The basic operations of the UI preferably include 
broWsing the local computer for personal content or media 
such as photos, music and video, and (i) uploading it to the 
CPE 106, thereby alloWing it to be shared throughout the 
premises (or beyond, as described beloW); (ii) rendering the 
uploaded content back to the computer; (iii) managing the 
content on the CPE 106; and (iv) alloWing remote access to 
the content from any Intemet-enabled device capable of ren 
dering the requested content. 
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[0093] The CPE 106 can also have speech recognition, 
text-to-speech (TTS), and/text-based messaging capability, 
as described in the Markley publication. 
[0094] In accordance With one embodiment of the inven 
tion, subscribers or other users of the CPE 106 have the ability 
to access their personal content from any Internet connected 
PC, Whether remote from or local to the CPE 106. They also 
have the ability to remotely program the DVR at the premises 
in order to record programs While they are aWay. For instance, 
in one exemplary variant, a portal such as, but not limited to, 
tile Time Warner Cable “Road Runner®” Portal (registered 
mark of Warner Brothers, Inc.) is used to authenticate MSO 
subscribers, and redirect them to the CPE 106 in their pre 
mises. 
[0095] Remote access to the CPE 106 Will typically be 
provided via the cable modem, although the present invention 
also contemplates the use of other channels (such as for 
example via a PSTN or cellular telephone, Web server, etc.) to 
gain access to the CPE 106. 

[0096] The DVD burner or other recording device associ 
ated With the CPE 106 can also be used to backup or store 
personal content and PC con?guration ?les to DVDs. In 
another embodiment of the invention, a link or other such 
function resident on the Web interface alloWs users to back up 
content via a DVD burner built into or integrated With the CPE 
106. Altematively (or in conjunction With the local backup 
option), data backup services can be provided via the netWork 
head-end 150. For example, personal PC data or con?gura 
tion information can be delivered to a head-end storage facil 
ity (e.g., RAID array) via the DOCSIS cable modem interface 
or other upstream communications channel (e.g., an OOB 
upstream channel). 
[0097] In one embodiment of the CPE 106, after installa 
tion thereof (Whether self-install by the subscriber, or instal 
lation by a technician), the CPE 106 alloWs a subscriber or 
technician to use a Web broWser or similar familiar interface 

to con?gure simple home netWork parameters such as, e.g., 
those relating to DHCP, DNS and FireWall. This con?gura 
tion may also be performed remotely by a central provision 
ing system, or locally as Well. Such con?guration is of use in 
selecting certain content to be (automatically) shared in 
accordance With certain techniques of the invention, as dis 
cussed beloW. 
[0098] Another module of the Web interface provided by 
the CPE 106 alloWs the user to broWse local content on their 
PC (or other connected devices) such as pictures, music, 
videos and other media or applications, and upload them to 
the CPE 106. This module also alloWs users to manage con 

tent via, e.g., “add,” “delete,” “move,” and “rename” func 
tions. 
[0099] The CPE 106 UPnP server may also be con?gured to 
detect neWly uploaded content, and/or changes made to 
stored content, and make this neW or upgraded content avail 
able to netWork media rendering devices. This content 
“refresh” process can be event or occurrence driven (upon the 
occurrence of a given event such as receipt of a user-initiated 
“update” or “refresh” operation), periodically (e.g., every X 
minutes), or according to any number of other different 
schemes. In an alternate embodiment, for example, neW con 
tent is signaled to the CPE 106 via a doWnstream message 
issued by the head-end server or another netWork agent/ 
proxy, to Which the CPE 106 responds With a refresh opera 
tion (doWnload of the neW content), and even optional alert to 
the user via a connected display device, audible cue, etc. 



US 2009/0248794 A1 

[0100] Another module of the exemplary Web interface 
allows the user to vieW, on the PC or other device in data 
communication With the CPE 106, personal content served 
from the CPE 106 via the IP or other interface. 
[0101] An optional DHCP server running on the CPE 106 
manages IP address generation and dissemination on the 
coax, Wi-Fi, and other local netWorks in communication With 
the CPE 106. The cable modem (e.g., DOCSIS) interface of 
the exemplary embodiment is set to DHCP, and obtains an IP 
address from the CMTS DHCP server on the appropriate 
DOCSIS channel. 
[0102] Internet and Wi-Fi phone tra?ic is preferably routed 
from both the coax and Wi-Fi interfaces to the cable modem 
interface. The CPE 106 also includes the means (e.g., a soft 
Ware module) for doing netWork address translation (NAT) of 
the Wi-Fi and coax interfaces, although it Will be appreciated 
that other approaches to address management may be used as 
Well. 
[0103] Other DVRs or similar recording devices in the 
home can receive content from the hard drive or mass storage 
of the CPE 106, thereby alloWing playback to happen at 
vieWing locations other than the one Where the content Was 
recorded. These other locations may be in direct or indirect 
communication With the CPE; e.g., connected to or commu 
nicating With the CPE directly, or communicating via a gate 
Way, router, or other intermediary device. 
[0104] A premises gateWay softWare management package 
(application) is also provided to control, con?gure, monitor 
and provision the CPE 106 from the cable head-end 150 or 
other remote netWork node via the cable modem (DOCSIS) 
interface. This control alloWs a remote user to con?gure and 
monitor the CPE 106 and home netWork. 
[0105] In accordance With one embodiment of the inven 
tion, the CPE 106 system hardWare complies With all FCC 
rules and regulations that apply to cable television equipment, 
as Well all applicable UL rules and regulations. The exem 
plary CPE hardWare operates on 110120 VAC, 50-60 HZ, and 
includes the ability to send and receive a combined minimum 
aggregate bandWidth of 100 Mbps (summed over all inter 
faces). 
[0106] In some instances, the Ethernet port (e.g., 10/100/ 
1000/10,000) or other netWork interface provides auto-nego 
tiation capabilities (e.g., for connection data rate and half- or 
full-duplex). The exemplary Ethernet interfaces also provide 
auto -MDI/MDIX (medium-dependent interface/medium-de 
pendent interface crossover). This automatic MDI/MDI-X 
feature provides the ability to automatically detect the 
required cable connection type and con?gure the CPE prop 
erly to make use of the indigenous cable type. This feature 
effectively alloWs all Ethernet cables usable With any Ether 
net device to be connected to the CPE 106 Without any addi 
tional modi?cation or external logic. In one embodiment, the 
CPE 106 can identify the cable connection type and adjust its 
MDI port to the cable by sWitching betWeen the tWisted and 
“straight” pairs. The auto sWitching function is typically 
accomplished prior to the auto-negotiation algorithm previ 
ously described, although other con?gurations are possible 
(e.g., a “test-and-then-con?gure as needed” type approach). 
The CPE 106 can also optionally disable auto-negotiation and 
MDI/MDIX and can be manually con?gured. 
[0107] The CPE 106 also optionally includes a MoCA, 
retail compliant F-connector for providing data over coax 
capability. The exemplary MoCA port operates in the 1125 
1525 MHZ band, although other frequencies (MoCA compli 
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ant or otherWise) may be used for this purpose if desired. The 
MoCA frequencies can be multiplexed onto the cable input 
port of the CPE 106, or sent over another channel (e.g., 
dedicated channel or interface). 
[0108] The exemplary MoCA interface (not shoWn) of the 
CPE 106 is compliant With the Media Over Coax Alliance 
standard v1 .1 . The MoCA interface has a maximum physical 
layer latency of 5 ms, and its transmitter does not exceed :3 
dBm (58.1 dBmV). It operates over standard 75 Ohm RG-59 
and RG-6 coax, and can be selectively disabled if desired. 
[0109] The exemplary MoCA interface supports a mini 
mum of 100 Mbps of effective data throughput, at 1364 byte 
or greater packet siZe, up to 68 dB of attenuation, and mini 
mum 60 Mbps of effective data throughput at 1364 byte or 
greater packet siZe betWeen 68 dB and 80 dB, although other 
performance capabilities may be used consistent With the 
invention. The MoCA interface of the illustrated CPE 106 
also supports a minimum of 8 active nodes on the coax net 
Work. 
[0110] The CPE 106 also provides a diagnostic mode that 
alloWs packet transfer to another device on the MoCA net 
Work to characteriZe the coax netWork. These diagnostics 
provide, inter alia, modulation scheme, data throughput, 
transmit poWer, receive poWer, packet or bit error rate (PER/ 
BER), attenuation and signal-to-noise ratio (SNR) feedback 
from each device during the test. The CPE 106 is also con 
?gured to query the number of active devices attached to the 
MoCA netWork, and provide a list or Output of the active 
devices based on MAC address. 

[0111] The MoCA interface maintains at least a 1E-5 
Packet Error Rate (i.e., less than or equal to this value). 
Furthermore, the MoCA interface is con?gured Within the 
CPE 106 so as to not degrade video quality When it is co 
located With a tuner, or interfere With a co-located DOCSIS 
interface or Wireless (e.g., Wi-Fi) interface. In the exemplary 
embodiment, interference is mitigated or eliminated using an 
exemplary electromagnetic interference (EMI) (Faraday) 
noise shield of the type Well knoWn in the art, although other 
approaches (including for example speci?c component ori 
entation and placement) may be used as Well. 
[0112] The CPE 106 also optionally includes a sWitched 
packet interface betWeen the Ethernet port and the MoCA 
interface. In one embodiment, data tra?ic ?oWs through the 
CPE 106 betWeen the Ethernet or other netWork interface and 
MoCA ports Without requiring host processor intervention. 
[0113] The exemplary CPE 106 also provides “spanning 
tree” functionality in order to avoid or mitigate HLAN traf?c 
loops betWeen the sWitched Ethernet, Wi-Fi. and MoCA 
interfaces. A minimum packet siZe of 1364 bytes is speci?ed 
When transferring video over the MoCA HLAN interface, 
although other minimum packet siZes can be used if desired. 
This packet siZe requirement insures that maximum effective 
throughput over the physical medium. Remote netWork 
monitoring (RMON) statistics for the Ethernet, Wi-Fi and 
MoCA interfaces can also be optionally provided to enhance 
CPE (and netWork) operational analysis. 
[0114] The exemplary CPE 106 is also DOCSIS (e.g., 2.0) 
and PacketCable (e.g., Version 1.5) compliant. The exem 
plary ?rmWare for the CPE 106 also supports CableHome 1.1 
functionality, as Well as CableOf?ce Commercial Annex 
Speci?cation 1.0. A “residential gateWay” mode is also sup 
ported Within the ?rmware that provides netWork address 
translation (NAT) and routing functionality, optionally With 
out receiving a CableHome con?guration ?le. 
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[0115] The exemplary Wi-Fi Wireless interface 302 is also 
con?gured to provide a plurality (e.g., four (4)) of unique 
service set identi?ers (SSIDs) simultaneously. These SSIDs 
are con?gurable (locally or remotely), such as via a Web page. 
The exemplary interface 302 also provides status information 
including for example the MAC of the connected devices, IP 
address and connection speed. This status information is also 
made available to remote monitoring systems. The interface 
?rmWare may also be made remotely upgradeable, such as for 
example via a cable modem (DOCSIS) channel. SNMP 
monitoring capabilities (Which include active or inactive 
states, current channel, free channels, SSIDs and connected 
device number, MAC, IP address and connection speed) are 
also provided for the interface 302. 
[0116] In one exemplary embodiment, the CPE 106 
includes one or more omni-directional antennas, such as for 
example a 5.5 dBi gain “rubber duck” Omni antenna operat 
ing betWeen 2400-2500 MHZ. This antenna utiliZes an imped 
ance level of approx. 50 Ohm, With voltage standing Wave 
ratio (V SWR) less than 2.0. 
[0117] In some instances, the CPE 106 advantageously pro 
vides the ability to ingest content from DVRs or other such 
devices in tile home via its Ethernet-over-coaxial interface. 
The CPE 106 can also discover STBs or other client devices 
in the home With Ethernet-over-coax capabilities, and gener 
ate a resource map table including, tuners, disk drives and 
status, to be used When ingesting and streaming content. This 
also provides information for “pooling” of resources for each 
PC, PMD, etc. across the premises netWork. 
[0118] The exemplary CPE 106 can also present a catalog 
of available content to the STBs/client devices using, e.g., the 
UPnP AV format. The CPE 106 can monitor the resources in 
the home and communicate contention issues to the STB/ 
client device user interface as Well. 

[0119] The CPE 106 is also con?gured to receive and store 
security packages associated With encrypted content from 
DVRs or other devices in the premises netWork 140. The CPE 
106 cant deliver the security packages (and content to STBs/ 
client devices) in the premises for playback. Note that the 
STB or client device that decodes the requested content may 
not be the same as the STB or other device that captured die 
content and delivered it to the CPE 106. The CPE 106 can also 
stream content or other data from a local hard drive (e. g., the 
mass storage device 308) to the HLAN or other interfaces. 
The CPE 106 can also stream content to multiple HLAN ports 
simultaneously from a single instance of the UPnP AV server, 
and supports Internet Group Management Protocol (IGMP) 
“snooping”. The CPE 106 is also con?gured to be resistant/ 
resilient to denial of service attacks on all WAN and HLAN 
interfaces. 
[0120] In accordance With another embodiment of the 
invention, the underlying CPE 106 operating system (0/ S) is 
con?gured to alloW for individual softWare modules to be 
loaded and run. The exemplary embodiment of the CPE 106 
supports DHCP server functionality for providing IP 
addresses to the home netWork via both the Wi-Fi and MoCA 
interfaces (as Well as others if required). The CPE 106 can 
manually con?gure static IP addresses for requesting devices 
based on MAC address. 

[0121] The CPE 106 may also be made compliant With the 
Digital Living NetWork Alliance (DLNA) requirements such 
as DLNA version 1.0 or later version(s) thereof. The CPE 106 
can automatically discover all DLNA capable clients during 
boot up or other events, and present the available content 
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catalog to one or more clients. The CPE 106 can automati 
cally start a DLNA-compatible media server at boot using 
only the aforementioned MoCA and/or Wi-Fi netWork inter 
faces. 
[0122] In this role, the CPE 106 is con?gured to poll the 
HDD once every n (e.g., 300) seconds for neWly available 
content or content variation and propagate the list of available 
content to the PC 232 user interface and DLNA clients. This 
parameter is con?gurable from the user’s Web interface. 
[0123] The CPE 106 provides the capability to transmit/ 
deliver a plurality of SD and HD video formats including, 
Without limitation, MPEG-l, MPEG-2, MPEG-4, AVC/H. 
264, WMV, VC-l,AVI and Real. The CPE 106 also is capable 
of transmitting/delivering a plurality of audio formats includ 
ing e.g., MPEG-2 Audio, AC-3, AC-3+, AAC+, MP3, Real 
and WMA. A plurality of photo or image formats are also 
supported, including e.g., Graphic Image File (GIF), Joint 
Photographic Experts Group (J PEG), Bitmap (BMP) and Tat, 
Image File Format (TIFF). The CPE 106 can also signal 
real-time streaming services that are available via the cable 
modem (e.g., DOCSIS) tuner resources. 
[0124] In the exemplary embodiment, the CPE itself does 
not contain a decoder for decoding audio/video/media (this is 
essentially pushed off to the connected media rendering/re 
cording devices), hoWever. it Will be recogniZed that such 
decoder capability (as Well as transcoding, e.g. decoding in a 
?rst format and then encoding in a second format) can be 
implemented Within the CPE 106 if desired. 
[0125] One embodiment of the CPE 106 includes an algo 
rithm that can assemble l364-byte (or other numbers of 
bytes) packets When sending real-time video services via user 
datagram protocol (U DP) in order to maximiZe physical layer 
effective throughput. This functionality improves the maxi 
mum effective throughput over the physical medium. The 
CPE can also send streaming video as a unicast service unless 
one or more devices are accessing the content simultaneously. 
In this event a multicast (including optionally broadcast) ser 
vice can be used. This requirement attempts to preserve 
physical layer bandWidth. Along these lines, the methods and 
apparatus described in co-pending and co-oWned U.S. Patent 
Publication 2007-0153820 of Gould ?led Jan. 3, 2006 and 
entitled “Methods and Apparatus For Ef?cient IP Multicast 
ing in a Content-Based Network,” incorporated herein by 
reference in its entirety for all purposes, can be used consis 
tent With the invention, as set forth in the Markley publication. 
[0126] The CPE 106 can also act as a QOS policy enforce 
ment point in the premises netWork 140. For example, the 
CPE 106 can receive and honor policy enforcement con?gu 
ration ?les from the head-end or other provisioning system. 
An 802.1p tag or similar mechanisms call be used to identify 
QOS priority. For example, a “priority I’’ tag can be inserted 
for streaming video, While a “priority 2” tag can be inserted 
for VOIP data, a tag of “priority 3” for audio only services, a 
tag of “priority 4” for all other services, and so forth. Other 
schemes (Which may even be dynamic in nature based oil, 
e.g., user preferences, management entity provisioning, etc.) 
may also be used consistent With the invention. The CPE 106 
can con?gure the MoCA, Ethernet and other relevant inter 
faces to handle the data of these de?ned priorities in the 
proper order. 
[0127] The CPE 106 may also include a remote diagnostics 
application that operates at least on the netWork processor 
(NP) core. The CPE 106 provides remote diagnostics and 
control (including selectively disabling and/or recon?guring 












