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(73) Assignee: NEC CORPORATION, Tokyo ?rst enlargement unit output and the second enlargement unit 

(JP) output are elements of output data set B Which forms a group. 
An e-A hash function calculation unit (101) receives as input 

_ the ?rst enlargement unit output to calculate an hA function 
(21) Appl' NO" 12/067’618 Which is speci?ed by hash-?mction-specifying data (104) and 

_ an element of the HA function set. The function set HA is such 
(22) PCT Flledi seP- 7, 2006 that the number of hEH A Which satis?es h(x)—h(y):d for an 

arbitrary element d of the output data set B and tWo different 
(86) PCT NO; PCT/JP2006/317780 elements X andy of the output data set B is equal to or smaller 

than |HA| ~e. An adding unit (102) adds together the result of 
§ 371 (0X1), calculation of the function HA and the second enlargement 
(2), (4) Date; Mar, 20, 2008 unit output to output a result of the addition. 
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UNIVERSAL-HASH-FUNCTION-FAMILY 
CALCULATION UNIT AND SHARED-KEY 

GENERATION SYSTEM 

TECHNICAL FIELD 

[0001] The present invention relates to a universal-hash 
function-family calculation unit and a shared-key generation 
system, and more particularly, to a universal-hash-function 
family calculation unit having a reduced number of elements 
of hash function family and a shared-key generation system 
using the universal-hash-function-family calculation unit. 
The present invention further relates to a calculating method 
and a program used in the universal-hash-function-family 
calculation unit. 

BACKGROUND ART 

[0002] An e-universal-hash-function family from a setA to 
a set B represents a set of functions from setA to set B Where 
the number of elements h of H Which is a set of functions and 
Which satis?es h(x):h(y) With respect to given tWo different 
arbitrary elements x, y belonging to the setA is equal to or less 
than e><|A|. IAI is the number of elements of the set H. Here 
inafter, the number of elements of an arbitrary set S is repre 
sented by |S|. The e-universal-hash-function family is used 
for improvement of secrecy in a message authentication code 
or quantum key distribution, as described in C. H. Bennett, G. 
Brassard, C. Crepeau, and U. Maurer “Generalized Privacy 
Ampli?cation”, IEEE Trans. Information Theory vol. 41, no. 
6, 1995, pp. 1915-1923 (Non-Patent Document 1) and D. R. 
Stinson, “Universal Hashing and Authentication Codes”, 
Designs, Codes and Cryptography, vol. 4, 1994, pp. 369-380 
(Non-Patent Document 2). 
[0003] A method for realiZing a conventional e-universal 
hash-function family is described in Non-Patent Document 2 
and D. R. Stinson, “Combinatorial techniques for Universal 
Hashing”, Journal of Computer and System Sciences, vol. 48, 
No. 2, 1994, pp. 337-346 (Non-Patent Document 3). Further, 
Non-Patent Documents 2 and 3 describe the loWer bound of 
the number of elements of e-universal-hash-function family. 
When the e-universal-hash-function family is used in a mes 
sage authentication code or quantum key distribution, it is 
desirable that the number of elements of the e-universal-hash 
function family used be small in the vieW point of ef?ciency. 
HoWever, the conventional technique can only achieve the 
loWer bound of the number of elements With respect to only 
extremely-limited parameters. Known techniques for con 
structing the e-universal-hash-?inction family for an input set 
A and an output set B Where the loWer bound cannot be 
achieved include, as described in Non-Patent Document 1, a 
method including the steps of: selecting an element k from the 
set A; calculating a product betWeen the element k and the 
input data X; and applying a reduction conversion of the setA 
to set B. In this case, although the value of e is 1/|B|, Which 
means that the number of elements of the e-universal-hash 
function family is equal to the number of elements of the set 
A, IAI/ | B I which is the loWer bound of the number of elements 
described in Patent Document 3 is not achieved. Further, 
although Martin Boesgaard, Thomas Christensen and Erik 
Zenner, “BadgeriA Fast and Provably Secure MAC”, Pro 
ceedings of Applied Cryptography and Network Security, 
ACNS2005, Lecture Notes in Computer Science, vol. 3531, 
Springer Verlag, 2005, pp. 176-191 Son-Patent Document 4) 
describes a method for constructing the e-universal-hash 

Sep. 24, 2009 

function family, the method described therein is a general 
method for constructing a hash function aiming to increase in 
the calculation speed of a hash function, and thus not aiming 
to a reduction of the number of elements of a hash function 
set. 

[0004] Further, a method (method for achieving the loWer 
bound of the number of elements of the e-universal-hash 
function family) has scarcely been knoWn Which is applied in 
the case Where the number of elements of the set B, Which is 
the output set, is large, even though there has been available a 
useful technique such as a quantum key distribution. 
[0005] An error correction method referred to as “cascade” 
is described in G. Brassard, L. Salvail, “Secret-Key Recon 
ciliation by Public Discussion”, Proc. Eurocrypto ’93, Lec 
ture Notes in Computer Science, Vol. 765, Springer Verlag, 
1994, pp. 410-423 (Non-Patent Document 5). 
[0006] Further, a system that cuts out some bits of input 
data and performs hash calculation on the cut out data is 
described in Patent Publication JP-2001-134178A (para 
graph [0018], FIG. 4). 
[0007] As described above, in the e-universal-hash-func 
tion family realiZed by the conventional techniques, the input 
set and output set Where the number of elements is minimized 
are limited. HoWever, it is desirable to perform calculation of 
a hash function belonging to the e-universal-hash-function 
family having a reduced number of elements. 

DISCLOSURE OF THE INVENTION 

[0008] An object of the present invention is therefore to 
provide a universal-hash-function-family calculation unit, a 
universal-hash-function-family calculating method, and a 
universal-hash-function-family calculation program Which 
are capable of realiZing an e-universal-hash-function family 
having a reduced number of elements. Another object of the 
present invention is to provide a shared-key generation sys 
tem capable of generating a shared key Which is shared 
betWeen a transmitting side and a receiving side in a commu 
nication system using the e-universal-hash-?lnction family 
having a reduced number of elements. 
[0009] The present invention provides, in a ?rst aspect 
thereof, a universal-hash-function-family calculation unit 
that performs calculation using input data and delivers output 
data, including: input data enlarging means for receiving the 
input data and deriving, from the input data through one-to 
one mapping, tWo elements of an output data set Which is a set 
of the output data; A-hash-function calculating means for 
receiving hash-function-specifying data that uniquely speci 
?es a hash function from a hash function set, the hash function 
being an element of the hash function set, to calculate a hash 
value of the hash function speci?ed by the hash-function 
specifying data by using, as an input, one of the tWo elements 
of the output data set derived by the input data enlarging 
means; and adding means for adding together the hash value 
calculated by the A-hash-function calculating means and the 
other of the tWo elements of the output data set derived by the 
input data enlarging means, to output a result of the addition 
as output data, Wherein: the A-hash-function calculating 
means calculates the hash value of a hash function belonging 
to a hash function set and speci?ed by the hash-function 
specifying data, the hash function set satisfying a condition 
that a number of elements h of the hash function set satisfying 
h(x)—h(y):d is equal to or smaller than a value obtained by 
multiplying a number of hash functions, Which are elements 
of the hash function set, by a predetermined value, given X and 
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y being tWo different elements belonging to a codomain set of 
the hash function set, given d being an arbitrary element 
belonging to a codomain set of the hash function set. 
[0010] The con?guration may be such that the output data 
set is a set of m-bit data; the input data is n-bit data; the 
hash-function-specifying data is m-bit data; a relationship 
n§2~m is established betWeen the n and the m; the input data 
enlarging means derives, as the tWo elements of the output 
data set, higher In bits of the input data and loWer m bits of the 
input data; and the A-hash-function calculating means per 
forms multiplication of one of the tWo elements of the output 
data set derived by the input data enlarging means and the 
hash-function-specifying data of m bits on a Galois ?eld 
GF(2 m), to obtain a result of the multiplication as the hash 
value. 
[0011] The con?guration may be such that the output data 
set is a set of nm-bit data; the input data is n-bit data; the 
hash-function-specifying data is m-bit data; a relationship 
n§2~m is established betWeen the n and the m; the input data 
enlarging means derives, as the tWo elements of the output 
data set, higher In bits of the input data and m-bit data 
obtained by connecting a bit train including 2-m-n bits of “0”s 
to a bit train from an (m+l)-th bit to an n-th bit as counted 
from a most signi?cant bit of the input data; and the A-hash 
function calculating means performs multiplication of one of 
the tWo elements of the output data set derived by the input 
data enlarging means and the hash-function-specifying data 
of m-bit on a Galois ?eld GF(2 m), to obtain a result of the 
multiplication as the hash value. 
[0012] The present invention provides, in a second aspect 
thereof, a universal-hash-function-family calculation unit 
that performs calculation of a hash function belonging to an 
e-universal-hash-function family, including: multiplying 
means for receiving, as ?rst input data, an element belonging 
to a ?rst set Which is a ?eld Where addition and multiplication 
can be de?ned, and an element belonging to the ?rst set as the 
hash-function-specifying data, to perform multiplication of 
the ?rst input data and hash-?lnction-specifying data; data 
converting means for performing an onto-mapping Which 
satis?es a linearity to convert a result of the multiplication by 
the multiplication means into an element of a second set 
Which is a set of the output data of the universal-hash-func 
tion-family calculation unit; and adding means for receiving 
an element belonging to the second set as second input data, 
and adding together the element of the second set obtained by 
converting the result of the multiplication by the data con 
verting means and the second input data, to output a result of 
the addition as the output data of the universal -hash-function 
family calculation unit. 
[0013] The con?guration may be such that the second set 
con?gures a group; and the adding means adds together an 
element of the second set obtained by converting the result of 
the multiplication by the data converting means and the sec 
ond input data on the second set. 

[0014] The present invention provides, in a third aspect 
thereof, a universal-hash-function-family calculation unit 
that delivers as output data a vector on a set Where scalar 
multiplication and addition can be de?ned, including: 
ToeplitZ-matrix calculating means for receiving a vector on 
the set as ?rst input data and matrix-specifying data that 
uniquely speci?es a ToeplitZ matrix, and performing calcula 
tion using a ToeplitZ matrix speci?ed by the matrix-specify 
ing data and ?rst input data, to derive a vector having a 
number of elements Which is equal to a number of the output 
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data; and adding means for receiving, as second input data, a 
vector on the set having a number of elements Which is equal 
to the number of the output data, and adding together the 
vector derived by the ToeplitZ-matrix calculating means and 
the second input data, to output a result of the addition as the 
output data. 
[0015] The con?guration may be such that the matrix 
specifying data is data uniquely specifying an m-roW/n-col 
umn ToeplitZ matrix; the ?rst input data is an n-dimensional 
vector on a set Where scalar multiplication and addition can be 
de?ned; the second input data is an m-dimensional vector on 
the set; the ToeplitZ-matrix calculating means performs mul 
tiplication of the m-roW/n-column ToeplitZ matrix speci?ed 
by the matrix-specifying data and the ?rst input data Which is 
an n-dimensional vector, to derive an m-dimensional vector; 
and the adding means adds the m-dimensional vector derived 
by the ToeplitZ-matrix calculating means and second input 
data. 
[0016] The con?guration may be such that the matrix 
specifying data is data uniquely specifying an m-roW/n-col 
umn ToeplitZ matrix; the ?rst input data is an n-dimensional 
vector on a set Where scalar multiplication and addition can be 
de?ned; the second input data is an m-dimensional vector on 
the set; the ToeplitZ-matrix calculating means applies an 
elementary roW transformation to the m-roW/n-column 
ToeplitZ matrix speci?ed by the matrix-specifying data and 
performs multiplication of the m-roW/n-column matrix after 
the elementary transformation and the ?rst input data, to 
derive an m-dimensional vector; and the adding unit adds 
together the m-dimensional vector derived by the ToeplitZ 
matrix calculating means and the second input data. 
[0017] The con?guration may be such that the matrix 
specifying data is data uniquely specifying an m-roW/n-col 
umn ToeplitZ matrix; the ?rst input data is an n-dimensional 
vector on a set Where scalar multiplication and addition can be 
de?ned; the second input data is an m-dimensional vector on 
the set; the ToeplitZ-matrix calculating means applies an 
elementary column transformation to the m-roW/n-column 
ToeplitZ matrix speci?ed by the matrix-specifying data and 
performs multiplication of the m-roW/n-column matrix after 
the elementary transformation and the ?rst input data, to 
derive an m-dimensional vector; and the adding unit adds the 
m-dimensional vector derived by the ToeplitZ-matrix calcu 
lating means and second input data. 
[0018] The con?guration may be such that the ToeplitZ 
matrix calculating means receives one or both of numbers of 
roWs and columns of the ToeplitZ matrix, a vector con?gured 
by elements in number equal to the number of columns of the 
ToeplitZ matrix as the ?rst input data, and a vector con?gured 
by elements In number equal to the number obtained by 
subtracting 1 from a sum of the numbers of roWs and columns 
of the ToeplitZ matrix as the matrix-specifying data; the 
ToeplitZ-matrix calculating means speci?es, using the 
received one or both of the numbers of roWs and columns of 
the ToeplitZ matrix and matrix-specifying data, a ?rst roW and 
a ?rst column of the ToeplitZ matrix, to determine the ToeplitZ 
matrix and performs multiplication of the ToeplitZ matrix and 
the ?rst input data; and the adding means receives, as the 
second input data, a vector con?gured by elements in number 
equal to the number of roWs of the ToeplitZ matrix and adds 
together the result of the multiplication of the ToeplitZ-matrix 
calculating means and the second input data. 
[0019] The con?guration may be such that the ToeplitZ 
matrix calculating means receives one or both of the numbers 
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of roWs and columns of the ToeplitZ matrix, a vector con?g 
ured by elements in number equal to the number of columns 
of the ToeplitZ matrix as the ?rst input data, and a vector 
con?gured by elements in number equal to the number 
obtained by subtracting 1 from a sum of the numbers of roWs 
and columns of the ToeplitZ matrix as the matrix-specifying 
data; the ToeplitZ-matrix calculating means speci?es, using 
the received one or both of the numbers of roWs and columns 
of the ToeplitZ matrix and matrix-specifying data, the ?rst 
roW and ?rst column of the ToeplitZ matrix to determine the 
ToeplitZ matrix, applies an elementary roW transformation to 
the ToeplitZ matrix, and performs multiplication of the matrix 
after the elementary transformation and the ?rst input data; 
and the adding means receives, as the second input data, a 
vector con?gured by elements in number equal to the number 
of roWs of the ToeplitZ matrix and adds the result of the 
multiplication of the ToeplitZ-matrix calculating means and 
second input data. 
[0020] The con?guration may be such that the ToeplitZ 
matrix calculating means receives one or both of the numbers 
of roWs and columns of the ToeplitZ matrix, a vector con?g 
ured by elements in number equal to the number of columns 
of the ToeplitZ matrix as the ?rst input data, and a vector 
con?gured by elements in number equal to the number 
obtained by subtracting 1 from a sum of the numbers of roWs 
and columns of the ToeplitZ matrix as the matrix-specifying 
data; the ToeplitZ-matrix calculating means speci?es, using 
the received one or both of the numbers of roWs and columns 
of the ToeplitZ matrix and matrix-specifying data, the ?rst 
roW and ?rst column of the ToeplitZ matrix to determine the 
ToeplitZ matrix, applies an elementary column transforma 
tion to the ToeplitZ matrix, and performs multiplication of the 
matrix after the elementary transformation and ?rst input 
data; and the adding means receives, as the second input data, 
a vector con?gured by elements in number equal to the num 
ber of roWs of the ToeplitZ matrix and adds together the result 
of the multiplication of the ToeplitZ-matrix calculating means 
and the second input data. 
[0021] The present invention provides, in a fourth aspect 
thereof; a shared-key generation system that includes the 
universal-hash-function-family calculation units according 
to the ?rst aspect each in a transmitting device and in a 
receiving device and generates a shared key shared betWeen 
the transmitting device and the receiving device, said system 
including: random-number generating means for generating 
random-number data; transmitting side storage means for 
storing ?rst random-number data generated by the random 
number generating means; ?rst quantum communication 
means for transmitting the ?rst random-number data through 
a quantum communication path; second quantum communi 
cation means for receiving the ?rst random-number data from 
the ?rst quantum communication means through the quantum 
communication path; receiving side storage means for storing 
the ?rst random-number data that the second quantum com 
munication means has received; transmitting side and receiv 
ing side error correction means for generating shared data 
shared betWeen the transmitting device and the receiving 
device, the transmitting side error correction means perform 
ing an error correction processing based on the ?rst random 
number data stored in the transmitting side storage means, the 
receiving side error correction means performing error cor 
rection processing based on the ?rst random-number data 
stored in the receiving side storage means; transmitting-side 
input means for inputting the shared data generated by the 
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transmitting side error correction means to input data enlarg 
ing means of the transmitting side universal-hash-function 
family calculation unit and inputting, as hash-function-speci 
fying data, second random number generated by the random 
number generating means to A-hash-function calculating 
means of the transmitting side universal-hash-function-fam 
ily calculation unit; second random-number data transmitting 
means for transmitting the second random-number data gen 
erated by the random-number generating means through a 
communication path; second random-number-data receiving 
means for receiving the second random-number data from the 
second random-number data transmitting means through a 
communication path; and receiving-side input means for 
inputting the shared data generated by the receiving side error 
correction means to the input data enlarging means of the 
receiving side universal-hash-function-family calculation 
unit and inputting, as the hash-function-specifying data, the 
second random-number data that the second random-num 
ber-data receiving means has received to A-hash-function 
calculating means of the receiving side universal-hash-func 
tion-family calculation unit, Wherein: the transmitting side 
universal-hash-function-family calculation means delivers, 
as the shared key, output data corresponding to the data input 
by the transmitting-side input means, and the receiving side 
universal-hash-function-family calculation means delivers, 
as the shared key, output data corresponding to the data input 
by the receiving-side input means. 
[0022] The present invention provides, in a ?fth aspect 
thereof, a universal -hash-function-family calculating method 
that performs calculation using input data and delivers output 
data, including the steps of: input-data enlarging means 
receiving the input data; A-hash-function calculation means 
receiving hash-function-specifying data that uniquely speci 
?es a hash function from a hash function set, the hash function 
being an element of the hash function set; the input-data 
enlarging means deriving, from the input data through a one 
to-one mapping, tWo elements of an output data set Which is 
a set of the output data, to enlarge the input data; the A-hash 
function calculation means calculating a hash value of the 
hash function speci?ed by the hash-?lnction-specifying data 
by using, as an input, one of the tWo elements of the output 
data set derived by the input data enlarging step; adding 
means adding together the hash value calculated by the hash 
function calculating step and the other of the tWo elements of 
the output data set derived by the input data enlarging step, to 
output a result of the addition as output data, Wherein: the 
A-hash-function calculation means calculates the hash value 
of a hash function belonging to a hash function set and speci 
?ed by the ash-function-specifying data, the hash function set 
satisfying a condition that a number of elements h of the hash 
function set satisfying h(x)—h(y):d is equal to or smaller than 
a value obtained by multiplying a number of hash functions, 
Which are elements of the hash function set, by a predeter 
mined value, given x and y being tWo different elements 
belonging to a codomain set of the hash function set, given d 
being an arbitrary element belonging to a codomain set of the 
hash function set. 

[0023] The present invention provides, in a sixth aspect 
thereof, a universal -hash-function-family calculating method 
that performs calculation of a hash function belonging to an 
e-universal-hash-function family, including the steps of: mul 
tiplication means receiving, as ?rst input data, an element 
belonging to a ?rst set Which is a ?eld Where addition and 
multiplication can be de?ned and an element belonging to the 
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?rst set as the hash-?lnction-specifying data; adding means 
receiving an element belonging to a second set Which is a set 
of output data of the universal-hash-function-family calculat 
ing method as second input data; the multiplication means 
performing multiplication of the ?rst input data and hash 
function-specifying data; data conversion means performing 
an onto-mapping Which satis?es a linearity to convert a result 
of the multiplication of the multiplication step into an element 
of the second set; and adding means adding together the 
element of the second set obtained by converting the result of 
the multiplication by the data converting step and the second 
input data, to output a result of the addition as the output data 
of the universal-hash-function-family method. 
[0024] The present invention provides, in a seventh aspect 
thereof, a universal -hash-function-family calculating method 
that delivers as output data a vector on a set Where scalar 
multiplication and addition can be de?ned, including the 
steps of: ToeplitZ-matrix calculation means receiving a vector 
on the set as ?rst input data and matrix-specifying data that 
uniquely speci?es a ToeplitZ matrix; adding means receiving, 
as second input data, a vector on the set having a number of 
elements equal to the number of the output data; the adding 
means performing calculation using a ToeplitZ matrix speci 
?ed by the matrix- specifying data and ?rst input data to derive 
a vector having a number of elements equal to the number of 
the output data; and the adding means adding together the 
vector derived by the matrix calculating step and the second 
input data, to output a result of the addition as the output data. 

[0025] The present invention provides, in an eighth aspect 
thereof, a universal-hash-function-family calculation pro 
gram on a computer that performs calculation using input 
data and delivers output data, the program alloWing the com 
puter to execute the processings of: receiving the input data; 
receiving hash-function-specifying data that uniquely speci 
?es a hash function Which is an element of a hash function set; 
deriving, from the input data through a one-to-one mapping, 
tWo elements of an output data set Which is a set of the output 
data to enlarge the input data; calculating the hash value of a 
hash function belonging to a hash function set and speci?ed 
by the hash-function-specifying data, the hash function set 
satisfying a condition that a number of elements h of the hash 
function set satisfying h(x)—h(y):d is equal to or smaller than 
a value obtained by multiplying a number of hash functions, 
Which are elements of the hash function set, by a predeter 
mined value, given x and y being tWo different elements 
belonging to a codomain set of the hash function set, given d 
being an arbitrary element belonging to a codomain set of the 
hash function set; and adding together the hash value calcu 
lated by the A-hash-function calculating processing and the 
other of the tWo elements of the output data set derived by the 
input data enlarging processing, to output a result of the 
addition as output data. 

[0026] The present invention provides, in a ninth aspect 
thereof, a universal-hash-function-family calculation pro 
gram on a computer that performs calculation of a hash func 
tion belonging to an e-universal-hash-?mction family, the 
program alloWing the computer to execute the processings of: 
receiving, as ?rst input data, an element belonging to a ?rst set 
Which is a ?eld Where addition and multiplication can be 
de?ned and an element belonging to the ?rst set as the hash 
function-specifying data; receiving an element belonging to a 
second set Which is a set of output data of the computer as 
second input data; performing multiplication of the ?rst input 
data and the hash-function-specifying data; performing an 
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onto-mapping Which satis?es a linearity to convert the result 
of the multiplication by the multiplication processing into an 
element of the second set; and adding together the element of 
the second set obtained by converting the result of the multi 
plication by the data converting processing and the second 
input data, to output a result of the addition as the output data 
of the computer. 
[0027] The present invention provides, in a tenth aspect 
thereof a universal-hash-function-family calculation pro 
gram on a computer that delivers as output data a vector on a 

set Where scalar multiplication and addition can be de?ned, 
the program alloWing the computer to execute the processings 
of: receiving a vector on the set as ?rst input data and matrix 
specifying data that uniquely speci?es a ToeplitZ matrix; 
receiving, as second input data, a vector on the set having a 
number of elements equal to the number of the output data; 
performing matrix calculation using a ToeplitZ matrix speci 
?ed by the matrix-specifying data and the ?rst input data, to 
derive a vector having number of elements equal to the num 
ber of the output data; and adding together the vector derived 
by the matrix calculation and the second input data, to output 
a result of the addition as the output data. 

[0028] The present invention provides, in an eleventh 
aspect thereof, a universal-hash-function-family calculating 
method that performs calculation using input data and deliv 
ers output data, including the steps of: receiving the input 
data; receiving hash-function-specifying data that uniquely 
speci?es a hash function from a hash function set, the hash 
function being an element of the hash function set; deriving, 
from the input data through a one-to-one mapping, tWo ele 
ments of an output data set Which is a set of the output data, to 
enlarge the input data; calculating a hash value of the hash 
function speci?ed by the hash-function-specifying data by 
using, as an input, one of the tWo elements of the output data 
set derived by the input data enlarging step; adding together 
the hash value calculated by the hash function calculating step 
and the other of the tWo elements of the output data set derived 
by the input data enlarging step, to output a result of the 
addition as output data, Wherein: the hash function calculat 
ing step calculates the hash value of a hash function belonging 
to a hash function set and speci?ed by the ash-function 
specifying data, the hash function set satisfying a condition 
that a number of elements h of the hash function set satisfying 
h(x)—h(y):d is equal to or smaller than a value obtained by 
multiplying a number of hash functions, Which are elements 
of the hash function set, by a predetermined value, given x and 
y being tWo different elements belonging to a codomain set of 
the hash function set, given d being an arbitrary element 
belonging to a codomain set of the hash function set. 

[0029] The method may be such that the output data set is a 
set of m-bit data; the input data is n-bit data; the hash-func 
tion-specifying data is m-bit data; a relationship n§2~m is 
established betWeen the n and the m; the input data enlarging 
means derives, as the tWo elements of the output data set, 
higher In bits of the input data and loWer m bits of the input 
data; and the A-hash-function calculating means performs 
multiplication of one of the tWo elements of the output data 
set derived by the input data enlarging means and the hash 
function-specifying data of m bits on a Galois ?eld GF(2 m), 
to obtain a result of the multiplication as the hash value. 

[0030] The method may be such that the output data set is a 
set of r-bit data; the input data is n-bit data; the hash-function 
specifying data is m-bit data; a relationship n§2~m is estab 
lished betWeen the n and the m; the input data enlarging 
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means derives, as the tWo elements of the output data set, 
higher In bits of the input data and m-bit data obtained by 
connecting a bit train including 2~m-n bits of“0”s to a bit train 
from an (m+l)-th bit to an n-th bit as counted from a most 
signi?cant bit of the input data; and the A-hash-function cal 
culating means performs multiplication of one of the tWo 
elements of the output data set derived by the input data 
enlarging means and the hash-function-specifying data of 
m-bit on a Galois ?eld GF(2 m), to obtain a result of the 
multiplication as the hash value. 
[0031] The present invention provides, in a twelfth aspect 
thereof, a universal -hash-function-family calculating method 
that delivers as output data a vector on a set Where scalar 
multiplication and addition can be de?ned, including the 
steps of: receiving a vector on the set as ?rst input data and 
matrix-specifying data that uniquely speci?es a ToeplitZ 
matrix; receiving, as second input data, a vector on the set 
having a number of elements equal to the number of the 
output data; performing calculation using a ToeplitZ matrix 
speci?ed by the matrix-specifying data and ?rst input data to 
derive a vector having a number of elements equal to the 
number of the output data; and adding together the vector 
derived by the matrix calculating step and the second input 
data, to output a result of the addition as the output data. 
[0032] The method may be such that the second set con?g 
ures a group; and the adding step adds together an element of 
the second set obtained by converting the result of the multi 
plication by the data converting step and the second input data 
on the second set. 

[0033] The present invention provides, in a thirteen aspect 
thereof, a universal -hash-function-family calculating method 
that performs calculation of a hash function belonging to an 
e-universal-hash-function family, including the steps of: 
receiving, as ?rst input data, an element belonging to a ?rst set 
Which is a ?eld Where addition and multiplication can be 
de?ned and an element belonging to the ?rst set as the hash 
function-specifying data; receiving, an element belonging to 
a second set Which is a set of output data of the universal 
hash-function-family calculating method as second input 
data; performing multiplication of the ?rst input data and 
hash-function-specifying data; performing an onto-mapping 
Which satis?es a linearity to convert a result of the multipli 
cation of the multiplication step into an element of the second 
set; and adding together the element of the second set 
obtained by converting the result of the multiplication by the 
data converting step and the second input data, to output a 
result of the addition as the output data of the universal -hash 
function-family method. 
[0034] The method may be such that the matrix-specifying 
data is data uniquely specifying an m-roW/n-column ToeplitZ 
matrix; the ?rst input data is an n-dimensional vector on a set 
Where scalar multiplication and addition can be de?ned; the 
second input data is an m-dimensional vector on the set; the 
ToeplitZ-matrix calculating step performs multiplication of 
the m-roW/n-column ToeplitZ matrix speci?ed by the matrix 
specifying data and the ?rst input data Which is an n-dimen 
sional vector, to derive an m-dimensional vector; and the 
adding step adds the m-dimensional vector derived by the 
ToeplitZ-matrix calculating means and second input data. 
[0035] The method may be such that the matrix-specifying 
data is data uniquely specifying an m-roW/n-column ToeplitZ 
matrix; the ?rst input data is an n-dimensional vector on a set 
Where scalar multiplication and addition can be de?ned; the 
second input data is an m-dimensional vector on the set; the 
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ToeplitZ-matrix calculating step applies an elementary roW 
transformation to the m-roW/n-column ToeplitZ matrix speci 
?ed by the matrix-specifying data and performs multiplica 
tion of the m-roW/n-column matrix after the elementary trans 
formation and the ?rst input data, to derive an m-dimensional 
vector; and the adding step adds together the m-dimensional 
vector derived by the ToeplitZ-matrix calculating step and the 
second input data. 
[0036] The method may be such that the matrix-specifying 
data is data uniquely specifying an m-roW/n-column ToeplitZ 
matrix; the ?rst input data is an n-dimensional vector on a set 
Where scalar multiplication and addition can be de?ned; the 
second input data is an m-dimensional vector on the sot; the 
ToeplitZ-matrix calculating step applies an elementary col 
umn transformation to the m-roW/n-column ToeplitZ matrix 
speci?ed by the matrix-specifying data and performs multi 
plication of the m-roW/n-column matrix after the elementary 
transformation and the ?rst input data, to derive an m-dimen 
sional vector; and the adding step adds the m-dimensional 
vector derived by the ToeplitZ-matrix calculating means and 
second input data. 
[0037] The method may be such that the specifying-data 
receiving step receives one or both of numbers of roWs and 
columns of the ToeplitZ matrix, a vector con?gured by ele 
ments in number equal to the number of columns of the 
ToeplitZ matrix as the ?rst input data, and a vector con?gured 
by elements in number equal to the number obtained by 
subtracting 1 from a sum of the numbers of roWs and columns 
of the ToeplitZ matrix as the matrix-specifying data; the sec 
ond data receiving step receives, as the second input data, a 
vector con?gured by elements in number equal to the number 
of roWs of the ToeplitZ matrix; the matrix calculating step 
speci?es, using the received one or both of the numbers of 
roWs and columns of the ToeplitZ matrix and matrix-specify 
ing data, the ?rst roW and ?rst column of the ToeplitZ matrix 
to determine the ToeplitZ matrix, applies an elementary roW 
transformation to the ToeplitZ matrix, and performs multipli 
cation of the matrix after the elementary transformation and 
the ?rst input data; and the adding step adds together the result 
of the multiplication of the ToeplitZ-matrix calculating means 
and the second input data. 
[0038] The method may be such that the specifying-data 
receiving step receives one orboth of the numbers of roWs and 
columns of the ToeplitZ matrix, a vector con?gured by ele 
ments in number equal to the number of columns of the 
ToeplitZ matrix as the ?rst input data, and a vector con?gured 
by elements in number equal to the number obtained by 
subtracting 1 from a sum of the numbers of roWs and columns 
of the ToeplitZ matrix as the matrix-specifying data; the sec 
ond data receiving step receives, as the second input data, a 
vector con?gured by elements in number equal to the number 
of roWs of the ToeplitZ matrix, the matrix calculating step 
speci?es, using the received one or both of the numbers of 
roWs and columns of the ToeplitZ matrix and matrix-specify 
ing data, the ?rst roW and ?rst column of the ToeplitZ matrix 
to determine the ToeplitZ matrix, applies an elementary roW 
transformation to the ToeplitZ matrix, and performs multipli 
cation of the matrix after the elementary transformation and 
the ?rst input data; and the adding step adds the result of the 
multiplication of the ToeplitZ-matrix calculating means and 
second input data. 
[0039] The method may be such that the specifying-data 
receiving step receives one orboth of the numbers of roWs and 
columns of the ToeplitZ matrix, a vector con?gured by ele 
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ments in number equal to the number of columns of the 
ToeplitZ matrix as the ?rst input data, and a vector con?gured 
by elements in number equal to the number obtained by 
subtracting 1 from a sum of the numbers of rows and columns 
of the ToeplitZ matrix as the matrix-specifying data; the sec 
ond data receiving step receives, as second input data, a vector 
con?gured by elements in number equal to the number of 
rows of ToeplitZ matrix; the matrix calculating step speci?es, 
using the received one or both of the numbers of rows and 
columns of the ToeplitZ matrix and matrix-specifying data, 
the ?rst row and ?rst column of the ToeplitZ matrix to deter 
mine the ToeplitZ matrix, applies an elementary column 
transformation to the ToeplitZ matrix, and performs multipli 
cation of the matrix after the elementary transformation and 
the ?rst input data; and the adding step adds together the result 
of the multiplication of the ToeplitZ-matrix calculating means 
and the second input data. 
[0040] According to the present invention, it is possible to 
realiZe an e-universal-hash-?lnction family having a reduced 
number of elements. Further, it is possible to generate a 
shared key shared between a transmitting side and a receiving 
side in a communication system while using the e-universal 
hash-function family having a reduced number of elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] FIG. 1 is a block diagram showing a universal-hash 
function-family calculation unit according to a ?rst embodi 
ment of the present invention; 
[0042] FIG. 2 is a ?owchart showing an example of opera 
tion of the universal-hash-function-family calculation unit 
according to the ?rst embodiment; 
[0043] FIG. 3 is a block diagram showing a universal-hash 
function-family calculation unit according to a second 
embodiment of the present invention; 
[0044] FIG. 4 is a ?owchart showing an example of opera 
tion of the universal-hash-function-family calculation unit 
according to the second embodiment; 
[0045] FIG. 5 is a block diagram showing a universal-hash 
function-family calculation unit according to a third embodi 
ment of the present invention; 
[0046] FIG. 6 is a ?owchart showing an example of opera 
tion of the universal-hash-function-family calculation unit 
according to the third embodiment; and 
[0047] FIG. 7 is a block diagram showing an example or the 
con?guration of a shared-key generation system. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0048] Now, embodiments of the present invention will be 
described with reference to the accompanying drawings. As 
described above, the number of elements of an arbitrary set S 
is represented by |S|. A universal-hash-function-family cal 
culation unit according to the present invention realiZes an 
e-universal-hash-function family. In other words, the univer 
sal-hash-function-family calculation unit according to the 
present invention performs calculation of a hash function 
belonging to the e-universal-hash-?lnction family. 

First Embodiment 

[0049] FIG. 1 is a block diagram showing a universal-hash 
function-family calculation unit according to a ?rst embodi 
ment of the present invention. As shown in FIG. 1, the uni 
versal-hash-function-family calculation unit according to the 
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?rst embodiment includes an input-data enlargement unit 1 00 
(input data enlarging means), an e-A hash-function calcula 
tion unit 110 (A hash function calculating means), and an 
adding unit 102 (adding means). To the universal -hash-func 
tion-family calculation unit according to the present embodi 
ment, input data 103 which is an element of an input data set 
A and hash-?lnction-specifying data 104 for specifying a 
hash function used in the e-A hash-function calculation unit 
101 are input. The universal-hash-function-family calcula 
tion unit delivers output data 105. The output data 105 is 
con?gured by an output data set B satisfying |A|§|B|2 and 
consists of a group of elements con?guring output data set B. 
[0050] The universal -hash-function-family calculation unit 
is an apparatus for realiZing an e-universal-hash-?lnction 
family. Accordingly, the input data setA is a set of input data 
for the e-universal-hash-?lnction family, and output data set 
B is a set of output data of the e-universal-hash-function 
family. 
[0051] To the input-data enlargement unit 100, the input 
data 103 which is con?gured by elements of input data set A 
is input. The input-data enlargement unit 100 delivers two 
output data as output data of the input-data enlargement unit 
100 itself. Of the two output data that the input-data enlarge 
ment unit 100 delivers, output data delivered to the e-A hash 
function calculation unit 101 is referred to as a ?rst enlarge 
ment unit output. Further; of the two output data that the 
input-data enlargement unit 100 delivers, output data deliv 
ered to the adding unit 102 is referred to as a second enlarge 
ment unit output. The ?rst and second enlargement unit out 
puts are both elements of the output data set B. 

[0052] The input-data enlargement unit 100 su?ices to 
derive the ?rst and second enlargement unit outputs such that 
the following two conditions are satis?ed and, any method 
can be used for deriving the ?rst and second enlargement unit 
outputs so long as the following two conditions are satis?ed. 
The ?rst condition is that two output data (?rst and second 
enlargement unit outputs) resulting from the input of an ele 
ment of the input data set A for the e-universal-hash-function 
family are both elements of the output data set B of the 
e-universal-hash-function family. The second condition is 
that the input-data enlargement unit 100 operates as a one-to 
one function (mapping). That is, when different data is input 
as the input data 103 is to the input-data enlargement unit 100, 
the input-data enlargement unit 100 delivers different data. 
That is, output data (?rst and second enlargement unit out 
puts) resulting from the input of one input data to the input 
data enlargement unit 100 and output data (?rst and second 
enlargement unit outputs) resulting from the input of another 
input data thereto differ from each other at any time. 
[0053] To the e-A hash-function calculation unit 101 the 
?rst enlargement unit output and hash-function-specifying 
data 104 are input. The e-A hash-function calculation unit 101 
receives, as an input, the ?rst enlargement unit output, calcu 
lates a function hA which is an element of a function set HA 
and speci?ed by the hash-function-specifying data 104, and 
delivers the calculation result (hash value of function hA 
resulting from the input of the ?rst enlargement unit output) to 
the adding unit 102. The calculation result is an element of the 
data output set B. The function hA is an element of the 
function set HA having the following feature. That is, the 
function set HA has the feature that the number of (hEHA)s 
where h(x) —h(y):d is satis?ed with respect to a given element 
d of the output data set B and given two different elements x,y 
of the output data set B is |HA| ~e or less. That is, the number 
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of elements h of HA that satis?es h(x)—h(y):d is |HA|~e or 
less. The e is a constant representing the security level of the 
hash function and is previously determined based on the 
required security level. The output data set B is a domain set 
of HA and is a co-domain set of the domain set of HA. 

[0054] To the adding unit 102, the second enlargement unit 
output and calculation result of e-A hash-function calculation 
unit 101 are input. The adding unit 102 adds the input tWo data 
(second enlargement unit output and calculation result of e-A 
hash-function calculation unit 101) on the set B and delivers 
the addition result as the output data 105. 

[0055] 
[0056] FIG. 2 is a ?owchart shoWing an example of opera 
tion of the universal-hash-function-family calculation unit 
according to the present embodiment. First, the input data 1 03 
is input to the input-data enlargement unit 100 and hash 
function-specifying data 104 is input to the e-A hash-function 
calculation unit 101 (step S11). The input-data enlargement 
unit 100 derives the ?rst and second enlargement unit outputs 
based on the input data 103 and delivers the ?rst and second 
enlargement unit outputs to the e-A hash-function calculation 
unit 101 and adding unit 102, respectively (step S12). The e-A 
hash-function calculation unit 101 receives, as an input, the 
?rst enlargement unit output and calculates the function hA 
speci?ed by the hash-function-specifying data 104 and deliv 
ers the calculation result to the adding unit 102 (step S13). 
The adding unit 102 adds the second enlargement unit output 
and calculation result of the e-A hash-function calculation 
unit 101 on the set B and delivers the addition result as the 
output data 105 (step S14). 
[0057] An example in Which the input-data enlargement 
unit 100 derives the ?rst and second enlargement unit outputs 
in step S12 Will be described beloW. It is assumed that n-bit 
data is input as the input data 103 to the input-data enlarge 
ment unit 100 and that the input-data enlargement unit 100 
delivers m-bit data as the ?rst and second enlargement unit 
outputs, Where n§2~m is satis?ed. It is further assumed that 
the output data set is a set of m-bit data. 

[0058] For example, in step S12, the input-data enlarge 
ment unit 100 delivers, as the ?rst enlargement unit output, 
the higher In bits of n-bit input data 103 and delivers, as the 
second enlargement unit outputs the loWer m bits thereof. 
Alternatively, the input-data enlargement unit 100 may out 
put, as the ?rst enlargement unit output, the loWer m bits of 
n-bit input data 103 and delivers, as the second enlargement 
unit output, the higher In bits thereof. Hereinafter, such a 
derivation mode of the ?rst and second enlargement unit 
outputs is referred to as a ?rst derivation mode. 

[0059] Further, in step S12, the input-data enlargement unit 
100 may output, as the ?rst enlargement unit output, the 
higher In bits of n-bit input data 103 and delivers, as the 
second enlargement unit output, the m bits obtained by con 
necting 0 of 2~m-n bits to the bit string from the (m+l)-th bit 
from the most signi?cant bit of the input data 103 to n-th bit 
thereof. Alternatively, the input-data enlargement unit 100 
may output, as the second enlargement unit output, the higher 
In bits of n-bit input data 103 and delivers, as the ?rst enlarge 
ment unit output, In bits obtained by coupling a “0” bit train of 
2-m-nbits to the bit string from the (m+l)-th bit from the most 
signi?cant bit of the input data 103 to the n-th bit thereof. 
Hereinafter, such a derivation mode of the ?rst and second 
enlargement unit outputs is referred to as a second derivation 
mode. 

Operation Will next be described. 
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[0060] When the input-data enlargement unit 100 derives 
the ?rst and second enlargement unit outputs in the ?rst or 
second derivation mode, m-bit data is input as the hash 
function-specifying data 104. Further in this case, the e-A 
hash-function calculation unit 101 performs multiplication of 
the hash-function-specifying data 104, Which includes m-bit 
data, and the ?rst enlargement unit output on the Galois ?eld 
GF(2 m), and delivers the multiplication result to the adding 
unit 102. The adding unit 102 adds the calculation result of the 
e-A hash-function calculation unit 101 and the second 
enlargement unit output, Which is m-bit data, on the Galois 
?eld GF(2 m) and delivers the addition result as the output 
data 105. 
[0061] The ?rst and second derivation modes described 
here are merely examples of operation of the input-data 
enlargement unit 100, and any method can be used to derive 
the ?rst and second enlargement unit outputs so long as the 
?rst and second conditions described above are satis?ed. 
[0062] Although n-bit data is input as the input data 103 in 
the above ?rst and second derivation modes, the representa 
tion of the data to be input as the input data 103 and repre 
sentation of the data to be output as the output data 105 
depend upon the design of the universal-hash-function-fam 
ily calculation unit and are not speci?cally limited. For 
example, as shoWn in a ?rst example to be described later, the 
input data 103 may be an element of the Galois ?eld GF(qAn) 
represented by n-dimensional vector, and the output data 103 
may be an element of the Galois ?eld GF (qAm) represented by 
m-dimensional vector. Further, the representation of the hash 
function-specifying data 104 is not speci?cally limited. 
[0063] According to the present embodiment, by selecting, 
as the e-A-hash-function set (abovementioned function set 
HA), a function set With a reduced number of elements, it is 
possible to realiZe an e-universal-hash-?inction family hav 
ing a reduced number of elements. Further, by selecting an 
e-A hash-function set With the minimal number of elements, 
it is possible to minimize the number of elements of the 
e-universal-hash-function family. 
[0064] In the present embodiment, the input-data enlarge 
ment unit 100, e-A hash-function calculation unit 101, and 
adding unit 102 may be con?gured by hardWare having com 
parable functions. Alternatively, the input-data enlargement 
unit 100, e-A hash function calculation unit 101, and adding 
unit 102 may be realiZed by a computer operating according 
to a universal-hash-function-family calculation program. In 
this case, for example, a computer reads the universal-hash 
function-family calculation program stored in a storage unit 
and operates according to the universal-hash-function-family 
calculation program to thereby function as the input-data 
enlargement unit 100, e-A hash function calculation unit 101, 
and adding unit 102. 

Second Embodiment 

[0065] FIG. 3 is a block diagram shoWing a universal-hash 
function-family calculation unit according to a second 
embodiment of the present invention. As shoWn in FIG. 3, the 
universal-hash-function-family calculation unit according to 
the second embodiment includes a multiplication unit 200 
(multiplying means), a data conversion unit 201 (data con 
verting means) and an adding unit 202 (adding means). To the 
universal-hash-function-family calculation unit according to 
the present embodiment, ?rst input data 203, second input 
data 204, and hash-function-specifying data 205 for specify 
ing a hash function are input. The universal-hash-function 
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family calculation unit outputs output data 206 Which is an 
element of output data set B consisting of a group of elements. 
In the present embodiment, the ?rst input data 203 is an 
element of a setA (?rst set) Which is a ?eldWhere addition and 
multiplication can be de?ned. Further, the second input data 
204 is an element of the output data set B (second set). 
Further, the hash-function-specifying data 205 is an element 
of the set A. In the present embodiment, a combination of the 
?rst and second input data 203 and 204 is an element of an 
input data set. Therefore, the number of elements of the input 
data set can be represented by |A|~|B|. 

[0066] To the multiplication unit 200, the ?rst input data 
203 and hash-function-specifying data 205 are input. The 
multiplication unit 200 performs multiplication of the ?rst 
input data 203 and hash-function-specifying data 205 on the 
?eld A and delivers the multiplication result to the data con 
version unit. 

[0067] The data conversion unit 201 is a unit forperforming 
an onto-mapping Which satis?es a linear characteristic. To the 
data conversion unit 201, the multiplication result of the 
multiplication unit 200 is input. The data conversion unit 201 
converts the multiplication result into an element of the out 
put data set B and delivers the conversion result to the adding 
unit 202. The conversion method used in the data conversion 
unit 201 is not speci?cally limited so long as the mapping is 
directed upWard, satis?es the linear characteristic and the 
multiplication result of the multiplication unit 200 is con 
ver‘ted into an element of the output data set B. 

[0068] To the adding unit 202, the conversion result of the 
data conversion unit 201 and second input data 204 are input. 
The adding unit 202 adds the conversion result of the data 
conversion unit 201 and the second input data 204 on the set 
B and delivers the addition result as the output data 206. 

[0069] 
[0070] FIG. 4 is a ?owchart shoWing an example of opera 
tion of the universal-hash-function-family calculation unit 
according to the present embodiment. Initially, the ?rst input 
data 203 and hash-function-specifying data 205 are input to 
the multiplication unit 200, and then second input data 204 is 
input to the adding unit 202 (step S21). The multiplication 
unit 200 performs multiplication of the ?rst input data 203 
and hash-function-specifying data 205 on the ?eld A and 
delivers the multiplication result to the data conversion unit 
(step S22). Thereafter, the data conversion unit 201 converts 
the multiplication result of step S22 into an element of the 
output data set B (step S23). The adding unit 202 adds the 
conversion result of step S23 and second input data 204 on the 
set B and delivers the addition result as the output data 206 
(step S24). 
[0071] The representation of the data to be input as the ?rst 
input data 203 or second input data 204 and representation of 
the data to be output as the output data 206 depend upon the 
design of the universal-hash-function-family calculation unit 
and are not speci?cally limited. Similarly, the representation 
of the hash-function-specifying data 205 is not speci?cally 
limited. 

[0072] According to the present embodiment, an e-univer 
sal-hash-function family Where e:l/|B| is satis?ed, the num 
ber of elements of the input data set is |A| ~|B|, the number of 
elements of the output data set is |B|, and the number of 
elements of a function set is |A| can be realiZed. Further, an 
e-universal-hash-function family Where the number of ele 
ments assumes minimum can be realiZed. 

Operation Will next be described. 
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[0073] In the present embodiment, the multiplication unit 
200, data conversion unit 201, and adding unit 202 may be 
con?gured by hardWare having comparable functions. Alter 
natively, the multiplication unit 200, data conversion unit 
201, and adding unit 202 may be realiZed by a computer 
operating according to a universal-hash-function-family cal 
culation program. In this case, for example, a computer reads 
the universal-hash-function-family calculation program 
stored in a storage unit and operates according to the univer 
sal-hash-function-family calculation program to thereby 
function as the multiplication unit 200, data conversion unit 
201, and adding unit 202. 

Third Embodiment 

[0074] FIG. 5 is a block diagram shoWing a universal-hash 
function-family calculation unit according to a third embodi 
ment of the present invention. As shoWn in FIG. 5, the uni 
versal-hash-function-family calculation unit according to the 
third embodiment includes a ToeplitZ-matrix multiplication 
unit 300 (ToeplitZ-matrix calculating means) and an adding 
unit 301 (adding means). To the universal-hash-?lnction 
family calculation unit according to the present embodiment, 
?rst input data 302, second input data 303, and matrix-speci 
fying data 304 are input. The universal-hash-function-family 
calculation unit delivers output data 305. 
[0075] The ?rst input data 302 is an n-dimensional vector 
on a set A Where scalar multiplication and addition can be 
de?ned. That is, the ?rst input data 302 is a vector containing 
11 elements of the set A. The second input data 303 is an 
m-dimensional vector on the set A. That is, the second input 
data 303 is a vector containing m elements of the setA. In the 
present embodiment, a combination of the ?rst and second 
input data 302 and 303 is an element of an input data set. 
[0076] The matrix-specifying data 304 is an (n+m—l)-di 
mensional vector on the set A that uniquely speci?es a 
ToeplitZ matrix Which is an m-roW and n-column matrix Ai,j 
(léiémjéj én) that satis?es Ai,j:Ak,l for given i,j,k,l (léi, 
k§m,l§j,l§n) in Which k-iIl-j is satis?ed. It is assumed 
here that the number of roWs and number of columns of the 
ToeplitZ matrix are m and n, respectively, and values of the m 
and n are ?xed. When respective elements of a ?rst roW and 
respective elements of a ?rst column are determined, the 
ToeplitZ matrix can uniquely be determined. The matrix 
specifying data 304 is an (n+m—l)-dimensional vector, and 
the respective elements of the ?rst roW and ?rst column of the 
m-roW and n-column matrix can be determined by (n+m—l) 
elements of the (n+m—l)-dimensional vector. Thus, the 
ToeplitZ matrix can uniquely be determined by the matrix 
specifying data 304. 
[0077] For example, by determining in advance that the ?rst 
to m-th elements of the input matrix-specifying data 304 
((n+m—l)-dimensional vector) are elements of the ?rst roW of 
the ToeplitZ matrix and the (m+l)-th to (n+m—l)-th elements 
are elements obtained by removing an element of the ?rst 
column from the elements of the ?rst roW of the ToeplitZ 
matrix, the ?rst roW and ?rst column of the ToeplitZ matrix 
can be determined. In this case, the ?rst element of the matrix 
specifying data 304 is the element corresponding to the ?rst 
roW and ?rst column of the ToeplitZ matrix. As a result, the 
ToeplitZ matrix can be determined. 
[0078] The output data 305 is an m-dimensional vector on 
the set A. 
[0079] To the ToeplitZ-matrix multiplication unit 300, the 
?rst input data 302 and matrix-specifying data 304 are input. 
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The ToeplitZ-matrix multiplication unit 300 performs multi 
plication of the ToeplitZ matrix (ToeplitZ matrix uniquely 
determined by the matrix-specifying data 304) speci?ed by 
the matrix-specifying data 304 and ?rst input data 302. The 
ToeplitZ-matrix multiplication unit 300 delivers an m-dimen 
sional vector on the set A, Which is the multiplication result, 
to the adding unit 301. 
[0080] To the adding unit 301, the m-dimensional vector 
output from the ToeplitZ-matrix multiplication unit 300 and 
second input data 303 Which is an m-dimensional vector on 
the set A are input. The adding unit 301 adds together the tWo 
input data on the m-dimensional vector and delivers the addi 
tion result on the m-dimensional vector as the output data 
305. 
[0081] Operation Will next be described. 
[0082] FIG. 6 is a ?owchart shoWing an example of opera 
tion of the universal-hash-function-family calculation unit 
according to the present embodiment. Initially, the ?rst input 
data 302 and matrix-specifying data 304 are input to the 
ToeplitZ-matrix multiplication unit 300, and second input 
data 303 is input to the adding unit 301 (step S31). The 
ToeplitZ-matrix multiplication unit 300 performs multiplica 
tion of the ToeplitZ matrix speci?ed by the matrix-specifying 
data 304 and the ?rst input data 302, and delivers the multi 
plication result to the adding unit 301 (step S32). The adding 
unit 301 adds the multiplication result of step S32 and the 
second input data 303 on the m-dimensional vector, and 
delivers the addition result as the output data 305. 

[0083] According to the third embodiment, an e-universal 
hash-function family can be realiZed Where e:l/ |A|m is sat 
is?ed, the number of elements of the input data set is |A|n+m, 
the number of elements of the output data set is |A|m, and the 
number of elements of a function set is |A|n+m—l . Further, an 
e-universal-hash-function family Where the number of ele 
ments is smaller than in the case of the method described in 
Non-Patent Document 1 can be realiZed. 

[0084] A modi?cation of the third embodiment Will next be 
described. 
[0085] In the third embodiment, the ToeplitZ-matrix multi 
plication unit 300 performs multiplication of the ToeplitZ 
matrix speci?ed by the matrix-specifying data 304 and ?rst 
input data 302. In an alternative, the con?guration may be 
arranged such that the ToeplitZ-matrix multiplication unit 3 00 
determines the ToeplitZ matrix according to the matrix-speci 
fying data 304, then applies an elementary roW transforma 
tion or elementary column transformation to the determined 
ToeplitZ matrix, performs multiplication of the matrix that 
has been subjected to the elementary transformation and the 
?rst input data 302, and delivers the multiplication result to 
the adding unit 301. In this case, the adding unit 301 adds the 
multiplication result and second input data 303. 
[0086] Examples of the elementary roW transformation 
include the following: (1) exchanging the a-th roW and both 
roW of the matrix (in this example, ToeplitZ matrix); (2) 
multiplying respective elements of the a-th roW of the matrix 
(in this example, ToeplitZ matrix) by c; and (3) adding values 
obtained by multiplying respective elements of the b-th roW 
of the matrix (in this example, ToeplitZ matrix) by c to the 
respective values of the a-th roW thereof. The “c” may be an 
arbitrary value so long as it is an element of a set of the 
respective elements of the matrix and a c¢0 is satis?ed. Fur 
ther, “a” and “b” each may be an arbitrary natural number 
satisfying léaém or lébém. The ToeplitZ-matrix multipli 
cation unit 300 applies one of the above three elementary 
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transformations (elementary roW transformations) to the 
ToeplitZ matrix speci?ed by the matrix-specifying data 304 
and performs multiplication of the matrix after the elemen 
tary transformation and the ?rst input data 302. 

[0087] Examples of the elementary column transformation 
include the following: (1) exchanging the a-th column and 
b-th column of the matrix (in this example, ToeplitZ matrix); 
(2) multiplying respective elements of the a-th column of the 
matrix (in this example, ToeplitZ matrix) by c; and (3) adding 
values obtained by multiplying respective elements of the 
b-th column of the matrix (in this example, ToeplitZ matrix) 
by c to the respective values of the a-th column thereof. The 
“c” may be an arbitrary value so long as it is an element of a 
set of the respective elements of the matrix and c¢0 is satis 
?ed. Further; “a” and “b” each may be an arbitrary natural 
number satisfying léaén or lébén. The ToeplitZ-matrix 
multiplication unit 300 applies one of the above three elemen 
tary transformations (elementary column transformations) to 
the ToeplitZ matrix speci?ed by the matrix-specifying data 
304 and performs multiplication of the matrix after the 
elementary transformation and the ?rst input data 302. 
[0088] An advantage t similar to that of the third embodi 
ment can be obtained in the present modi?cation. 

[0089] Another modi?cation of the third embodiment Will 
next be described. In the third embodiment and aforemen 
tioned modi?cation, the number of roWs and number of col 
umns of the ToeplitZ matrix are m and n, respectively, Which 
are ?xed values. In an alternative, the con?guration may be 
arranged such that the number of roWs and number of col 
umns are not ?xed, and the ToeplitZ-matrix multiplication 
unit 300 may determine the number of roWs and number of 
columns in accordance With the input data. 

[0090] In the present modi?cation, in addition to the ?rst 
input data 302 and matrix-specifying data 304, the number of 
roWs and number of columns of the ToeplitZ matrix are input 
to the ToeplitZ-matrix multiplication unit 300. Assuming that 
the number of roWs and columns input therein are m and n, 
respectively, an (n+m—l)-dimensional vector on the set A for 
Which a scalar multiplication and addition can be de?ned is 
input as the matrix-specifying data 304. That is, the relation 
ship r:n+m—l is established among the number, m, of roWs of 
the ToeplitZ matrix, the number n of columns thereof and the 
number (r) of elements of the matrix-specifying data 304 
Which is a vector. 

[0091] Further, an n-dimensional vector on the set A is 
input, as the ?rst input data 302, to the ToeplitZ-matrix mul 
tiplication unit 3 00, and an m-dimensional vector on the set A 
is input, as the second input data 303, to the adding unit 301. 
[0092] Upon receiving the matrix-specifying data 304 and 
numbers In and n of roWs and columns, the ToeplitZ-matrix 
multiplication unit 300 determines e. g., that the ?rst to m-th 
elements of the matrix-specifying data 304 (vector) are ele 
ments of the ?rst roW of the ToeplitZ matrix and the (m+l)-th 
to (n+m—l)-th elements are elements obtained by removing 
an element of the ?rst column from the elements of the ?rst 
roW of the ToeplitZ matrix. In this case, the ?rst element of the 
matrix-specifying data 304 is the element corresponding to 
the ?rst roW and ?rst column of the ToeplitZ matrix. As a 
result, the ToeplitZ-matrix multiplication unit 300 can deter 
mine the ?rst roW and ?rst column of the ToeplitZ matrix. 
Based on the determined ?rst roW and ?rst column, the 
ToeplitZ-matrix multiplication unit 300 determines the 
ToeplitZ matrix. 
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[0093] After determining the ToeplitZ matrix according to 
the input matrix-specifying data 304 and the numbers In and 
n of roWs and columns, the ToeplitZ-matrix multiplication 
unit 300 performs multiplication of the ToeplitZ matrix and 
the ?rst input data 302. The adding unit 301 adds together the 
multiplication result and second input data 302, and delivers 
the addition result as the output data 305. 

[0094] In an alternative, the con?guration may be arranged 
such that after determining the ToeplitZ matrix according to 
the input matrix-specifying data 304 and the numbers In and 
n of roWs and columns, the ToeplitZ-matrix multiplication 
unit 300 applies the elementary roW transformation or 
elementary column transformation to the ToeplitZ matrix, 
performs multiplication of the ToeplitZ matrix after the 
elementary transformation and ?rst input data 3 02, and deliv 
ers the multiplication result to the adding unit 301. Thereaf 
ter; the adding unit 301 adds together the multiplication result 
and the second input data 303. 

[0095] The relationship FI1+II1-l is established among the 
number m of roWs of the ToeplitZ matrix, the number n of 
columns thereof, and the number r of elements of the matrix 
specifying data 304 (vector). Thus, by feeding only one of the 
number of roWs and number of columns after input of the 
matrix-specifying data 304, the other one can be derived. 

[0096] For example, When the matrix-specifying data 304 
and number of columns are input, the ToeplitZ-matrix multi 
plication unit 300 uses the numberr of elements of the matrix 
specifying data 304 (vector) and number n of columns to 
derive the number in of roWs according to the relationship 
m:r—n+l. Thus, in the present modi?cation, the number of 
roWs need not be input if the number of columns is input. In 
this case, the ToeplitZ-matrix multiplication unit 300 derives 
the number m of roWs from the number r of elements of the 
matrix-specifying data 304 and number n of columns. 

[0097] Similarly, When the matrix-specifying data 304 and 
number of roWs are input, the ToeplitZ-matrix multiplication 
unit 300 uses the number r of elements of the matrix-speci 
fying data 304 (vector) and number m of roWs to derive the 
number n of columns according to the relationship n:r—m+l. 
Thus, in the present modi?cation, the number of columns 
need not be input if the number of roWs is input. In this case, 
the ToeplitZ-matrix multiplication unit 300 derives the num 
ber n of columns from the number r of elements of the matrix 
specifying data 304 and number m of roWs. 

[0098] As described above, in the present modi?cation, 
both of or one of the numbers In and n of roWs and columns of 
the ToeplitZ matrix may be input to the ToeplitZ-matrix mul 
tiplication unit 300. 
[0099] An advantage similar to that of the third embodi 
ment can be obtained in the present modi?cation. Further, in 
this modi?cation, the number of roWs and number of columns 
of the ToeplitZ matrix can be arbitrarily changed. 
[0100] In the present embodiment, the ToeplitZ-matrix 
multiplication unit 300 and adding unit 301 may be con?g 
ured by hardWare having comparable functions. Alterna 
tively, the ToeplitZ-matrix multiplication unit 300 and adding 
unit 301 may be realiZed by a computer operating according 
to a universal-hash-function-family calculation program. In 
this case, for example, a computer reads the universal-hash 
function-family calculation program stored in a storage unit 
and operates according to the universal-hash-function-family 
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calculation program to thereby function as the ToeplitZ-ma 
trix multiplication unit 300 and adding unit 301. 

Example 1 

[0101] A ?rst example Will next be described With refer 
ence to FIG. 1. The present example is an example corre 
sponding to the ?rst embodiment of the present invention. In 
the present example, n and In each are a natural number, and 
q is a prime number or integer obtained by raising a prime 
number. 
[0102] In the present example, the input data 103 is an 
element of a Galois ?eld GF(qAn), and output data 105 is an 
element of a Galois ?eld GF(qAm) Where n§2~m is satis?ed. 
The Galois ?eld GF(qAn) corresponds to the input data set A 
in the ?rst embodiment and Galois ?eld GF(qAm) corresponds 
to the output data set B in the ?rst embodiment. 
[0103] Assuming that an element of the Galois ?eld 
GF(qAn) is x, elements xEGF(qAn) can typically be repre 
sented by (x1 ,x2, . . . ,xn) by using n elements of Galois ?eld 
GF(q):[0, l ,2,3, . . . ,q-l]. Each xi (Oéién) is any value from 
0 to q-l . The (x1 ,x2, . . . , xn) is generally referred to as vector 

representation of elements x. The number of elements of the 
Galois ?eld GF(q) is q and elements x of the Galois ?eld 
GF(qAn) is represented by an n-dimensional vector using the 
element of the Galois ?eld GF(q). As a result, the number of 
elements (i.e., number of elements of the input data set) of the 
Galois ?eld GF(qAn) is qAn. The same is true in the element of 
the Galois ?eld GF(qAm). That is, the number of elements 
(i.e., number of elements of the output data set) of the Galois 
?eld GF(qAm) is qAm. 
[0104] Further, in the present example, it is assumed that a 
function set HA:[hk|h#k(x):k><x,yEGF(qAm)] Where the 
number of elements is qAm is used as an e-A-hash-function 
HA, and k(kEGF(qAm)) Which is an element of the Galois 
?eld GF(qAm) is input as the hash-function-specifying data 
104 for uniquely specifying the element of the hash function 
family. 
[0105] To the input-data enlargement unit 100, an element 
of the elements x of the Galois ?eld GF(q) represented by a 
vector (xl,x2, . . . , xn) is input as the input data 103. The 
input-data enlargement unit 100 generates a ?rst enlargement 
unit output (yl) and second enlargement unit output (y2) from 
the elements x. The yl and y2 each are an element of the 
Galois ?eld GF(qAm) (i.e., yl ,y2EGF(qAm)) and can be rep 
resented by an m-dimensional vector. In the present example, 
the input-data enlargement unit 100 sets the element of 
GF(qAm) represented by a vector consisting of m elements 
starting from the ?rst to m-th elements of the elements x to yl . 
That is, the input-data enlargement unit 100 sets yl:(xl ,x2, . 
. . , xm). Further, the input-data enlargement unit 100 sets the 
element of GF(qAm) represented by a vector obtained by 
coupling 2~m-n “0”s to the elements starting from the (m+l) 
th to n-th elements of the elements x to y2. That is, the 
input-data enlargement unit 100 sets y2:(xm+l,xm+2, . . . , 

xn,0,0, . . . , 0). The input-data enlargement unit 100 delivers, 
as the ?rst enlargement unit output, the yl:(xl,x2, . . . , xm) 

to the e-A hash-function calculation unit 101 and delivers, as 
the second enlargement unit output, the y2:(xm+l,xm+2, . . 
. , xn,0,0, . . . , 0) to the adding unit 102. 

[0106] In the present embodiment, an element of the ele 
ments x of the Galois ?eld GF(qAn) is input as the input data 
103, and the input-data enlargement unit 100 delivers tWo 
elements yl, y2 of the Galois ?eld GF(qAm). Here the condi 
tion should satisfy that the representation of the tWo outputs is 
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(x1,x2, . . . , xm) and (xm+1,xm+2, . . . , xn,0,0, . . . , 0), 

assuming that the representation of the x to be input is (x1,x2, 
. . . , xn). However the representations of x, y1, y2 and output 
data 105 are not speci?cally limited. 
[0107] To the e-A hash-function calculation unit 101, the 
y1:(x1,x2, . . . , xm) is input as the ?rst enlargement unit 

output. Further, to the e-A hash-function calculation unit 101, 
the k(kEGF(qAm)) Which is an element of the Galois ?eld 
GF(qAm) is input as the hash-function-specifying data 104. 
The e-A hash-function calculation unit 101 multiplies y1 and 
k on the GF (qAm) and delivers the multiplication result (y1 ><k) 
to the adding unit 102. 
[0108] Details of the multiplication on the GF(qAm) Will be 
described. It is assumed that f(x) is an m-dimensional irre 
ducible polynomial (nonfactorable m-dimensional polyno 
mial) having an element on the GF(q) as a coe?icient. At this 
time, assuming that the multiplication result of tWo elements 
a:(a1,a2, . . . , am), b:(b1,b2, . . . ,bm) is c:(c1,c2, . . . , cm), 

the ci(1§i§m) is represented by the folloWing relationship. 

[01 09] The above multiplication on the GF(qAm) is a knoWn 
method. 
[0110] To the adding unit 102, the y2:(xm+1,xm+2, . . . , 

xn,0,0, . . . , 0) Which is the second enlargement unit output 
and the multiplication result y1><k of the e-A hash-function 
calculation unit 101 are input. The adding unit 102 adds 
together the y2 and y1><k on the GF(qAm), and delivers the 
addition result as the output data 105. 

[0111] Details of the addition on the GF(qAm) Will be 
described. When the addition of the tWo elements a:(a1,a2, . 
. . , am), b:(b1,b2, . . . , bm) ofthe GF(qAm) is performed on 

the GF(qAm), the addition of respective elements of the a and 
b are added on the GF(q), i.e., on the modulo. Thus, the vector 
representation of the addition result of the tWo elements 
a:(a1,a2, . . . , am), b:(b1,b2, . . . , bm) of the GF(qAm) 

assumes (a1+b1 mod q,a2+b2 mod q, . . . , am+bm mod q). 

The above addition on the GF(qAm) is a knoWn method. 

[0112] In the present example, the number of elements of 
the input data set is qAn, the number of elements of the output 
data set is qAm, and the number of elements of the e-A-hash 
function family is qAm. 

Example 2 

[0113] A second example Will next be described With ref 
erence to FIG. 3. The present example is an example corre 
sponding to the second embodiment of the present invention. 
Here, as in the case of the ?rst example, n and In each are a 
natural number, and q is a prime number. 
[0114] In the present example, the ?rst input data 203 is an 
element of the Galois ?eld GF(qAn), and the second input data 
204 is an element of the Galois ?eld GF(qAm). The hash 
function-specifying data 205 is an element of the Galois ?eld 
GF(qAn). The output data 206 is an element of the Galois ?eld 
GF(qAm). The ?rst input data 203 and hash-function-specify 
ing data 205 are each represented by an n-dimensional vector 
(or column) on the Galois ?eld GF(q). The second input data 
204 and output data 206 are each represented by an m-dimen 
sional vector (or column) on the Galois ?eld GF(q). HoWever, 
in the present example, the representation of the hash-func 
tion-specifying data 205 is not speci?cally limited so long as 
the hash-function-specifying data 205 are elements of the 
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GP (q). Further, the representations of the ?rst input data 203, 
second input data 204, and output data 206 are not speci?cally 
limited. 

[0115] The Galois ?eld GE(qAn) corresponds to the set A 
described in the second embodiment. The Galois ?eld 
GE(qAm) corresponds to the output data set B described in the 
second embodiment. Further, as described in the second 
embodiment, a combination of the ?rst and second input data 
203 and 204 is an element of the input data set. Thus, the 
number of elements of the input data set is a product of the 
number of elements of the Galois ?eld GF(qAn) and that of the 
Galois ?eld GF(qAm). 
[0116] Further, in the present example, When an element 
y:(y1, y2, . . . , yn) of the GF(qAn) is input, the data conversion 
unit 201 converts the y into an element of Z:(Z1 ,Z2, . . . , Zm) 

of the GF(qAm) and delivers the Z:(Z1,Z2, . . . , am). 

[0117] In the present example, the ?rst input data 203 and 
hash-?lnction-specifying data 205 each con?gured by an ele 
ment of the GF((qAn) are input to the multiplication unit 200. 
It is assumed here that the element of the GF (qAn) input as the 
?rst input data 203 is x1 and element of the GF(qAn) input as 
the hash-function- specifying data 205 is k. The multiplication 
unit 200 performs multiplication of the input tWo data x1 and 
k on the GF(qAn), and delivers the multiplication result to the 
data conversion unit 201. It is assumed here that the multipli 
cation result is y and the y is represented by: 

[0118] The multiplication result y:(y1,y2, . . . , yn) is input 
to the data conversion unit 201. Then the data conversion unit 
201 converts the multiplication result into an element of 
Z:(Z1,Z2, . . . , Zm) of the GF(qAn), and delivers the element 

Z:(Z1,Z2, . . . , Zm) to the adding unit 202. 

[0119] The conversion result Z of the data conversion unit 
201 and second input data 204 (x2) are input to the adding unit 
202. Then, the adding unit 202 adds together the Z and x2 on 
the GF(qAm) and delivers the addition result Z+x2 as the 
output data 106. 
[0120] In the present example, the number of elements of 
the input data set is qA(n+m), the number of elements of the 
output data set is qAm, and the number of elements of the 
e-A-hash-function family is qAn. The number of elements 
(qAn) of the e-A-hash-function family is equal to a value 
obtained by diving the number of elements (qA(n+m)) of the 
input data set by the number of elements (qAm) of the output 
data set and, thus, it can be understood that an e-A-hash 
function family Where the number of elements assumes a 
minimum is achieved in the present example. 

Example 3 

[0121] A third example Will next be described With refer 
ence to FIG. 5. The present example is an example corre 
sponding to the third embodiment of the present invention. 
Here, it is assumed that the number of roWs and number of 
columns of the ToeplitZ matrix are m and n, respectively, and 
values of the m and n are ?xed. 

[0122] In the present example, the ?rst input data 302 is an 
n-dimensional vector (i.e., vector having n elements of the 
Galois ?eld GF(q)) on the Galois ?eld GF(q)). The second 
input data 303 is an m-dimensional vector (i.e., vector having 
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m elements of the Galois ?eld GF(q)) on the Galois ?eld 
GF(q)). The output data 305 is an m-dimensional vector on 
the GF(q). 
[0123] Further, in the present example, the matrix-specify 
ing data 304 for specifying an m-roW/n-column ToeplitZ 
matrix on the GF(q) is de?ned by an (m+n—l)-dimensional 
vector: 

on the GF(q). The ti,j Which is an element of the (m+n—l) 
dimensional vector T represents an element located at i-th 
roW and j-th column of the ToeplitZ matrix. Thus, When the 
vector T is input, the ToeplitZ-matrix multiplication unit 300 
can determine respective elements con?guring the ?rst roW 
and ?rst column of the m-roW/n-column matrix based on the 
number n+m-l of elements of the vector T. Then, according 
to the nature of the ToeplitZ matrix, When the respective 
elements con?guring the ?rst roW and ?rst column are deter 
mined, the ToeplitZ-matrix multiplication unit 300 can 
uniquely determine the ToeplitZ matrix. 
[0124] The number of elements of the set of the ?rst input 
data 302 (n-dimensional vector on the Galois ?eld GF(q)) is 
qAn. The number of elements of the set of the second input 
data 303 (m-dimensional vector on the Galois ?eld GF(q)) is 
qAm. A combination of the ?rst and second input data is an 
element of the input data set, Whereby the number of elements 
of the input data set is qA(n+m). The number of elements of the 
set of the matrix-specifying data 304 ((m+n—l)-dimensional 
vector on the GF(q)) for uniquely specifying the ToeplitZ 
matrix, i.e., the number of elements of an e-universal-hash 
function family is qA(m+n—l). 
[0125] The ?rst input data 302 (xl) Which is an n-dimen 
sional vector on the GF(q) is input to the ToeplitZ-matrix 
multiplication unit 3 00. Further, as the matrix-specifying data 
304, the (m+n—l)-dimensional vector T on the GF(q) is input 
to the ToeplitZ-matrix multiplication unit 300. The ToeplitZ 
matrix multiplication unit 300 determines m-roW/n-column 
ToeplitZ matrix (MT) based on the vector T. Then, the 
ToeplitZ-matrix multiplication unit 300 performs multiplica 
tion of the ToeplitZ matrix MT and x1 (?rst input data 302), 
and delivers the multiplication result MT~xl to the adding unit 
301. 
[0126] The multiplication result MT~xl of the ToeplitZ 
matrix multiplication unit 300 is input to the adding unit 301. 
Further, the second input data 303 (x2) Which is an m-dimen 
sional vector on the GF(q) is input to the adding unit 301. The 
adding unit 301 adds the input tWo data (MT-x1 and x2) on the 
m-dimensional vector on the GF(q), and delivers the addition 
result MT~xl+x2 as the output data 305. 
[0127] In the present example, the number of elements of 
the input data set is qA(n+m), the number of elements of the 
output data set is qAm, and the number of elements of the 
e-universal-hash-function family is qA(n+m—l). The number 
of elements (qA(n+m—l)) of the e-universal-hash-?lnction 
family is smaller than that qA(n+m) of the input data set. Thus, 
it can be understood that an e-universal-hash-?lnction family 
Where the number of elements is smaller than in the case of 
the method described in Non-Patent Document 1 can be 
achieved. 

Example 4 

[0128] In this forth example, a shared-key generation sys 
tem using the universal-hash-function-family calculation unit 
according to the ?rst embodiment Will be described. FIG. 7 is 
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a block diagram shoWing an example of the con?guration of 
the shared-key generation system. The shared-key generation 
system shoWn in FIG. 7 realiZes sharing of a secret key by 
using the universal-hash-function-family calculation units 
according to the ?rst embodiment provided in both transmit 
ting device and receiving device and a quantum communica 
tion path. The quantum communication path used in the 
present example utiliZes a single photon for one-bit informa 
tion transmission. When information is intercepted by a third 
party on the quantum communication path, it is possible to 
detect a fact that the electronic interception has been made 
and the amount of intercepted information by comparing 
information of both transmitter and receiver. 

[0129] In the present example, the shared-key generation 
system includes, on the transmitting device (device used by a 
sender) side, a random number generator 400, a ?rst quantum 
communication device 401, a ?rst computer 402, a ?rst stor 
age unit 403, and a ?rst universal-hash-function computer 
420. The ?rst storage unit 403 stores an error correction 
program (?rst error correction program 408) for correcting an 
error occurring on the quantum communication path. The ?rst 
computer 402 reads the ?rst error correction program 408 and 
executes an error correction processing according to the ?rst 
error correction program 408. 

[0130] Further, in the present example, the shared-key gen 
eration system includes, on the receiving device (device used 
by a recipient) side, a second quantum communication device 
405, a second computer 406, a second storage unit 407, and a 
second universal-hash-function computer 430. The second 
storage unit 407 stores an error correction program (second 
error correction program 409) for correcting an error occur 
ring on the quantum communication path. The second com 
puter 406 reads the second error correction program 409 and 
executes an error correction processing according to the sec 
ond error correction program 409. 

[0131] The ?rst and second universal hash function com 
puters 420 and 430 both correspond to the universal-hash 
function-family calculation units according to the ?rst 
embodiment. The ?rst universal hash function computer 420 
includes a ?rst input-data enlargement unit 421, a ?rst e-A 
hash-function computer 423, and a ?rst adding unit 425. The 
second universal hash function computer 430 includes a sec 
ond input-data enlargement unit 431, a second e-A-hash 
function computer 433, and a second adding unit 435. The 
?rst and second input-data enlargement units 421 and 431 
both correspond to the input-data enlargement unit 100 (see 
FIG. 1) described in the ?rst embodiment. The ?rst and sec 
ond e-A-hash-function computers 423 and 433 both corre 
spond to the e-A-hash-function calculation unit 101 (see FIG. 
1) of the ?rst embodiment. Further, the ?rst and second add 
ing units 425 and 435 both correspond to the adding unit 102 
(see FIG. 1) of the ?rst embodiment. 
[0132] In the present example, n-bit data is input, as input 
data, to both the ?rst and second input-data enlargement units 
421 and 431. Further, the ?rst and second input-data enlarge 
ment units 421 and 431 both output m-bit data as ?rst enlarge 
ment unit output and second enlargement unit output. It is 
assumed here that a relationship n§2~m is established. In the 
present example, the ?rst input-data enlargement unit 421 
delivers, as the ?rst enlargement unit output, the higher In bits 
of the input data (n-bit) to the ?rst e-A-hash-function com 
puter 423. The ?rst input-data enlargement unit 421 delivers, 
as the second enlargement unit output, the loWer m bits of the 
input data (n-bit) to the ?rst adding unit 425. Similarly, the 
















