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FILE SWITCH AND SWITCHED FILE 
SYSTEM 

[0001] This application claims priority from US. Provi 
sional Patent Application No. 60/261,153, entitled FILE 
SWITCH AND SWITCHED FILE SYSTEM and ?led Jan. 
11, 2001, the disclosure of which is incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates generally to the ?eld of 
storage networks, and more speci?cally to ?le switching and 
switched ?le systems. 
[0004] 2. Description of the Related Art 
[0005] Since the birth of computer networking, access to 
storage has remained among the most important network 
applications. The reason is simple: the purpose of networks 
was and is to share data and content, and most of the data 
worth sharing resides on some form of storage. 
[0006] Despite the importance of storage applications in 
networks, their usefulness has, until recently, been greatly 
limited by the insu?icient bandwidth provided by networks. 
Even at 100 Megabits/second (Mbps) (the most common 
maximum speed in existing local area networks, also known 
as Fast Ethernet), accessing data through a network is several 
times slower than reading it from a hard disk attached locally 
to a computer. For this reason, historically most of the data 
accessed by a networked computer (workstation or applica 
tion server4often referred to as a “client”) has resided on 
local storage and only data that has to be shared has resided on 
network servers. 

[0007] The introduction of Gigabit network technology, 
however, is changing the rules of the game. A single Gigabit 
Ethernet or FibreChannel connection is capable of transport 
ing data at aggregate rates of up to 240 Megabytes/second 
(MB/ s), which is much greater than the performance of most 
locally attached storage devices. This means that in Gigabit 
networks, data can be accessed through the network much 
faster than from local storage. As a result, we have now 
reached the beginning of a fundamental trend in which the 
majority of useful data is being moved to the network. 

Storage Networks 

[0008] The ability to store terabytes of data on the network 
and make that data accessible to tens and hundreds of thou 
sands of users is extremely attractive. At the same time, cre 
ating storage and network systems capable of adequately 
handling such amounts of information and usage loads is not 
a simple task. As a result, storage networkingithe discipline 
that deals with designing, building and managing such sys 
temsiis rapidly becoming recogniZed as a separate, special 
iZed ?eld of computer networking. 
[0009] Introduction to the ?eld of storage networking can 
be found in “Introducing Storage Area Networks”, Michael 
Peterson, in February 1998 issue of InfoStor magaZine, Pen 
nWell Corp., and in “Building Storage Networks”, Marc Far 
ley, January 2000, McGraw-Hill, ISBN 0072120509. For an 
excellent overview of storage network architectures, please 
see “Auspex Storage Architecture Guide”, Second Edition, 
2001, Auspex Systems, Inc. For a thorough background on 
the ?eld and its business implications, as well as for a com 
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parative analysis of current technologies, see “System Area 
Networks: The Next Generation of Scale in the Data Center”, 
Robert M. Montague, et al., Jul. 26, 2001, Dain Rauscher 
Wessels Equity Capital Markets. 
[0010] The key promise of storage networking is in deliv 
ering network systems that enable the sharing of huge 
amounts of information and content among geographically 
dispersed users. To deliver on this promise, the storage net 
work systems have to be extremely scalable while providing 
a high degree of availability comparable to that of the public 
telephone system. In addition, any system of this scale has to 
be designed so that it can be managed effectively. 
[0011] In general there are two distinct ways of providing 
storage services to the network: “network disk” and “network 
?le”. In the ?rst approach, network clients are given access to 
“raw” storage resources generally addressable as arrays of 
?xed-siZe data blocks. In the second approach, clients are 
provided with a protocol, such as NFS and CIFS, for access 
ing ?le system services. The NFS protocol is described in 
“NFS Version 3 Protocol Speci?cation” (RFC 1813), B. Cal 
laghan, et al ., June 1 995, The Internet Engineering Task Force 
(IETF). The CIFS protocol is described in “CIFS Protocol 
Version CIFS-Spec 0.9”, Jim Norton, et al., March 2001, 
Storage Networking Industry As sociation (SNIA). These pro 
tocols typically provide security, hierarchical directories, the 
ability to create, open and close individual named ?les, and 
access to data within such ?les. In most systems, clients can 
view each ?le as a separate, extensible array of bytes. File 
access protocols also provide the ability to mediate concur 
rent access to the same ?le by multiple clients. 
[0012] The “network disk” approach is the foundation of 
the storage networking architecture commonly known as 
SAN (Storage Area Networks), while the “network ?le” 
approach is in the core of several architectures, including 
NAS (Network Attached Storage) and distributed ?le sys 
tems. 

[0013] Currently, none of the available architectures is 
capable of adequately delivering on the promise of storage 
networking. Storage area networks scale relatively well; how 
ever, sharing data in SAN remains extremely dif?cult for 
reasons described below. NAS and distributed ?le systems, 
also discussed further below, are excellent in sharing data but 
have proven very di?icult to scale in terms of performance 
and bandwidth. Because of these limitations, both types of 
systems are very cumbersome to manage. As a result, today a 
single storage administrator faces a challenge in managing 
only 80 gigabytes of data, and the cost and the cost and 
complexity of managing terabyte systems is astronomical. 
[0014] Early applications of storage networking were 
focused on database storage such as on-line transaction pro 
cessing, data mining, customer data, etc. In these applica 
tions, SAN remains the most common architecture. Today’s 
applications, such as e-mail, document repositories, CAD/ 
CAM, digital still images and digital video production, 
streaming high-resolution (HDTV) video, XML-based “soft 
structured” data, and many others, are increasingly ?le-based. 
As a result, high-performance, high-availability network ?le 
services are becoming increasingly important. 

Available Approaches to Scaling File Systems 

[0015] The primary function of every ?le system is to 
enable shared access to storage resources. In fact, ?le systems 
were originally created to facilitate sharing of then-expensive 
storage between multiple applications and multiple users. As 
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a result, when exposed as a network service, ?le systems 
provide a complete and mature solution to the problem of 
sharing data. 
[0016] The ?ip side is that ?le systems are complex and 
very processing-intensive, which increases substantially the 
performance requirements to any computer that provides ?le 
services over a fast network. To serve ?les to hundreds and 
thousands of users simultaneously requires tremendous 
amounts of processing power, memory and bus bandwidth. 
[0017] Because of the importance and magnitude of the 
problem, over the last ?fteen years a number of different 
approaches have been tried. An excellent overview of the key 
issues associated with building network ?le systems and the 
various ?le system architectures can be found in “The Zebra 
Striped Network File System”, John Henry Hartman, 1994, 
Ph.D. dissertation submitted in the Graduate Division of the 
University of California at Berkeley. The known available 
approaches generally each fall into one of three broad catego 
ries: single box solutions, cluster ?le systems and distributed 
?le systems. 
[0018] FIG. 17 illustrates a typical application of presently 
available, commonly used network ?le systems. The system 
consists of a local area network 1700, which connects a large 
number of client workstations 1701 and a number of appli 
cation servers 1702, connected to various ?le servers. The ?le 
servers typically include standalone servers such as 1703 and 
1704, as well as ?le servers, such as 1705 and 1706, con?g 
ured as a cluster 1710 with shared storage 1707. The servers 
1705 and 1706 are connected together through a high-speed, 
low-latency intra-cluster connection 1709, and are also con 
nected to the shared storage 1707 through a SAN, typically 
using optical (FibreChannel) interconnect, such as 1708. In 
addition, clients 1701, application servers 1702 and ?le serv 
ers 1703 through 1706 may be con?gured to be part of a 
distributed ?le system with the appropriate software services 
installed on all of those machines. 

Single Box Solutions 

[0019] Single box solutions provide a simple and straight 
forward approach to the problem of increasing the perfor 
mance of ?le servers. Traditionally, the fastest available com 
puters were used to serve ?les; when even these became 
insuf?cient, specialiZed architectures were built to extend the 
capabilities of the server. Where one processor was not 
enough, more processors were added; where the bandwidth of 
a standard bus was not suf?cient, additional busses or even 
custom-designed wider busses were introduced, and so on. 
[0020] The result of this approach is that high-end ?le serv 
ers are essentially massively multiprocessing supercomput 
ers, with all the associated costs and complexity. Examples of 
single box solutions are the EMC Celera/Symmetrix, SGI 
Origin, HP Superdome, Intel Paragon and IBM SP, the trade 
marks of which are hereby acknowledged. 
[0021] However, high-performance multiprocessing ?le 
servers quickly run into the performance limits of their stor 
age subsystems. The approach to resolving this bottleneck is 
to spread the load among multiple hard disks and data paths 
operating in parallel. RAID and parallel ?le systems such as 
Cray T3E I/O system and PVFS are the results of this 
approach. RAID is described in “A case for redundant arrays 
of inexpensive disks (RAID)”, D. Patterson, et al., in Proceed 
ings of ACM SIGMOD conference on the Management of 
Data, pp. 109-116, Chicago, Ill., Jun. 1-3, 1998, Association 
for Computing Machinery, Inc. The Cray T3E I/O system is 
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described in “NERSC Tutorials: I/O on the Cray T3E”, chap 
ter 8, “Disk Striping”, National Energy Research Scienti?c 
Computing Center (NERSC). The PVFS is described in 
“PVFS: A Parallel File System for Linux Clusters”, Philip H. 
Cams, et al., in Proceedings of the 4th Annual Linux Show 
case and Conference, pages 317-327, Atlanta, Ga., October 
2000, USENIX Association. 
[0022] Single-box solutions are subject to several serious 
problems. First, because of the extremely high complexity 
and the need to develop custom silicon in order to satisfy 
performance requirements, single box solutions are hid 
eously expensive. Worse, their development cycles are 
exceedingly long, virtually guaranteeing that they will be 
“behind the curve” in many important aspects, such as soft 
ware technologies, protocols, etc., by the time they are gen 
erally commercially available. Since storage requirements 
effectively double every year or so, these boxes often become 
obsolete long before the customers manage to depreciate their 
high cost. 

Cluster File Systems 

[0023] An alternative to scaling the server architecture 
within the box is to put together multiple servers accessing the 
same pool of storage over a fast interconnect such as HIPPI or 
FibreChannel. The result is a “cluster” of computers that acts 
in many aspects similarly to a multiprocessing supercom 
puter but can be assembled from generally available compo 
nents. 

[0024] Since all computers in a cluster access the same set 
of hard disks, the ?le system software in each of them has to 
cooperate with the other members of the cluster in coordinat 
ing the access and allocation of the storage space. The sim 
plest way to approach this problem is to section the storage 
pool and divide it among the different computers in the clus 
ter; this approach is implemented in Windows clustering 
described in “Windows Clustering TechnologiesiAn Over 
view”, November 2000, Microsoft Corp. More sophisticated 
approaches result in specialiZed cluster ?le systems, such as 
PVFS [see Carns, et al. above], Tigershark, GFS, VERITAS 
SANPoint Foundation, xFS, and Frangipani. Tigershark is 
described in “The Tiger Shark File System”, Roger L. Haskin, 
Frank B. Schmuck, in Proceedings of IEEE 1996, Spring 
COMPCON, Santa Clara, Calif., February 1996. GFS is 
described in “The Global File System”, Steven Soltis, et al., in 
Proceedings of the Fifth NASA Goddard Space Flight Center 
Conference on Mass Storage Systems and Technologies, Sep. 
17-19, 1996, College Park, Md., and “The Design and Per 
formance of a Shared Disk File System for IRIX”, Steve 
Soltis, et al., in Sixth NASA Goddard Space Flight Center 
Conference on Mass Storage and Technologies in coopera 
tion with the Fifteenth IEEE Symposium on Mass Storage 
Systems, Mar. 23-26, 1998.VERITAS SANPoint Foundation 
is described in “VERITAS SANPoint Foundation SuiteTM 
and SANPoint FoundationTM Suite HA: New VERITAS Vol 
ume Management and File System Technology for Cluster 
Environments”, September 2001, VERITAS Software Corp. 
xFS is described in “Serverless Network File System”, Tho 
mas E. Anderson, et al., in the 15th Symposium on Operating 
Systems Principles, December 1995, Association for Com 
puting Machinery, Inc. Frangipani is described in “Frangi 
pani: A Scalable Distributed File System”, ChandramohanA. 
Thekkath, et al., in Proceedings of the 16th ACM Symposium 
on Operating Systems Principles, October 1997, Association 
for Computing Machinery, Inc. The bene?ts of cluster ?le 
















































