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(57) ABSTRACT 

A method and system to generate ?ne granular integrity to 
huge volumes of data in real time at a very loW computational 
cost. The invention proposes a scalable system that can 
receive different digital data from multiple sources and gen 
erates integrity streams associated to the original data. This 
invention provides full guarantees for data integrity; the order 
of data logged cannot be altered and content cannot be modi 
?ed added or deleted Without detection. 
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METHOD AND SYSTEM TO PROVIDE FINE 
GRANULAR INTEGRITY TO DIGITAL DATA 

FIELD OF THE INVENTION 

[0001] The present invention relates to digital data integrity 
and more particularly to a technique to detect malicious tam 
pering at a very ?ne granular level Without the performance 
constraints of purely using digital signatures. 

BACKGROUND OF THE INVENTION 

[0002] Today, almost all critical business records are gen 
erated, managed and stored electronically, creating ef?cien 
cies and cost-savings for businesses. Unfortunately, digital 
information can be easily deleted, altered and/or manipu 
lated. For businesses, the burden of proof is on the company 
to ensure and attest to the accuracy and credibility of their 
electronic business records. This ability to prove the integrity 
of critical business records becomes especially important in 
litigation Where executives are often called upon to support 
their claims of oWnership of any discoverable records, as Well 
as verify their history of creation and use. 
[0003] It is important to remark the difference betWeen 
involuntary changes on data (like those due to errors in trans 
mission) and voluntary changes (tampering). When the 
objective is to detect involuntary changes, the integrity infor 
mation is commonly calculated Without any kind of security 
addedbecause there is not an attacker that is also going to alter 
the integrity to hide the data changes. Examples of patents 
about veri?cation of data integrity for involuntary changes are 
European Patent EP1665611 “Data transmission path com 
prising an apparatus for verifying data integrity”, US. Pat. 
No. 5,581,790 “Data feeder control system for performing 
data integrity check While transferring predetermined number 
of blocks With variable bytes through a selected one of many 
channels”, US. Pat. No. 7,330,998 “Data integrity veri?ca 
tion”, US. Pat. No. 6,446,087 “System for maintaining the 
integrity of application data”, European Patent EP676068 
“Data integrity check in buffered data transmission” and 
European Patent EPl 1 98891 “Data integrity management for 
data storage systems” amongst others. 
[0004] But When the objective is to detect tampering, the 
method used to provide data integrity needs to prevent as Well 
the tampering on the integrity information, therefore some 
kind of cryptography is required. The invention proposed ?ts 
in this category. 
[0005] Specially on those Well regulated environments, 
operating With large volumes of sensitive information, it is 
needed to guarantee the integrity of their data With a system 
that eliminates the risk of data manipulation. 
[0006] Electronic records have been proven to have been 
manipulated in cases ranging from stock options fraud to loan 
fraud to intellectual property disputes. Some recent examples 
of actual cases surrounding the manipulation of electronic 
records include: 

[0007] Top executives at a successful technology com 
pany attempted to alter electronic records to hide a secret 
options-related slush fund to cover the tracks of their 
backdating options scheme. 

[0008] A prominent real estate developer received an 
electronic version of a loan agreement to print and sign. 
Rather than just signing the document, he made subtle 
changes to it in order to make the terms of the loan more 
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favorable to himself. The changes Went undetected for a 
year until the loan Was re?nanced. 

[0009] An auditor impeded a federal investigation by 
intentionally altering, destroying and falsifying the 
?nancial records of a noW defunct credit card issuer in 
order to doWnplay or eliminate evidence that there Were 
“red ?ags” that he should have caught. 

[0010] TWo major Wall Street ?rms settled With the SEC 
after being accused of “late trading”. Late trading or 
“after-hours” trading involves placing orders for mutual 
fund shares after the market close, but still getting that 
day’s earlier price, rather than the next day’s closing 
price. 

[0011] A prominent scientist, funded by millions of dol 
lars in state and private funding Was charged With fraud 
and embezzlement, after admitting that he manipulated 
photo images of stem cells in his research. 

[0012] The industry has been addressing these de?ciencies 
by several means, including the use of WORMs (Write Once 
Read Many) devices, the use of digital signatures, redundant 
off-site storage managed by different people, etc., but all of 
them have aspects to demand a more ef?cient solution: 
WORMs are sloWer than any other storage device and one 
risk is that a drive can be replaced by another one tampered; 
digital signatures have a high computational cost that makes 
impossible to use standalone in systems With signi?cant 
transaction volume and do not prevent the change of order; 
and duplicating the storage systems and administration have 
cost issues and dif?cult the further audit process. 

[0013] The state ofthe art is based today in the use ofdigital 
signatures (Public Key Infrastructure based) accompanied by 
an accurate date and time stamp to provide authenticity to the 
data susceptible of further audit but the folloWing issues are 
not addressed: 

[0014] a) When processing a huge volume of data, the 
performance required is not cost e?icient or even it is 
directly not possible to implement because lack of per 
formance of digital signatures. 

[0015] b) Digital signatures and timestamps do not pro 
vide by themselves the guarantee that there have not 
been registers deleted Without notice, Which in fact 
means immutability is not a feature of such log regis 
tries. 

[0016] The present invention addresses both issues, provid 
ing a cost e?icient method and system to provide ?ne granular 
integrity to huge volumes of data guarantying immutability. 
The use of both symmetric message authentication functions 
to create the links and digitally signatures for chunks of links 
make possible to generate immutable digital chains in a cost 
e?icient Way by using standard industry hardWare and soft 
Ware. 

[0017] There is a patent that proposes a primitive solution 
by using a cumulative hash function (U .S. Pat. No. 6,640,294) 
but it does not address the problem of malicious tampering 
because it is possible to recalculate the entire set of hashes to 
match the modi?ed data values (it is clear When saying “[ . . . 
] if there is an accidental error, attempts to recover the lost 
data can be made [ . . . ]” at column 3 line 32). US. Pat. No. 

6,640,294 is also oriented to data storage. In contrast, the 
proposed invention: 

[0018] Considers malicious tampering, therefore uses 
cryptographic functions, like Message Authentication 
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Codes in combination With a secret key, to avoid mali 
cious replacement of integrity. Timestamps are also 
included. 

[0019] Provides authenticity, so it is not possible to 
impersonate the source of data. 

[0020] It’s not oriented to data storage but to integrity 
generation. The integrity is managed beside the data, so 
it is possible to keep together the data and integrity but 
also it is possible to only keep integrity and ?nally it is 
also possible to purely generate integrity and do not keep 
neither data nor integrity. 

SUMMARY OF THE INVENTION 

[0021] With the proposed invention is possible to generate 
?ne granular integrity to huge volumes of data in real time at 
a very loW computational cost. 
[0022] The invention proposes a scalable system that can 
receive different digital data from multiple sources and gen 
erates integrity streams associated to the original data. 
[0023] Message Authentication Codes are used to create a 
digital chain of integrity links. The algorithm proposed in the 
preferred embodiment creates multiple parallel chains to 
achieve a high volume of transactions per second. 
[0024] The symmetric session keys that are used at Mes 
sage Authentication Codes to create the digital chain are 
stored encrypted using an asymmetric public key. An audit 
tool component is presented to alloW the oWners of the cor 
responding asymmetric private key to verify data integrity 
and generate audit reports. The use of a Public Key Infrastruc 
ture (PKI) and certi?cates assures that only those authorized 
can verify the integrity. 
[0025] The system proposed is designed in a Way that can 
process the digital data at binary level and at data format level. 
When Working in binary mode the system processes the digi 
tal data at byte level making no difference Which format the 
data have (audio, video, documents, transactions, ?les . . . ) 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] The invention is best understood from the folloWing 
detailed description When read in connection With the accom 
panying draWing. It is emphasiZed that, according to common 
practice, the various features of the draWing are not to scale. 
On the contrary, the dimensions of the various features are 
arbitrarily expanded or reduced for clarity. Included in the 
draWing are the folloWing Figures: 
[0027] FIG. 1 is an illustration of an exemplary embodi 
ment of a system in Which the invention may be implemented. 
There are several information source(s) (310, 312) that com 
municate With the Integrity Generation System (305) through 
a NetWork (405). There are also some of the different receiv 
ers of the immutable digital chains of integrity: same receiv 
ers as senders of the original data (312), different ones (311) 
and storage media (320). 
[0028] FIG. 2 is an illustration of a softWare architecture 
shoWing an exemplary implementation of the invention. 
There is a data communications layer (505) that provides an 
API (600) to communicate With the data information sources 
(310, 312), a cryptographic layer (510) that generates the 
immutable digital chains of integrity and an integrity com 
munications layer (515) that sends to the appropriate receiv 
ers (311) and/ or stores (320) the generated immutable digital 
chains of integrity. 
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[0029] FIG. 3 shoWs the architecture of the system With its 
functional modules. There is an API Module (600) that 
receives the original data from the information sources. This 
API Module passes the original data to the Integrity Genera 
tion Module (610) that generates the integrity, With the (op 
tional) usage of the HSM module (650) and using the public 
keys certi?cated by a Trusted Third Party (660). The immu 
table digital chains of integrity generated at Integrity Genera 
tion Module (610) is then communicated to the authoriZed 
receiver(s) by means of the Integrity Communication Module 
(620) and/or stored by the Storage Media Module (640). 
When an integrity veri?cation is requested, the Audit Tool 
Module (630) With its Web based interface alloWs the requests 
through the Integrity Communication Module (620) by pro 
viding both the original data and the integrity or only the 
original data and retrieving the integrity from the Storage 
Media Module (640) or by retrieving both the original data 
and the integrity from the Storage Media Module (640). 

DETAILED DESCRIPTION 

[0030] The present invention proposes to generate ?ne 
granular integrity to huge volumes of data in real time, involv 
ing the folloWing steps: 

[0031] a) receiving the data. An API (Application Pro 
gramming Interface) (600, 505) is provided to enable the 
communication With the different data sources; 

[0032] b) processing the data applying cryptographic 
routines (510, 610) to generate one or more immutable 
digital chains that contain at least the original data 
related integrity information including timestamps; and 

[0033] c) communicating said digital chain(s) to the 
appropriate receiver (620), that could be the same as the 
sender of data (312), a different one (311), a storage 
media (320), etc. 

[0034] The system described herein is preferably imple 
mented as a softWare program, platform independent Java 
implementation, running in standard hardWare. HoWever, the 
system may be implemented in various embodiments using 
other Well knoWn implementations, such as, for example, 
Microsoft’s .net technology or C++. The executable applica 
tions, as described herein, are computer programs (softWare) 
stored Within the main memory or a secondary memory on 
any suitable computer running preferably Linux or WindoWs. 
Such computer programs, When executed, enable a processor 
to perform the features of the present invention. The system as 
disclosed herein can be implemented by a programmer, using 
commercially available development tools. Obviously, as 
technology changes, other computers and/or operating sys 
tems may be preferable in the future. 

[0035] In a preferred embodiment, the use of an industry 
standard HardWare Security Module (HSM) (650) at least to 
generate and keep secure the asymmetric cryptographic keys 
run provides a higher degree of security and full indepen 
dence because even the system administrator can not access 
to these keys. 
[0036] The system is proposed in a 3-tier softWare archi 
tecture: l) the data communications tier (505), Which is in 
charge of the connection With data sources; 2) the business or 
cryptographic tier (510), Which is in charge to generate the 
immutable digital chains; 3) and the integrity communica 
tions tier (515), in charge to send said digital chain(s) to the 
appropriate receiver, that could be the same sender of data 
(312), a different one (311), a storage media (320), etc. 
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[0037] Designing the application in layers (tiers), is useful 
for many different reasons. In a multiple tier design, each tier 
can be run in a separate machine, or machines, allowing for 
improved processing performance. Depending on the design, 
multiprocessor machines, or many different independent 
computers can be used to improve performance. Ef?cient 
layering can give structure to the application, promote scal 
ability, and ease long-term maintenance requirements for the 
code. 
[0038] The proposed system is designed in such a Way that 
can process the digital data at a binary level and at a data 
format level. When Working in binary mode the system pro 
cesses the digital data at byte level making no difference 
Which format the data have (audio, video, documents, trans 
actions, ?les . . . ) 

Receiving Data to Generate Its Integrity 

[0039] To receive the original data information to generate 
its integrity, the proposed system provides an Application 
Programming Interface (600, 505). The invention proposes as 
netWork (405) transport protocol to use industry standards, 
like the folloWing ones, but not restricted to: 

[0040] Asynchronous messaging, like JMS; 
[0041] Synchronous communication, like Webservices 

using HTTP/S (TLS/SSL) calls over TCP/IP; 
[0042] Other communication protocols such as syslog, 
SNMP, SMTP, secure syslog, etc. 

Generating Integrity: Immutable Digital Chains 

De?nitions 

[0043] Data messages mi: We’ll call Message to the data 
information provided at any call to the proposed system 
in order to generate its integrity. 

[0044] Entry: Tuple of values such as a Message, a 
Timestamp, a link and the type of the Message, etc. 

[0045] Register: Ordered set of entries 
[0046] P A” d: Encryption With the public key of the entity 

authoriZed to verify the integrity 
[0047] S S: Encryption With the system’s private key 
[0048] DSS: digital signature made by the system 
[0049] ts: timestamp 
[0050] concatenation 
[0051] MAC: (Message Authentication Code) is an 

authentication tag derived by applying an authentication 
scheme, together With a secret key, to a message. 

[0052] Unlike digital signatures, MACs are computed and 
veri?ed With the same key, so that they can only be veri?ed by 
the intended recipient. There are four types of MACs: (1) 
unconditionally secure, (2) hash function-based, (3) stream 
cipher-based or (4) block cipher-based. 
[0053] In a preferred embodiment, the integrity is gener 
ated as immutable digital chains folloWing the cryptographic 
protocol de?ned beloW: 
[0054] 1. The proposed system establishes at least one ses 

sion key (symmetric key) that Will be kept secured by 
means of a digital envelope using public-key cryptogra 
phyl 
[0055] 1.1. The system generates randomly a session 

key, K. 
[0056] 1.2. The system destroys securely the old previ 

ous session key (if it exists). 
[0057] 1.3. The system encrypts the neW key With the 

public key (P Aud), obtaining K':PAMd(K) 

Sep. 24, 2009 

[0058] 1.4. The system digitally signs the encrypted key 
K' obtaining K":DSS(K') 

[0059] 1.5. The system adds to at least one of the digital 
chains, at least the values K', the K", a timestamp, and 
the digital signature of all previous data. This is entryo: 
(m0>tS>DS0:Ss(h(m0||tS||1D) Where mO:PAud(K) 

[0060] 2. Every time a message (unit of data) ml. is received, 
a neW link is added to its according digital chain preserving 
the sequence order. Every added entryl. is derived to form 
the chain from the previous entry entryl-_l according to the 
formula: entryi:(ts,MACK(mi||ts||MACi_l)) 

[0061] 3. The chain Would have no end being an in?nite 
chain if the system is never stopped (for example if the 
server needs maintenance). When the system is shut doWn, 
the chain is securely closed by creating a special ?nal 
entryN formed With a tuple of at least the folloWing ele 
ments: the timestamp ts, the link With previous entry N-l 
and by digitally signing said elements mN and ts together 
With previous IMACN_l; entryN:(ts,SS[h(mN||ts||MACN_ 
1)]) Where mN at least contains the chain identi?er. 

[0062] As seen, the session key is used to compute a cryp 
tographic message authentication code (MAC) for the entry 
to calculate its integrity and the MAC of the previous entry 
each time an entry is added to a digital chain. It is possible to 
change the session key after a prede?ned time or a prede?ned 
number of iterations and start using a neW one as de?ned at 
step 1, to provide another level of security. 
[0063] Metronome entries are added to the digital chain at 
prede?ned regular intervals, generated in the same Way as the 
links that close a chain. Metronome entries provide by this 
Way digital signatures to the chunk of messages contained in 
the digital chain betWeen one metronome entry and the pre 
vious one in the chain, adding another level of security. In a 
preferred embodiment, metronome entries contains at least 
the same information detailed at step 3 above but Without the 
ml- ?eld (this is, only timestamping information). Addition 
ally, in another embodiment the metronome entry could also 
contain a digital signature of its values. 
[0064] In another embodiment, it is also possible to include 
the original data inside the links of the digital chain, providing 
the integrity together With the original data (the messages ml 
to m”). In this embodiment, as an option, it is also possible to 
encrypt the messages ml to m” (original data) using a sym 
metric encryption algorithm, such as AES (preferred), DES, 
3DES, IDEA, etc. The secret key to be used for encryption 
could be the same key K used for integrity (MAC) or a 
different one also encrypted With a different public key 
belonging to a different entity, Which Will provide separation 
of roles betWeen the entity alloWed to verify the integrity and 
the one alloWed to access the original data. 

[0065] The process to verify the integrity considers recre 
ating the same process folloWed during integrity generation 
from the last symmetric key K encryption link, and verifying 
MACs and digital signatures. The entries are veri?ed preserv 
ing the sequence order. 
[0066] If the system is compromised, the attacker has no 
Way to recreate the MACs (the only Way is to knoW the session 
key) so he can’t modify it Without detection. 
[0067] Considering an attacker that chooses to simply 
delete or truncate a register rather than attempting to modify 
existing entries Without detection. Of course, no neW valid 
entries can be added once a register has been truncated, since 
intermediate links Will have been lost, and this Will be 
detected during veri?cation. 
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[0068] Considering noW an attacker that deletes entries 
from the end of the chain; in this scenario, the lack of neW 
entries could suggest that no more data have been received 
recently (instead of being deleted). The use of metronome 
entries prevents this kind of attacks: if an attacker deletes 
entries from the end he Will also delete the metronome entries 
or if he leaves the metronome entries, their digital signatures 
Will not match and the authoriZed Auditor Will detect the 
situation (Where the last valid entry indicates the earliest time 
at Which the register could have been truncated). 
[0069] As said before, the preferred embodiment considers 
generating multiple concurrently maintained digital chains to 
reduce latency and take a better advantage of computational 
load. The system Will establish as many concurrent different 
session keys as chains (con?gurable). Every chain is indepen 
dent of the other ones and Works in an independent Way, but 
all chains are securely linked together at creation time. In this 
Way, any chain or the complete set of chains cannot be entirely 
deleted Without detection. Additionally, metronome entries 
are added to all current chains at the same time, so all chains 
should have the same number of metronome entries. Metro 
nome entries added at the same time have the same identi?er 

value (it simpli?es detecting truncation). 
[0070] In a preferred embodiment, as Well as keeping the 
integrity inside the chains, it is also needed to contemplate 
other attacks than inside chains modi?cation. That is, the 
deletion of some of the multiple chains generated. 
[0071] Since We do not have as many chains as the entries 
existing inside the chains themselves, We may use mathemati 
cal operations to be able to detect the integrity of the Whole set 
of chains. 
[0072] Lets assume that We have a storage media (320) 
Which is storing chains from n servers in a non-uniform Way. 
That is, it is hard to put an order on the chains during the time 
they are being stored. And another thing is that if We group the 
chains and re-chain them all, if one of them is deleted We Will 
not be able to detect the deletion of this chain. 
[0073] To get rid of these draWbacks, We might take the last 
MAC values of each chain and create a polynomial by setting 
these values as roots, according the formula: 

[0074] As there Will be more chains coming, We Will con 
tinue creating this polynomial up to some limit. After that We 
are going to sign it. Then this alloWs us very easily to go 
backWard or forWard from the point We Want among the 
chains. We can detect very easily if some chains are deleted by 
cancelling the remaining chain values (?nal MAC values 
inside the chains) and We can also recover the value of the 
chains deleted. 
[0075] Said polynomial is not going to have a repeating 
root; i.e., the multiplicity of each root is going to be 1 and sum 
of multiplicities is going to be equal to the degree of the 
polynomial. This property is a direct consequence of the 
collision-resistance of MAC functions. 

[0076] Moreover, if an attacker deletes an integrity value, 
she cannot compute a different value to make the polynomial 
look like the same. This is because polynomial rings are 
unique factoriZation domains, Which means polynomials can 
not be factored by different monomials. 
[0077] Another advantage coming With this polynomial is 
that it is possible to obfuscate it Without any need of encryp 
tion. This might be achieved even but not only by choosing a 
random number and adding it to the constant term of the 
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polynomial. The siZe of the interval from Which the random 
number is chosen might be set as a security parameter for the 
security of the polynomial. So it can be adjusted. Further 
more, this polynomial can be made public by signing it and 
sending it to different location inside the netWork. This Will 
reduce the risk of polynomial to be harmed. 

[0078] There are of course many other Ways to create such 
structures Where the order of computation is not important. 
For example modular multiplication of chain values Which 
might be less costly than polynomials. But arithmetic of 
polynomials in modulo 2 is going to be fast since they are 
going to be convenient to implement. The need for security is 
unique factoriZation domains under some certain operation. 

[0079] The polynomial is going to be updated or multiplied 
When a neW chain arrives to the database by the chains value. 
That is; P(X) becomes P(X)~(x—x(n+l)). Re-signing all of the 
polynomial every time it’s updated again and again is time 
consuming. To get rid of this trade-off it is proposed to use 
homomorphic encryption Which is going to enable to sign 
only the neW coming chain factor (X—x(n+l)) and multiply; 
because homomorphism means that DS(P(X))~DS(X—X(n+l)) 
:DS(P(X)'(X—X(I1+l)). This is going to be much more ef?cient 
than signing the updated polynomial. 
[0080] Another embodiment considers just timestamping 
and signing the polynomial. While the chain integrity values 
are coming, the system is going to sign the recomputed poly 
nomial one by one. So, signing With the time stamp might 
reduce the replacement attacks if fake but “indistinguishable” 
chain values are generated and added to the computation 
process of the polynomial periodically. These periods must be 
small enough to prevent replacement attacks. Authenticity of 
time-stamp must be preserved in any case. 

[0081] Another embodiment considers to create some 
number of polynomials instead of creating just one polyno 
mial. This is going to be done by just using a pseudorandom 
function to determine Which polynomial is to be updated. The 
reason for that is to prevent an adversary to understand Which 
polynomial is updated. The seed of the random function is 
going to be secret. That means When a replacement attack is 
done; it is going to be understood by the question “HoW can it 
be that all of the polynomials are the same for that period of 
time?” 

[0082] Another embodiment considers a continuation of 
the ?rst improvement: the polynomial is going to be updated 
for each neW coming metronome value. After this; it is going 
to be signed homomorphically. To keep the degree of the 
polynomial at a reasonable level, We just have to cancel the 
last signed metronome entry and then We have to update it 
With the neW coming metronome entry. For the last chain 
values (or link values) We update With them as usual but they 
are not going to be cancelled as metronome entries. They are 
going to stay as the real roots of the polynomial. To summa 
riZe, link values or the last chain values We add to the com 
putation of the polynomial are going to be permanent, met 
ronome entries added as roots are going to be temporary; they 
are going to be replaced by each neW coming metronome 
entry. 
[0083] The arithmetic to use is going to depend on the 
signature scheme as Well as the fastest implementation Which 
is going to be suitable. It is suggested to use binary arithmetic 
so that the computation of polynomial is going to be very fast. 
But in general a polynomial of degree n is going to be multi 
plied With a factor Which has degree 1; so in any case it is fast. 



US 2009/0238365 A1 

[0084] Another embodiment, in order to avoid the division 
of the polynomial each time for to replace the metronome 
roots, proposes to keep the polynomial Which existed before 
the opening of a neW integrity generation session (a polyno 
mial created by the previous link/last chain values) Let’s call 
this polynomial “P”. By above discussion, P just consists of 
factors Whose roots are of last link values (belonging to the 
previous integrity generation sessions) Which are not divided. 
And there is another polynomial “Q”; Which both contains 
last chain values as roots and last arrived metronome value as 

factors. By each neW coming metronome entry mi, Q is going 
to be updated as Q:P-(x—ml-) and Q is signed again as before. 
[0085] NoW, this overWrite operation prevents division of 
old metronome values. Furthermore, the cost of signing is 
kept constant. And the signature scheme does not have to be 
homomorphic. 
[0086] The use of an industry standard HardWare Security 
Module (HSM) (650) Where at least the pair of private & 
public keys for digital signatures are generated and the private 
key is hold securely, guarantees the immutability of the digi 
tal chain because nobody can access the private key used to 
sign, even those privileged users such as the system admin 
istrators. 

Delivering the Integrity 

[0087] The integrity communications tier (515) is in charge 
to deliver the integrity. As seen before, the integrity is formed 
by at least one immutable digital chain, and in a preferred 
embodiment this chain is delivered to the emissor of the 
original data in real time as it is being created, link by link, 
using the same communications protocol established to 
receive the original data. The oWner of the original data pos 
ses ses noW an integrity token related to the original data, that 
can be veri?ed by the oWner of the asymmetric private key 
used to encrypt the symmetric session key(s) at any time. An 
example of application could be a real time video system, 
such as a centraliZed CCTV server that received multiple 
video streams and stores the video in a never-ending ?le 
(When disk is full, instead of closing the ?le it continues 
storing data from the beginning generating a continuous 
stream ?le), Where the integrity is generated at same time as 
the video and stored aside in the CCTV system. The CCTV 
system Will send to the proposed integrity system the stream 
of video in real time, the integrity system Will generate the 
integrity and send it to the CCTV system also in real time and 
?nally the CCTV system Will store in its storage media the 
video stream together With the integrity stream (the digital 
chain). The bene?ts over purely using digital signatures are 
evident in this example, because the integrity is generated 
continuously according the stream of video instead of snap 
shots. 

[0088] In another embodiment, the integrity is stored by the 
proposed system instead of being delivered, While the origi 
nal data is not kept. In this scenario, When an integrity veri 
?cation is required, the system only needs to receive the 
original data and it Will generate the integrity report using the 
previously stored integrity. 
[0089] Another embodiment contemplates the integrity 
system to store both the integrity and the original data, 
together or separately in different storage medias. In this 
scenario the integrity system does also Work as secure reposi 
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tory of data. The audit tool Will not only generate an integrity 
report but also export the original data, guaranteeing its integ 
rity. 

Audit Tool to Verify the Integrity 

[0090] The system provides a Web based interface audit 
tool (630) that is in charge to verify the integrity of the data, 
generate the integrity reports and in some cases deliver the 
original data. The audit tool requires access to the asymmetric 
private key of the authoriZed receiver(s) of the integrity as 
Well as the public key used by the system, in order to recover 
the symmetric session keys needed to verify the integrity by 
repeating the same process folloWed to generate it and com 
paring both results. To guarantee the security of the process, 
in a preferred embodiment the public keys are all certi?ed by 
a trusted third party (660). 
[0091] While preferred embodiments of the invention have 
been shoWn and described herein, it Will be understood that 
such embodiments are provided by Way of example only. 
Numerous variations, changes and substitutions Will occur to 
those skilled in the art Without departing from the spirit of the 
invention. Accordingly, it is intended that the appended 
claims cover all such variations as fall Within the spirit and 
scope of the invention. 

1. A method to generate ?ne granular integrity to huge 
volumes of data in real time at a very loW computational cost 
for use With a computer the method comprising: 

receiving original data from multiple sources (310, 600), 
over a communication Way or netWork using predeter 
mined protocols; 

processing the original data by cryptographic means (510, 
610) for generating one or more immutable digital 
chains that contain at least integrity information related 
to the original data including timestamps; and 

communicating (515,620) said digital chains to a receiver, 
said receiver being one of: the same as the sender of the 
original data (312), a different receiver (311) or a storage 
media (320, 640), 

Wherein the generating the immutable digital chains com 
prises: 

a) establishing at least one symmetric session key K; 
b) securely destroying an old previous session key, if any; 
c) encrypting said at least one symmetric session key K 

using an asymmetric public key of an authoriZed 
receiver P A” d, thus obtaining K':PAMd(K) and also digi 
tally sign it obtaining K":DSs(K'); 

d) creating at least one of the digital chains With said K' and 
K" values With a timestamp and a digital signature of 
previous values all together; or add to at least one of the 
digital chains said K' and K" values With a timestamp 
and a digital signature of previous values all together, 
and 

e) every time a neW unit ml. of original data is received, a 
neW link entry,- is created to at least one of the digital 
chains according the formula entryi:(timestamp, MAC K 
(ml-,timestamp,MACl-_l)), Where MAC relates to Mes 
sage Authentication Codes. 

2. The method according to claim 1 Wherein metronome 
entries are added to at least one digital chain at prede?ned 
regular intervals, even if no neW units of original data are 
received. 

3. The method according to claim 1 further comprising 
adding a last link to digital chains to securely close them When 
a shutdoWn of the system occurs. 
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4. The method according to claim 1 wherein the neW link 
entry generated every time a neW unit ml- of original data is 
received also contains the content of the neW unit ml- of origi 
nal data, according the formula entryi:(ml., timestamp, 
MAC K(mi,timestamp,MACZ-_ 1 )) 

5. The method according claim 4 Wherein the content of the 
neW unit ml. of original data including at the neW link entry 
generated is symmetrically encrypted, according the formula 
entry:(E(mi), timestamp, MAC K(E(mi), timestamp,MACl._ 
1)) using the same symmetrical session key K. 

6. The method according claim 5 Wherein the session key 
used for encryption is different than the session key used for 
message authentication codes. 

7. The method according to claim 1 Wherein an industry 
standard HardWare Security Module (HSM) or a smart card or 
a USB crypto-token is used to generate at least one private 
key, keep it alWays secret, and use it to carry out the asym 
metric encryption and digital signatures related at least to one 
of said one or more immutable digital chains. 

8. The method according to claim 7 Wherein the HardWare 
Security Module (HSM) or smart card or USB crypto-token 
(650) is also used to execute the method to generate said one 
or more immutable digital chains. 

9. A system to generate ?ne granular integrity to huge 
volumes of data in real time at a very loW computational cost 
comprising at least one independent server ho sting a softWare 
program, platform independent implementation that can run 
on standard hardWare, comprising: 

multiple sources (310, 600) for receiving original data over 
a communication Way or netWork (405) using predeter 
mined protocols; 

cryptographic means (510, 610) processing the original 
data and generating one or more immutable digital 
chains that contain at least integrity information related 
to the original data including timestamps; and 

a receiver to Which said digital chains are communicated, 
said receiver being one of the same as the sender of the 
original data (312), a different receiver or a storage 
media (320, 640). 
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10. The system according to claim 9, Wherein a device 
selected among an industry standard HardWare Security 
Module (HSM), a smart card or a USB crypto-token (650) is 
used to generate at least one private key, keep it alWays secret, 
and use it to carry out cryptographic operations. 

11. A computer readable medium adapted to instruct a 
general purpose computer to generate ?ne granular integrity 
to huge volumes of data in real time at a very loW computa 
tional cost, the method comprising: 

receiving original data from multiple sources (310, 600), 
over a communication Way or netWork (405) using pre 
determined protocols; 

processing the original data by cryptographic means (510, 
610) for generating one or more immutable digital 
chains that contain at least integrity information related 
to the original data including timestamps; and 

communicating (515, 620) said digital chains to a receiver, 
said receiver being one of: the same as the sender of the 
original data (312), a different receiver (311) or a storage 
media (320, 640), 

Wherein generating the immutable digital chains com 
prises: 

a) generating at least one symmetric session key K; 
b) securely destroying an old previous session key, if any; 
c) encrypting said at least one symmetric session key K 

using an asymmetric public key of an authoriZed 
receiver P A” d, thus obtaining K':PAMd(K) and also digi 
tally sign it obtaining K":DSs(K'); 

d) creating at least one of the digital chains With said K' and 
K" values With a timestamp and a digital signature of 
previous values all together; or add to at least one of the 
digital chains said K' and K" values With a timestamp 
and a digital signature of previous values all together; 
and 

e) every time a net unit ml- of original data is received, a neW 
link entryl. is created to at least one of the digital chains 
according the formula entryi:(timestamp, MAC K(ml-, 
timestamp, MACl._l)), Where MAC relates to Message 
Authentication Codes. 

* * * * * 


