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(57) ABSTRACT 

gofespolfdencecAddressz According to an aspect of an embodiment, a method for 
“Jltsu atent enter controlling a controller connected to a plurality of storage 

C/O CPA Global units storing data, the controller including a cache and a 
P-O- BOX 52050 buffer, the method comprising the steps of: storing data in the 
Minneapolis, MN 55402 (US) cache; generating parity data corresponding to the data and 

storing the parity data in the buffer; writing the data and the 
_ _ parity data into the plurality of the storage units; comparing 

(73) Asslgnee: FUJITSU LIMITED’ Kawasakl the parity data stored in the buffer with the parity data written 
(JP) into and read out from at least one of the storage unit; deleting, 

when the parity data stored in the buffer is different from the 
21 A 1_ N _, 12/369 389 parity data read out from the storage unit, the parity data from 

( ) pp 0 ’ the buffer; and regenerating parity data from data stored in the 
cache and rewriting the regenerated parity data into at least 

(22) Filed: Feb. 11, 2009 one of the storage unit. 
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DATA WRITING METHOD 

BACKGROUND 

[0001] 1. Field 
[0002] This technique relates to a control technique of a 
RAID controller regarding recovery from a write error in 
writing data to a disk. 
[0003] 2. Description of the Related Art 
[0004] A RAID (redundant arrays of inexpensive (indepen 
dent) disks) is a typical disk array device. The RAID can 
construct an inexpensive, highly-reliable storage system. In 
particular, RAIDs 5 and 6 have been widely used. The RAIDs 
are very useful devices. 

[0005] However, even a RAID system con?gured by, for 
example, the RAIDs 5 and 6 has a problem that would occur 
if a RAID controller successfully writes data to a disk but fails 
to write parity data corresponding to the data to the disk. In 
such a case, the RAID controller continues to store the parity 
data in a parity buffer until succeeding in a retry to write the 
parity data to the disk. Meanwhile, the resource of the parity 
buffer is limited. 
[0006] Therefore, if the RAID controller sequentially 
receives a new write command from a host computer or 
accepts high-load write processing while keeping the parity 
data in the parity buffer, a capacity of the parity buffer runs 
short, resulting in a problem that the RAID controller makes 
an error reply to the host computer (job_abend). 
[0007] Japanese Laid-open Patent Publication Nos. 2006 
252414 and 2003-167688 disclose techniques regarding the 
RAID. 

SUMMARY 

[0008] According to an aspect of an embodiment, a method 
for controlling a controller connected to a plurality of storage 
units storing data, the controller including a cache and a 
buffer, the method comprising the steps of: storing data in the 
cache; generating parity data corresponding to the data stored 
in the cache and storing the parity data in the buffer; writing 
the data stored in the cache and the parity data stored in the 
buffer into the plurality of the storage units; comparing the 
parity data stored in the buffer with the parity data written into 
and read out from at least one of the storage unit; deleting, 
when the parity data stored in the buffer is different from the 
parity data read out from the storage unit, the parity data from 
the buffer; and regenerating parity data from data stored in the 
cache and rewriting the regenerated parity data into one of the 
storage unit. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a diagram showing a RAID system accord 
ing to an embodiment of the present invention; 
[0010] FIG. 2 shows a data table according to the embodi 
ment of the present invention; 
[0011] FIG. 3 is a functional block diagram of a CM 
according to the embodiment of the present invention; 
[0012] FIG. 4 is a ?owchart of control processing regarding 
exhaustion of a capacity of a parity buffer according to the 
embodiment of the present invention; 
[0013] FIG. 5 is a schematic diagram illustrating the ?ow 
chart of control processing regarding exhaustion of a capacity 
of the parity buffer according to the embodiment of the 
present invention; 
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[0014] FIG. 6 is a schematic diagram illustrating the ?ow 
chart of control processing regarding exhaustion of a capacity 
of the parity buffer according to the embodiment of the 
present invention; 
[0015] FIG. 7 illustrates command retry processing accord 
ing to the embodiment of the present invention; 
[0016] FIG. 8 is a ?owchart of the command retry process 
ing according to the embodiment of the present invention; 
[0017] FIG. 9 is a diagram of a RAID system according to 
another embodiment of the present invention; 
[0018] FIG. 10 is a functional block diagram of a CM 
according to the embodiment of the present invention; 
[0019] FIG. 11 is a ?owchart of processing for recovering 
data (Old Data) according to the embodiment of the present 
invention; 
[0020] FIG. 12 illustrates a processing procedure for recov 
ering the data (Old Data) from a disk; 
[0021] FIG. 13 is a ?owchart of processing for releasing a 
data buffer and a parity buffer according to the embodiment of 
the present invention; 
[0022] FIG. 14 illustrate of the processing for releasing the 
data buffer and the parity buffer according to the embodiment 
of the present invention; 
[0023] FIG. 15 illustrates control processing regarding 
exhaustion of a buffer capacity in a RAID system according to 
another embodiment of the present invention; and 
[0024] FIG. 16 illustrates control processing regarding 
exhaustion of a buffer capacity in a RAID system according to 
another embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0025] Hereinafter, control processing regarding exhaus 
tion of a buffer capacity of a controller module in a RAID 
system will be described. 

First Embodiment 

[0026] [1. RAID System 100] 
[0027] FIG. 1 is a diagram of a RAID system 100 according 
to a ?rst embodiment of the present invention. The RAID 
system 100 includes a host computer 101, a CA (channel 
adaptor) 102, a CM (controller module) 103, and disks 104, 
105, 106, and 107. The RAID system 100 is a RAID 5 having 
the data stripe structure composed of three data stripes and 
one parity stripe, that is, a so-called (3+1) RAID 5 con?gu 
ration. 
[0028] [1.1. Host Computer 101] 
[0029] The host computer 101 sends a write command and 
a read command to the CA 102. The host computer 101 sends 
data to be written to the disks 104 to 107 together with the 
write command to the CA 102. 

[0030] [1.2. CA (Channel Adaptor) 102] 
[0031] The CA 102 controls communications between the 
host computer 101 and the CM 103. The CA 102 processes a 
write command or a read command sent from the host com 
puter 101 to the CM 103 to control data transfer between the 
host computer 101 and the CM 103. 

[0032] [1.3. CM (Controller Module) 103] 
[0033] The CM 103 distributes and stores data received 
from the host computer 101 in the disks 104 to 107 through 
the CA 102. In this embodiment, it is considered that the CM 
103 writes data (New Data) 108 in the disk 104 to update 
parity data (Old Parity) 110 to parity data (New Parity) 111. 
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[0034] When Writing the data (New Data) 108 to the disk 
104, the CM 103 ?rst reads data (Old Data) 109 from the disk 
104. 
[0035] Then, the CM 103 reads the parity data (Old Parity) 
110 corresponding to data (Old Data) 109 from the disk 107. 
The parity data (Old Parity) 110 is obtained by operating 
exclusive OR betWeen the data (Old Data) 109 and data (data 
205 and 206 in FIG. 2) corresponding to the data 109 and 
stored in the disks 105 and 106. 
[0036] The CM 103 operates exclusive OR 112 betWeen the 
data (NeW Data) 108, the data (Old Data) 109, and the data 
(Old Parity) 110 to generate data (NeW Parity 111. The CM 
103 tries to Write the data (NeW Data) 108 to the disk 104 and 
the data (NeW Parity) 109 to the disk 107. 
[0037] If the CM 103 succeeds in Writing the data (NeW 
Data) 108 to the disk 104 and fails to Write the data (NeW 
Parity) 109 to the disk 107, a problem of inconsistency 
betWeen data stored in the disks 104 to 107 occurs. 
[0038] FIG. 2 shoWs a data table 200 shoWing data stored in 
the disks 104 to 107 according to this embodiment. The data 
table 200 shoWs data stored in the disks 104 to 107 before and 
after the data (NeW Data) 108 is Written to the disk 104. The 
data shoWn in the data table 200 is data corresponding to one 
stripe stored in the disks 104 to 107. The disks 104 to 107 also 
store data other than the data shoWn in the data table 200. A 
column 201 indicates data stored in the disk 104, a column 
202 indicates data stored in the disk 105, a column 203 
indicates data stored in the disk 106, and a column 204 indi 
cates data stored in the disk 107. 
[0039] Before the CM 103 Writes data to the disks 104 and 
107 (Pre), the disk 104 stores the data (Old Data) 109, the disk 
105 stores data (Old Data) 205, the disk 106 stores data (Old 
Data) 206, and the disk 107 stores the parity data (Old Parity) 
110. Data stored in the disks 104 to 107 are consistent. 

[0040] After the CM 103 Writes the data (NeW Data) 108 to 
the disk 104 (After), the disk 104 stores the data (NeW Data) 
108, the disk 105 stores the data (Old Data) 205, the disk 106 
stores the data (Old Data) 206, and the disk 107 stores the 
parity data (Old Parity) 110. 
[0041] In this embodiment, the CM 103 fails in Writing the 
parity data (NeW Parity) 111 to the disk 107. Thus, after the 
CM 103 Writes the data (N eW Data) 108 to the disk 104 
(After), data stored in the disks 104 to 107 are inconsistent. 
[0042] If the CM 103 fails to Write the parity data (Old 
Parity 110 to the disk 107, the CM 103 stores the failed parity 
data (N eW Parity) 111 to a parity buffer. Under such a condi 
tion that the CM 103 stores the parity data 111 in the parity 
buffer, if the CM 103 tries to Write additional data to the disks 
104 to 107 in response to a command from the host computer 
101 or the like, a problem of capacity shortage of the parity 
buffer of the CM 103 occurs. 

[0043] [1.3.1. Control Processing Regarding Exhaustion of 
Buffer Capacity] 
[0044] To overcome the above problem regarding the 
exhaustion of a buffer capacity, the CM 103 performs the 
folloWing processing for control over the exhaustion of a 
capacity of the parity buffer in the CM 103. 
[0045] The CM 103 Writes the data (Old Data) 109 back to 
the data buffer in the CM 103. The CM 103 reads the data 205 
and 206 corresponding to the data (Old Data) 109 from the 
disks 105 and 106 and stores the data in a cache thereof. The 
corresponding data 205 and 206 constitute one stripe together 
With the data (Old Data) 109 and the parity data (Old Parity) 
110. The data constituting one stripe corresponds to data 
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obtained by distributing a certain amount of data as the target 
of a Write command from the host computer 101, to the disks 
104 to 107. The stripe is composed of consecutively 
addressed blocks in the disks 104 to 107. In other Words, data 
constituting one stripe in the plural disks 104 to 107 are data 
stored in the consecutively addressed blocks in the disks 104 
to 107 and having correspondence relationship therebetWeen. 
[0046] The CM 103 stores consistent data corresponding to 
one stripe in a cache. The CM 103 can regenerate the parity 
data (N eW Parity) 11 through exclusive OR operation 112 
betWeen the data 205, the data 206, and the data (Old Data) 
109 stored in the cache 103. Therefore, the CM 103 deletes 
the parity data (NeW Parity) 111 stored in the parity buffer 
from the parity buffer. 
[0047] At the time of retrying to Write the parity data (N eW 
Parity) 111 back to the disk 107, the CM 103 regenerates the 
parity data (N eW Parity) 111 from the data 205, the data 206, 
and the data (Old Data) 109 stored in the cache. Then, the CM 
103 Writes the regenerated parity data (N eW Parity) 111 to the 
disk 107. 
[0048] [1.4. Disks 104 to 106, and 107] 
[0049] As described above, the disks 104 to 107 store data 
sent from the host computer 101 through the CM 103 in a 
distributive manner. 

[0050] The CM 103 stores data and parity data correspond 
ing to the data in one stripe de?ned by the disks 104 to 107 in 
a distributive manner. 

[0051] FIG. 3 is a functional block diagram of the CM 103 
according to this embodiment. 
[0052] The CM 103 includes buffer acquisition unit 301, 
data reading unit 302, parity generation unit 303, data Writing 
unit 304, consistency determination unit 305, data Write-back 
unit 306, and buffer releasing unit 307. The CM 103 further 
includes, as hardWare components, a CPU 308, a cache 309, 
and a memory 310. The CPU 308 implements the buffer 
acquisition unit 301, the data reading unit 302, the parity 
generation unit 303, the data Writing unit 3 04, the consistency 
determination unit 305, the data Write-back unit 306, and the 
buffer releasing unit 307. The CM 103 executes functions of 
the above unit and the CPU 308 controls operations of Writ 
ing/reading data and parity data corresponding to the data 
to/from the cache 309 and the memory 310. The respective 
functions of the CM 103 Will be described hereinbeloW. 
[0053] [2.1. Buffer Acquisition Unit 301] 
[0054] The CPU 3 08 implements the buffer acquisition unit 
301 to acquire a data buffer 311 and a parity buffer 312 on the 
memory 310. If the host computer 101 issues a small Write 
data Write command, the buffer acquisition unit 301 secures 
the data buffer 311 and the parity buffer 312, from Which the 
data (Old Data) 109 and the data (Old Parity) 110 are read, on 
the memory 3 10. More speci?cally, the buffer acquisition unit 
301 assigns an area capable of storing the data (Old Data) 109 
and the data (Old Parity) 110, Within a certain address range 
in the memory 310. 
[0055] In addition, a capacity of the data buffer 311 secured 
on the memory 310 With the buffer acquisition unit 301 is the 
minimum amount required for storing the data (Old Data) 
109, or an amount equal or equivalent to that of the data (Old 
Data) 109. LikeWise, a capacity of the parity buffer 312 
secured on the memory 310 With the buffer acquisition unit 
301 is the minimum amount required for storing the parity 
data (Old Parity) 110, or an amount equal or equivalent to that 
of the parity data (Old Parity) 110. This is due to loW prob 
ability of error that causes exhaustion of capacities of the data 
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buffer 311 and the parity buffer 312. In other words, capaci 
ties of the data buffer 311 and the parity buffer 312 may be 
determined in consideration of the probability of error and a 
memory capacity necessary for data write processing. Thus, 
the buffer acquisition unit 301 secures the data buffer 311 and 
the parity buffer 312 in accordance with the prede?ned prob 
ability of error and memory capacity necessary for data write 
processing. 
[0056] Further, the small write refers to write processing 
for writing data to a block (0xC0 block or less) having a write 
area is not larger than 1/2 of one stripe, in the RAID system 
100. 

[0057] [2.2. Data Reading Unit 302] 
[0058] The CPU 308 implements the data reading unit 302 
to read the data (Old Data) 109 and write the read data to the 
data buffer 311, and to read the parity data (Old Parity) 110 
and write the read data to the parity buffer 312. After the 
buffer acquisition unit 3 01 secured the data buffer 3 11 and the 
parity buffer 312 on the memory 310, the data reading unit 
302 reads the data (Old Data) 109 and writes the read data to 
the data buffer 311 and reads the parity data (Old Parity) 110 
and writes the read data to the parity buffer 312. The data 
reading unit 302 stores the data (Old Data) 109 in the data 
buffer 311 and stores the parity data (Old Parity) 110 in the 
parity buffer 312. 
[0059] [2.3. Parity Generation Unit 303] 
[0060] The CPU 308 implements the parity generation unit 
303 to generate the parity data (New Parity) 111. First, the 
parity generation unit 303 operates exclusive OR (XOR) 
between the data (Old Data) 109 in the data buffer 3 11 and the 
parity data (Old Parity) 110 in the parity buffer 312 to obtain 
an intermediate result and then, operates exclusive OR (XOR) 
between the intermediate result and the data (New Data) 108 
in the cache 309 to generate the parity data (New Parity) 111. 
The parity generation unit 303 stores the parity data (New 
Parity) 111 in the parity buffer 312. 
[0061] [2.4. Data Writing Unit 304] 
[0062] The CPU 308 implements the data writing unit 304 
and tries to write the data (New Data) 108 to the disk 104 and 
write the parity data (New Parity) 111 to the disk 107. If the 
data writing unit 304 successfully and normally executes the 
write processing, the data (New Data) 108 can be written to 
the disk 104 and the parity data (New Parity) 111 can be 
written to the disk 107. 
[0063] However, the data writing unit 304 could not write 
the parity data (New Parity) 111 to the disk 107 although 
capable of writing the data (New Data) 108 to the disk 104 due 
to some factors such as non-synchronous operations for writ 
ing data to the disks and contaminants in the disk 107. In this 
case, the parity buffer 312 continues to store the parity data 
(New Parity). Therefore, if the host computer 101 issues a 
new command to write data to the disks 104 to 107, a problem 
of capacity shortage of the parity buffer 312 occurs. Thus, the 
RAID system 100 of this embodiment releases the parity 
buffer 312 and regenerates the parity data (New Parity) 111 
upon rewriting the parity data (New Parity) 111 to utiliZe the 
resources of the memory 310. 

[0064] [2.5. Consistency Determination Unit 305] 
[0065] The CPU 308 implements the consistency determi 
nation unit 305 to read the parity data stored in the disk 107 to 
compare the parity data (New Parity) 111 stored in the parity 
buffer 312 with the parity data stored in the disk 107. As a 
result of comparing the parity data (New Parity) 111 stored in 
the parity buffer 312 with the parity data stored in the disk 

Sep. 17,2009 

107, if the consistency determination unit 305 determines that 
the parity data (New Parity) 111 does not match the parity 
data stored in the disk 107, the data writing unit 304 is con 
sidered to have failed to write the parity data (New Parity) 1 1 1 
to the disk 106. Further, as a result of comparing the parity 
data (New Parity) 111 stored in the parity buffer 312 with the 
parity data stored in the disk 107, if the consistency determi 
nation unit 305 determines that the parity data (New Parity) 
111 matches the parity data stored in the disk 107, the data 
writing unit 304 is considered to have succeeded in writing 
the parity data (New Parity) 111 to the disk 106. 
[0066] [2.6. Data Write-Back Unit 306] 
[0067] The CPU 308 implements the data write-back unit 
306 to write the data (Old Data) 109 back to the data buffer 
311. If the data write-back unit 306 fails to write the parity 
data (New Parity) 111 to the disk 107, the data write-back unit 
306 writes the data (Old Data) 109 back to the data buffer 311. 
[0068] Then, the data reading unit 302 reads data that con 
stitutes one stripe together with the data (New Data) 108 and 
has a correspondence relationship therewith, from the disks 
105 and 106 and writes the read data to the cache 309. 
[0069] [2.7. Buffer Releasing Unit 307] 
[0070] The CPU 308 implements the buffer releasing unit 
307 to delete the parity data (New Parity) 111 stored in the 
parity buffer 312. 
[0071] If the data write-back unit 306 writes the data (Old 
Data) 109 back to the data buffer 311 and in addition, the data 
reading unit 3 02 reads data that constitutes one stripe together 
with the data (New Data) 108 and has a correspondence 
relationship with the data (New Data) 108, from the disks 105 
and 106 and writes the read data to the cache 309, the buffer 
releasing unit 307 deletes the parity data (New Parity) 111 
stored in the parity buffer 312. 
[0072] This is because the cache 309 already stores the data 
(New Data) 108 received from the host computer 101 through 
the CA 102, and the data 205 and 206 read from the disks 105 
and 106. In other words, since the cache 309 holds data 
serving as the parity data (New Parity) 111, the parity buffer 
312 does not need to store the parity data (New Parity) 111. 
Here, if holding the data (New Data) 108, the cache 309 
leaves an area for storing the data (Old Data) 205 and the data 
(Old Data) 206. This is to manage the data stored in the cache 
309 in association with data in the disks 104 to 107 constitut 
ing one stripe. With this operation, data can be easily man 
aged in the CM 103 and thus, write processing of the CM 103 
can be performed at high speeds. Therefore, the CM 103 
secures an area for storing data in the cache 309 for each stripe 
constituted by the disks 104 to 107. Securement unit (not 
shown), which is implemented by the CPU 308, secures an 
area for storing data in the cache 309 on a stripe basis. 
[0073] [3. Flowchart of Control Processing Regarding 
Exhaustion of Capacity of Parity Buffer 312] 
[0074] FIG. 4 is a ?owchart of control processing regarding 
exhaustion of a capacity of the parity buffer 312 in the CM 
103 according to this embodiment. 
[0075] If the host computer 101 issues a small write data 
write command, the buffer acquisition unit 301 secures the 
data buffer 3 11 and the parity buffer 3 12, from which the data 
(Old Data) 109 and the data (Old Parity) 110 are read, on the 
memory 310 (step S401). 
[0076] After the buffer acquisition unit 301 secured the data 
buffer 311 and the parity buffer 312 on the memory 310, the 
data reading unit 302 reads the data (Old Data) 109 and writes 
the read data to the data buffer 311, and reads the parity data 










