
US 20090234878Al 

(12) Patent Application Publication (10) Pub. No.: US 2009/0234878 A1 
(19) United States 

Herz et al. (43) Pub. Date: Sep. 17, 2009 

(54) SYSTEM FOR CUSTOMIZED ELECTRONIC 
IDENTIFICATION OF DESIRABLE OBJECTS 

(75) Frederick S. M. Herz, Warrington, 
PA (US); Jason M. Eisner, 
Philadelphia, PA (U S); Jonathan 
M. Smith, Princeton, NJ (US); 
Steven L. Salzberg, Baltimore, MD 
(Us) 

Inventors: 

Correspondence Address: 
WOLF GREENFIELD & SACKS, RC. 
600 ATLANTIC AVENUE 
BOSTON, MA 02210-2206 (US) 

(73) Assignee: Pinpoint, Incorporated, Fort 
Worth, TX (US) 

(21) 12/372,435 

(22) 

Appl. No.: 

Filed: Feb. 17, 2009 

Related US. Application Data 

(63) Continuation of application No. 08/551,198, ?led on 
Oct. 31, 1995, noW abandoned, Which is a continua 
tion-in-part of application No. 08/346,425, ?led on 
Nov. 29, 1994, noW Pat. No. 5,758,257. 

Publication Classi?cation 

Int. Cl. 
G06F 17/30 

(51) 
(2006.01) 

(52) US. Cl. ........... .. 707/102; 707/103 X; 707/El7.055; 
707/El7.059 

(57) ABSTRACT 

This invention relates to customized electronic identi?cation 
of desirable objects, such as neWs articles, in an electronic 
media environment, and in particular to a system that auto 
matically constructs both a “target pro?le” for each target 
object in the electronic media based, for example, on the 
frequency With Which each Word appears in an article relative 
to its overall frequency of use in all articles, as Well as a 
“target pro?le interest summary” for each user, Which target 
pro?le interest summary describes the user’s interest level in 
various types of target objects. The system then evaluates the 
target pro?les against the users’ target pro?le interest sum 
maries to generate a user-customized rank ordered listing of 
target objects most likely to be of interest to each user so that 
the user can select from among these potentially relevant 
target objects, Which Were automatically selected by this sys 
tem from the plethora of target objects that are pro?led on the 
electronic media. Users’ target pro?le interest summaries can 
be used to e?iciently organize the distribution of information 
in a large scale system consisting of many users intercon 
nected by means of a communication network. Additionally, 
a crypto graphically-based pseudonym proxy server is pro 
vided to ensure the privacy of a user’s target pro?le interest 
summary, by giving the user control over the ability of third 
parties to access this summary and to identify or contact the 
user. 
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SYSTEM FOR CUSTOMIZED ELECTRONIC 
IDENTIFICATION OF DESIRABLE OBJECTS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation (CON) of US. 
application Ser. No. 08/551,198, entitled “SYSTEM FOR 
CUSTOMIZED ELECTRONIC IDENTIFICATION OF 
DESIRABLE OBJECTS,” ?led on Oct. 31, 1995, Which is a 
continuation-in-part of US. application Ser. No. 08/346,425, 
entitled “SYSTEM AND METHOD FOR SCHEDULING 
BROADCAST OF AND ACCESS TO VIDEO PROGRAMS 
AND OTHER DATA USING CUSTOMER PROFILES,” 
?led on Nov. 28, 1994, each of Which is herein incorporated 
by reference in its entirety. 

FIELD OF INVENTION 

[0002] This invention relates to customized electronic 
identi?cation of desirable objects, such as neWs articles, in an 
electronic media environment, and in particular to a system 
that automatically constructs both a “target pro?le” for each 
target object in the electronic media based, for example, on 
the frequency With Which each Word appears in an article 
relative to its overall frequency of use in all articles, as Well as 
a “target pro?le interest summary” for each user, Which target 
pro?le interest summary describes the user’s interest level in 
various types of target objects. The system then evaluates the 
target pro?les against the users’ target pro?le interest sum 
maries to generate a user-customiZed rank ordered listing of 
target objects most likely to be of interest to each user so that 
the user can select from among these potentially relevant 
target objects, Which Were automatically selected by this sys 
tem from the plethora of target objects that are pro?led on the 
electronic media. Users’ target pro?le interest summaries can 
be used to e?iciently organiZe the distribution of information 
in a large scale system consisting of many users intercon 
nected by means of a communication netWork. Additionally, 
a cryptographically based proxy server is provided to ensure 
the privacy of a user’s target pro?le interest summary, by 
giving the user control over the ability of third parties to 
access this summary and to identify or contact the user. 

Problem 

[0003] It is a problem in the ?led of electronic media to 
enable a user to access information of relevance and interest 
to the user Without requiring the user to expend an excessive 
amount of time and energy searching for the information. 
Electronic media, such as on-line information sources, pro 
vide a vast amount of information to users, typically in the 
form of “articles,” each of Which comprises a publication item 
or document that relates to a speci?c topic. The dif?culty With 
electronic media is that the amount of information available 
to the user is overWhelming and the article repository systems 
that are connected on-line are not organiZed in a manner that 
suf?ciently simpli?es access to only the articles of interest to 
the user. Presently, a user either fails to access relevant articles 
because they are not easily identi?ed or expends a signi?cant 
amount of time and energy to conduct an exhaustive search of 
all articles to identify those most likely to be of interest to the 
user. Furthermore, even if the user conducts an exhaustive 
search, present information searching techniques do not nec 
essarily accurately extract only the most relevant articles, but 
also present articles of marginal relevance due to the func 

Sep. 17,2009 

tional limitations of the information searching techniques. 
There is also no existing system Which automatically esti 
mates the inherent quality of a n article or other target object 
to distinguish among a number of articles or target objects 
identi?ed as of possible interest to a user. 

[0004] Therefore, in the ?eld of information retrieval, there 
is a long-standing need for a system Which enables users to 
navigate through the plethora of information. With commer 
cialiZation of communication netWorks, such as the Internet, 
the groWth of available information has increased. Customi 
Zation of the information delivery process to the user’s unique 
tastes and interests is the ultimate solution to this problem. 
HoWever, the techniques Which have been proposed to date 
either only address the user’s interests on a super?cial level or 
provide greater depth and intelligence at the cost of unWanted 
demands on the user’s time and energy. While many research 
ers have agreed that traditional methods have been lacking in 
this regard, no one to date has successfully addressed these 
problems in a holistic manner and provided a system that can 
fully learn and re?ect the user’s tastes and interests. This is 
particularly true in a practical commercial context, such as 
on-line services available on the Internet. There is a need for 
an information retrieval system that is largely or entirely 
passive, unobtrusive, undemanding of the user, and yet both 
precise and comprehensive in its ability to learn and truly 
represent the user’s tastes and interests. Present information 
retrieval systems require the user to specify the desired infor 
mation retrieval behavior through cumbersome interfaces. 

[0005] Users may receive information on a computer net 
Work either by actively retrieving the information or by pas 
sively receiving information that is sent to them. Just as users 
of information retrieval systems face the problem of too much 
information, so do users Who are targeted With electronic junk 
mail by individuals and organiZations.An ideal system Would 
protect the user from unsolicited advertising, both by auto 
matically extracting only the mo st relevant messages received 
by electronic mail, and by preserving the con?dentiality of 
the user’s preferences, Which should not be freely available to 
others on the netWork. 

[0006] Researchers in the ?eld of published article infor 
mation retrieval have devoted considerable effort to ?nding 
e?icient and accurate methods of alloWing users to select 
articles of interest from a large set of articles. The most Widely 
used methods of information retrieval are based on keyWord 
matching: the user speci?es a set of keyWords Which the user 
thinks are exclusively found in the desired articles and the 
information retrieval computer retrieves all articles Which 
contain those keyWords. Such methods are fast, but are noto 
riously unreliable, as users may not think of the right key 
Words, or the keyWords may be used in unWanted articles in 
an irrelevant or unexpected context. As a result, the informa 
tion retrieval computers retrieve many articles Which are 
unWanted by the user. The logical combination of keyWords 
and the use of Wild-card search parameters help improve the 
accuracy of keyWord searching but do not completely solve 
the problem of inaccurate search results. Starting in the 
1960’s, an alternate approach to information retrieval Was 
developed: users Were presented With an article and asked if it 
contained the information they Wanted, or to quantify hoW 
close the information contained in the article Was to What they 
Wanted. Each article Was described by a pro?le Which com 
prised either a list of the Words in the article or, in more 
advanced systems, a table of Word frequencies in the article. 
Since a measure of similarity betWeen articles is the distance 
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between their pro?les, the measured similarity of article pro 
?les can be used in article retrieval. For example, a user 
searching for information on a subject can Write a short 
description of the desired information. The information 
retrieval computer generates an article pro?le for the request 
and then retrieves articles With pro?les similar to the pro?le 
generated for the request. These requests can then be re?ned 
using “relevance feedback”, Where the user actively or pas 
sively rates the articles retrieved as to hoW close the informa 
tion contained therein is to What is desired. The information 
retrieval computer then uses this relevance feedback informa 
tion to re?ne the request pro?le and the process is repeated 
until the user either ?nds enough articles or tires of the search. 

[0007] A number of researchers have looked at methods for 
selecting articles of most interest to users. An article titled 
“Social Information ?ltering: algorithms for automating 
‘Word of mouth’” Was published at the CHi-95 Proceedings 
by Patti Maes et al and describes the Ringo information 
retrieval system Which recommends musical selections. The 
Ringo system requires active feedback from the usersiusers 
must manually specify hoW much they like or dislike each 
musical selection. The Ringo system maintains a complete 
list of users ratings of music selections and makes recommen 
dations by ?nding Which selections Were liked by multiple 
people. HoWever, the Ringo system does not take advantage 
of any available descriptions of the music, such as structured 
descriptions in a data base, or free text, such as that contained 
in music revieWs. An article titled “Evolving agents for per 
sonaliZed information ?ltering”, published at the Proc. 9th 
IEEE Conf. on Al for Applications by Sheth and Maes, 
described the use of agents for information ?ltering Whichuse 
genetic algorithms to learn to categorize Usenet neWs articles. 
In this system, users must de?ne neWs categories and the 
users actively indicate their opinion of the selected articles. 
Their system uses a list of keyWords to represent sets of 
articles and the records of users’ interests are updated using 
genetic algorithms. 
[0008] A number of other research groups have looked at 
the automatic generation and labeling of clusters of articles 
for the purpose of broWsing through the articles. A group at 
Xerox Pare published a paper titled “Scatter/ gather: a cluster 
based approach to broWsing large article collections” at the 15 
Ann. lnt’l SlGlR ’92, ACM 318-329 (Cutting et al. 1992). 
This group developed a method they call “scatter/ gather” for 
performing information retrieval searches. In this method, a 
collection of articles is “scattered” into a small number of 
clusters, the user then chooses one or more of these clusters 
based on short summaries of the cluster. The selected clusters 
are then “gathered” into a subcollection, and then the process 
is repeated. Each iteration of this process is expected to pro 
duce a small, more focused collection. The cluster “summa 
ries” are generated by picking those Words Which appear most 
frequently in the cluster and the titles of those articles closest 
to the center of the cluster. HoWever, no feedback from users 
is collected or stored, so no performance improvement occurs 
over time. 

[0009] Apple’s Advanced Technology Group has devel 
oped an interface based on the concept of a “pile of articles”. 
This interface is described in an article titled “A ‘pile’ meta 
phor for supporting casual organiZation of information in 
Human factors in computer systems” published in CHI ’92 
Conf. Proc. 627-634 by Mander, R. G. Salomon andY. Wong. 
1992. Another article titled “Content aWareness in a ?le sys 
tem interface: implementing the ‘pile’ metaphor for organiZ 
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ing information” Was published in 16 Ann. lnt’l SlGlR ’93, 
ACM 260-269 by Rose E. D. et al. The Apple interface uses 
Word frequencies to automatically ?le articles by picking the 
pile most similar to the article being ?led. This system func 
tions to cluster articles into subpiles, determine key Words for 
indexing by picking the Words With the largest TF/IDF (Where 
TF is term (Word) frequency and IDE is the inverse document 
frequency) and label piles by using the determined key Words. 
[0010] Numerous patents address information retrieval 
methods, but none develop records of a user’s interest based 
on passive monitoring of Which articles the user accesses. 
None of the systems described in these patents pre sent com 
puter architectures to alloW fast retrieval of articles distrib 
uted across many computers. None of the systems described 
in these patents address issues of using such article retrieval 
and matching methods for purposes of commerce or of 
matching users With common interests or developing records 
ofusers’ interests. U.S. Pat. No. 5,321 ,833 issued to Chang et 
al. teaches a method in Which users choose terms to use in an 
information retrieval query, and specify the relative Weight 
ings of the different terms. The Chang system then calculates 
multiple levels of Weighting criteria. U.S. Pat. No. 5,301,109 
issued to Landauer et al. teaches a method for retrieving 
articles in a multiplicity of languages by constructing “latent 
vectors” (SVD or PCA vectors) Which represent correlations 
betWeen the different Words. U.S. Pat. No. 5,331,554 issued 
to Graham et al. discloses a method for retrieving segments of 
a manual by comparing a query With nodes in a decision tree. 
U.S. Pat. No. 5,331,556 addresses techniques for deriving 
morphological part-of-speech information and thus to make 
use of the similarities of different forms of the same word (eg 
“article” and “articles”). 
[0011] Therefore, there presently is no information 
retrieval and delivery system operable in an electronic media 
environment that enables a user to access information of 
relevance and interest to the user Without requiring the user to 
expend an excessive amount of time and energy. 

Solution 

[0012] The above-described problems are solved and a 
technical advance achieved in the ?eld by the system for 
customiZed electronic identi?cation of desirable objects in an 
electronic media environment, Which system enables a user to 
access target objects of relevance and interest to the user 
Without requiring the user to expend an excessive amount of 
time and energy. Pro?les of the target objects are stored on 
electronic media and are accessible via a data communication 
network. In many applications, the target objects are infor 
mational In nature, and so may themselves be stored on elec 
tronic media and be accessible via a data communication 
netWork. 
[0013] Relevant de?nitions of terms for the purpose of this 
description include: (a.) an object available for access by the 
user, Which may be either physical or electronic in nature, is 
termed a “target object”, (b.) a digitally represented pro?le 
indicating that target object’s attributes is termed a “target 
pro?le”, (c.) the user looking for the target object is termed a 
“user”, (d.) a pro?le holding that user’s attributes, including 
age/Zip code/etc. is termed a “user pro?le”, (e.) a summary of 
digital pro?les of target objects that a user likes and/or dis 
likes, is termed the “target pro?le interest summary” of that 
user, (f.) a pro?le consisting of a collection of attributes, such 
that a user likes target objects Whose pro?les are similarto this 
collection of attributes, is termed a “search pro?le” or in some 
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contexts a “query” or “query pro?le,” (g.) a speci?c embodi 
ment of the target pro?le interest summary Which comprises 
a set of search pro?les is termed the “search pro?le set” of a 
user, (h.) a collection of target objects With similar pro?les, is 
termed a “cluster,” (i.) an aggregate pro?le formed by aver 
aging the attributes of all tar get objects in a cluster, termed a 
“cluster pro?le,” (j) a real number determined by calculating 
the statistical variance of the pro?les of all target objects in a 
cluster, is termed a “cluster variance,” (k.) a real number 
determined by calculating the maximum distance betWeen 
the pro?les of any tWo target objects in a cluster, is termed a 
“cluster diameter.” 

[0014] The system for electronic identi?cation of desirable 
objects of the present invention automatically constructs both 
a target pro?le for each target object in the electronic media 
based, for example, on the frequency With Which each Word 
appears in an article relative to its overall frequency of use in 
all articles, as Well as a “target pro?le interest summary” for 
each user, Which target pro?le interest summary describes the 
user’s interest level in various types of target objects. The 
system then evaluates the target pro?les against the users’ 
target pro?le interest summaries to generate a user-custom 
iZed rank ordered listing of tar get objects most likely to be of 
interest to each user so that the user can select from among 
these potentially relevant target objects, Which Were auto 
matically selected by this system from the plethora of target 
objects available on the electronic media. 

[0015] Because people have multiple interests, a target pro 
?le interest summary for a single user must represent multiple 
areas of interest, for example, by consisting of a set of indi 
vidual search pro?les, each of Which identi?es one of the 
user’s areas of interest. Each user is presented With those 
target objects Whose pro?les most closely match the user’s 
interests as described by the user’s target pro?le interest sum 
mary. Users’ target pro?le interest summaries are automati 
cally updated on a continuing basis to re?ect each user’s 
changing interests. In addition, target objects can be grouped 
into clusters based on their similarity to each other, for 
example, based on similarity of their topics in the case Where 
the target objects are published articles, and menus automati 
cally generated for each duster of target objects to alloW users 
to navigate throughout the clusters and manually locate target 
objects of interest. For reasons of con?dentiality and privacy, 
a particular user may not Wish to make public all of the 
interests recorded in the user’s target pro?le interest sum 
mary, particularly When these interests are determined by the 
user’s purchasing patterns. The user may desire that all orpart 
of the target pro?le interest summary be kept con?dential, 
such as information relating to the user’s political, religious, 
?nancial or purchasing behavior, indeed, con?dentiality With 
respect to purchasing behavior is the user’s legal right in many 
states. It is therefore necessary that data in a user’s target 
pro?le interest summary be protected from unWanted disclo 
sure except With the user’s agreement. At the same time, the 
user’s target pro?le interest summaries must be accessible to 
the relevant servers that perform the matching of target 
objects to the users, if the bene?t of this matching is desired 
by both providers and consumers of the target objects. The 
disclosed system provides a solution to the privacy problem 
by using a proxy server Which acts as an intermediary 
betWeen the information provider and the user. The proxy 
server dissociates the user’s true identity from the pseudonym 
by the use of cryptographic techniques. The proxy server also 
permits users to control access to their target pro?le interest 
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summaries and/or user pro?les, including provision of this 
information to marketers and advertisers if they so desire, 
possibly in exchange for cash or other considerations. Mar 
keters may purchase these pro?les in order to target adver 
tisements to particular users, or they may purchase partial 
user pro?les, Which do not include enough information to 
identify the individual users in question, in order to carry out 
standard kinds of demographic analysis and market research 
on the resulting database of partial user pro?les. 

[0016] In the preferred embodiment of the invention, the 
system for customiZed electronic identi?cation of desirable 
objects uses a fundamental methodology for accurately and 
e?iciently matching users and target objects by automatically 
calculating, using and updating pro?le information that 
describes both the users’ interests and the target objects’ 
characteristics. The target objects may be published articles, 
purchasable items, or even other people, and their properties 
are stored, and/or represented and/or denoted on the elec 
tronic media as (digital) data. Examples of target obj ects can 
include, but are not limited to: a neWspaper story of potential 
interest, a movie to Watch, an item to buy, e-mail to receive, or 
another person to correspond With. In all these cases, the 
information delivery process in the preferred embodiment is 
based on determining the similarity betWeen a pro?le for the 
target object and the pro?les of target objects for Which the 
user (or a similar user) has provided positive feedback in the 
past. The individual data that describe a target object and 
constitute the target object’s pro?le are herein termed 
“attributes” of the target object. Attributes may include, but 
are not limited to, the following: (1) long pieces of text (a 
neWspaper story, a movie revieW, a product description or an 
advertisement), (2) short pieces of text (name of a movie’s 
director, name of toWn from Which an advertisement Was 
placed, name of the language in Which an article Was Written), 
(3) numeric measurements (price of a product, rating given to 
a movie, reading level of a book), (4) associations With other 
types of objects (list of actors in a movie, list of persons Who 
have read a document). Any of these attributes, but especially 
the numeric ones, may correlate With the quality of the target 
object, such as measures of its popularity (hoW often it is 
accessed) or of user satisfaction (number of complaints 
received). 
[0017] The preferred embodiment of the system for cus 
tomiZed electronic identi?cation of desirable objects operates 
in an electronic media environment for accessing these target 
objects, Which may be neWs, electronic mail, other published 
documents, or product descriptions. The system in its broad 
est construction comprises three conceptual modules, Which 
may b(c) separate entities distributed across many imple 
menting systems, or combined into a lesser subset of physical 
entities. The speci?c embodiment of this system disclosed 
herein illustrates the use of a ?rst module Which automati 
cally constructs a “target pro?le” for each target object in the 
electronic media based on various descriptive attributes of the 
target object. A second module uses interest feedback from 
users to construct a “target pro?le interest summary” for each 
user, for example in the form of a “search pro?le set” con 
sisting of a plurality of search pro?les, each of Which corre 
sponds to a single topic of high interest for the user. The 
system further includes a pro?le processing module Which 
estimates each user’s interest in various target objects by 
reference to the users’ target pro?le interest summaries, for 
example by comparing the target pro?les of these target 
objects against the search pro?les in users’ search pro?le sets, 
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and generates for each user a customized rank-ordered listing 
of target objects most likely to be of interest to that user. Each 
user’s target pro?le interest summary is automatically 
updated on a continuing basis to re?ect the user’s changing 
interests. 

[0018] Target objects may be of various sorts, and it is 
sometimes advantageous to use a single system that delivers 
and/ or clusters target objects of several distinct sorts at once, 
in a uni?ed framework. For example, users Who exhibit a 
strong interest in certain novels may also shoW an interest in 
certain movies, presumably of a similar nature. A system in 
Which some target objects are novels and other target objects 
are movies can discover such a correlation and exploit it in 
order to group particular novels With particular movies, e.g., 
for clustering purposes, or to recommend the movies to a user 
Who has demonstrated interest in the novels. Similarly, if 
users Who exhibit an interest in certain World Wide Web sites 
also exhibit an interest in certain products, the system can 
match the products With the sites and thereby recommend to 
the marketers of those products that they place advertise 
ments at those sites, e.g., in the form of hypertext links to their 
oWn sites. 

[0019] The ability to measure the similarity of pro?les 
describing target objects and a user’s interests can be applied 
in tWo basic Ways: ?ltering and broWsing. Filtering is useful 
When large numbers of target objects are described in the 
electronic media space. These target objects can for example 
be articles that are received or potentially received by a user, 
Who only has time to read a small fraction of them. For 
example, one might potentially receive all items on the AP 
neWs Wire service, all items posted to a number of neWs 
groups, all advertisements in a set of neWspapers, or all unso 
licited electronic mail, but feW people have the time or incli 
nation to read so many articles. A ?ltering system in the 
system for customiZed electronic identi?cation of desirable 
objects automatically selects a set of articles that the user is 
likely to Wish to read. The accuracy of this ?ltering system 
improves over time by noting Which articles the user reads 
and by generating a measurement of the depth to Which the 
user reads each article. This information is then used to update 
the user’s target pro?le interest summary. BroWsing provides 
an alternate method of selecting a small subset of a large 
number of target objects, such as articles. Articles are orga 
niZed so that users can actively navigate among groups of 
articles by moving from one group to a larger, more general 
group, to a smaller, more speci?c group, or to a closely related 
group. Each individual article forms a one-member group of 
its oWn, so that the user can navigate to and from individual 
articles as Well as larger groups. The methods used by the 
system for customiZed electronic identi?cation of desirable 
objects alloW articles to be grouped into clusters and the 
clusters to be grouped and merged into larger and larger 
clusters. These hierarchies of clusters then form the basis for 
menuing and navigational systems to alloW the rapid search 
ing of large numbers of articles. This same clustering tech 
nique is applicable to any type of target objects that can be 
pro?led on the electronic media. 

[0020] There are a number of variations on the theme of 
developing and using pro?les for article retrieval, With the 
basic implementation of an on-line neWs clipping service 
representing the preferred embodiment of the invention. 
Variations of this basic system are disclosed and comprise a 
system to ?lter electronic mail, an extension for retrieval of 
target objects such as purchasable items Which may have 
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more complex descriptions, a system to automatically build 
and alter menuing systems for broWsing and searching 
through large numbers of target objects, and a system to 
construct virtual communities of people With common inter 
ests. These intelligent ?lters and broWsers are necessary to 
provide a truly passive, intelligent system interface. A user 
interface that permits intuitive broWsing and ?ltering repre 
sents for the ?rst time an intelligent system for determining 
the a?inities betWeen users and target objects. The detailed, 
comprehensive target pro?les and user-speci?c target pro?le 
interest summaries enable the system to provide responsive 
routing of speci?c queries for user information access. The 
information maps so produced and the application of users’ 
target pro?le interest summaries to predict the information 
consumption patterns of a user alloWs for pre-caching of data 
at locations on the data communication netWork and at times 
that minimize the traf?c How in the communication netWork 
to thereby e?iciently provide the desired information to the 
user and/or conserve valuable storage space by only storing 
those target objects (or segments thereof) Which are relevant 
to the user’s interests. 

BRIEF DESCRIPTION OF THE DRAWING 

[0021] FIG. 1 illustrates in block diagram form a typical 
architecture of an electronic media system in Which the sys 
tem for customiZed electronic identi?cation of desirable 
objects of the present invention can be implemented as part of 
a user server system; 

[0022] FIG. 2 illustrates in block diagram form one 
embodiment of the system for customiZed electronic identi 
?cation of desirable objects; 
[0023] FIGS. 3 and 4 illustrate typical netWork trees; 
[0024] FIG. 5 illustrates in How diagram form a method for 
automatically generating article pro?les and an associated 
hierarchical menu system; 
[0025] FIGS. 6-9 illustrate examples of menu generating 
process; 
[0026] FIG. 10 illustrates in How diagram form the opera 
tional steps taken by the system for customiZed electronic 
identi?cation of desirable objects to screen articles for a user; 
[0027] FIG. 11 illustrates a hierarchical cluster tree 
example; 
[0028] FIG. 12 illustrates in How diagram form the process 
for determination of likelihood of interest by a speci?c user in 
a selected target object; 
[0029] FIGS. 13A-B illustrate in How diagram form the 
automatic clustering process; 
[0030] FIG. 14 illustrates in How diagram form the use of 
the pseudonymous server; 
[0031] FIG. 15 illustrates in How diagram form the use of 
the system for accessing information in response to a user 
query; and 
[0032] FIG. 16 illustrates in How diagram form the use of 
the system for accessing information in response to a user 
query When the system is a distributed netWork implementa 
tion. 

DETAILED DESCRIPTION 

Measuring Similarity 

[0033] This section describes a general procedure for auto 
matically measuring the similarity betWeen tWo target 
objects, or, more precisely, betWeen target pro?les that are 
automatically generated for each of the tWo target objects. 
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This similarity determination process is applicable to target 
objects in a wide variety of contexts. Target objects being 
compared can be, as an example but not limited to: textual 
documents, human beings, movies, or mutual funds. It is 
assumed that the target pro?les which describe the target 
objects are stored at one or more locations in a data commu 

nication network on data storage media associated with a 
computer system. The computed similarity measurements 
serve as input to additional processes, which function to 
enable human users to locate desired target objects using a 
large computer system. These additional processes estimate a 
human user’s interest in various target objects, or else cluster 
a plurality of target objects in to logically coherent groups. 
The methods used by these additional processes might in 
principle be implemented on either a single computer or on a 
computer network. Jointly or separately, they form the under 
pinning for various sorts of database systems and information 
retrieval systems. 

Target Objects and Attributes 

[0034] In classical Information Retrieval (IR) technology, 
the user is a literate human and the target objects in question 
are textual documents stored on data storage devices inter 
connected to the user via a computer network. That is, the 
target objects consist entirely of text, and so are digitally 
stored on the data storage devices within the computer net 
work. However, there are other target object domains that 
present related retrieval problems that are not capable of 
being solved by present information retrieval technology: 

[0035] (a.) the user is a ?lm buff and the target objects are 
movies available on videotape. 

[0036] (b.) the user is a consumer and the target objects 
are used cars being sold. 

[0037] (c.) the user is a consumer and the target objects 
are products being sold through promotional deals. 

[0038] (d.) the user is an investor and the target objects 
are publicly traded stocks, mutual funds and/or real 
estate properties. 

[0039] (e.) the user is a student and the target objects are 
classes being offered. 

[0040] (f.) the user is an activist and the target objects are 
Congressional bills of potential concern. (g.) the user is 
a direct-mail marketer and the target objects are poten 
tial customers. 

[0041] (h.) the user is a net-surfer and the target objects 
are pages, servers, or newsgroups available on the World 
Wide Web. 

[0042] (i.) the user is a philanthropist and the target 
objects are charities. 

[0043] (j .) the user is ill and the target objects are medical 
specialists. 

[0044] (k.) the user is an employee and the target objects 
are potential employers. 

[0045] (l.) the user is an employer and the target objects 
are potential employees. 

[0046] (m.) the user is an beleaguered executive and the 
target objects are electronic mail messages addressed to 
the user. 

[0047] (n.) the user is a lonely heart and the target objects 
are potential conversation partners, 

[0048] (o.) the user is in search of an expert and the target 
objects are users, with known retrieval habits, of an 
document retrieval system. 
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[0049] (p.) the user is a social worker and the target 
objects are families that may need extra visits, 

[0050] (q.) the user is an oncologist and the target objects 
are women for whom mammograms may be advisable. 

[0051] (r.) the user is an auto insurance company and the 
target objects are potential customers 

[0052] In all these cases, the user wishes to locate some 
small subset of the target obj ectsisuch as the target objects 
that the user most desires to rent, buy, investigate, meet, read, 
give mammograms to, insure, and so forth. The task is to help 
the user identify the mo st interesting target objects, where the 
user’s interest in a target object is de?ned to be a numerical 
measurement of the user’s relative desire to locate that object 
rather than others. 
[0053] The generality of this problem motivates a general 
approach to solving the information retrieval problems noted 
above. It is assumed that many target objects are known to the 
system for customiZed electronic identi?cation of desirable 
objects, and that speci?cally, the system stores (or has the 
ability to reconstruct) several pieces of information about 
each target object. These pieces of information are termed 
“attributes”: collectively, they are said to form a pro?le of the 
target object, or a “target pro?le,” For example, where the 
system for customiZed electronic identi?cation of desirable 
objects is activated to identify movies of interest, the system 
is likely be concerned with the values of attributes such as 
these: 

[0054] (a.) title of movie, 
[0055] name of director, 
[0056] (c.) Motion Picture Association of America 
(MPAA) child-appropriateness rating (OIG, lIPG, . . . ), 

[0057] date of release, 
[0058] (e.) number of stars granted by a particular critic, 
[0059] (f.) number of stars granted by a second critic, 
[0060] (g.) number of stars granted by a third critic, 
[0061] (h.) full text of review by the third critic, 
[0062] (i.) list of customers who have previously rented 

this movie, 
[0063] (j.) list of actors. 

[0064] Each movie has a different set of values for these 
attributes. This example conveniently illustrates three kinds 
of attributes. Attributes c-g are numeric attributes, of the sort 
that might be found in a database record. It is evident that they 
can be used to help the user identify target objects (movies) of 
interest. For example, the user might previously have rented 
many Parental Guidance (PG) ?lms, and many ?lms made in 
the l970’s. This generalization is useful: new ?lms with val 
ues for one or both attributes that are numerically similar to 
these (such as MPAA rating of 1, release date of 1975) are 
judged similar to the ?lms the user already likes, and there 
fore of probable interest Attributes a-b and h are textual 
attributes. They too are important for helping the user locate 
desired ?lms. For example, perhaps the user has shown a past 
interest in ?lms whose review text (attribute h) contains 
words like “chase,” “explosion, explosions,” “hero, grip 
ping,” and “superb.” This generalization is again useful in 
identifying new ?lms of interest. Attribute i is an associative 
attribute. It records associations between the target objects in 
this domain, namely movies, and ancillary target objects of an 
entirely different sort, namely humans. A good indication that 
the user wants to rent a particular movie is that the user has 
previously rented other movies with similar attribute values, 
and this holds for attribute I just as it does for attributes a-h. 
For example, if the user has often liked movies that customer 
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C17 and customer C190 have rented, then the user may like 
other such movies, Which have similar values for attribute i. 
Attribute j is another example of an associative attribute, 
recording associations betWeen target objects and actors. 
Notice that any of these attributes can be made subject to 
authentication When the pro?le is constructed, through the 
use of digital signatures; for example, the target object could 
be accompanied by a digitally signed note from the MPAA, 
Which note names the target object and speci?es its authentic 
value for attribute c. 
[0065] These three kinds of attributes are common: 
numeric, textual, and associative. In the classical information 
retrieval problem, Where the target objects are documents (or 
more generally, coherent document sections extracted by a 
text segmentation method), the system might only consider a 
single, textual attribute When measuring similarity: the full 
text of the target object. HoWever, a more sophisticated sys 
tem Would consider a longer target pro?le, including numeric 
and associative attributes: 
[0066] (a.) full text of document (textual), 
[0067] (b.) title (textual), 
[0068] (c.) author (textual), 
[0069] (d.) language in Which document is Written (tex 
tual), 
[0070] (e.) date of creation (numeric), 
[0071] (f.) date of last update (numeric), 
[0072] (g.) length in Words (numeric), 
[0073] (h.) reading level (numeric), 
[0074] (i.) quality of document as rated by a third\_party 
editorial agency (numeric), 
[0075] (j.) list of other readers Who have retrieved this 
document (associative). 
[0076] As another domain example, consider a domain 
Where the user is an advertiser and the target objects are 
potential customers. The system might store the folloWing 
attributes for each target object (potential customer): 
[0077] (a.) ?rst tWo digits of Zip code (textual), 
[0078] (b.) ?rst three digits of Zip code (textual), 
[0079] (c.) entire ?ve-digit Zip code (textual), 
[0080] (d.) distance of residence from advertiser’s nearest 
physical storefront (numeric), 
[0081] (e.) annual family income (numeric), 
[0082] (f.) number of children (numeric), 
[0083] (g.) list of previous items purchased by this potential 
customer (associative), 
list of ?lenames stored on this potential customer’s client 
computer (associative), 
list of movies rented by this potential customer (associative), 
list of investments in this potential customer’s investment 
portfolio (associative), 
list of documents retrieved by this potential customer (asso 
ciative), 
Written response to Rorschach inkblot test (textual), 
multiple-choice responses by this customer to 20 self-image 
questions (20 textual attributes). 
[0084] As alWays, the notion is that similar consumers buy 
similar products. It should be noted that diverse sorts of 
information are being used here to characteriZe consumers, 
from their consumption patterns to their literary tastes and 
psychological peculiarities, and that this fact illustrates both 
the ?exibility and poWer of the system for customiZed elec 
tronic identi?cation of desirable objects of the present inven 
tion. Diverse sorts of information can be used as attributes in 
other domains as Well (as When physical, economic, psycho 
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logical and interest-related questions are used to pro?le the 
applicants to a dating service, Which is indeed a possible 
domain for the present system), and the advertiser domain is 
simply an example. 
[0085] As a ?nal domain example, consider a domain 
Where the user is an stock market investor and the target 
objects are publicly traded corporations. A great many 
attributes might be used to characterize each corporation, 
including but not limited to the folloWing: 

[0086] (a.) type of business (textual), 
[0087] (b.) corporate mission statement (textual), 
[0088] (c.) number of employees during each of the last 

10 years (ten separate numeric attributes), 
[0089] (d.) percentage groWth in number of employees 

during each of the last 10 years, 
[0090] (e.) dividend payment issued in each of the last 40 

quarters, as a percentage of current share price, 
[0091] (f.) percentage appreciation of stock value during 

each of the last 40 quarters, list of shareholders (asso 
ciative), 

[0092] (g.) composite text of recent articles about the 
corporation in the ?nancial press (textual). 

[0093] It is Worth noting some additional attributes that are 
of interest in some domains. In the case of documents and 
certain other domains, it is useful to knoW the source of each 
target object (for example, refereed journal article vs. UPI 
neWsWire article vs. Usenet neWsgroup posting vs. question 
ansWer pair from a question-and-ansWer list vs. tabloid neWs 
paper article vs. . . . ); the source may be represented as a 

single-term textual attribute. Important associative attributes 
for a hypertext document are the list of documents that it links 
to, and the list of documents that link to it. Documents With 
similar citations are similar With respect to the former 
attribute, and documents that are cited in the same places are 
similar With respect to the latter. A convention may optionally 
be adopted that any document also links to itself. Especially 
in systems Where users can choose Whether or not to retrieve 

a target object, a target object’s popularity (or circulation) can 
be usefully measured as a numeric attribute specifying the 
number of users Who have retrieved that object. Related mea 
surable numeric attributes that also indicate a kind of popu 
larity include the number of replies to a target object, in the 
domain Where target objects are messages posted to an elec 
tronic community such as an computer bulletin board or 
neWsgroup, and the number of links leading to a target object, 
in the domain Where target objects are interlinked hypertext 
documents on the World Wide Web or a similar system. A 
target object may also receive explicit numeric evaluations 
(another kind of numeric attribute) from various groups, such 
as the Motion Picture Association of America (MPAA), as 
above, Which rates movies’ appropriateness for children, or 
the American Medical Association, Which might rate the 
accuracy and novelty of medical research papers, or a random 
survey sample of users (chosen from all users or a selected set 
of experts), Who could be asked to rate nearly anything. Cer 
tain other types of evaluation, Which also yield numeric 
attributes, may be carried out mechanically. For example, the 
dif?culty of reading a text can be assessed by standard pro 
cedures that count Word and sentence lengths, While the vul 
garity of a text could be de?ned as (say) the number of vulgar 
Words it contains, and the expertise of a text could be crudely 
assessed by counting the number of similar texts its author 
had previously retrieved and read using the invention, perhaps 
con?ning this count to texts that have high approval ratings 








































































