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(57) ABSTRACT 

The present invention provides systems and methods for con 
ducting electronic transactions in a distributed computing 
environment. A communications protocol is provided that 
enables reliable transactional state synchronization for peers 
participating in a distributed transaction. A transaction pro 
cessing application is deployed on a local computer system to 
manage transactions thereon. The local computer system con 
tacts a remote computer system to obtain authorization to 
execute a transaction. The local computer system initiates a 
failure-recovery job that is operable to automatically resend 
status signals and other information to the remote system if 
the communication With the remote system exhibits certain 
prede?ned fault conditions. The remote system is able to 
dynamically adjust the de?nition of the prede?ned fault con 
ditions. If the transaction concludes Without triggering the 
prede?ned fault conditions, the failure-recovery job is can 
celled. The transaction processing application may also alloW 
deferred transactions between remote parties. The transaction 
processing application maintains a record of the transactions 
performed by the consumer on the consumer’s local system. 
Upon the occurrence of prede?ned conditions, transactional 
records are sent to a remote vendor or clearinghouse. The 
vendor or clearinghouse can manage the risk it bears by 
setting the prede?ned conditions appropriately. 
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METHODS AND SYSTEMS FOR 
TRANSACTION RECORD DELIVERY USING 

THRESHOLDS AND MULTI-STAGE 
PROTOCOL 

RELATED APPLICATIONS 

[0001] This application claims priority from US. Provi 
sional Patent Application Ser. No. 60/ 146,593, entitled 
“Method and System for Transaction Record Delivery Using 
Thresholds and Multi-Stage Protocol,” ?led Jul. 30, 1999, 
Which is hereby incorporated by reference. 

COPYRIGHT AUTHORIZATION 

[0002] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
closure, as it appears in the Patent and Trademark O?ice 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

FIELD OF THE INVENTION 

[0003] The present invention relates generally to systems 
and methods for electronic communication. More speci? 
cally, the present invention relates to systems and methods for 
managing communications betWeen computer systems 
involved in a transaction. 

BACKGROUND OF THE INVENTION 

[0004] Recent advances in computing and networking 
technology have enabled a variety of neW types of commer 
cial transactions betWeen physically remote parties. For 
example, many vendors operate Internet Web sites at Which 
consumers can purchase the vendor’s goods using a credit 
card or other form of payment. The goods are shipped to the 
consumer after the payment is received. One class of trans 
actions that is groWing in importance involves the sale of 
digital goods, such as digitally-recorded songs, movies, 
images, books, reports, and the like. The nature of digital 
goods alloWs them to be transported over a computer netWork 
With relative ease, and/or stored on readily-available and 
inexpensive storage media, such as diskettes, compact discs 
(CDs), and the like. Thus, transactions involving digital 
goods are able to occur virtually instantaneously, as digital 
goods can be transmitted over the netWork from the vendor’s 
computer system to the purchaser’s computer system in little 
time. 
[0005] In other types of transactions, a copy of a digital 
Work might already reside on the consumer’s computer sys 
tem at the time the consumer Wishes to purchase it. For 
example, the consumer may have obtained a copy from a 
friend, doWnloaded a copy from the Internet, or obtained a 
copy by some other means. The content may be encrypted or 
otherWise packaged so that it cannot be accessed Without 
payment, and the consumer may thus need to contact the 
content oWner or the oWner’s agent in order to gain access. For 
example, the consumer may provide the content oWner With a 
credit card payment in exchange for a cryptographic key or 
other means of unpackaging the content. 
[0006] There is also an increasing demand for even more 
?exible business arrangements. For example, a content ven 
dor may Wish to alloW consumers to purchase content on a 
pay-per-use basis, and/or may Wish to alloW consumers to pay 
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for content in a non-traditional mannerisuch as by alloWing 
the vendor to collect information regarding the consumer’s 
content-usage habits. To facilitate arrangements such as 
these, a content vendor may provide the consumer With a 
special rights-management application program that runs on 
the consumer’s computer system and enforces the terms of 
the consumer’s contract With the vendor. 
[0007] A problem that arises in distributed electronic trans 
actions such as those described above is that of managing the 
risk borne by content creators and distributors When their 
content is used by, or distributed to, consumers. For example, 
content oWners Will typically Wish to prevent consumers from 
stealing their content and distributing it to others, and Will 
also Wish to prevent consumers from circumventing the tech 
nical mechanisms by Which transactions are conducted and 
enforced. HoWever, it is desirable to manage this risk in a 
manner that does not unduly compromise the consumer’s 
content-usage experience, as the more dif?cult it is for a 
consumer to access and use electronic content, the less likely 
it is that the consumer Will use it, and thus anti-piracy mea 
sures intended to prevent a loss of revenue to the content 
provider can have the opposite effect. Systems and methods 
are thus needed for enabling content providers to manage risk 
?exibly and ef?ciently, in a manner that accounts for and 
reduces the impact that risk management decisions have on 
the end user’s experience, and thus on the overall desirability 
and distribution of the content. 

SUMMARY OF THE INVENTION 

[0008] The present invention provides systems and meth 
ods for enabling content oWners to conduct electronic trans 
actions ef?ciently, securely, and in a manner that alloWs indi 
vidual content oWners to make nuanced decisions about the 
level of risk Which they are Willing to bear in a given trans 
action. In one set of embodiments, a communications proto 
col is disclosed, as are systems and methods for using this 
protocol to manage communication betWeen sites involved in 
an electronic transaction. In another set of embodiments, a 
threshold mechanism is disclosed for enabling o?iine trans 
actions and for managing the level of exposure borne by the 
content vendor When conducting the same. It should be appre 
ciated that the present invention can be implemented in 
numerous Ways, including as a process, an apparatus, a sys 

tem, a device, a method, a computer readable medium, or as 
a combination thereof. Several inventive embodiments of the 
present invention are described beloW. 
[0009] In one embodiment, a communications protocol is 
provided that enables reliable transactional state synchroni 
Zation for peers participating in a distributed transaction. A 
transaction processing application is deployed on a local 
computer system to manage transactions thereon. The local 
computer system contacts a remote computer system to 
obtain authoriZation to execute a transaction. The local com 
puter system initiates a failure-recovery job that is operable to 
automatically resend status signals and other information to 
the remote system if the communication With the remote 
system exhibits certain prede?ned fault conditions. The 
remote system is able to adjust the de?nition of the prede?ned 
fault conditions. If the transaction concludes Without trigger 
ing the prede?ned fault conditions, the failure-recovery job is 
cancelled. The transaction processing application may also 
alloW deferred transactions betWeen remote parties. The 
transaction processing application maintains a record of the 
transactions performed by the consumer on the consumer’s 
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local system. Upon the occurrence of prede?ned conditions, 
transactional records are sent to a remote vendor or clearing 
house. The vendor or clearinghouse can manage the risk it 
bears by setting the prede?ned conditions appropriately. 
[0010] In another embodiment, a synchronization protocol 
for peer-to-peer transactions is disclosed. A local computer 
system With a storage medium and a communications port is 
provided, as is a remote computer system With a storage 
medium and a communications port. The local system’s stor 
age medium contains a conditionally-accessible ?le, and the 
remote system is communicatively coupled to a database 
containing authorization records pertaining to the access of 
the conditionally-accessible ?le. The local computer system 
is con?gured to communicate With the remote computer sys 
tem to obtain authorization to access the content of the con 
ditionally-accessible ?le. The synchronization protocol is 
operable to enable the maintenance of a substantially real 
time synchronized copy of the transactional state of the com 
munication betWeen the local computer system and the 
remote computer system. In one embodiment, the remote 
system is operable to obtain payment upon receipt of autho 
rization from the database containing authorization records, 
and upon receipt of an acknowledgment from the local com 
puter system that a user of the local computer system Was able 
to successfully access the conditionally-accessible ?le. 

[0011] In yet another embodiment, a method for conduct 
ing peer-to-peer transactions is disclosed. A request is 
received by a remote system to give authorization to a user of 
a local computer system to access data stored on the user’s 
local system. The remote system veri?es that the user is 
authorized to access the data and has su?icient funds in his or 
her account to pay for this access. The remote system sends 
authorization to the local computer system to alloW the user to 
access the data. The local computer system is operable to 
receive the authorization, to give the user access to the data, 
and to send an acknowledgment to the remote system that the 
user Was given access to the data. The remote system is 
operable to receive the acknoWledgment, remove funds from 
the user’s account, and send a signal to the local system 
indicating that the transaction is complete. If the local system 
does not receive this signal Within a prede?ned amount of 
time after sending the acknoWledgment, the local system is 
operable to send a second acknoWledgment to the remote 
system. In one embodiment, a user of the remote system is 
able to set the prede?ned amount of time that the local com 
puter system Waits before sending the second acknoWledg 
ment. In yet another embodiment, the remote system is fur 
ther operable to re-send the authorization to the local 
computer system if the remote system does not, Within a 
prede?ned amount of time, receive an acknoWledgment from 
the local system that the local system has given the user access 
to the content. 

[0012] In another embodiment, a method is described for 
delivering transaction records to one or more clearinghouses 
using intermittent communication and polled acknoWledg 
ments, With delivery requirements speci?ed by provider par 
ties. Providers de?ne their tolerance for an acceptable level of 
risk associated With unprocessed records by specifying 
thresholds. These thresholds are capable of acting in concert 
and of specifying age, record count, ?nancial value, average 
age, age-Weighted value, and other prede?ned characteristics. 
Records are delivered Whenever communication is conve 
nient, and acknoWledgments are polled or repolled on the 
same basis. Records may go through multiple stages of pro 
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cessingie.g., receipt, payment initiation, successful pay 
mentiat one or more destination systems, each of Which 

stages returns an acknoWledgment, and each of Which stages 
may be governed by different thresholds. 

[0013] In yet another embodiment, a method of granting 
access to a piece of content is disclosed. In accordance With 
this embodiment, a ?rst computer system sends a request to a 
second computer, the request seeking permission to access 
the content. The ?rst computer system also initiates the 
execution of a monitoring process. The monitoring process is 
able to detect acknoWledgments from the second computer 
system. The second computer system receives the request 
from the ?rst computer system and determines Whether it 
should grant or deny the request. If the second computer 
system decides to grant the request, it sends a status signal to 
the ?rst computer system. Upon receipt of the status signal, 
the ?rst computer system releases the content for use, and 
sends a ?rst acknoWledgment to the second computer system. 
The monitoring process is operable to resend the ?rst 
acknoWledgment to the second computer system if the ?rst 
computer system fails to receive a response to the ?rst 
acknoWledgment Within a prede?ned amount of time. 

[0014] In another embodiment, a method for managing the 
transmission of transactional audit records from a ?rst com 
puter system to a clearinghouse is disclosed. In accordance 
With this embodiment, a ?rst count is maintained at the ?rst 
computer system of the number of audit records accumulated 
at the ?rst computer system. If the ?rst count exceeds a 
prede?ned amount, then the audit records are scheduled for 
delivery to the clearinghouse. When the audit records are 
delivered to the clearinghouse, the clearinghouse may send an 
acknoWledgment to the ?rst computer system, the acknoWl 
edgment identifying the number of audit records that the 
clearinghouse has processed. Upon receipt of this acknoWl 
edgment, the ?rst computer system decrements the ?rst count 
by an amount equal to the number of audit records identi?ed 
in the acknoWledgment from the clearinghouse. In one 
embodiment, the ?rst computer system also maintains a sec 
ond count, the second count keeping track of the total value of 
the unpaid receipts from transactions conducted on the ?rst 
computer system. When the audit records that correspond to 
these transactions are processed by the clearinghouse, the 
clearinghouse sends back an acknoWledgment to the ?rst 
computer system indicating that these receipts have been 
paid. The ?rst computer system then decrements the second 
count accordingly. 
[0015] These and other features and advantages of the 
present invention Will be presented in more detail in the 
folloWing detailed description and the accompanying ?gures 
Which illustrate by Way of example the principles of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The present invention Will be readily understood by 
the folloWing detailed description in conjunction With the 
accompanying draWings, Wherein like reference numerals 
designate like structural elements, and in Which: 
[0017] FIG. 1 illustrates a system for conducting transac 
tions in accordance With the principles of the present inven 
tion. 

[0018] FIG. 2 shoWs a computer system for practicing 
embodiments of the present invention. 
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[0019] FIGS. 3A, 3B, 3C, 3D, 3E, 3F, and 3G illustrate 
various aspects of a communications protocol in accordance 
With an embodiment of the present invention. 
[0020] FIG. 4 illustrates the structure and function of a 
threshold object in accordance With an embodiment of the 
present invention. 
[0021] FIG. 5 illustrates the use of thresholds in accordance 
With an embodiment of the present invention. 
[0022] FIGS. 6A, 6B, and 6C illustrate the form of several 
types of conditional expressions that can be used With thresh 
olds in accordance With embodiments of the present inven 
tion. 
[0023] FIG. 7 illustrates the How of audit records and 
acknowledgments betWeen a clearinghouse and a consumer’s 
system. 
[0024] FIG. 8 illustrates the use of thresholds in an elec 
tronic transaction in accordance With an embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0025] A detailed description of the invention is provided 
beloW. While the invention is described in conjunction With 
several embodiments, it should be understood that the inven 
tion is not limited to any one embodiment. On the contrary, 
the scope of the invention is limited only by the appended 
claims and encompasses numerous alternatives, modi?ca 
tions, and equivalents. For example, While embodiments are 
described in the context of systems and methods for commu 
nicating betWeen physically remote computer systems via a 
network, those skilled in the art Will recognize that the dis 
closed systems and methods are readily adaptable for broader 
application. For example, Without limitation, the systems and 
methods of the present invention could also be readily applied 
in the context of inter-component communications in an inte 
grated computer system. In addition, While numerous speci?c 
details are set forth in the folloWing description in order to 
provide a thorough understanding of the present invention, 
the present invention may be practiced according to the 
claims Without some or all of these details. Finally, for the 
purpose of clarity, certain technical material that is knoWn in 
the art has not been described in detail in order to avoid 
obscuring the present invention. 
[0026] The present invention provides systems and meth 
ods for conducting electronic transactions betWeen remote 
parties in a manner that protects the rights and interests of the 
parties involved Without unduly diminishing the ef?ciency of 
the transaction. A fault-tolerant communications protocol is 
described that facilitates immediate transactions betWeen 
remote parties. The communications protocol consists of a 
sequence of signals sent betWeen a consumer’s system and a 
vendor’s system. The protocol is designed to ensure the con 
sumer that he or she Will not be charged for an item until he or 
she receives the item, and to effectively ensure the vendor that 
the consumer Will be charged for items Which the consumer 
receives. 
[0027] In another embodiment, systems and methods are 
provided for facilitating deferred transactions betWeen 
remote parties. In accordance With this embodiment, a con 
sumer is alloWed to purchase and use electronic content With 
out having to ?rst connect to the vendor’s remote system. A 
transaction processing application is resident on the consum 
er’s system, and this application maintains a record of the 
transactions performed by the consumer. Upon the occur 
rence of prede?ned conditions, transactional records are sent 
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to the vendor or a clearinghouse. The vendor or clearinghouse 
can manage the risk it bears by setting the prede?ned condi 
tions appropriately. 
[0028] FIG. 1 shoWs a system for conducting electronic 
transactions in accordance With embodiments of the present 
invention. As shoWn in FIG. 1, a vendor 102 supplies elec 
tronic content 118 to a consumer for use on the consumer’s 

computer system 104. For example, a consumer might doWn 
load an encrypted audio or video ?le from the vendor’s Inter 
net Web site, or might obtain a diskette or CD containing such 
a ?le. Content 118 may be associated With certain rules that 
are intended to govern the consumer’s use of the content. For 
example, the vendor of an audio track might Wish to charge 
the consumer $0.10 each time the consumer listens to the 
track. To enforce such a rule, an application program 112 can 
be supplied to the consumer, the application program being 
capable of managing transactions on the vendor’s behalf. 
When a consumer attempts to use doWnloaded content 118 by 
invoking a rendering program 110 such as an electronic juke 
box, application 112 processes the consumer’s request, 
charges the consumer’s account, makes a record of the trans 
action, decrypts the content, and releases it to rendering appli 
cation 110. Application 112 may also transmit records that 
relate to the transaction 122 to one or more clearinghouses 
106 Whose responsibility it is to ensure that the vendor is paid 
and the consumer is charged appropriately. Records 122 may, 
for example, contain information regarding the consumer’s 
use of the content, such as the amount the consumer should be 
billed, or information that the consumer has agreed to provide 
regarding his or her usage habits. Clearinghouses 106 and/or 
vendors 102 may also communicate With a ?nancial authori 
Zation center, such as bank 114, in order to obtain information 
regarding the consumer’s credit balance and to charge the 
consumer’s account. As described in more detail beloW, the 
present invention provides systems and methods for manag 
ing such transactions in an e?icient, ?exible, and secure man 
ner. 

[0029] In one embodiment, transaction processing soft 
Ware 112 comprises an instance of the InterRights PointTM 
softWare produced by InterTrust Technologies Corporation, 
of 4750 Patrick Henry Drive, Santa Clara, Calif. 95054. In 
this embodiment, content 118 and/or audit records 122 may 
be packaged in DigiBox® secure containers, also developed 
by InterTrust. HoWever, it Will be appreciated that for pur 
poses of practicing the present invention, any content con 
tainer or ?le format and/ or transaction processing application 
can be used. Moreover, it should be understood that While in 
one preferred embodiment communications betWeen con 
sumers 104, vendors 102, and/or clearinghouses 106 are 
encrypted, digitally signed, packaged in secure containers, or 
otherWise protected, such protection is not required. 
[0030] Thus, it should be appreciated that FIG. 1 is pro 
vided for purposes of facilitating a discussion of the present 
invention, and that a variety of modi?cations can be made to 
the basic architecture shoWn therein. For example, in some 
embodiments vendors 102 may collect transactional data 122 
directly from consumers 104, and thus may obviate the need 
for separate clearinghouses 106. As another example, While 
FIG. 1 shoWs vendors 102 and clearinghouses 106 commu 
nicating With consumers 104 via a netWork 108 such as the 
Internet, it should be appreciated that any suitable form of 
communication could be used. For example, consumer’s sys 
tem 104 might comprise a handheld electronic appliance, 
such as a portable digital assistant, a handheld digital media 
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player, or the like, and clearinghouse 106 might comprise a 
relatively-secure computer system at the consumer’s site (eg 
a personal computer With a special chip or smart-card attach 
ment)ipossibly connected to a remote server via a dedicated 
connection (e. g., DSL or ordinary dial-up). In such an 
embodiment, consumer’s system 104 might use the systems 
and methods of the present invention to communicate With 
the clearinghouse’s local system 106 via an infrared or radio 
Wave signal, or by simply connecting a cable from the con 
sumer’s system to the clearinghouse’s local system. The 
clearinghouse’s local system might then communicate With 
the clearinghouse’s remote system using the systems and 
methods of the present invention and/ or by using Well-knoWn 
means for secure communication (e.g., SSL). 
[0031] FIG. 2 provides a more detailed illustration of the 
structure and operation of consumer’s system 104 in accor 
dance With an embodiment of the present invention. As noted 
above, system 104 may consist of any suitable device, includ 
ing Without limitation a personal computer, a portable audio 
or video player, a television set-top box, a telephone, a per 
sonal digital assistant, or the like. As shoWn in FIG. 2, system 
104 Will typically include: 

[0032] a processing unit 216; 
[0033] system memory 218, preferably including both 
high speed random access memory (RAM) and read 
only non-volatile memory (ROM) for storing programs 
and data for use and execution by processing unit 216; 

[0034] a bulk non-volatile storage unit 270, comprising 
erasable non-volatile memory, such as a magnetic, ?xed 
disk (e. g., a hard disk) and/ or ?ash memory, for storing 
protected content ?les, application programs, data, and 
the like; 

[0035] one or more input/output devices, such as: 
[0036] netWork interface 210 for communicating With 

other systems via a netWork 108 such as the Internet; 
[0037] I/O port 212 for connecting to one or more 

peripheral devices; and/ or 
[0038] one or more disk drives 214 for reading from, 

and/ or Writing to, diskettes, compact discs, DVDs, 
and/ or other computer-readable media; 

[0039] a user interface 226, including a display 228 and 
one or more input devices, such as keyboard 206 and 
mouse 208; and 

[0040] one or more internal buses 240 for interconnect 
ing the aforementioned elements of the system. 

[0041] The operation of system 104 is controlled primarily 
by programs contained in system memory 218 and executed 
by the system’s processing unit 216. For example, system 104 
might contain one or more rendering applications 110 that are 
operable to display or otherWise present content to the user. In 
the case of protected content 118, in one embodiment render 
ing applications 110 submit requests to access the content to 
transaction processing application program 112. Transaction 
processing application 112 then grants or denies the request 
using the techniques described elseWhere herein. 
[0042] Programming code for performing the electronic 
transaction methods described herein is preferably incorpo 
rated into transaction processing application 112 (e.g., 
directly or by linking a library module). While the methods of 
the present invention protect against certain forms of attack 
and/or circumventionisuch as disconnecting the consum 
er’s system 104 from netWork 108 during certain critical 
points of a transactionithese methods also derive some of 
their security from the integrity of transaction processing 

Sep. 10, 2009 

application 112 itself. Accordingly, preferred embodiments 
of the present invention make use of hardWare and/or soft 
Ware security techniques to ensure that transaction processing 
application 112 operates as intended. 
[0043] For example, in one embodiment system 104 may 
include a special-purpose protected processing environment 
288, such as that provided by an integrated circuit housed in 
a tamper-resistant hardWare package. As shoWn in FIG. 2, 
protected processing environment 288 may include non-vola 
tile memory 289, volatile memory 290, a processor 291, a 
tamper-resistant barrier 293, and a communications port 294 
for communicating With other components of system 104. 
Use of a protected processing environment is advantageous, 
in that it provides an area that is shielded from unauthoriZed 
observation or modi?cation in Which to run sensitive pro 
grams and to store cryptographic keys and other information. 
For example, transaction processing application 112, or 
selected portions thereof, can be loaded into RAM 290 of 
protected processing environment 288 and executed by CPU 
291, thus protecting the operation of transaction processing 
application 112 from being tampered With or otherWise modi 
?ed. Additional information about implementations of a pro 
tected processing environment can be found in commonly 
assigned US. Pat. No. 5,892,900, “Systems and Methods for 
Secure Transaction Management and Electronic Rights Pro 
tection,” issued Apr. 6, 1999 (“the ’900 patent”), and com 
monly-assigned US. Provisional Application No. 60/150, 
126, “Secure Processing Unit Systems and Methods,” ?led 
Aug. 20, 1999, each of Which is hereby incorporated by 
reference in its entirety. 
[0044] In another, someWhat less-secure embodiment, 
transaction processing application 112 makes use of softWare 
obfuscation and other softWare self-defensive techniques to 
protect itself from undetected tampering. Additional informa 
tion on suitable softWare obfuscation and self-defensive tech 
niques can be found in the ’900 patent, and in commonly 
assigned US. patent application Ser. No. 09/095,346, entitled 
“Obfuscation Techniques for Enhancing SoftWare Security,” 
?led Jun. 9, 1998, and commonly-assignedU.S. patent appli 
cation Ser. No. , entitled “SoftWare Self-Defense Sys 
tems and Methods,” ?led Jul. 31, 2000, each of Which is 
hereby incorporated by reference in its entirety. 
[0045] In addition, system 104 might advantageously 
include hardWare and/or softWare for +providing secure bulk 
storage for sensitive bookkeeping, usage, or other informa 
tion. For example, a specialiZed hardWare database can be 
used, and/or relatively-secure softWare storage protection 
mechanisms (or hybrid softWare-and-hardWare mecha 
nisms), such as those set forth in the ’900 patent and in 
commonly-assigned US. patent application Ser. No. , 
entitled “Trusted Storage Systems and Methods,” Mahesh 
Wari et al., ?led Jul. 17, 2000 (“the MaheshWari application”), 
Which is hereby incorporated by reference in its entirety. 
[0046] While FIG. 2 sets forth the general architecture of a 
typical consumer system 104, it Will be appreciated that a 
number of modi?cations could be made to the basic structure 
shoWn therein Without departing from the principles of the 
present invention. Moreover, it Will be appreciated that clear 
inghouses 106 and vendors 102 may make use of similar or 
identical systems. 

Immediate Transaction Protocol 

[0047] In an “immediate transaction,” a consumer pays for 
electronic or other content at the time the content is released 
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to the consumer. For purposes of illustration, an exemplary 
technique for conducting such a transaction is described in 
the context of a transaction between consumer 104 and clear 
inghouse 106, although it will be appreciated that such a 
transaction could just as easily be conducted between any 
suitable set of parties, including without limitation consumer 
104 and vendor 102, vendor 102 and clearinghouse 106, and 
so forth. 

[0048] When conducting an immediate transaction, it is 
important to maintain synchronization between the state of 
the consumer’s system 104 and the state of the clearinghouse 
106. For example, it would be undesirable for records on the 
consumer’s system 104 to indicate that the consumer had 
purchased a piece of content, while records at the clearing 
house 106 indicated that the consumer had not. Nor would it 
be desirable for records at the clearinghouse 106 to indicate 
that the content had not been released to the consumer, when, 
in fact, it had been released. 
[0049] However, maintaining synchronization between 
peers in an electronic peer-to-peer communicationisuch as 
the communication between consumer 104 and clearing 
house 106iis a di?icult task. For example, if the consumer’s 
system sends a signal to the clearinghouse, there is generally 
no way for the consumer’s system to know whether the clear 
inghouse received the signal, save for receiving an acknowl 
edgment from the clearinghouse indicating that the signal 
was received. However, the clearinghouse will similarly not 
know if the consumer’s system received that acknowledg 
ment, unless the consumer’s system, upon receipt of the 
acknowledgment, sends its own acknowledgment back to the 
clearinghouse. This second acknowledgment will necessitate 
a third acknowledgment, and so forth, thus presenting the 
system designer with a potentially in?nite recursion. 
[0050] One way to break the recursion is to have both the 
consumer and the clearinghouse send their acknowledgments 
to a third party, who then sends a signal back to each of the 
parties indicating that the acknowledgment from the other 
party was received. However, the overhead of adding a third 
party to the transaction can be relatively large, and may not 
always be possible or desirable for security reasons. And, of 
course, communications between the third party and each of 
the other parties will still suffer from the original problem of 
in?nite regress. Accordingly, the addition of a third party 
mediator is typically not, by itself, an adequate solution. 
[0051] The state-synchronization problem is particularly 
acute in the context of distributed computing environmentsi 
such as that shown in FIG. liwhich are used to conduct 
?nancial or other sensitive transactions. In this context, there 
is typically an incentive for one or both of the parties to cheat 
the other by tampering with the system. For example, a con 
sumeriperhaps located in a foreign countryimight receive 
content from the vendor and then refuse to pay, leaving the 
vendor with no effective recourse. Similarly, a vendor may 
accept payment and then refuse to deliver the content that was 
purchased. In addition, there might be an incentive for third 
parties to interfere with transactions, to the detriment of some 
or all of the legitimate parties. Finally, occasional system 
failures can be expected to occur, which, without malicious 
intent, may prevent transactions from executing in a timely or 
e?icient manner. 

[0052] The present invention provides systems and meth 
ods for conducting electronic transactions in an effectively 
simultaneous fashion from the viewpoint of the participants, 
and enables the execution of immediate transactions without 
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the necessity of having a third party intermediary. In a pre 
ferred embodiment, the parties are provided with enough 
information about the transaction’s progress to allow them to 
recover, should anything unexpected happen, in an ef?cient 
and predictable manner. 

[0053] An illustrative communications protocol in accor 
dance with an embodiment of the present invention will now 
be described with reference to FIGS. 3A-3G, which show the 
actions performed by, and the sequence of communications 
between, a local computer system and a remote computer 
system. The local computer system might, for example, rep 
resent a consumer’s computer system, and the remote com 
puter system might represent a content distributor’s computer 
system, or the system of a partyisuch as clearinghouse 
1064charged with collecting payment on behalf of the con 
tent distributor. However, it should be appreciated that the 
local computer system and the remote computer system can 
be those of any suitable entity. Moreover, while for ease of 
explanation, actions may be described as being initiated or 
performed by the local system or the remote system, it will be 
appreciated that these actions are typically carried out by 
appropriate software, such as transaction processing applica 
tion 112, or hardware contained within those systems. 
[0054] As shown in FIG. 3A, a consumer may download or 
otherwise obtain content that is encrypted or stored in some 
other manner that renders it practically inaccessible (302). 
Upon receiving the consumer’s request to access the content 
(304), the consumer’s local system 104 generates one or more 
audit records and places a job 305 (explained in more detail 
below) into a job queue maintained by application 112 (306). 
For example, application 112 may include a thread that func 
tions as a manager of background tasks placed in the queue. 
Job 305 preferably includes an identi?cation of the audit 
record to which it corresponds and an indication of whether 
the transaction associated with the audit record has succeeded 
or failed (e.g., a two state status ?ag indicating success or 
failure). When the job is ?rst placed in the job queue, its ?ag 
is initialized to failure. Local system 104 then initiates com 
munication with a remote system, such as clearinghouse 106 
or vendor 102, to obtain authorization to access the content. In 
addition, a copy of the audit record 307 is sent to the remote 
system (308). 
[0055] As shown in FIG. 3B, the remote system receives 
audit record 307 and begins processing the transaction to 
which the audit record corresponds (310). For example, the 
remote system may contact a bank 114 or other ?nancial 
authority to determine whether the consumer’s credit card is 
valid and has enough available credit to cover the transaction 
described by audit record 307. As shown in FIG. 3B, in some 
embodiments, the remote system may send an optional signal 
314 to the local system in order to provide an estimate of the 
time needed to complete the authorization process (312). 
Upon receipt of such a signal, the local system may, for 
example, display a message to the consumer indicating how 
long the authorization process is expected to take. In addition, 
the local system may send the remote system a return 
acknowledgment. 
[0056] Referring once again to FIG. 3B, when the remote 
system ?nishes the process of determining whether to autho 
rize the transaction, it sends a transaction status message 318 
to the local system indicating either that authorization was 
obtained (e.g., an ok signal) or that authorization was not 
obtained (e.g., a denied signal) (316). If authorization was 
obtained, the remote system may also send an indication 320 














