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(57) ABSTRACT 

A system and method for facilitating packet transformation of 
multi-protocol, multi-?oW, streaming data. Packet portions 
subject to change are temporarily stored, and acted upon 
through processing of protocol-dependent instructions, 
resulting in a protocol-dependent modi?cation of the tempo 
rarily stored packet information. Validity tags are associated 
With different segments of the temporarily-stored packet, 
Where the state of each tag determines Whether its corre 
sponding packet segment Will form part of the resulting modi 
?ed packet. Only those packet segments identi?ed as being 
part of the resulting modi?ed packet are reassembled prior to 
dispatch of the packet. 
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SYSTEM AND METHOD FOR PROVIDING 
TRANSFORMATION OF MULTI-PROTOCOL 

PACKETS IN A DATA STREAM 

CROSS-REFERENCE TO OTHER PATENT 
APPLICATIONS 

[0001] This application is a divisional of US. patent appli 
cation Ser. No. 11/224,692, ?led Sep. 12, 2005, which is a 
continuation of US. patent application Ser. No. 09/ 849,804, 
?led on May 4, 2001, now US. Pat. No. 6,944,168. 
[0002] The following co-pending patent applications of 
common assignee contains some common disclosure: “A 
MethodAnd Apparatus For Providing Multi-Protocol, Multi 
Stage, Real-Time Frame Classi?cation”, US. patent applica 
tion Ser. No. 09/849,913, ?led concurrently herewith, which 
is incorporated herein by reference in its entirety; 
[0003] “System And Method For Policing Multiple Data 
Flows And Multi-Protocol Data Flows”, US. patent applica 
tion Ser. No. 09/849,914, ?led concurrently herewith, which 
is incorporated herein by reference in its entirety; 
[0004] “System And Method For Hierarchical Policing Of 
Flows And Sub?ows Of A Data Stream”, US. patent appli 
cation Ser. No. 09/ 849,810, ?led concurrently herewith, 
which is incorporated herein by reference in its entirety. 

FIELD OF THE INVENTION 

[0005] This invention relates in general to communication 
networks, and more particularly to a method and apparatus 
for transforming packets in a multi-protocol, multi-?ow data 
stream. 

BACKGROUND OF THE INVENTION 

[0006] Enhancing today’s networking technology is a per 
petual goal in the communications industry. As the raw 
speeds of large-scale and personal computing devices soar, 
the tremendous increase in data transmission demands con 
tinue to push the networking bandwidth envelope to capacity. 
As bandwidth-intensive multimedia content continues to gain 
popularity and course the veins of the Internet, the unrelent 
ing bandwidth dilemma is no less urgent today than yester 
day. This demand has fueled the need for high-bandwidth 
broadband systems. 
[0007] The term “broadband” has often been used to 
describe high-bandwidth transmission of data signals, such as 
data, video, voice, video conferencing, etc. Broadband phi 
losophies often address networking principles applicable to 
the backbone of the networking system, since the networking 
backbone generally faces the highest bandwidth demands. 
There are many competing technologies for delivering broad 
band access. For example, there are a number of standards 
used in digital telecommunications, including TCP/IP, Ether 
net, HDLC, ISDN, ATM, X25, Frame Relay, Digital Data 
Service, FDDI (Fiber Distributed Data Interface), Ti, xDSL, 
Wireless, Cable Modems, and Satellite among others. Many 
of these standards employ different packet and/or frame for 
mats. The term “frame” is often used in reference to encap 
sulated data at OSI layer 2, including a destination address, 
control bits for ?ow control, the data or payload, and CRC 
(cyclic redundancy check) data for error checking. The term 
“packet” is often used in reference to encapsulated data at OSI 
layer 3. Further, the term “cell” is often used in reference to a 
group of bytes/octets conditioned for transmission across a 
network. However, it should be understood that for purposes 
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of the present application, the terms packet, frame, and cell 
may be used interchangeably to refer to groups or collections 
of data. Further, a packet format or frame format generally 
refers to how data is encapsulated with various ?elds and 
headers for transmission across the network. For example, a 
data packet typically includes a destination address ?eld, a 
length ?eld, an error correcting code (ECC) ?eld or cyclic 
redundancy check (CRC) ?eld, as well as headers and trailers 
to identify the beginning and end of the packet. The terms 
“packet format” and “frame format”, also referred to as “cell 
format”, are generally synonymous for purposes of this appli 
cation. 
[0008] Packets transmitted across a network are associated 
with a transmission protocol. A protocol is a set of rules that 
governs how devices on a network exchange information. 
Packets traversing the network may be of differing formats or 
“protocols.” This is often due to the development of incom 
patible proprietary protocols by computer manufacturers. 
While protocol compatibility and standardiZation are becom 
ing increasingly important, even standard protocols provide 
multiple options and are not always interchangeable between 
applications. Further, new protocols will continue to be devel 
oped to address certain network limitations, or to otherwise 
improve network data transmission. All of these factors con 
tribute to the reality that multiple transmission protocols 
exist, and will likely continue to exist. 
[0009] Examples of typical protocols used to communicate 
information include the Internet Protocol (IP), which is a 
“best-effort,” connectionless protocol responsible for deliv 
ering data from host to host across a network such as the 
Internet. IP is a predominant protocol used to transmit data 
across the Internet. Other protocols are used to transmit pack 
ets across the Internet as well, such as Framed ATM over 

SONET/SDH Transport (FAST) and IP on multiprotocol 
label switching (MPLS). FAST is a new protocol intended to 
improve the performance of asynchronous transfer mode 
(ATM). FAST introduces a variable length user data ?eld, 
while preserving the proven advantages of ATM, such as real 
quality of service guarantees, the security and tra?ic isolation 
provided by virtual connections, network management, traf 
?c management, control mechanisms for bandwidth on 
demand, etc. MPLS integrates layer-2 information about net 
work links into layer-3 (IP) within a particular autonomous 
system in order to simplify and improve IP-packet exchange. 
MPLS essentially provides connection-oriented labeling in 
an otherwise connectionless environment, which has resulted 
in MPLS being considered associated with layer-2.5. With 
MPLS, different ?ows can be classi?ed, and different service 
levels canbe associated with the different ?ow classi?cations. 
[0010] As described above, packets transmitted on a net 
work such as the Internet may be associated with one of a 
number of different protocols, and thus packets associated 
with different protocols may be received at a given node, 
switch, router, etc. As described more fully below, the intro 
duction of multiple packet protocols at a node requires special 
consideration when the entire data ?ow is subject to editing as 
the packets traverse the network. 

[0011] Packets, frames, cells, and/or other data units tra 
versing a network such as the Internet often face the possibil 
ity of being modi?ed at a given network node. A variety of 
situations may result in a need to modify or “transform” the 
packet. For example, a packet reaching a node may need to be 
redirected from its original course to an alternate course. This 
can occur where an originally-intended node along the path 
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becomes unavailable due to server problems, transmission 
cables being cut or otherwise damaged, and the like. In such 
a case, a “destination address” identi?ed in a packet may 
require modi?cation to alter the path of the packet in its quest 
to reach the ultimate destination. Another example of packet 
editing include the potential need to change header ?elds of 
the packet, such as packet length and checksum ?elds. If, for 
example, a packet is modi?ed for any reason, the checksum 
and/ or packet length ?elds are very likely to change, resulting 
in the need to further modify the packet to update such ?elds. 
Other ?elds include the time-to-live (TTL), packet conform 
ance indicators such as colorations and drop priorities, etc. As 
can be seen, packets may require editing as they navigate the 
network toWards their respective destination nodes. 
[0012] At a particular netWork node or other ingress point, 
individual packets that make up a communications tra?ic 
stream can be classi?ed into several ?oWs or connections. 
Further, the tra?ic stream ?oWs may include packets being 
transmitted in connection With different protocols. This can 
pose a challenge to editing systems, and typically requires 
that each of the ?oWs be discretely handled. Due to very high 
data transmission speeds in today’s netWorks, editing meth 
ods have conventionally required custom solutions, generally 
in the form of specialiZed, proprietary hardWare engines in 
application-speci?c integrated circuits (ASICs). Because 
information may be transmitted across netWorks (e.g., the 
Internet) using a variety of different netWorking protocols, 
multiple specialiZed circuits are generally required to accom 
modate packets of each packet protocol that might traverse 
the netWork sWitch, router, bridge, or other intermediate sys 
tem betWeen the source and destination. For example, a sepa 
rate packet transformation methodology, and therefore sepa 
rate ASIC, may be required for each packet protocol used in 
the netWork. This results in higher costs, part counts, and 
general complexities, While adversely impacting system e?i 
ciencies. 
[0013] Accordingly, there is a need in the communications 
industry for a method and apparatus for commonly trans 
forming one or more packet ?oWs of multiple transmission 
protocols. The present invention ful?lls these and other 
needs, and offers other advantages over the prior art policing 
approaches. 

SUMMARY OF THE INVENTION 

[0014] To overcome limitations in the prior art described 
above, and to overcome other limitations that Will become 
apparent upon reading and understanding the present speci 
?cation, the present invention discloses a system, apparatus 
and method for facilitating packet transformation of multi 
protocol, multi-?oW, streaming data. 
[0015] In accordance With one embodiment of the inven 
tion, a packet transformation module is provided for editing 
multi-protocol streaming data packets. An instruction 
memory receives search Words identifying a packet type for 
the packet, and outputs appropriate instructions based on the 
packet type as indexed by the search Words. A packet memory 
is coupled to receive one or more portions of the packet 
subject to editing, Where each of the packet portions is stored 
in a respective memory segment of the packet memory. The 
packet transformation module further includes a valid bit 
array that has memory validity ?elds associated With respec 
tive memory segments. The state of each of the memory 
validity ?elds establishes Whether the packet portion in the 
respective memory segment is to be incorporated into the 
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resulting packet portion. A processing module receives the 
instructions from the instruction memory, and carries out the 
packet transformations on the packet portions in accordance 
With the instructions. 
[0016] An ingress processing module is also provided. The 
ingress processing module includes such a packet transfor 
mation module, as Well as a packet parser to parse each 
packet, and generate resulting search Words based on the 
packet protocol. A netWork system is also provided Which 
includes such an ingress processing module at an intermedi 
ary netWork node betWeen the source and destination nodes, 
Where the source node dispatches the information onto the 
netWork, and the destination node is the node to Which the 
information is targeted. 
[0017] In accordance With another embodiment of the 
invention, a method is provided for editing packets of a packet 
stream received at a netWork node. The method includes 
storing packet segments in partitionable memory segments of 
a modi?cation memory. One or more editing instructions are 
elicited from an instruction memory, Where the particular 
editing instructions elicited is based on characteristics of the 
packet. At least one packet segment stored in the modi?cation 
memory is modi?ed as directed by the editing instructions. 
Validity tags are associated With each of the memory seg 
ments to indicate Whether or not their corresponding packet 
segments Will be incorporated into a resulting modi?ed 
packet. The resulting modi?ed packet is created by assem 
bling the packet segments associated With those validity tags 
that indicate incorporation into the resulting modi?ed packet. 
[0018] These and various other advantages and features of 
novelty Which characterize the invention are pointed out With 
particularity in the claims annexed hereto and form a part 
hereof. HoWever, for a better understanding of the invention, 
its advantages, and the objects obtained by its use, reference 
should be made to the draWings Which form a further part 
hereof, and to accompanying descriptive matter, in Which 
there are illustrated and described speci?c examples of an 
apparatus in accordance With the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The invention is described in connection With the 
embodiments illustrated in the folloWing diagrams. 
[0020] FIG. 1 is a block diagram illustrating a netWorking 
environment in Which the principles of the present invention 
may be applied; 
[0021] FIG. 2 is a block diagram of an embodiment of a 
router system in Which the present invention may be applied; 
[0022] FIG. 3 is a block diagram of an exemplary embodi 
ment of an ingress processing system in accordance With the 
present invention; 
[0023] FIG. 4 is a block diagram of an embodiment of the 
interaction betWeen the parsing engine, its corresponding 
memory, and the editor. 
[0024] FIG. 5 is a block diagram illustrating selected func 
tional blocks of an ingress processing system in accordance 
With the invention; 
[0025] FIG. 6 is a block diagram illustrating selected func 
tional blocks of an ingress processing system utiliZing 
embedded memory in accordance With the invention; 
[0026] FIG. 7 is a block diagram of an editing apparatus in 
accordance With one embodiment of the invention; 
[0027] FIG. 8 illustrates a representative list of editor 
instructions in accordance With one embodiment of the inven 

tion; 
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[0028] FIG. 9 is an exemplary editor instruction format 
Which may be used in connection With the present invention; 
[0029] FIG. 10 provides an exemplary illustration of 
receipt of a packet, partitioning the header information With 
interleaved memory space, editing of the information, and 
reassembly of a resulting packet; 
[0030] FIG. 11 illustrates an embodiment of an editing 
module Whereby a primary processor controls various pro 
cessing modules, such as the editor module, input processor, 
output processor, and macro sequencer; 
[0031] FIG. 12 illustrates another exemplary embodiment 
of an editor module Wherein a primary editor processor is 
used in connection With other editing components; 
[0032] FIG. 13 illustrates an example of a packet transfor 
mation at a router handling an IP/Ethernet source route in 

accordance With the principles of the present invention; 
[0033] FIG. 14 illustrates another example in accordance 
With the invention of a packet transformation at a router 
handling an IP/Ethernet source route, Where IP tunneling 
modi?cations are also desired; 
[0034] FIG. 15 illustrates another example in accordance 
With the invention of a packet transformation at a router 
Within a multiprotocol label sWitching (MPLS) domain; 
[0035] FIG. 16 illustrates yet another example in accor 
dance With the invention of a packet transformation at a router 
at the egress edge of an MPLS domain; and 
[0036] FIG. 17 is a How diagram illustrating an embodi 
ment of a method for modifying a packet stream in accor 
dance With the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0037] In the folloWing description of the exemplary 
embodiment, reference is made to the accompanying draW 
ings Which form a part hereof, and in Which is shoWn by Way 
of illustration the speci?c embodiment in Which the invention 
may be practiced. It is to be understood that other embodi 
ments may be utiliZed, as structural and operational changes 
may be made Without departing from the scope of the present 
invention. 
[0038] Generally, the present invention provides a system 
and method for facilitating packet transformation of multi 
protocol, multi-?oW, streaming data. Packets of the data 
stream being communicated across the netWork using differ 
ent transmission protocols can be appropriately edited 
regardless of the transmission protocol associated With the 
packets. Portions of each packet that are subject to change 
(but may not necessarily be changed) are temporarily stored. 
Certain instructions for effecting appropriate modi?cations to 
the particular packet are processed, With due consideration to 
the packet’s protocol, Which results in a protocol-dependent 
modi?cation of the temporarily stored packet information. 
Validity tags are associated With different segments of the 
temporarily-stored packet, Where the state of each tag deter 
mines Whether its corresponding packet segment Will form 
part of the resulting modi?ed packet. Those packet segments 
identi?ed as being part of the resulting modi?ed packet are 
reassembled prior to dispatch of the packet. 
[0039] Data transmitted over netWorks such as the Internet 
10 may be in the form of e-mail messages, ?le transfers and 
doWnloads, Web page loading, and the like. The data is gen 
erally broken up into a number of data packets, each of Which 
is assigned a hierarchy of headers to direct the data packet to 
the desired destination, among other things. Each packet is 
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separately dispatched to the destination, although more than 
one different route may be taken by the different packets 
associated With the data. 
[0040] For example, the source computer 100 of FIG. 1 
may be con?gured in a local area netWork (LAN) and coupled 
to other computers 102 via a hub 104. A ?rst one or more data 
packets may reach the hub 110 of the destination LAN via a 
?rst path, through routers 112,114,116,118,120,and 122. A 
second one or more data packets may reach the hub 110 via a 
second path, such as through routers 112, 124, 126, 116, 128, 
and 122. These different packets may take alternative routes 
due to equipment congestion or failure of a node, or to load 
share Where possible. The routers associated With the core of 
the Internet can recon?gure the paths that these packets fol 
loW. This is due to the router’s ability to analyZe the header 
information corresponding to the data packet and to commu 
nicate line condition and other information betWeen routers. 
The routers handling data at the major tra?ic points on large 
networks, such as the Internet, are generally large stand-alone 
systems. After transmitting the data from node to node 
through the network, the packets are reassembled at the 
receiving end and availed to the desired destination system 
140. 
[0041] Because of the colossal bandWidth demands 
required of routers, a continual emphasis is placed on allevi 
ating data throughput bottlenecks at routers, gateWays, 
bridges, and other intermediate nodes along the netWork. 
Because routers take on the task of intercepting, analyZing, 
and moving on millions of packets per second along the best 
possible route, the processing occurring at these routers must 
be extremely ef?cient to avoid bogging doWn the system. The 
present invention may be used in connection With such rout 
ing systems, increasing speed and ef?ciencies of netWork 
data throughput. 
[0042] As Will be described more fully beloW, the present 
invention may be used in connection With multiprotocol 
route/?ow classifying and policing engines. In one embodi 
ment of the invention, the packet transformation in accor 
dance With the present invention is housed in a package or 
chip common to the classi?er and policing functionalities. 
The device enables advanced services to be applied at speeds 
of 10 Gbps or more. Tightly coupled parsing, policing, and 
packet transformation alloWs the collective device to perform 
dynamic packet transformation for quality of service (QoS) 
based on the current ?oW state and also effectively handles 
dynamic header processing such as required by multiprotocol 
label sWitching (MPLS) routers. 
[0043] Referring noW to FIG. 2, one embodiment of a 
router system 200 is illustrated in Which the present invention 
may be applied. One or more line cards are provided, each of 
Which are coupled to a sWitch fabric 202. In the present 
example, a plurality of line cards are provided, including line 
card-0 204, line card-l 206 through a ?nite number of line 
cards represented by line card-n 208. In one embodiment of 
the invention, each of the line cards utiliZe analogous cir 
cuitry. Line card-0 204 Will therefore be described, With the 
understanding that one or more of the remaining line cards in 
the router system may implement analogous circuitry. 
[0044] The line card-0 204 of the illustrated embodiment 
receives as input packet-over-SONET/SDH (POS) frames via 
the netWork. As is knoWn in the art, SONET/SDH is a high 
speed time division multiplexing (TDM) physical-layer 
transport technology. POS provides a means for using the 
speed and management capabilities of SONET/SDH to opti 


























