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CA (Us) A method for enabling a single assembly of content to be 
played on a plurality of player devices, each having at least 

_ one available DRM algorithm, Wherein the DRM algorithms 
Correspondence Address‘ for the player devices need not necessarily be the same 
MILLER PATENT SERVICES involves registering a plurality of player devices associated 
2500 DOCKERY LANE With a client With a database registry residing in a pro 
RALEIGH, NC 27606 (Us) grammed processor, Wherein each of the plurality of player 

devices is enabled to play content using at least one DRM 
(21) Appl. No.: 12/386,632 algorithm When an appropriate license has been secured; 

registering the one or more associated DRM algorithms With 
22 F1 d, A _ 21 2009 each player device; upon receipt of a request for delivery of 

( ) 1 e Pr ’ speci?ed content to the client, searching the database registry 
_ _ for a list of compatible devices and compatible DRM algo 

Related U's' Apphcatlon Data rithms for the content; obtaining a plurality of licenses to the 

(62) Division of application No. 11/365,564, ?led on Mar. Cement’ at least one ,for eaChDRM algoFithm for the player 
1 2006 HOW Pat N O 7 555 4 6 4 devices associated W1th the client; obtalmng the content from 

’ ’ ' ' ’ ’ ' a content provider; obtaining a shared key from a key genera 

tor for the one or more DRM algorithms; and encrypting the 
Publication Classi?cation content under each of the DRM algorithms using the shared 

key to produce encrypted content. This abstract is not to be 
(51) Int. Cl. considered limiting, since other embodiments may deviate 

G06F 21/00 (2006.01) from the features described in this abstract. 
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MULTIPLE DRM MANAGEMENT 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

[0001] This application is a divisional of allowed US. 
patent application Ser. No. 11/365,564 ?led Mar. 1, 2006 and 
is related to published US. patent applications US2004/ 
0049694, US2005/0192904 and US2005/0169473, to Brant 
L. Candelore Which are hereby incorporated by reference. 

COPYRIGHT NOTICE 

[0002] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile repro 
duction of the patent document or the patent disclosure, as it 
appears in the Patent and Trademark O?ice patent ?le or 
records, but otherWise reserves all copyright rights Whatso 
ever. 

BACKGROUND 

[0003] Currently, there are a number of competing digital 
rights management (DRM) algorithms that incorporate 
encryption for protection of copyrighted material. In general, 
such DRM algorithms are incompatible, and, therefore, con 
tent that is protected using a particular DRM algorithm can 
not be played back on a device that does not incorporate an 
appropriate combination of hardWare and softWare that is 
compatible With such DRM algorithm. In the case of a per 
sonal computer or similar device, DRM algorithms can often 
be doWnloaded or otherWise obtained and loaded into the 
computer’s disc drive and memory in order to permit the 
personal computer to operate under any given DRM algo 
rithm. HoWever, some devices are designed to operate exclu 
sively With a particular DRM algorithm. Those devices may 
be unable to upgrade or change DRM algorithms to match a 
particular item of content that a user Wishes to play back. 
Additionally, some content may not be available encrypted 
using a particular type of DRM that is compatible With a 
playback device, and some DRM algorithms may be more 
desirable to some users or for a particular playback device for 
some reason than others. 

[0004] A consumer of DRM protected content may Wish to 
have the ability to play back that content on a number of 
different playback hardWare devices. For example, video 
content or movies may be played back using a personal com 
puter, a digital video recorder, a personal digital assistant, or 
even a cellular telephone. The ?exibility needed to provide for 
a playback in any of an assortment of player devices is not 
currently Well provided for in the marketplace. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] Certain illustrative embodiments illustrating orga 
niZation and method of operation, together With objects and 
advantages may be best understood by reference detailed 
description that folloWs taken in conjunction With the accom 
panying draWings in Which: 
[0006] FIG. 1 is a ?rst exemplary system block diagram of 
a multiple DRM selective encryption system arrangement 
consistent With certain embodiments of the present invention. 
[0007] FIG. 2 is a second exemplary system block diagram 
of a multiple DRM selective encryption system arrangement 
consistent With certain embodiments of the present invention. 
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[0008] FIG. 3 is a How chart depicting one embodiment of 
a method consistent With certain embodiments of the present 
invention. 
[0009] FIG. 4 is an exemplary signal ?oW diagram depict 
ing one embodiment consistent With the present invention. 
[0010] FIG. 5 is another exemplary signal ?oW diagram 
depicting one embodiment consistent With the present inven 
tion. 
[0011] FIG. 6 is a How chart of a process consistent With 
certain embodiments of the present invention. 
[0012] FIG. 7 is a diagram illustrating a multiple DRM 
encrypted data stream process consistent With certain 
embodiments of the present invention. 
[0013] FIG. 8 is a block diagram of a computer system 
suitable for use in realiZing certain of the blocks of FIG. 1 in 
a manner consistent With certain embodiments of the present 
invention. 
[0014] FIG. 9 is a block diagram of a DRM packager con 
sistent With certain embodiments of the present invention. 
[0015] FIG. 10 is a block diagram of a transaction coordi 
nator consistent With certain embodiments of the present 
invention. 
[0016] FIG. 11 is a block diagram of a transaction coordi 
nator With integral device database consistent With certain 
embodiments of the present invention. 

DETAILED DESCRIPTION 

[0017] While this invention is susceptible of embodiment 
in many different forms, there is shoWn in the drawings and 
Will herein be described in detail speci?c embodiments, With 
the understanding that the present disclosure of such embodi 
ments is to be considered as an example of the principles and 
not intended to limit the invention to the speci?c embodi 
ments shoWn and described. In the description beloW, like 
reference numerals are used to describe the same, similar or 
corresponding parts in the several vieWs of the draWings. 
[0018] The terms “a” or “an”, as used herein, are de?ned as 
one or more than one. The term “plurality”, as used herein, is 
de?ned as tWo or more than tWo. The term “another”, as used 
herein, is de?ned as at least a second or more. The terms 
“including” and/or “having”, as used herein, are de?ned as 
comprising (i.e., open language). The term “coupled”, as used 
herein, is de?ned as connected, although not necessarily 
directly, and not necessarily mechanically. 
[0019] The term “program” or “computer program” or 
similar terms, as used herein, is de?ned as a sequence of 
instructions designed for execution on a computer system. A 
“program”, or “computer program”, may include a subrou 
tine, a function, a procedure, an object method, an object 
implementation, in an executable application, an applet, a 
servlet, a source code, an object code, a shared library/dy 
namic load library and/or other sequence of instructions 
designed for execution on a computer system. 
[0020] The term “program”, as used herein, may also be 
used in a second context (the above de?nition being for the 
?rst context). In the second context, the term is used in the 
sense of a “television program”, “radio program” or other 
similar content. In this context, the term is used to mean any 
coherent sequence of audio and/or video content Which 
Would be interpreted as and reported in a program guide, 
listing or catalog as a single program, Without regard for 
Whether the content is a movie, sporting event, segment of a 
multi-part series, neWs broadcast, etc. This term can also be 
used to refer to an installment of a “Podcast” or other elec 
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tronic program material. The term “content” is used as 
generic to programs, videos, albums, computer programs, 
electronic games, songs, movies, electronic books and other 
types of material that is subject to copyright and/or may be 
protected by a digital rights management (DRM) arrange 
ment. 

[0021] Reference throughout this document to “one 
embodiment”, “certain embodiments”, “an embodiment” or 
similar terms means that a particular feature, structure, or 
characteristic described in connection With the embodiment 
is included in at least one embodiment of the present inven 
tion. Thus, the appearances of such phrases or in various 
places throughout this speci?cation are not necessarily all 
referring to the same embodiment. Furthermore, the particu 
lar features, structures, or characteristics may be combined in 
any suitable manner in one or more embodiments Without 

limitation. 
[0022] The term “or” as used herein is to be interpreted as 
an inclusive or meaning any one or any combination. There 

fore, “A, B or C” means “any of the folloWing: A; B; C; A and 
B; A and C; B and C; A, B and C”. An exception to this 
de?nition Will occur only When a combination of elements, 
functions, steps or acts are in some Way inherently mutually 
exclusive. 
[0023] The term digital rights management (DRM) is used 
herein as in the art to refer to various encryption and condi 
tional access techniques used to establish security for content 
against piracy of the content While also governing the condi 
tions of use of the content by authorized (e.g., paying) users. 
Various DRM algorithms and techniques are currently in use 
in the industry and are generally incompatible With each 
other. Several examples include, but are not limited to: Marlin 
DRM (Marlin Joint Development Association), Real Player 
DRM and Helix DRM (Real Networks, Inc.), WindoWs 
Media Player DRM (Microsoft Corp.), Secure Video Proces 
sor DRM (NDS), and OMA DRM (Open Mobile Alliance). 
The term DRM embraces these technologies as Well as simi 
lar ones that exist or are devised in the future. 

[0024] Referring noW to FIG. 1, a particular individual or 
family (collectively referred to as client 10) may have a vari 
ety of playback mechanisms at his disposal. For example, as 
depicted in FIG. 1, an exemplary client 10 has at his or her 
disposal a portable content player 14, a Wireless telephone 18, 
a personal computer 22, and a stereo system 26. Other types 
of player devices include, but are not limited to, personal 
digital assistants (PDA), television receivers, digital video 
recorders (DVR or PVR), among others. For purposes of 
illustrating the current embodiments of the present invention, 
assume that each of client 10’s available hardWare devices are 
capable of operating on only a single DRM algorithm for 
playback of DRM protected content (this is not a necessary 
condition for realiZing embodiments consistent With the 
present invention). If a client Wishes to have the capability of 
playing back content (for example, a doWnloaded music ?le, 
video, radio program or television program), this Would be 
virtually impossible under the current assumptions, that is, a 
single DRM encoded program that is playable on each of the 
client’s player devices. 
[0025] Therefore, if client 10 Wishes to play the same con 
tent on all four devices, under the current assumptions, four 
separate sets of content generally must be obtained. This is 
not only costly, but involves four separate doWnloads and 
requires approximately four times as much storage space. In 
some circumstances, the problem can be ameliorated by 
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doWnloading neW DRM algorithms for one or more of the 
devices so that the content is no longer exclusively usable on 
a single device (of course, this is contrary to the assumptions 
for this example). HoWever, even under such circumstance, 
multiple copies of the content may be required if the user 
desires to play the content back on any of the available play 
back devices at his or her disposal. 

[0026] In accordance With certain embodiments consistent 
With the present invention, a transaction coordinator 30 (or 
similar functional entity) used in conjunction With multiple 
DRM selective encryption as described in the above refer 
enced patented publications provides a mechanism Wherein a 
single unit or assembly of content (for example a song ?le) 
can be made usable on any number of the client’s playback 
devices. In accordance With the current embodiment, client 
10 makes contact With transaction coordinator 30 in order to 
carry out a registration process (e. g., Wherein the transaction 
coordinator 30 operates as a part of a registration services) in 
Which the client’s playback devices 14, 18, 22 and 26 are 
registered With the transaction coordinator 3 0. Upon registra 
tion of the device or devices, the transaction coordinator 30 
stores identifying information in a device database 32 relating 
to client 10, as Well as the collection of playback devices 
available to client 10. Then, either as a result of client 10 
supplying information for the database 32 or by the database 
32 independently determining the information, the particular 
DRM algorithm associated With each client device is tabu 
lated and registered in device database 32 (Which functions as 
a registry of the information). In this manner, client 10 can 
utiliZe transaction coordinator 30 in a process of acquisition 
of content such that the content is playable on each of the 
client’s player devices. 
[0027] In certain instances, for example for devices that are 
only enabled to utiliZe a single type of DRM, the transaction 
coordinator 30 can maintain a library of devices by model, 
manufacturer, etc. and can relate that model to the single type 
of DRM that is applicable to the device. In the case of a 
general purpose device such as a PDA, personal computer or 
other device that can be enabled by doWnload of a particular 
DRM and operate under any one of a number of DRMs, 
transaction coordinator 30 can query the client 10 as to Which 
types of DRM are available. Transaction coordinator may 
further request the preferred DRM if multiple DRMs are 
available. 

[0028] Once a registration process is completed, client 10 
may Wish to place an order for a particular piece of content, 
such as a song or a movie. In so doing, transaction coordinator 
30 either directly or indirectly coordinates the transaction in a 
manner that permits the content to be acquired in a form that 
is playable on all of the client’s playback devices Which are 
compatible With the type of content (i.e., video, audio, games, 
softWare, electronic book, movies, etc.). In some instances, 
content may only be playable on a single device (e. g., a 
proprietary game player), but in others, the content may be 
playable on tWo or more devices. While the transaction coor 
dinator 30 can facilitate doWnload of content for a single 
device, the more interesting aspect of certain embodiments 
occurs When multiple devices having differing DRM capabil 
ity are being serviced. 
[0029] An order is placed either to a content provider such 
as 36 or 40. At each of a plurality of content providers, a 
content server such as 42 or 44 is provided Which can access 
content from content databases such as 46 and 48. When 
content is ordered by client 10, the transaction coordinator 30 
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looks up client 10 in its device database 32 to determine What 
DRM algorithms are needed to provide the client 10 With 
content that is playable on a selection of multiple devices. 
Once transaction coordinator 30 determines Which DRM 
algorithms are needed, the transaction coordinator 30 can 
directly or indirectly obtain licenses from one or more license 
servers such as 50 and 52 (collectively 54) and convey infor 
mation associated With the acquired licenses to a DRM pack 
ager 56. The DRM packager 56 obtains content from content 
server 42 or 44, for example, and then formats the retrieved 
content. In a ?rst exemplary embodiment consistent With the 
present invention the content is formatted as multiple DRM 
selectively encrypted content. With this embodiment, the 
DRM systems do not need to share content encryption keys or 
content encryption algorithms. Content encryption is inde 
pendently handled by each DRM system. In a second embodi 
ment consistent With the invention, the content is encrypted 
With a common content key, Which is obtained from a Key 
Generator 58 Which is shared betWeen the DRM systems. In 
that alternative embodiment, the content encryption method 
must be common. 

[0030] The DRM packager 56 packages the content for the 
client 10 by use of the license information obtained from the 
license servers 54 to determine hoW (i.e., using What encryp 
tion algorithm) to encrypt the content, and What digital rights 
to embed in the DRM encoding. The DRM packager then 
either, in the ?rst exemplary embodiment, multiple DRM 
selectively encrypts the content for delivery to the client 10, or 
in the second exemplary embodiment of the invention, 
encrypts the content (using a shared content key generated by 
key generator 58) for delivery to the client 10. This encrypted 
content is then transferred to the client 1 0 (either directly from 
the DRM packager, via one of the content providers or via 
transaction coordinator 30 or other intermediary). The client 
10 is able to recover the appropriate content key from the 
licenses and then able to play the content on any appropriate 
playback device compatible With any of the DRM algorithms. 
[0031] Multiple selective DRM encryption, used by one of 
the embodiments of the invention, is described in substantial 
detail in the above referenced patent applications, taken 
together With their parent or referenced patent applications. 
The process as it relates to the present process Will be 
described in greater detail later. 
[0032] In order for the playback devices to be able to play 
back the encrypted content, DRM packager 56 also transmits 
to the client 10 a key package. Such key package incorporates 
the decryption keys needed to decrypt the DRM encrypted 
content, and may also include digital rights limitations on the 
use of the content. Even if the content keys are shared, the 
content keys are encrypted or encoded by each DRM system. 
Thus, With both embodiments of the invention, using selec 
tive multiple DRM encryption and key sharing approaches, if 
three DRMs are utiliZed With multiple DRM selective encryp 
tion, at least three encrypted or encoded keys are sent to the 
client for use in either decrypting the content or decrypting a 
key used to decrypt the content. For purposes of this docu 
ment, both possibilities and combinations thereof are to be 
considered equivalent. 
[0033] In addition to the above, it is noted that most such 
doWnloaded transactions for playable content are carried out 
using the Internet. Moreover, a ?nancial transaction manager 
60 is generally involved in the process. Transaction coordi 
nator 30 can either coordinate the ?nancial transaction With 
?nancial transaction manager 60 or act as an intermediary for 
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the ?nancial transaction manager 60 by actually collecting 
funds from the client and forWarding the funds or an appro 
priate portion thereof to the ?nancial transaction recipient for 
use of the content. Such ?nancial transaction may be carried 
out as an integral part of the present process and may be 
intimately involved With obtaining licenses for the content 
under the various DRM algorithms. 

[0034] In FIG. 1, many of the elements utiliZed to accom 
plish the transaction and delivery of content as described 
above are depicted as being carried out at separate entities 
(DRM packager, content provider, license server, etc.). HoW 
ever, this need not be the case. Any or all of the entities beyond 
the client can be merged into a single entity or multiple 
entities that can e?iciently carry out the process described. 
For example, the transaction coordinator can also be inte 
grated With a plurality of license servers, and the DRM pack 
ager 56 may form a part of the same entity or may be part of 
a content provider. Numerous other arrangements are pos 
sible. FIG. 1 takes one extreme or near extreme vieW of the 
arrangement of the various entities associated With this trans 
action. In FIG. 1, each entity is depicted as a separate entity 
for purposes of carrying out the transaction. 

[0035] Referring noW to FIG. 2, another extreme of the 
possibility for arrangement of the various entities is depicted. 
In this depiction, content provider 70 is con?gured to carry 
out all of the functions described by the individual entities as 
previously described. In this embodiment, the transaction 
server 30 carries on all direct communication With client 10. 
The device database 32 and license server 54, as Well as the 
?nancial transaction entity, are all packaged together as a 
seamless unit for supplying the DRM encrypted content to the 
client 10. Content provider 70 further Warehouses and sup 
plies the electronic content in database 48 and maintains 
device database 32 Which tracks the client’s hardWare and 
softWare capabilities. 
[0036] Referring noW to FIG. 3, a process 100 starting at 
102 is presented Which generally describes an exemplary 
overall process utiliZed in conjunction With embodiments 
consistent With the present invention. It should be noted, 
hoWever, that many variations in this process are possible, 
including the ordering of the steps in the process. At 106, the 
client 10 contacts the product registry service or transaction 
manager 30 in order to register the hardWare and DRM capa 
bilities available to the client. At 110, the client 10 registers 
the devices With the product registry service (e.g., a transac 
tion coordinator) so that later orders can be facilitated. At 114, 
the product registry registers each device of the client and 
associates it With a compatible DRM. The compatible DRM 
may be either obtained by virtue by a lookup table or database 
used by the transaction manager 30 or may be independently 
supplied by the client 10. At this point, the registration pro 
cess is complete for registering the client’s hardWare and 
softWare. 

[0037] At 118, the client may place an order for content 
from the content provider and carry out an associated ?nan 
cial transaction. The content provider then determines com 
patible DRM from the product registry service at 122. The 
client, at this point or some other convenient point in the 
process, may be asked to select any or all of the available 
content player devices for the selected content. The content 
provider at 126 provides encrypted content for the multiple 
DRM systems determined from the product registry database 
at 126. At 130, the content provider delivers content to the 
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client 10. At 134, the content provider delivers a key package 
to the client that permits playback on multiple devices. The 
process then ends at 138. 

[0038] As previously noted, there are many con?gurations 
of transaction manager 30, content provider, and DRM pack 
aging, etc. that are possible Within the bounds of embodi 
ments consistent With the present invention. Therefore, ref 
erences in FIG. 3 to a particular entity are intended to be 
illustrative only and not limiting. For example, block 126 
indicates that the content provider provides the multiple 
DRM selective encryption in the ?rst embodiment of the 
invention. HoWever, a separate DRM packager 56 may be 
utiliZed to do the multiple DRM selective encryption. Simi 
larly, delivery of keys, as in block 134, may be carried out 
directly from the content provider, through a transaction coor 
dinator, or through a DRM packager. No limitations on the 
source or arrangement of the services described should be 
implied from the particular illustrative embodiments set forth 
herein. 

[0039] To further illustrate the diversity of arrangements 
that can be utiliZed to provide the services described herein, 
FIG. 4 provides a signal ?oW diagram that illustrates the 
registration and product delivery processes. In this embodi 
ment, at 204, the client 10 sends registration information to a 
transaction coordinator 30. Transaction coordinator 30 then 
registers the data submitted by the client in a product database 
32 at 208 to complete the registration process. Upon entry 
into the product database, the database is provided With hard 
Ware and softWare available to the client, as Well as applicable 
DRM algorithms associated With each playback device. 
[0040] When an order is to be placed, the client 10 again 
contacts the transaction coordinator 30 at 212 to place the 
order. At 216, the transaction coordinator 30 refers to the 
product database 32 to determine Which DRM algorithms are 
applicable to the current order. At 220, the transaction coor 
dinator 30 receives the DRM information requested. At 224, 
the transaction coordinator 30 coordinates With license serv 
ers 54 (or other licensing entities) to request the DRM infor 
mation and licenses necessary to complete the order. Such 
information is then communicated back to the transaction 
coordinator at 228. It is envisioned that the licensing charges 
for a particular item of content may vary depending on hoW 
many and Which licenses are necessary. Therefore, at 232, the 
transaction coordinator 3 0 may convey a price for the licenses 
to the client 10. (At this point, for example, the client may 
Wish to specify Which devices the content should to be 
encoded for playback, or Which DRMs should be used.) The 
client may then, at 236, provide payment to the transaction 
coordinator 30. The transaction coordinator 30 may then for 
Ward all or a portion of the payment to the entity or entities 
that are to be compensated in the ?nancial transaction at 240. 

[0041] Upon con?rmation of receipt of the payment at 244, 
the transaction coordinator requests content from the content 
server at 248. The transaction coordinator 30 further requests 
DRM packaging from the DRM packager 56 at 252, and the 
content server delivers the content to the DRM packager 56 at 
256. At 260, the DRM packager 56 delivers the content to the 
transaction coordinator Who at 264 forWards the content to the 
client 10. At this point, the client 10 possesses the content, but 
is still unable to utiliZe it until the DRM packager 56 sends the 
key package to transaction coordinator 30 at 268, and the 
transaction coordinator 30 delivers the key package to the 
client at 272. At this point, in the ?rst embodiment, the 
assembled content includes unencrypted content, as Well as 
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content that is multiple DRM encrypted under multiple DRM 
algorithms for each of a plurality of segments of selected 
portions of the content. In the second embodiment, the con 
tent may be fully encrypted (using a shared content key). 
Thus, a single uni?ed ?le or other unit of content can be 
utiliZed at the client 10 on any of a plurality of devices having 
incompatible DRM algorithms as their capability. 
[0042] By Way of illustrating an alternative, FIG. 5 depicts 
an arrangement Wherein the transaction coordinator 30 is 
utiliZed in a slightly different manner and many of the trans 
actions carried on by the client 10 are carried out more 
directly With the other entities as depicted in FIG. 1. In this 
embodiment, again a registration process is utiliZed starting at 
304 Where the client 10 contacts a transaction coordinator 30 
to arrange registration in a product database 32 of his or her 
various playback devices (hardWare and softWare). The trans 
action coordinator 30 at 308 informs the product database 32 
of the desire for registration by the client 10, and the client 10 
at 312 directly interacts With an entity that maintains the 
product database 32. At this point, the registration process is 
complete. 
[0043] In order to place an order, the client 10 again con 
tacts the transaction coordinator 30 at 316 (or in another 
embodiment contacts product database directly), and the 
transaction coordinator 30 obtains the DRM information at 
320 from the product database 32. The product database 32 
replies at 324 With the appropriate DRM data. Transaction 
coordinator 30 then solicits appropriate licenses at 328 from 
license servers 54, and at 322 receives the license information 
necessary to complete the transaction. At 336, the transaction 
coordinator 30 informs the client 10 that the appropriate 
licenses have been obtained and makes arrangements for a 
?nancial transaction at 340. At 344, the client 10 interacts 
directly With the ?nancial transaction manager 60 to make 
payment for the content Which has been ordered. Upon 
completion of this ?nancial transaction, the ?nancial transac 
tion manager 60 coordinates With the transaction coordinator 
30 at 348 to advise the transaction coordinator 30 that pay 
ment has been received. This is con?rmed at 352 With the 
transaction coordinator 30 informing the client 10 that the 
transaction is complete and doWnload is about to begin. At 
354, the transaction coordinator 30 noti?es the content server 
that the ?nancial transaction has been completed and for 
Wards appropriate licensing information to the content server. 

[0044] At 358, the transaction coordinator 30 similarly 
informs the DRM packager 56 of the completion of the trans 
action and provides the DRM packager With appropriate data 
for the ?nal packaging of the content in multiple DRM selec 
tively encrypted form. At 362, the content server delivers the 
content to the DRM packager 56, and the DRM packager 56 
packages the content With the appropriate multiple DRM 
selective encryption at 366 and forWards the content to the 
client 10. At 370, the DRM packager forWards the key pack 
age to the client. At this point, the client has everything 
needed to decrypt and utiliZe the content. As previously 
noted, key package delivery can entail delivery of keys to 
content, or a keys or keys to a key to content (or some com 
bination thereof) using any suitable mechanism. 
[0045] Referring noW to FIG. 6, by Way of a brief explana 
tion for the ?rst embodiment of the invention, a selective 
encryption technique as utiliZed herein to protect content 
from unauthoriZed copying is explained starting at 400. At 
406, the transaction coordinator 30 or equivalent entity deter 
mines Which DRMs are to be used for the multiple DRM 
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selective encryption. At 408, as a part of the encryption tech 
nique, certain packets or other data units of the content are 
selected according to a selection criterion. This selection 
criterion can be any of a number of a selection criteria, but 
suf?ce it to say that if the segments of content that are selected 
by the selection criterion are encrypted, then the content itself 
Will be unusable or seriously handicapped in use by anyone 
attempting to use the content in an unauthoriZed manner. 

[0046] Once the segments of content are selected for 
encryption, those segments of content are duplicated at 412 to 
produce one copy for each DRM algorithm that is to be 
incorporated in the ?nal assembly of content. Thus, if three 
DRM algorithms are to be utiliZed, a total of three identical 
copies of the selected content are encrypted using one DRM 
algorithm for each copy. The duplicated selected content is 
then encrypted With each copy being encrypted using a dif 
ferent DRM at 416. The content is then reassembled With the 
originally selected portions removed and replaced by mul 
tiple copies of DRM encrypted selected segments at 420. In 
this manner, portions of the content are multiply encrypted 
under three, in this case, different DRM algorithms. Where a 
single segment of content resides in the original content, three 
differently encrypted segments of content are inserted. A key 
package is then generated at 424 and the key package and 
multiple DRM selectively encrypted content is sent to the 
client at 428. The process then ends at 432. 

[0047] This process results in a content stream that 
resembles that of FIG. 7. In this example, tWo DRMs are 
utiliZed and the resulting stream includes segments of clear 
content 510 folloWed by content encrypted under a ?rst DRM 
(DRM A) and then content encrypted under a second DRM 
(DRM B). Using this technique, most playback devices Will 
simply ignore packets or other segments of content that it 
cannot properly decode, and decode those segments that can 
be decoded or decrypted under a particular DRM algorithm. 
Thus, any of the available playback devices of client 10 can be 
utiliZed for playback of content. 
[0048] It is noted that a content player may be a program 
mable device such as a programmable personal computer that 
is capable of operation under any one of a plurality of pro 
grammed DRM algorithms. As such, a single content player 
that operates under multiple DRM algorithms can be consid 
ered to be the equivalent of multiple content players. Delivery 
of the content can equivalently be accomplished via doWn 
load, streaming or delivery of packaged media. 
[0049] Thus, in one embodiment, a method for enabling a 
single assembly of content to be played on a plurality of 
player devices, each having at least one available digital rights 
management (DRM) algorithm, Wherein the DRM algo 
rithms for the player devices need not necessarily be the same 
involves registering a plurality of player devices associated 
With a client With a database registry, Wherein each of the 
plurality of player devices is enabled to play content using at 
least one (DRM) algorithm When an appropriate license has 
been secured; upon registering the plurality of player devices, 
registering the one or more associated DRM algorithms With 
each player device; upon receipt of a request for delivery of 
speci?ed content to the client, searching the database registry 
for a list of compatible devices and compatible DRM algo 
rithms for the content; obtaining a plurality of licenses to the 
content, at least one for each DRM algorithm for the player 
devices associated With the client; obtaining the content from 
a content provider; and encrypting the content under each of 
the DRM algorithms to produce multiple DRM selectively 
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encrypted content, Wherein the multiple DRM selectively 
encrypted content comprises: segments of the speci?ed con 
tent that are unencrypted, and selected segments of the con 
tent Which are duplicated to produce one copy of the selected 
content for each of the DRM algorithms With each duplicate 
copy of the selected segments encrypted under a different one 
of the DRM algorithms, and Wherein, the unencrypted seg 
ments of content are assembled together With each of the 
DRM encrypted duplicate selected segments to produce a 
single uni?ed content assembly that can be played on any of 
the player devices. 
[0050] In certain embodiments, the method further 
involves delivering the multiple DRM selective encrypted 
content to the client. In certain embodiments, the method 
further involves the delivering of the content by at least one of 
doWnload, streaming or delivery of packaged media. In cer 
tain embodiments, the plurality of licenses is obtained from at 
least one licensing server. In certain embodiments, the con 
tent is multiple DRM selective encrypted at a DRM packager. 
In certain embodiments, the DRM packager delivers the mul 
tiple DRM selective encrypted content directly to the client. 
In certain embodiments, the DRM packager delivers the mul 
tiple DRM selective encrypted content to the client via a 
transaction manager. A computer readable storage medium 
can store instructions Which, When executed on a pro 
grammed processor, carry out any of these processes. 
[0051] Another method consistent With certain embodi 
ments for enabling a single assembly of content to be played 
on a plurality of player devices, each having at least one 
available digital rights management (DRM) algorithm, 
Wherein the DRM algorithms for the player devices need not 
necessarily be the same, involves registering a plurality of 
player devices associated With a client With a database regis 
try, Wherein each of the plurality of player devices is enabled 
to play content using at least one (DRM) algorithm When an 
appropriate license has been secured; upon registering the 
plurality of player devices, registering the one or more asso 
ciated DRM algorithms With each player device; upon receipt 
of a request for delivery of speci?ed content to the client, 
searching the database registry for a list of compatible devices 
and compatible DRM algorithms for the content; obtaining a 
plurality of licenses to the content from at least one license 
server, at least one for each DRM algorithm for the player 
devices associated With the client; obtaining the content from 
a content provider; and at a DRM packager, encrypting the 
content under each of the DRM algorithms to produce mul 
tiple DRM selectively encrypted content, Wherein the mul 
tiple DRM selectively encrypted content comprises: seg 
ments of the speci?ed content that are unencrypted, and 
selected segments of the content Which are duplicated to 
produce one copy of the selected content for each of the DRM 
algorithms With each duplicate copy of the selected segments 
encrypted under a different one of the DRM algorithms, and 
Wherein, the unencrypted segments of content are assembled 
together With each of the DRM encrypted duplicate selected 
segments to produce a single uni?ed content assembly that 
can be played on any of the player devices; the DRM packager 
electronically delivering the multiple DRM selective 
encrypted content directly to the client by either doWnload or 
streaming. 
[0052] A system, consistent With certain embodiments, for 
enabling a single assembly of content to be played on a 
plurality of player devices, each having at least one available 
digital rights management (DRM) algorithm has a database 
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that registers a plurality of player devices associated With a 
client With a database registry, Wherein each of the plurality of 
player devices is enabled to play content using at least one 
(DRM) algorithm When an appropriate license has been 
secured. The database further registers one or more associ 
ated DRM algorithms With each player device. A transaction 
coordinator, upon receipt of a request for delivery of speci?ed 
content to the client, obtains from the database a list of com 
patible devices and compatible DRM algorithms for the 
ordered content. The transaction coordinator further obtains a 
plurality of licenses to the content, at least one for each DRM 
algorithm for the player devices associated With the client. A 
content provider that provides the content, and a DRM pack 
ager that encrypts the content under each of the DRM algo 
rithms to produce multiple DRM selectively encrypted con 
tent, Wherein the multiple DRM selectively encrypted content 
comprises: segments of the speci?ed content that are unen 
crypted, and selected segments of the content Which are 
duplicated to produce one copy of the selected content for 
each of the DRM algorithms With each duplicate copy of the 
selected segments encrypted under a different one of the 
DRM algorithms, and Wherein, the unencrypted segments of 
content are assembled together With each of the DRM 
encrypted duplicate selected segments to produce a single 
uni?ed content assembly that can be played on any of the 
player devices. 
[0053] In certain embodiments, the system further has at 
least one licensing server that provides a plurality of licenses 
to the content to the transaction coordinator. In certain 
embodiments, the system further has means for delivering the 
multiple DRM selective encrypted content to the client. In 
certain embodiments, the delivering of the content is by at 
least one of doWnload, streaming or delivery of packaged 
media. In certain embodiments, the DRM packager delivers 
the multiple DRM selective encrypted content directly to the 
client. In certain embodiments, the DRM packager delivers 
the multiple DRM selective encrypted content to the client via 
the transaction manager. In certain embodiments, the data 
base operates under control of the transaction manager. In 
certain embodiments, any or all of the transaction manager, 
DRM packager and license server operate under control of the 
content provider. In certain embodiments, the DRM packager 
operates under control of the content provider. 

[0054] In another embodiment, a system for enabling a 
single assembly of content to be played on a plurality of 
player devices, each having at least one available digital rights 
management (DRM) algorithm has a database that registers a 
plurality of player devices associated With a client With a 
database registry, Wherein each of the plurality of player 
devices is enabled to play content using at least one (DRM) 
algorithm When an appropriate license has been secured. The 
database further registers one or more associated DRM algo 
rithms With each player device. A transaction coordinator, 
upon receipt of a request for delivery of speci?ed content to 
the client, obtains from the database a list of compatible 
devices and compatible DRM algorithms for the ordered 
content. The transaction coordinator further obtains a plural 
ity of licenses to the content, at least one for each DRM 
algorithm for the player devices associated With the client. A 
content provider provides the content and a DRM packager 
encrypts the content under each of the DRM algorithms to 
produce multiple DRM selectively encrypted content, 
Wherein the multiple DRM selectively encrypted content 
comprises: segments of the speci?ed content that are unen 
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crypted, and selected segments of the content Which are 
duplicated to produce one copy of the selected content for 
each of the DRM algorithms With each duplicate copy of the 
selected segments encrypted under a different one of the 
DRM algorithms, and Wherein, the unencrypted segments of 
content are assembled together With each of the DRM 
encrypted duplicate selected segments to produce a single 
uni?ed content assembly that can be played on any of the 
player devices. At least one licensing server provides a plu 
rality of licenses to the content to the transaction coordinator. 
The multiple DRM selective encrypted content is delivered to 
the client by at least one of doWnload, streaming or delivery of 
packaged media. 
[0055] Those skilled in the art Will recogniZe, upon consid 
eration of the above teachings, that certain of the above exem 
plary embodiments are based upon use of a programmed 
processor. HoWever, the invention is not limited to such exem 
plary embodiments, since other embodiments could be 
implemented using hardWare component equivalents such as 
special purpose hardWare and/or dedicated processors. Simi 
larly, general purpose computers, microprocessorbased com 
puters, micro-controllers, optical computers, analog comput 
ers, dedicated processors, application speci?c circuits and/or 
dedicated hard Wired logic may be used to construct altema 
tive equivalent embodiments. 
[0056] The processes previously described in connection 
With any of the transaction coordinator 30, device database 
32, DRM packager 56, ?nancial transaction manager 60 and 
license server 54 can be carried out on a programmed general 
purpose computer system, such as the exemplary computer 
system 600 depicted in FIG. 8. Computer system 600 has a 
central processor unit (CPU) 610 With an associated bus 615 
used to connect the central processor unit 610 to Random 
Access Memory 620 and/or Non-Volatile Memory 630 in a 
knoWn manner. An output mechanism at 640 may be provided 
in order to display and/or print output for the computer user. 
Similarly, input devices such as keyboard and mouse 650 may 
be provided for the input of information by the computer user. 
Computer 600 also may have disc storage 660 for storing 
large amounts of information including, but not limited to, 
program ?les and data ?les. Computer system 600 may be is 
coupled to a local area netWork (LAN) and/ or Wide area 
netWork (WAN) and/or the Internet using a netWork connec 
tion 670 such as an Ethernet adapter coupling computer sys 
tem 600, possibly through a ?re Wall. The exact arrangement 
of the components of FIG. 8 Will depend upon the function 
carried out in the particular one of the devices implemented. 
Additionally, the netWork connection 670 and netWork inter 
face may depend upon Whether the associated components 
are situated locally or remotely, With data passing to and from 
the processor system 600 via line 674. 
[0057] By Way of example, FIG. 9 depicts a functional 
block diagram of one embodiment of a DRM packager 56 
implemented in a processor system 600. In this embodiment, 
license information, order information and content are 
received at 674 and the ?nally encrypted content is transmit 
ted out at 674. Processor 600 operates using softWare encryp 
tion processes 680 to carry out the DRM encryption as 
required. 
[0058] FIG. 10 similarly illustrates one con?guration and 
operation of a transaction coordinator 30 implemented using 
a processor system such as 600. In this embodiment, netWork 
interface 670 communicates via netWork medium 674 to 
receive license data from the license servers 54 and sends 
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requests thereto. This interface also receives DRM data from 
the license server or transaction manager and content from the 
content provider. Order information, and ?nancial transaction 
con?rmations may also be received along With device/DRM 
data from the device database 32 When requested. The 
encrypted content is delivered via this interface. This opera 
tion is carried out under control of processor 600 running 
transaction coordinator softWare 685. 
[0059] FIG. 11 similarly illustrates one con?guration and 
operation of a transaction coordinator 30 implemented using 
a processor system such as 600 Which additionally functions 
as the device database. In this embodiment, functions as 
described in connection With FIG. 10 are similarly carried out 
except that device data correlating devices to DRM algo 
rithms are stored locally in device database 32 and processor 
600 also functions as the database manager by running device 
database softWare 690. 
[0060] Other arrangements can also be used by those 
skilled in the art upon consideration of the present teachings. 
For example, license servers 54 and ?nancial transaction 
manager 60 may be similarly con?gured using general pur 
pose processing components and may be integrated With cer 
tain of the other components. 
[0061] Thus, a transaction manager consistent With certain 
embodiments has means for storing information in a database 
that registers a plurality of player devices associated With a 
client in a database, Wherein each of the plurality of player 
devices is enabled to play content using at least one (DRM) 
algorithm When an appropriate license has been secured. One 
or more associated DRM algorithms With each said player 
device is stored in the database. The database softWare deter 
mines one or more compatible DRM algorithm associated 
With the client’s player device from the database, upon receipt 
of a request for delivery of content to the client. 

[0062] In certain embodiments, the transaction manager 
further has a mechanism for obtaining a plurality of licenses 
to the content, at least one for each DRM algorithm for a 
plurality of player devices associated With the client. In cer 
tain embodiments, the transaction manager may further 
arrange delivery of the content requested for delivery by the 
user from a content provider. In certain embodiments, the 
transaction manager arranges encryption by a DRM packager 
that encrypts the content under each of the DRM algorithms 
to produce encrypted content. The encrypted content may be 
multiple DRM selected encryption. The database may oper 
ate under control of the transaction manager. Any or all of the 
transaction manager, DRM packager and license server may 
operate under control of the content provider. 
[0063] Furthermore, a DRM registry consistent With cer 
tain embodiments receives information relating a plurality of 
player devices associated With a client and storing the infor 
mation in a database. The DRM registry softWare determines 
Which of one or more DRM algorithms can be used With each 
of the player devices and storing the information in the data 
base. The DRM registry retrieves one or more DRM algo 
rithms associated With one or more player devices upon 
receipt of an inquiry. In certain embodiments, the DRM reg 
istry further has a transaction coordinator that, upon receipt of 
a request for delivery of speci?ed content to the client, issues 
a query to the database to obtain from the database a list of 
compatible devices and compatible DRM algorithms for the 
ordered content. 

[0064] A DRM packager consistent With certain embodi 
ments has a processor that receives licensing information 
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including a plurality of encryption keys for a corresponding 
plurality of DRM encryption algorithms. The DRM packager 
receives content from a content provider. An encrypter 
encrypts the content under each of the plurality of DRM 
algorithms to produce multiple DRM selectively encrypted 
content, Wherein the multiple DRM selectively encrypted 
content as previously described. In certain embodiments, at 
least one licensing server provides the license information to 
the DRM packager. In certain embodiments the DRM pack 
ager further has means for delivering the multiple DRM 
selective encrypted content to a client by at least one of 
doWnload, streaming or delivery of packaged media, and 
means for delivering a key package to the client. The DRM 
packager may deliver the multiple DRM selective encrypted 
content directly to a client, or, the DRM packager may deliver 
the multiple DRM selective encrypted content to the client via 
a transaction manager. 

[0065] A method for enabling a single assembly of content 
to be played on a plurality of player devices, each having at 
least one available digital rights management (DRM) algo 
rithm, consistent With certain embodiments, involves regis 
tering a plurality of player devices associated With a client 
With a database registry, Wherein each of the plurality of 
player devices is enabled to play content using at least one 
(DRM) algorithm When an appropriate license has been 
secured; upon registering the plurality of player devices, reg 
istering the one or more associated DRM algorithms With 
each player device; upon receipt of a request for delivery of 
speci?ed content to the client, searching the database registry 
for a list of compatible devices and compatible DRM algo 
rithms for the content; obtaining a plurality of licenses to the 
content, at least one for each DRM algorithm for the player 
devices associated With the client; obtaining the content from 
a content provider; obtaining a shared key from a key genera 
tor for the one or more DRM algorithms; and encrypting the 
content under each of the DRM algorithms using the shared 
key to produce encrypted content. 
[0066] In certain embodiments, the method also involves 
delivering the encrypted content to the client. In certain 
embodiments, the plurality of licenses is obtained from at 
least one licensing server. In certain embodiments, the 
encrypted content is delivered to the client via a transaction 
manager. A computer readable storage medium storing 
instructions Which, When executed on a programmed proces 
sor, can carry out the above process. 

[0067] In another embodiment consistent With the present 
invention, a system for enabling a single assembly of content 
to be played on a plurality of player devices, each having at 
least one available digital rights management (DRM) algo 
rithm has a database that registers a plurality of player devices 
associated With a client With a database registry, Wherein each 
of the plurality of player devices is enabled to play content 
using at least one (DRM) algorithm When an appropriate 
license has been secured. The database further registers one or 
more associated DRM algorithms With each player device. A 
transaction coordinator, upon receipt of a request for delivery 
of speci?ed content to the client, obtains from the database a 
list of compatible devices and compatible DRM algorithms 
for the ordered content. The transaction coordinator further 
obtains a plurality of licenses to the content, at least one for 
each DRM algorithm for the player devices associated With 
the client. A content provider provides the content and a key 
generator generates a key shared among the DRM algorithms. 
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A DRM packager encrypts the content using the key shared 
among the DRM algorithms to produce encrypted content. 
[0068] In certain embodiments, the system also has at least 
one licensing server that provides a plurality of licenses to the 
content to the transaction coordinator. In certain embodi 
ments, the system also delivers the encrypted content to the 
client. In certain embodiments, the DRM packager-delivers 
the encrypted content directly to the client. In certain embodi 
ments, the DRM packager delivers the encrypted content to 
the client via the transaction manager. 
[0069] Software and/or ?rmWare embodiments may be 
implemented using a programmed processor executing pro 
gramming instructions that in certain instances are broadly 
described above in How chart and signal ?oW diagram form 
that can be stored on any suitable electronic or computer 
readable storage medium (such as, for example, disc storage, 
Read Only Memory (ROM) devices, Random Access 
Memory (RAM) devices, netWork memory devices, optical 
storage elements, magnetic storage elements, magneto-opti 
cal storage elements, ?ash memory, core memory and/or 
other equivalent volatile and non-volatile storage technolo 
gies) and/or can be transmitted over any suitable electronic 
communication medium. HoWever, those skilled in the art 
Will appreciate, upon consideration of the present teaching, 
that the processes described above can be implemented in any 
number of variations and in many suitable programming lan 
guages Without departing from embodiments of the present 
invention. For example, the order of certain operations carried 
out can often be varied, additional operations can be added or 
operations can be deleted Without departing from certain 
embodiments of the invention. Error trapping can be added 
and/ or enhanced and variations can be made in user interface 
and information presentation Without departing from certain 
embodiments of the present invention. Such variations are 
contemplated and considered equivalent. 
[0070] While certain illustrative embodiments have been 
described, it is evident that many alternatives, modi?cations, 
permutations and variations Will become apparent to those 
skilled in the art in light of the foregoing description. 
What is claimed is: 
1. A method for enabling a single assembly of content to be 

played-on a plurality of player devices, each having at least 
one available digital rights management (DRM) algorithm, 
Wherein the DRM algorithms for the player devices need not 
necessarily be the same, comprising: 

registering a plurality of player devices associated With a 
client With a database registry residing in a programmed 
processor, Wherein each of the plurality of player 
devices is enabled to play content using at least one 
(DRM) algorithm When an appropriate license has been 
secured; 

upon registering the plurality of player devices, registering 
the one or more associated DRM algorithms With each 

player device; 
upon receipt of a request for delivery of speci?ed content to 

the client, searching the database registry for a list of 
compatible devices and compatible DRM algorithms for 
the content; 

obtaining a plurality of licenses to the content, at least one 
for each DRM algorithm for the player devices associ 
ated With the client; 
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obtaining the content from a content provider; 
obtaining a shared key from a key generator for the one or 
more DRM algorithms; and 
encrypting the content under each of the DRM algo 

rithms using the shared key to produce encrypted 
content. 

2. The method according to claim 1, further comprising 
delivering the encrypted content to the client. 

3. The method according to claim 1, Wherein the plurality 
of licenses are obtained from at least one licensing server. 

4. The method according to claim 1, Wherein the encrypted 
content is delivered to the client via a transaction manager. 

5. A computer readable storage medium storing instruc 
tions Which, When executed on a programmed processor, 
carry out a process according to claim 1. 

6. A system for enabling a single assembly of content to be 
played on a plurality of player devices, each having at least 
one available digital rights management (DRM) algorithm, 
Wherein the DRM algorithms for the player devices need not 
necessarily be the same, comprising: 

a programmed processor having a database that registers a 
plurality of player devices associated With a client With 
a database registry, Wherein each of the plurality of 
player devices is enabled to play content using at least 
one (DRM) algorithm When an appropriate license has 
been secured; 

the database further registering one or more associated 
DRM algorithms With each player device; 

a transaction coordinator that, upon receipt of a request for 
delivery of speci?ed content to the client, obtains from 
the database a list of compatible devices and compatible 
DRM algorithms for the ordered content; 

the transaction coordinator further obtaining a plurality of 
licenses to the content, at least one for each DRM algo 
rithm for the player devices associated With the client; 

a content provider that provides the content; 
a key generator that generates a key shared among the 
DRM algorithms; and 
a DRM packager that encrypts the content using a key 

shared among the DRM algorithms to produce 
encrypted content. 

7. The system according to claim 6, further comprising at 
least one licensing server that provides a plurality of licenses 
to the content to the transaction coordinator. 

8. The system according to claim 6, further comprising 
means for delivering the encrypted content to the client. 

9. The system according to claim 6, Wherein the DRM 
packager delivers the encrypted content directly to the client. 

10. The system according to claim 6, Wherein the DRM 
packager delivers the encrypted content to the client via the 
transaction manager. 

11. The system according to claim 6, Wherein the database 
operates under control of the transaction manager. 

12. The system according to claim 6, Wherein the transac 
tion manager, DRM packager and license server operate 
under control of the content provider. 

13. The system according to claim 6, Wherein the DRM 
packager operates under control of the content provider. 

* * * * * 


