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(57) ABSTRACT 

A system and method for handling a digital electronic ?oW 
between a ?rst and second entity in Which a How policy is 
determined that is to be applied to the How and the How is then 
directed along a path in accordance With the policy. An ID is 
supplied for each How and a tag associated With each ?oW 

Cambridge (UK) Which indicates the policy to be applied to its associated ?oW. 
FloWs are also associated With one another, With associated 
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processed or forwarded. The path may include a graph struc 
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SYSTEM AND METHOD FOR PROCESSING 
AND FORWARDING TRANSMITTED 

INFORMATION 

[0001] THIS INVENTION relates to a system and method 
for handling transmitted information. More particularly it 
relates to a system and method of forwarding and processing 
a digital electronic ?oW betWeen a ?rst entity and a second 
entity. 
[0002] According to the invention there is provided a sys 
tem for handling a digital electronic ?oW betWeen a ?rst entity 
and a second entity, Which includes a How policy determining 
means for determining the policy to be applied to the How; 
and 
[0003] a directing means for directing the How along a 
determined path in accordance With the relevant ?oW policy. 
[0004] The system may include a How ID supplying and 
identifying means for initially supplying an ID for each neW 
?oW from the ?rst entity and for subsequently identifying the 
ID of an existing How. 
[0005] The How policy determining means may provide a 
policy tag for each How, the tag being associated With the ID 
of that How, and the tag indicating the policy to be applied to 
that How. 
[0006] The How policy determining means may determine 
the How policy to be applied to a How When the How is ?rst 
received and it may vary the policy applied to a How during its 
lifetime. 
[0007] The system may also include an association deter 
mining means for determining if a ?rst How is to be associated 
With a second How and for applying associated ?oW policies 
to associated ?oWs. 
[0008] At least one processing means may be included in 
the path. Similarly, at least one forWarding means may be 
included in the path. 
[0009] The processing means may include a graph struc 
ture, a processor, a memory, a virtual machine, and/or an 
application. The application may be an application running in 
kernel mode in a virtual machine or an application running in 
user mode in a virtual machine. 

[0010] The forWarding means may include a graph struc 
ture, a netWork interface, a communication interface, a virtual 
sWitch, a virtual netWork interface and/or a virtual stream 
interface. 
[0011] In particular, the directing means may direct the 
How along a path that includes a ?exible graph structure. The 
graph structure may have sub-graph or nested graph struc 
tures. The graph structure may also have processing and/or 
forWarding components 
[0012] The system may include a processor having an oper 
ating system With at least one real time processing function, 
and an application hosted Within a kernel of the operating 
system or a user space of the operating system, and in Which 
the directing means directs at least a part of the How along a 
path that includes the application. 
[0013] The entities forming the path may be connected in 
parallel, in series, or any combination thereof. The path may 
include internal and/ or external components. 
[0014] The How policy determining means may be respon 
sive to an application. 
[0015] Further, the How policy determining means may 
determine different ?oW policies for forWard and return por 
tions of a How. 
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[0016] The How policy determining means may determine 
the How policy for a How in accordance With any suitable 
criteria. In particular, these criteria may be memory usage, 
netWork bandWidth use, poWer dissipation, feedback from 
guest operating systems in virtual machines, feedback from 
applications, feedback from a processing means, and feed 
back from a forWarding means. They may also be ?elds in 
packet headers, data in packet payloads, and protocols and 
sets of protocols. 
[0017] Similarly, the association determining means may 
associate ?oWs in accordance With suitable criteria such as 
?oWs from a speci?c type of application, ?oWs Which use a 
speci?ed protocol, ?oWs Which use a sub-protocol at a speci 
?ed layer of the relevant protocol hierarchy, speci?ed patterns 
in a speci?ed part of tra?ic, ?oWs associated With a speci?ed 
set of communicating entities, ?oWs from a contained path, 
and ?oWs from speci?ed links, netWorks and netWork inter 
faces. 
[0018] Further according to the invention there is provided 
a method of handling a digital electronic ?oW betWeen a ?rst 
entity and a second entity, Which includes 
[0019] determining a policy to be applied to a How; and 
[0020] directing the How along a determined path in accor 
dance With the relevant ?oW policy. 
[0021] Initially an ID may be supplied for each neW ?oW 
from the ?rst entity With the ID of an existing ?oW being 
subsequently identi?ed. 
[0022] The method may include providing a policy tag for 
each flow and associating the tag With the ID of that flow, the 
tag indicating the policy to be applied to that How. 
[0023] As indicated above at least one processing means 
and/or one forWarding means may be included in the path. 
[0024] The How policy to be applied to a How may be 
determined When the How is ?rst received and may be varied 
during its lifetime. 
[0025] The method may further include determining if a 
?rst How is to be associated With a second How and applying 
associated ?oW policies to associated ?oWs. 
[0026] The How may be directed along a path that includes 
a ?exible graph structure, that includes an application hosted 
Within a kernel or a user space of an operating system having 
at least one real time processing function, that includes a 
plurality of entities connected in parallel and/or in series, or 
includes internal and/or external components. 
[0027] The How policy may be determined in response to an 
application and the How policy may be different for forWard 
and return portions of a How. 

[0028] The ?rst and second entities may be netWork or 
communication devices, netWorking equipment (e. g. bridges/ 
routers/sWitches), netWork nodes, computers, applications, 
tasks, processes, services, users, or other softWare or hard 
Ware systems. 

[0029] The system may be connected to a netWork or other 
communication system in such a Way that netWork tra?ic or 
other transmitted information is forced to traverse the system. 
Transmitted information may also originate at, terminate at, 
or traverse the system by virtue of the transmitted information 
having been appropriately constructed or formulated, eg by 
the information being addressed to the system using an appro 
priate address (e. g. a layer tWo netWorking address). Thus the 
system may be a router, a sWitch, a “bump in the Wire” bridge, 
a “self learning” multi-port bridge, a relay, a proxy, or a 
gateWay. 
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[0030] Furthermore, the system may comprise one or more 
processors or co-processors. If it has a plurality of processors/ 
coprocessors, they may be interconnected using one or more 
of: 
[0031] physically shared memory; 
[0032] virtually shared memory implemented using a 
remote direct memory access (RDMA) mechanism; 
[0033] a bus like HyperTransport, PCI or PCI Express; 
[0034] any other network or other communications link 
like Gigabit Ethernet, Advanced Switching Interconnect, or 
In?niband (Whether datagram or stream oriented). 
[0035] The system may be attached to communication net 
Works or other telecommunication systems using netWork or 
communication interfaces. The attached netWork may be a 
telecommunication system or communication netWork for 
Which the aggregate to Which transmitted information 
belongs is explicitly identi?ed as a part of the transmitted 
information, or Where the aggregate can be inferred from 
parameters associated With the transmitted information or the 
transmission medium. The associating means may utilise 
equality or relatedness of this aggregate identifying informa 
tion to associate transmitted information With other transmit 
ted information. This aggregate identifying information may 
identify the How, channel, circuit, pipe, session, stream, 
timeslot, frequency, spread spectrum code, label sWitched 
path, or Wavelength of transmitted information. 
[0036] The communication netWork may segment trans 
mitted data into discrete datagrams. The datagrams may be IP 
packets, ATM cells, Ethernet frames, or may use any other 
protocol carried over any medium. The associating means 
may utilise information contained Within the datagrams (both 
header information and payload information) as Well as infor 
mation retained over time by inspecting netWork/communi 
cation traf?c to associate transmitted information With other 
transmitted information. 
[0037] The format or interpretation of the transmitted infor 
mation may be de?ned by a hierarchy of protocol layers. The 
associating means may inspect protocols at one or more of 
these layers to determine to Which (if any) transmitted infor 
mation other transmitted information is related. 
[0038] The transmitted information may for example be 
netWork tra?ic Which uses the Internet Protocol (IP) and/or 
Ethernet Protocol (IEEE 802 .x). The associating means may 
examine IP and/or Ethernet headers as Well as the payload of 
netWork packets, as Well as headers or payloads of any pro 
tocols nested Within these protocols, to determine to Which (if 
any) transmitted information other transmitted information is 
related. 
[0039] The transmitted information may contain identify 
ing information Which identi?es the source (i.e. originator or 
initiator) and destination (i .e. addressee or target) of the trans 
mitted information. This identifying information may contain 
netWork node identi?ers in Internet Protocol address, MAC 
layer address, numerical, text, binary, or other formats. This 
identifying information may also contain identi?ers that 
specify the user, application, component, process, task, sub 
system or other entity Within the netWork node Which is the 
source or destination of the transmitted information. The 
identifying information may denote groups or other aggre 
gates of the aforementioned sources or destinations. The 
identifying information may also specify the protocols or 
subprotocols used by the transmitted informationithese 
may de?ne the format, range, and/or namespace of the other 
identifying information. The associating means may utilise 
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any of the aforementioned identifying information, and a 
combination of the aforementioned identifying information, 
to associate transmitted information With other transmitted 
information. 
[0040] The transmitted information may itself directly or 
indirectly refer to associated transmitted information. The 
associating means may detect, extract, decode, interpret, and 
utilise these references to associate transmitted information 
With the referred to other transmitted information. 
[0041] The transmitted information may for example be a 
signalling or control protocol, for example SIP/H.323/FTP/ 
RSVP/CR-LDP etc, Which may refer to associated data trans 
mission information sessions/streams/paths/traf?c. 
[0042] The association means may also associate transmit 
ted information according to a de?ned bundling policy. The 
bundling policy may group: 
[0043] transmitted information sent by a speci?c type of 
application or Which uses a speci?ed protocol or sub-protocol 
at a speci?ed layer of the relevant protocol hierarchy; 
[0044] transmitted information Which contains speci?ed 
arbitrary patternsiWhere each pattern is sought in speci?ed 
parts of the tra?ic, e.g. datagram headers, datagram payloads, 
Within higher level (connection/session/application layer) 
data streams, etc; 
[0045] transmitted information associated With a speci?c 
set of communicating entities (e.g. user, server, device, net 
Work, application instance, service, or combinations thereof); 
[0046] transmitted information contained Within a contain 
ing ?oWieg. Within a tunnel, virtual circuit, virtual path, 
label sWitched path, virtual private netWork, trunk, etc; 
[0047] information transmitted over speci?ed links or net 
Works, or Which entered the apparatus at speci?ed netWork 
interfaces; 
[0048] any combination of the above, nested to a arbitrary 
depth. 
[0049] The How policy determining means classi?es trans 
mitted information in order to group transmitted information 
into categories. It may classify transmitted information 
according to a variety of criteria: 
[0050] Classi?cation is performed based on ?elds in packet 
headers, packet payloads (content), and state maintained for 
the How being classi?ed as Well as state for the apparatus 
overall. 
[0051] The classi?cation means can decode protocols that 
span packet boundaries, or protocols that are layered on other 
protocols, using its built in knoWledge of protocols, or addi 
tional installed protocol support modules. Whether or not a 
speci?c protocol or set of protocols Was detected can be used 
as a classi?cation criterium. 

[0052] The classi?cation means can extract data from the 
supported protocol layers and match that data against arbi 
trary patterns (including regular expressions, ranges, longest 
pre?x matching of addresses, substring, and string/numerical 
equality and greater than/less than matching). 
[0053] The classi?cation means supports using boolean 
and arithmetic expressions to combine classi?cation sub 
results into an overall result. 
[0054] The system may also decide hoW a transmission is to 
be processed. This may be done using the result of the asso 
ciation means and the result of the How policy determining 
means to determine the processing policy to be applied to the 
transmitted information. This policy speci?es the set of com 
ponents (in series, in parallel, or interconnected in an arbi 
trary graph) Which need to further process/ examine the traf?c, 



US 2009/0204723 A1 

together With additional processing parameters for each of 
these components (eg quality of service parameters to be 
applied by a tra?ic scheduler, or details of the tunnel into 
Which a virtual private netWork module should en-tunnel 
tra?ic, etc.). 
[0055] The processing means may generate, originate, ter 
minate, store, examine, modify, duplicate, ?lter, encapsulate, 
un-encapsulate, and/or otherWise process transmitted infor 
mation. The processing that is performed for a particular item 
or bundle or category of transmitted information is deter 
mined by the con?gured processing policy or, should no 
con?gured policy apply, by a default built-in policy. 
[0056] The processing means may be modularised, i.e. it 
may be implemented as a set of interconnected modules or 
components. The components in the modularised processing 
means may be: 

[0057] Network and communication interfaces, Which link 
the apparatus to external communication netWorks or trans 
mission media; 
[0058] Association identi?cation components and classi? 
cation components, Which detect the association betWeen 
transmitted information and other transmitted information, 
and Which determine the policy to be applied to transmitted 
information; 
[0059] Action graphs, Which contain one or more tra?ic 
processing modules interconnected in an arbitrary graph, 
Where the traf?c processing modules are either instances of 
any of these components or are elementary processing mod 
ules; 
[0060] Virtual sWitches, Which link any number (typically 
more than tWo) of these components, While performing the 
processing a real sWitch Would perform, e. g. self learning of 
Ethernet addresses and multicasting/broadcasting of infor 
mation; 
[0061] Virtual Wires, Which link tWo of these components; 
[0062] Virtual machines, Which emulate uniprocessor or 
multiprocessor computer systems, and Which run (possibly 
modi?ed) standard operating systems (eg Linux, Microsoft 
WindoWs, Unix-like operating systems, real time operating 
systems, etc.); 
[0063] Virtual NetWork Interface Cards, Which appear to be 
netWork interface cards to the operating systems/ applications 
running in the Virtual Machines (e. g. to the netWorking stacks 
in the Virtual Machines) but Which connect to these compo 
nents instead of connecting to real hardWare; 
[0064] Virtual stream interfaces, Which enable applications 
to receive data as streams rather than packetsieg. as virtual 
character devices/virtual ?le systems/ devices Which emulate 
stream oriented protocols like Sockets Direct Protocol etc.; 
[0065] Virtual shared memory mechanisms, Which emulate 
shared memory based communication like remote direct 
memory access systems; 
[0066] Standard (unmodi?ed) applications running in ker 
nel mode or user mode in the Virtual Machines; 
[0067] Applications running in kernel mode or user mode 
in the Virtual Machines that have been developed to interact 
With an application programming interface (API) provided by 
the system. 
[0068] These components are interconnected to form the 
highest level (most abstract level) data?oW graph Within the 
system. Nesting of data?oW graphs (loWer level graphs) is 
supported via the action graph mechanism. 
[0069] Components may be arbitrarily mapped to (i.e. 
deployed or hosted on) a set of processors or coprocessors 
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(specialised ?xed function hardWare) that have been intercon 
nected in a cluster. Example: the netWork interfaces and some 
bundling (i.e. information association)/classi?cation/ action 
graph modules might be hosted on one processor (possibly a 
specialised processor like a netWork processor) Whereas the 
other components might be hosted on other processors (pos 
sibly general purpose computing processors). The processors 
that host the components may be interconnected using shared 
memory (uniform or non-uniform), a bus/backplane, or any 
form of communication link Which supports a message/ 
packet/datagram/information stream passing paradigm. 
[0070] The hosting means enables components to coexist 
on the processors that comprise the system. It also provides 
communication mechanisms Which enable the components to 
interact With each other and With the rest of the system. 
[0071] The hosting means incorporates an operating sys 
tem Which allocates resources (memory, dedicated CPUs or 
CPU timeslices, coprocessors, disk space, netWork band 
Width etc.) to the components. This underlying operating 
system may be a real-time or non-real-time operating system, 
optionally With the ability to support virtual machines run 
ning on the underlying operating system. 
[0072] The hosting means is able to link the components it 
hosts using a variety of internal and external communication 
mechanisms and media, including a shared memory commu 
nication mechanism, a message passing communication 
mechanism, and hybrid mechanisms. 
[0073] The shared memory communication mechanism 
operates by the sender placing information Which is to be 
communicated into a shared memory area Which is accessible 
to the receiver. This area may be in a set of physical memory 
devices Which are alWays physically accessible to both of the 
communicating parties, e. g. this may apply Where the parties 
are applications running on the same processor or on different 

processors in a Symmetric Multiprocessing (SMP) system. In 
this case, virtual memory (if applicable) may need to be 
con?gured to explicitly permit sharing of memory segments/ 
pages. Alternatively, the area may be implemented using 
dedicated shared memory hardWare, possibly dual-port or 
multi-por‘t. In either case, as an optional optimisation, a send 
ing processor may instruct the cache of a receiving processor 
to “pre-load” its cache With the communicated information or 
a subset thereof (eg headers of a datagram but not the pay 
load of the datagram). This may not be required in cases 
Where the processors share a cache or Where the communi 
cating parties run on a single processor. The system may 
support multiple disjoint shared memory pools. The intention 
is that applications in the same security class are con?gured to 
use a single memory pool, eg the applications that operate on 
traf?c belonging to a speci?c set of protocols may be segre 
gated from applications Which process other protocols, or 
applications that act on tra?ic associated With a speci?c user/ 
customer may be segregated from applications Which act on 
behalf of another user/ customer. Segregating shared memory 
pools Will require one of the other communication mecha 
nisms to be used to transfer information betWeen pools, i.e. 
data Will need to be copied betWeen pools. The onus is on the 
administrator of the apparatus to de?ne memory sharing poli 
cies Which reach the appropriate compromise betWeen the 
desired security policy and the desired performance levels. 
[0074] As an alternative to fully shared memory, a virtual 
memory system may be used to remap pages to transfer 
oWnership or accessibility betWeen parties. In this case, addi 
tional memory may be consumed versus the shared memory 
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option as pages may be larger than the data items Which are to 
be communicated, and remapping pages Will incur process 
ing overhead, however security Will be improved as the party/ 
parties Which are able to access (read or Write) a speci?c data 
item can be speci?cally managed. 
[0075] Remote direct memory access mechanisms can be 
used to implement virtually shared memory Without requiring 
a physical shared memory. In this case, a mechanism for a 
receiving party to inform the sending party into Which 
memory locations messages may be transferred (in essence to 
synchronise free list information) may be used. 
[0076] The hosting means may also support linking com 
ponents using a message passing system. The message pass 
ing system is able to utilise a variety of physical media, eg 
packet oriented netWork media, bus/backplane, stream/cir 
cuit channel oriented media, etc. It establishes one or more 
message passing queues across each link. If needed, mes 
sages are converted betWeen transmission media by compo 
nents Who have access to multiple types of transmission 
media. The queues may be arranged in priority levels, Where 
one or more queues are associated With each priority level. In 
this case, Where a message needs to be transmitted/received 
before other messages, the system can place the message in a 
queue With priority higher than the priority of the queues into 
Which the other messages are enqueued. 
[0077] The system is able to operate across reliable trans 
ports or across unreliable transports (Where the probability of 
transmissions being lost is non-Zero). In cases Where the 
underlying transport is unreliable, the system uses positive 
and/ or negative acknowledgements as Well as retries to ensure 
that messages that have to be delivered are delivered. Certain 
messages need not be deliveredithese are discarded by the 
message passing system if needed (eg if resources do not 
suf?ce to transmit/deliver/receive/process the messages). 
[0078] The hosting means can also use a combination of the 
folloWing mechanismsziThe system may for example place 
one or more information structure in shared memory, then 
notify the recipient via a passed message/ an interrupt/an 
inter-task or inter-thread signal etc. that information is ready 
in shared memory to be read. The system may include opti 
misations to suppress these messages When the system knoWs 
that the recipient Will “poll” the shared memory area, and to 
send messages to Wake up the recipient Where the recipient 
may be dormant (eg if messages have not been sent to the 
recipient for a While). 
[0079] The directing means may forWard information to a 
set of components, applications, subsystems, communica 
tion/networking interfaces, and/or external systems. The set 
of entities to Which information must be forWarded and in 
Which order they need to receive the information (i.e. Which 
entity receives the information ?rst, to Which entity the infor 
mation is then fed, etc.) are governed by the How policy. This 
policy can be de?ned per bundle and per classi?cation cat 
egory, With the option to specify a set of policies that apply to 
all traf?c not otherWise bundled/classi?ed. A set of default 
?oW policies may be built into the system. 
[0080] The information may be forWarded to applications 
via APIs. This method is available to applications that have 
been designed to interact With these APIs, Whether they are 
running in the underlying operating system (e. g. the real time 
OS/hypervisor) or are running in virtual machines. The infor 
mation can also be forWarded to virtual machines via Virtual 
NetWork Interface Cards or Virtual Stream Interfaces. In this 
case, standard commercial off the shelf applications can 
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receive the information provided they are able to be hosted 
Within the virutal machines. External servers or other external 
nodes Will receive the information as real netWork tra?ic/ 
other communications transmissions. 

[0081] The How policy may also specify that only a subset 
of a bundle (i.e. typically a How) should be directed to speci?c 
components. Components Will often need to receive a seg 
ment of the How from the start of the How to someWhere in the 
middle of the ?oWihoWever some components may support 
receiving arbitrary sections of a How (“joining” a How in 

mid-stream). 
[0082] The How policy may depend on state variables 
Within the system Which are not speci?cally associated With 
the bundle/?ow Which is being processed (or in some cases 
Which are not associated With any bundles/?ows). Thus, the 
system may elect to direct a bundle/?ow to one of an equiva 
lent set of virtual machines Which run on different processors 
Within the system based on the current load of those proces 
sorsiin effect load balance tra?ic amongst processors; the 
system may elect to modify the path taken through the sys 
tem, e.g. omit certain components at certain times of day/ days 
of the Week, or omit operations that have been labelled 
optional (eg ?ltering unsolicited commercial email a.k.a. 
“spam”) if system load exceeds a certain threshold (While 
continuing to perform operations that have been labelled criti 
cal e.g. tra?ic ?reWalling/virus ?ltering); the system may 
select the component Which processes data from a set of 
equivalent components based on proximity to other compo 
nents in the data?oW graph speci?ed by the policy. Thus, if 
traf?c enters the system at a netWork interface attached to 
processor 1, the softWare components hosted on or the hard 
Ware components directly attached to processor 1 may be 
preferred to other equivalent components located elseWhere 
in the system, hoWever if the cost to transfer information to 
processor 2 in the system is outWeighed by processor 2 being 
more suited to hosting a speci?c component (because proces 
sor 2 has greater processing capacity/more memory/special 
ised hardWare at its disposal etc.) the system may elect to use 
processor 2 to host a speci?c component even if an equivalent 
instance of the component may be available on processor 1. A 
mode Where the system is con?gured to not automatically 
make substitutions, i.e. Where the type and instance of each 
component is speci?cally con?gured, is also available. 
Whether automatically determined or manually con?gured, 
the system can therefore “cut-through” tra?ic or “off-load” 
traf?c from some processors by using other processors/for 
Warding and processing hardWare. 
[0083] The How policy may also depend on the state of 
external devices/ components/ systems, or of interfaces to 
these entities. Example: the system could load balance 
amongst various external servers based on their load, or select 
the appropriate destination for traf?c based on the geographi 
cal location associated With the netWork address of the origi 
nator of the tra?ic, or determine the netWork link to use based 
on the used capacity of a set of netWork links. 

[0084] The system behaviour may change over time as 
folloWs. 

[0085] The classi?cation means may successively re?ne 
the category in Which it places transmitted information as 
more transmitted information is received (e.g. tra?ic may be 
categorised as TCP tra?ic, then HTTP over TCP tra?ic, then 
Web conferencing in HTTP over TCP traf?c). 
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[0086] The association means may modify the association 
information, i.e. the bundle With Which transmitted informa 
tion is associated. 

[0087] The fact that the classi?cation category and bun 
dling information changed might cause different ?oW policies 
to be implemented as other How policies may be linked to the 
neWly determined categories/bundles. 
[0088] External systems or internal components may 
change association (i.e. bundling), classi?cation and How 
policies, and may also change hoW components are intercon 
nected into data?oW graphs as Well as hoW components are 
con?gured. 
[0089] The invention is noW described, by Way of 
examples, With reference to the accompanying diagrammatic 
draWings Which shoW schematically a system in accordance 
With the invention connected to clients, servers, and applica 
tions, in Which 
[0090] FIG. 1 shoWs schematically an arrangement Where a 
single application is present in the user space of a single 
operating system; 
[0091] FIG. 2 shoWs schematically an arrangement Where 
multiple applications are present, one in user space and 
another in kernel space, both Within a single operating sys 
tem; 
[0092] FIG. 3 shoWs schematically an arrangement three 
applications, one of Which interfaces to the system using a 
library and application programming interface (API) Whereas 
tWo of Which interface to the system using virtual network 
interface cards (VNICs), all of Which are hosted Within a 
single operating system; 
[0093] FIG. 4 shoWs schematically an arrangement Where 
applications are running Within three separate operating sys 
tem instances, each of Which is hosted in a separate virtual 
machine (VM);); and 
[0094] FIG. 5 shoWs schematically the subcomponents of 
the How identi?cation and classi?cation subsystem, Which 
subsystem is part of the aforementioned ?gures. 
[0095] Referring noW to FIG. 1, a system for handling a 
digital electronic How in accordance With the invention is 
designated generally by reference numeral 10. The system 10 
comprises an apparatus 12 Which is connected betWeen client 
14 and servers 16.1 and 16.2. In this example the apparatus 12 
is connected to a netWork or other telecommunication sys 
tems in such a Way that netWork tra?ic or other communica 
tion is instructed (by virtue of addressing at a speci?c layer 
e.g. Layer 2) or forced (by virtue of the topology of physical 
connectivity) to traverse the apparatus 12, i.e. the apparatus is 
a gateWay, a router, a sWitch, a “bump in the Wire” bridge, or 
a similarly attached device. 

[0096] The hardWare of the apparatus 12 comprises a spe 
cial purpose processor subsystem 18.1 and a general purpose 
processor subsystem 18.2. The processor subsystems 18.1 
and 18.2 are interconnected using a communication mecha 
nism (not shoWn) Which is able to support interchange of 
messages betWeen the subsystems or provide a memory area 
shared by both processor subsystems Which enables them to 
communicate. 

[0097] The special purpose processor system 18.1 com 
prises netWork interface hardWare 20.1 and 20.2 as Well as a 
set of processors and coprocessors Which are dedicated to 
identifying, classifying and processing netWork traf?c. FloW 
identi?cation and classi?cation subsystems 22.1 and 22.2, an 
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action graph subsystem 24 and a virtual sWitch (VX) sub 
system 26 are hosted on this set of processors and coproces 
sors. 

[0098] The client 14 is connected to netWork interface 20.1. 
This netWork interface is connected to the How ID and clas 
si?cation subsystem 22.1 Which is connected to the virtual 
sWitch 26. NetWork interface 20.1 is also connected to action 
graph 24 Which is again connected to the virtual sWitch 26. 
[0099] The servers 16.1 and 16.2 are connected to netWork 
interface 20.2. This netWork interface is connected to the How 
ID and classi?cation subsystem 22.2 Which is connected to 
the virtual sWitch 26. 

[0100] The general purpose processor system 18.2 consists 
of one or more processor cores Within one or more processor 

devices. These cores and devices are interconnected to form a 
multiprocessor system. The multiprocessor hosts a general 
purpose operating system With its kernel mode softWare envi 
ronment 30 and its user mode softWare environment 32. 
Within the kernel mode softWare environment are located 
Virtual NetWork Interface Cards (VNICs) 32.1 and 32.2. 
Within the user mode softWare environment is hosted appli 
cation 36. Application 36 is connected to VNICs 32.1 and 
32.2, either directly or indirectly via the kernel 30. VNICs 
32.1 and 32.2 are connected to the virtual sWitch 26. 

[0101] In use, client 14 establishes a communication ses 
sion With server 16.1 and (at nearly the same time or at 
different times) With server 1 6 .2ifor example it might estab 
lish TCP sessions (hoWever any netWork protocol/communi 
cation session over any media could be supported). 

[0102] Information sent by client 14 (in this example 
encapsulated in datagrams/packets) enters the apparatus via 
netWork interface 20.1. 

[0103] The How identi?cation and classi?cation compo 
nent 22.1 determines that ?oWs are being established and 
identi?es the ?oWs associated With each datagram it receives. 
In this Way the datagrams in the How are bundled together 
(associated With each other). 
[0104] The How identi?cation and classi?cation compo 
nent 22.1 furthermore inspects and analyses packet headers, 
packet content, and How content; detects and decodes proto 
cols (including nested protocols); and extracts information 
from ?oWs. The classi?cation process is governed by policy 
speci?cation information Which is supplied by the system 
and/or by applications running on the system. The policy 
speci?cation information may take the form of a set of rules or 
a set of matching expressions, both of Which specify criteria 
and the policy Which is to be applied if the criteria are ful 
?lled. 

[0105] The How identi?cation and classi?cation compo 
nent 22.1 is composed of multiple submodules intercon 
nected in an arbitrary graph structure. The submodules imple 
ment speci?c aspects of the classi?cation process, eg one 
submodule may be able to detect and decode a speci?c pro 
tocol While another may be able to perform a speci?c match 
ing operation. Submodules use coprocessors Where appropri 
ate to perform processing tasks, eg an encryption 
coprocessor may be used to decrypt information in order to 
obtain the content of a How, or a regular expression parsing 
coprocessor may be used to assist in the matching process. 

[0106] The result of How classi?cation is the policy that 
needs to be applied to the How (or other non-?oW transmitted 
information). In this example, the policy has speci?ed that 
?oWs that match speci?ed criteria from client 14 to server 
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16.1 should be routed to the application 36 via Virtual Net 
work Interface Card (VNIC) 32.1. 
[0107] To the application 36 and the operating system ker 
nel 30, VNIC 32.1 and VNIC 32.2 appear to be standard 
netWork interfaces (i.e. device drivers). The application is 
con?gured to obtain netWork tra?ic from VNICs 32.1 and 
32.2, either as raW netWork packets or via protocol stacks 
embedded in the kernel 30. The application is unaWare that 
the netWork interface is a virtual and not a real netWork 
interface, and is similarly unaWare that tra?ic has been pro 
cessed prior to arriving at the netWork interface. The applica 
tion 36 analyses the traf?c in the How and determines that the 
How should proceed. After processing the traf?c, e.g. modi 
fying packet headers or How content, the application 36 sends 
the traf?c out via VNIC 32.2. As data has been passed through 
a VNIC Which is compatible With a standard netWork inter 
face, metadata determined by the How identi?cation and clas 
si?cation system, for example tags that are linked to policy to 
be applied to the How as Well as information representing the 
result of How classi?cation, have been lost. The tra?ic there 
fore needs to be forWarded to the second ?oW identi?cation 
and classi?cation subsystem 22.2 in order for the How iden 
ti?er and How policy to be determined. In this example, the 
policy speci?es that no further actions need to be applied to 
the tra?ic and that the tra?ic merely needs to be transmitted 
via netWork interface 20.2. The server 16.1 then receives the 
tra?ic. 
[0108] Server 16.1 processes the information it has 
received and returns modi?ed information or other informa 
tion (e.g. information requested by the client). The informa 
tion transmitted by the server is termed the return traf?c or the 
return portion of the How. In this example the return traf?c is 
received via netWork interface 20.2 Whereupon the How iden 
ti?cation and classi?cation subsystem 22.2 again identi?es 
the How to Which the received tra?ic belongs and determines 
the policy to be applied to the How. In this case the policy 
indicates that the tra?ic is to be forWarded to VNIC 32.2, 
Whereupon the application 36 performs any required process 
ing and forWards (possibly modi?ed) tra?ic to VNIC 32.1, 
from Where tra?ic is received by virtual sWitch 26 and trans 
mitted to action graph 24. 
[0109] Note that in this example all tra?ic transmitted via 
VNIC 32.1 is destined for client 14 and is processed in the 
same Way by action graph 24. The policy applied to this tra?ic 
is neither dependent on the How to Which the tra?ic belongs 
nor dependent on tra?ic or How content. As this tra?ic there 
fore does not need to be processed by a How identi?cation and 
classi?cation subsystem, it is routed directly to the action 
graph 24. This example illustrates that the system is able to 
determine that functions are not required in some circum 
stances and accordingly optimise the routing of ?oWs Within 
the system. 
[0110] The action graph 24 consists of action modules con 
nected in an arbitrary graph. In this example, the action graph 
could consist of a tra?ic monitoring module Which keeps 
statistics With respect to. bytes and packets passing through 
the system, a ?reWalling module Which ?lters out a subset of 
the traf?c, and a tra?ic management module Which limits the 
bandWidth of traf?c. 
[0111] Note that the different directions of tra?ic Within a 
How, ie the forWard and return tra?ic, need not folloW the 
same path through the system and may be treated differently 
by subsystems and modules along the path. In this example, 
the return tra?ic passed through an action graph Whereas the 
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forWard tra?ic did not. Note also that the How handling policy 
may be adjusted over the lifetime of the How, either by the 
system continuing to classify tra?ic and correspondingly 
re?ning the policy, or by the policy being modi?ed by admin 
istrators or applications over the lifetime of the How. This may 
result in the path being modi?ed or parameters used by sub 
systems in the path being modi?ed. 
[0112] A second How is shoWn in FIG. 1 betWeen client 14 
and server 16.2. The How is initiated by client 14 and analysed 
and classi?ed by How identi?cation and classi?cation block 
22.1. In this instance the system determines that there is no 
need for application 16 to receive the tra?ic contained in the 
How, perhaps because the application is performing a security 
function and the client and server are trusted. The system 
routes the How via action graph 24 to netWork interface 20.2. 
The system “cuts through” this How, meaning that all pro 
cessing of this How is done Within system 18.1 and that the 
How is never routed through processor 18 .2, therefore neither 
processed by the operating system 30 nor by the application 
36. 

[0113] FIG. 2 shoWs another example of the system in 
operation. The system 12 is composed of processing systems 
18.1 and 18.2. Processing system 18.2 is running a single 
instance of an operating system such as Linux With the oper 
ating system kernel 30 and operating system user space 40. 
The operating system is supporting tWo third party applica 
tions, for example an Intrusion Detection application 44 run 
ning in user space and a monitoring application 34 running in 
the operating system kernel. Client 14 establishes a session 
With server 16.1. The How connects to the system via netWork 
interface 20.1 and is passed to a How identi?cation and clas 
si?cation module 22.1. An initial classi?cation results in a 
policy that determines that the How should be sent out on 
netWork interface 20.2 after being processed by action graph 
24. The initial policy also indicates that a copy of the How be 
generated and sent to VNIC 32 Which alloWs application 34 
running in the operating system kernel to receive the How. 
Note that application 34 is a “read only” application in that it 
does not Want to modify the How on its Way to server 16.1. As 
more of the How information is analysed by the How ID and 
classi?cation module 22.1 a ?nal classi?cation becomes pos 
sible. At this point it is determined that application 44 needs 
to receive the How and may Want to modify the How. In the 
example shoWn the How is passed to application 44 via a 
library implementing an application programming interface 
(API) 42 rather than using a VNIC. The developer of appli 
cation 44 has explicitly made use of the interface provided by 
the library implementing the API 42. In the example shoWn 
the tra?ic contained in the How is sent to application 44 and 
the system Waits for the traf?c to be returned by application 44 
before forWarding the tra?ic on to server 16.1 With a copy 
continuing to be forWarded on to application 34. Clearly other 
options are possible depending on the policy con?gured and 
Whether or not applications and sub systems receiving the data 
modify the data, such as making several copies of data and 
forWarding the data to several applications and sub systems in 
parallel. 
[0114] After a period of time application 44 may determine 
that the How no longer posses a threat and that it does not need 
to see the remaining tra?ic in the How. At this point applica 
tion 44 can indicate to the system that it no longer Wishes to 
continue receiving this How. The system Will stop sending the 
How to application 44 While still forWarding the How to server 
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16.1 With a copy being sent to application 34. The ability to 
“hand back” a How frees up resources in application 44 and 
increases performance. 
[0115] FIG. 2 also shoWs an example of the system pro 
cessing associated ?oWs. A second How in this example 
occurs betWeen client 14 and server 16.2. This How deter 
mined by the ?oW identi?cation and classi?cation system 
22.1 to be a How Which provides advanced noti?cation of a 
future How that Will occur. An example may be a How carrying 
a signalling protocol such as SIP Which refers to an associated 
media ?oW Which carries digitised voice. The system classi 
?es the ?oW and routes it to server 16.2 While collecting 
information from the How relating to any future ?oWs that 
may be established. While the second How is still active or 
after it has ?nished a third ?oW commences from server 16.2 
back to client 14. This third How is processed by the How 
identi?cation and classi?cation function 22.2 and is recogn 
ised as being an associated ?oW (based on the information 
collected from the second ?oW) for Which policy has already 
been determined. An example of such a third How might be 
the media stream associated With the signalling traf?c con 
tained in the second How. 
[0116] FIG. 3 shoWs an example of the system handling 
?oWs Which need to be processed by more than one applica 
tion. It also illustrates the use ofVNICs to alloW consolidation 
of multiple applications on the same platform. 
[0117] In this example, a How occurs betWeen client 14 and 
server 16.1. FloW identi?cation and classi?cation system 22.1 
determines that the traf?c Within the How needs to be pro 
cessed by application 44. The How policy speci?es that appli 
cation 44 has been developed to make use of the API provided 
by the system, and that tra?ic destined for application 44 
needs to be routed to the application via component 42, Which 
constitutes a library implementing the system API. The How 
policy also speci?es that after processing by application 42 
this How should be routed to application 46 for further pro 
cessing, and that application 46 is attached to VNIC 32.1. As 
application 44 is using the system APIs, the How policy for 
this How can be retained as metadata Which is kept With the 
How contents, therefore there is no need to perform ?oW 
identi?cation and classi?cation on the tra?ic Which has been 
processed by application 44. Once the tra?ic has been pro 
cessed by application 46 hoWever the data output by applica 
tion 46 needs to be passed through ?oW identi?cation and 
classi?cation subsystem 22.2. This is required because the 
tra?ic passes through a VNIC Which does not make provision 
for retaining metadata like How policy. Once the How identi 
?cation and classi?cation subsystem 22.2 has identi?ed the 
How and determined the How policy, the system transmits the 
?oW’s tra?ic to server 16.1 via netWork interface 20.2 in 
accordance With the How policy. 
[0118] In this example, a second ?oW exists betWeen client 
14 and server 16.1. The How policy for this second ?oW 
speci?es that the How needs to traverse application 46 Which 
is attached to VNIC 32.1. Note that application 46 is process 
ing the second ?oW Which is routed directly to it as Well as the 
?rst ?oW Which is routed to it via application 44. Application 
46 is unaWare of any processing of the How that occurs prior 
to it receiving the How, for example in the case of the ?rst ?oW 
application 46 does not knoW that it has already been pro 
cessed by application 44iit merely receives potentially 
altered or ?ltered ?oW content. 

[0119] The third How in this example occurs betWeen client 
14 and server 16.2. It is classi?ed by How identi?cation and 
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classi?cation subsystem 22.1 and is determined to require 
routing to application 48 using a different internal virtual 
netWork to that being used for the ?rst and the second How. 
The third How is routed via virtual sWitch 26.1 Whereas the 
other ?oWs are routed via virtual sWitch 26.2. The third How 
is routed to application 48 using VNIC 32.2. This use of a 
separate VNIC and virtual sWitch Within the system provides 
a greater degree of isolation betWeen the third How and the 
other ?oWs than exists betWeen the ?rst and the second How. 
It also offers opportunities for the system to optimiZe perfor 
mance. 

[0120] FIG. 4 shoWs an example of the system 12 providing 
virtual machines 60.1, 60.2 and 60.3 to support respectively 
guest operating system kernels 30.1, 30.2 and 30.3, With 
operating system user spaces 40.1, 40.2 and 40.3, and appli 
cations running in kernel or user mode Within these operating 
systems. The system can support a variable number of virtual 
machines With each virtual machine having the ability to host 
a different type or version of guest operating system, and/or 
differently con?gured instances of the same type or version of 
guest operating system. Each of the guest operating systems 
can host the same application or host different applications. 
[0121] In this example, a How occurs betWeen client 14 and 
server 16.1. The How is received by netWork interface 20.1 
Whereupon it is classi?ed by How identi?cation and classi? 
cation subsystem 22.1 and determined to require processing 
by application 44 running in virtual machine (VM) 60.1. 
Application 44 is able to receive content via system API 
implementation library 42. Note that the system can deliver 
the How content directly to an application running in user 
space 40.1 Within the guest OS running in VM 60.1 Without 
needing forWarding or handling by the guest OS kernel 30.1. 
[0122] In this example, the con?gured ?oW handling policy 
speci?es that all tra?ic processed by application 44 also needs 
to be processed by application 46 in virtual machine 60.2, and 
that the tra?ic needs to be passed to application 46 via VNIC 
32.1. Once processed by application 46, the How exits virtual 
machine 60.2 via VNIC 32.1 and is forWarded by virtual 
sWitch 26.2 to How identi?cation and classi?cation sub 
system 22.2, Which determines the How policy to be subse 
quently applied. The How policy speci?es that the How should 
be sent to action graph 24.1 for processing before being sent 
to server 16.1 or server 16.2, both via netWork interface 20.2. 
Action graph 24.1 in this example performs a load balancing 
function to select the server Which should receive the How. 

[0123] A second ?oW exists betWeen client 14.2 and server 
16.1. The traf?c in the second ?oW enters the system via 
netWork interface 20.1 Whereupon it is handled by How iden 
ti?cation and classi?cation subsystem 22.1. The con?gured 
?oW policy speci?es that this How requires processing by 
application 46 Which runs in VM 60.2 and Which is attached 
to VNIC 32.1. On exiting VNIC 32.1, virtual sWitch 26.2 
forWards the tra?ic to How identi?cation and classi?cation 
subsystem 22.2. This subsystem reclassi?es the tra?ic and 
determines that it should be sent to server 16.2 via netWork 
interface 20.2. Note that the ?rst How and the second ?oW 
both exit VNIC 32.1 but are processed differently depending 
on the result returned by How identi?cation and classi?cation 
subsystem 32.1. 
[0124] A third ?oW exists betWeen client 14.2 and server 
16.1. The traf?c in this How is received by netWork interface 
20.1 and handled by How identi?cation and classi?cation 
subsystem 22.1. The con?gured ?oW policy speci?es that this 
How needs to be processed by application 50 Which is 
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attached to VNIC 32.2. Application 50 is running in the guest 
operating system kernel 30.3 Within virtual machine 60.3. 
The tra?ic belonging to this How is therefore routed to VNIC 
32.2. Application 50 passes the How content to application 48 
Which is running in user space inside virtual machine 60.3. 
Tra?ic returned by application 48 is received by application 
50, Which sends the traf?c onWards via VNIC 32.3, Where 
upon it is processed by How identi?cation and classi?cation 
subsystem 22.3. This determines that the How policy man 
dates routing tra?ic through action graph 24.2 before the 
tra?ic is delivered to server 16.1 via netWork interface 16.2. 
Note that arbitrarily complex paths through the system are 
possible Which may involve multiple VNICs per virtual 
machine as Well as kernel mode and user mode applications. 
Note also that traf?c belonging to a How often enters a virtual 
machine via one VNIC and exits the virtual machine via 
another VNIC. Furthermore note that the How identi?cation 
and classi?cation subsystems cooperate Where appropriate to 
ensure that the How policy is correctly and consistently 
applied to the How as it makes its Way through the system. 
FloW identi?cation and classi?cation subsystem 22.1 may for 
example communicate the policy to be applied to the third 
How to How identi?cation and classi?cation subsystem 22.3 
via a control channel (not shoWn on the diagram). 

[0125] Referring noW to FIG. 5 Which depicts the subcom 
ponents of a How identi?cation and classi?cation subsystem 
22 and an example usage scenario of the subsystem. In this 
example, traf?c is fed to the subsystem 22 from a network 
interface 20, and exits the subsystem to virtual sWitch 26. 

[0126] Within the subsystem, tra?ic is ?rst received by the 
How identi?cation component 70. This component serves to 
identify the How to Which the tra?ic belongs by performing 
one or more lookups in the How state table 72. This table 
correlates ?oW identifying information present in tra?ic, like 
information contained in packet headers as Well as informa 
tion present in the content of packets, with How identi?ers. 
The component is for example able to determine that tra?ic 
With the same IP addresses and TCP ports belongs to the same 
?oW. In some cases, packet content also needs to be consulted, 
for example an application layer (i.e. layer seven) information 
may serve to distinguish ?oWs Which share the same basic IP 
header information. The component has enough intelligence 
and keeps enough state of the application layer protocol to 
enable it to extract the How identifying information. 

[0127] Where the ?rst tra?ic element is received for a How, 
the How is termed a neW How, and a neW ?oW identi?er is 
assigned by component 70. For subsequently received tra?ic 
elements, component 70 Will retrieve the previously assigned 
?oW identi?er. 

[0128] Furthermore the component 70 is able to identify 
and distinguish betWeen multiple ?oWs that are nested Within 
a single outer ?oWs, as may occur in the case of tunnelled 
tra?ic. Where ?oWs are nested the nested How is identi?ed by 
the combination of the identi?er of the containing How and 
the identi?er of the contained How. 

[0129] Furthermore the component 70 is able to identify the 
?oWs that are associated With a speci?c ?oW. In this example, 
a How is linked to associated ?oWs via the combination of the 
How state table 72 and the separate associated ?oW table 74, 
hoWever tables 72 and 74 may be combined. 

[0130] In the case of ?oWs containing other Hows, the con 
tained ?oWs Will be associated using a sibling relationship 
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With all the ?oWs in the same containing ?oWs. The contain 
ing and contained ?oWs Will be associated using a parenti 
child relationship. 
[0131] Other types of associated ?oWs are also understood 
by the system, for example all the ?oWs Which have been 
initiated by a speci?c user may be associated, or signalling 
traf?c may be associated With media streams controlled by 
this signalling traf?c, or tra?ic betWeen speci?c hosts or 
subnets may be associated. Multiple levels of association and 
multiple association relationships betWeen ?oWs are simulta 
neously supported. 
[0132] After component 70 has assigned a How identi?er or 
retrieved the How identi?er, it forWards the received traf?c 
and the How identi?er to the How classi?cation and policy 
determination component 78. This component ?rst retrieves 
the tag Which indicates the policy to be applied to the How 
from the How state table 72. Component 70 alternatively 
forWards the tag along With the How identi?er to component 
78. 

[0133] Should the tag indicate that the policy has been 
completely determined for the How, the How policy determin 
ing component 78 then forWards the How together With infor 
mation specifying the policy to be applied to the How onWard 
to the appropriate subsystem as de?ned by the policy. In this 
example, the How is forWarded to virtual sWitch 26. 

[0134] Initially hoWever the tag may indicate that policy 
has not been completely determined yet. The How policy 
determining component 78 therefore proceeds to classify the 
traf?c in order to determine the policy. This classi?cation 
process involves extracting, decoding, and interpreting ?oW 
content in a stateless or stateful manner, continually matching 
the How content or information extracted from/determined 
from the How content to rules and expressions that are speci 
?ed in the policy database 76. Should rules match or expres 
sions return policy updates, the policy associated With the 
How is updated, With the updates being re?ected in changes to 
the tag associated With the How or changes to the policy 
associated With the tag. In this Way the policy is successively 
re?ned over the lifetime of a How. 

[0135] The policy database 76 may also refer to informa 
tion Which is present in or derived from ?oWs associated With 
the How Which is being classi?ed. The How policy determin 
ing component 78 is therefore able to consult the associated 
?oW table 74 and entries in the How state table 72 pertaining 
to the associated How in order to obtain the information to 
Which the rules refer. The policy database may for example 
specify that media streams for Which the associated signalling 
?oW refer to usemame “J Smith” need to be forWarded using 
a quality of service class three, Whereas other media streams 
receive quality of service class four. 
[0136] The information present in the policy database 76, 
the How state table 72 and the associated ?oW table 74 can 
also be dynamically altered by other components in the sys 
tem. Different instances of the How identi?cation and classi 
?cation subsystem may communicate amongst each other to 
ensure that How policy is appropriately and consistently 
applied throughout the system. It is also possible for applica 
tions to invoke APIs Which pre-populate the How state table 
72 or the associated ?oW table 74 With information enabling 
?oW policy to be pre-con?gured for ?oWs that are expected to 
occur in future. Applications can dynamically change the 
policy to be applied to ?oWs by invokingAPIs. These changes 
Will result in the How state table 72 and/or the associated ?oW 
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table 74 being updated. The content of the policy database 76 
can also be modi?ed at any time by applications or the system 
administrator. 
[0137] It Will be appreciated that the How policy determin 
ing component 78 needs to be able to detect and decode a 
variety of protocols in order to be able to determine Whether 
policies need to be applied Which refer to the presence of 
these protocols, or policies Which refer to elements contained 
Within tra?ic transmitted using these protocols. The compo 
nent 78 therefore contains subcomponents, each of Which is 
responsible for detecting or decoding a speci?c protocol or 
set of protocols. As protocols are often layered on other 
protocols, the subcomponents need to interact. Subcompo 
nents are also employed to assist With speci?c matching 
operations. These subcomponents enlist coprocessors Where 
such coprocessors are available to speed up operations, for 
example the subcomponent dealing With a compressed pro 
tocol may use a decompression coprocessor, Whereas the 
subcomponent performing pattern matching may use regular 
expression matching hardware. 
[0138] It is contemplated that the invention couldbe used in 
the folloWing list of illustrative examples of potential appli 
cations. This list is not intended to be exhaustive. 
[0139] Consolidation of application softWare Which Was 
running on multiple real machines (computers) into a single 
virtual machine. 
[0140] Consolidation of appliances to enable multiple 
appliances to be replaced With a smaller number of devices 
equipped With virtualisation technology. In this context, an 
appliance is a computing device, possibly With specialised 
peripherals/interfaces like netWork interfaces, possibly With 
other specialised hardWare like coprocessors, combined With 
softWare supplied by the device vendor or a vendor associated 
With the device vendor, Where the appliance has been 
designed to perform one of a small number of functions. 
Examples of appliances include ?reWalls, intrusion detection/ 
prevention devices, anti-virus and anti-spam devices, etc. 
[0141] Enabling existing virtual machine systems to pro 
cess and direct (i.e. control the processing/forwarding of) 
netWork tra?ic 
[0142] Hosting a neW class of netWork infrastructure appli 
cations Which combine traditional server like processing With 
tra?ic and How directing/manipulating etc. 

1. A system for handling a digital electronic ?oW betWeen 
a ?rst entity and a second entity, Which includes 

a How policy determining means for determining the policy 
to be applied to the How; and 

a directing means for directing the How along a determined 
path in accordance With the relevant ?oW policy. 

2. The system as claimed in claim 1, Which includes a How 
ID supplying and identifying means for initially supplying an 
ID for each neW ?oW from the ?rst entity and for subsequently 
identifying the ID of an existing How. 

3. The system claimed in claim 2, in Which the How policy 
determining means provides a policy tag for each How, the tag 
being associated With the ID of that How, and the tag indicat 
ing the policy to be applied to that How. 

4. The system claimed in claim 1, Which includes at least 
one processing means that may be included in the path. 

5. The system claimed in claim 1, Which includes at least 
one forWarding means that may be included in the path. 

6. The system claimed in claim 3, in Which the How policy 
determining means varies the policy applied to a How during 
its lifetime. 
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7. The system as claimed in claim 1, Which includes an 
association determining means for determining if a ?rst How 
is to be associated With a second How and for applying asso 
ciated ?oW policies to associated ?oWs. 

8. The system claimed in claim 1, in Which the How policy 
determining means determines the How policy to be applied 
to a How When the How is ?rst received. 

9. The system claimed in claim 4, in Which the processing 
means includes at least one component selected from the 
group comprising a graph structure, a processor, a memory, a 
virtual machine, and an application. 

1 0. The system claimed in claim 9, in Which the application 
is an application running in kernel mode in a virtual machine 
or an application running in user mode in a virtual machine, 

11. The system claimed in claim 5, in Which the forWarding 
means includes at least one component selected from the 
group comprising a graph structure, a netWork interface, a 
communication interface, a virtual sWitch, a virtual netWork 
interface and a virtual stream interface. 

12. The system claimed in claim 1, in Which the directing 
means directs the How along a path that includes a ?exible 
graph structure. 

13. The system claimed in claim 1, Which includes a pro 
cessor having an operating system With at least one real time 
processing function, and an application hosted Within a kernel 
of the operating system or a user space of the operating 
system, and in Which the directing means directs at least a part 
of the How along a path that includes the application. 

14. The system claimed in claim 1, in Which the directing 
means directs the How along a path that includes a plurality of 
entities selected from the group of a processing means and a 
forWarding means Where the entities are connected in paral 
lel, in series, or any combination thereof. 

15. The system claimed in claim 1, in Which the directing 
means directs the How along a path that includes internal 
and/or external components. 

16. The system claimed in claim 6, in Which the How policy 
determining means is responsive to an application. 

17. The system claimed in claim 1, in Which the How policy 
determining means determines different ?oW policies for for 
Ward and return portions of a How. 

18. The system claimed in claim 1, in Which the How policy 
determining means determines the How policy for a How in 
accordance With criteria selected from the group comprising 
memory usage, netWork bandWidth use, poWer dissipation, 
feedback from guest operating systems in virtual machines, 
feedback from applications, feedback from a processing 
means, and feedback from a forWarding means. 

19. The system claimed in claim 1, in Which the How policy 
determining means determines the How policy for a How in 
accordance With criteria selected from the group comprising 
?elds in packet headers; data in packet payloads; and proto 
cols and sets of protocols. 

20. The system claimed in claim 7, in Which the association 
determining means associates ?oWs in accordance With cri 
teria selected from the group comprising ?oWs from a speci?c 
type of application; ?oWs Which use a speci?ed protocol; 
?oWs Which use a sub-protocol at a speci?ed layer of the 
relevant protocol hierarchy; speci?ed patterns in a speci?ed 
part of traf?c; ?oWs associated With a speci?ed set of com 
municating entities; ?oWs from a contained path; and ?oWs 
from speci?ed links, netWorks and netWork interfaces. 
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21. The system claimed in claim 12, in Which the graph 
structure is composed of any combination selected from the 
group comprising a processing means; a forwarding means; 
and sub-graph structures. 

22. A method of handling a digital electronic ?oW betWeen 
a ?rst entity and a second entity, Which includes 

determining a policy to be applied to a How; and 
directing the How along a determined path in accordance 

With the relevant ?oW policy. 
23. The method as claimed in claim 22, Which includes 

initially supplying an ID for each neW ?oW from the ?rst 
entity and subsequently identifying the ID of an existing How. 

24. The method claimed in claim 23, Which includes pro 
viding a policy tag for each How and associating the tag With 
the ID of that How, the tag indicating the policy to be applied 
to that How. 

25. The method claimed in claim 22, Which includes 
including at least one processing means in the path. 

26. The method claimed in claim 22, Which includes 
including at least one forwarding means in the path. 

27. The method claimed in claim 24, in Which the How 
policy applied to a How is varied during its lifetime. 

28. The method claimed in claim 22, Which includes deter 
mining if a ?rst How is to be associated With a second How and 
applying associated ?oW policies to associated ?oWs. 

29. The method claimed in claim 22, in Which the How 
policy to be applied to a How is determined When the How is 
?rst received. 

30. The method claimed in claim 25, in Which the process 
ing means includes at least one component selected from the 
group comprising a graph structure, a processor, a memory, a 
virtual machine, and an application. 

31. The method claimed in claim 30, in Which the applica 
tion is an application running in kernel mode in a virtual 
machine or an application running in user mode in a virtual 

machine, 
32. The method claimed in claim 26, in Which the forWard 

ing means includes at least one component selected from the 
group comprising a graph structure, a netWork interface, a 
communication interface, a virtual sWitch, a virtual netWork 
interface and a virtual stream interface. 

33. The method claimed in claim 22, in Which the How is 
directed along a path that includes a ?exible graph structure. 
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34. The method claimed in claim 22, in Which at least a part 
of the How is directed along a path that includes an application 
hosted Within a kernel or a user space of an operating system 
having at least one real time processing function. 

35. The method claimed in claim 22, in Which the How is 
directed along a path that includes a plurality of entities 
selected from the group of a processing means and a forWard 
ing means Where the entities are connected in parallel, in 
series, or any combination thereof. 

36. The method claimed in claim 22, in Which the How is 
directed along a path that includes internal and/or external 
components. 

37. The method claimed in claim 27, in Which the How 
policy is determined in response to an application. 

38. The method claimed in claim 1, in Which the How 
policy is different for forWard and return portions of a How. 

39. The method claimed in claim 22, in Which the How 
policy for a How is determined in accordance With criteria 
selected from the group comprising memory usage, netWork 
bandWidth use, poWer dissipation, feedback from guest oper 
ating systems in virtual machines, feedback from applica 
tions, feedback from a processing means, and feedback from 
a forWarding means. 

40. The method claimed in claim 22, in Which the How 
policy for a How is determined in accordance With criteria 
selected from the group comprising ?elds in packet headers; 
data in packet payloads; and protocols and sets of protocols. 

41. The method claimed in claim 28, in ?oWs are associated 
in accordance With criteria selected from the group compris 
ing ?oWs from a speci?c type of application; ?oWs Which use 
a speci?ed protocol; ?oWs Which use a sub-protocol at a 
speci?ed layer of the relevant protocol hierarchy; speci?ed 
patterns in a speci?ed part of tra?ic; ?oWs associated With a 
speci?ed set of communicating entities; ?oWs from a con 
tained path; and ?oWs from speci?ed links, netWorks and 
netWork interfaces. 

42. The method claimed in claim 33, in Which the graph 
structure is composed of any combination selected from the 
group comprising a processing means; a forWarding means; 
and sub-graph structures. 

* * * * * 


