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WIRELESSLY RECEIVING BROADCAST 
SIGNALS USING INTELLIGENT CARDS 

CLAIM OF PRIORITY 

[0001] This application claims priority under 35 USC § 
119(e) to US. Patent Application Ser. No. 60/971,813, ?led 
on Sep. 12, 2007, the entire contents of Which are hereby 
incorporated by reference. 

TECHNICAL FIELD 

[0002] This invention relates to netWork communications 
and, more particularly, to Wirelessly receiving broadcast sig 
nals using intelligent cards. 

BACKGROUND 

[0003] Portable electronic devices and tokens have become 
an integrated part of the regular day to day user experience. 
There is a Wide variety of common portable and handheld 
devices that users have in their possession including commu 
nication, business and entertaining devices such as cell 
phones, music players, digital cameras, smart cards, memory 
token and variety of possible combinations of the aforemen 
tioned devices and tokens. All of these devices share the 
commonality that consumer are accustomed to carrying them 
With them most of the time and to most places. This is true 
across the various demographics and age groups regardless of 
the level of the sophistication of the consumer, their age 
group, their technical level or background. 
[0004] These common handheld devices offer options for 
expandable memory. Micro Secure Digital (microSD) is the 
popular interface across high-end cellphones While SD and 
MultiMediaCard (MMC) interfaces are also available in lim 
ited models. MicroSD is the least common denominator sup 
ported by the majority of these devices and tokens (in terms of 
siZe). In addition, adaptors are available to convert a MicroSD 
into MiniSD, SD, MMC and USB Although most popular 
MP3 player (iPOD) offer’s a proprietary interface, competing 
designs do offer standard interfaces. Digital cameras offer 
mostly SD and MMC While extreme Digital (xD) is another 
option. Micro and Mini versions of these interfaces are also 
available in several models. Mini-USB is increasingly avail 
able across cellphones, digital cameras and MP3 players for 
synchronization With laptops. 
[0005] Various content providers and service providers are 
developing digital broadcast netWorks that Will be able to 
provide TV like vieWing channels on mobile devices. Several 
neW mobile handset models are also being developed that 
embed a miniature broadcast receiver that can receive these 
digital broadcast signals and use a media player softWare to 
offer channel vieWing to the consumer. In order to secure 
access and provide access to premium content like movies, 
subscription based pay-TV content and music albums, the 
service provider uses a specially designed conditional access 
system (CAS) Which is able to verify the user’s subscription 
and unscramble premium content before rendering it for 
vieWing. 
[0006] Such capability can be added to the PC, by adding a 
hardWare transceiver that can be added to the PC using 
peripheral interfaces such as USB, PCMCIA, PCIA or mini 
PCI (and others). To control access, the conditional access 
system is implemented in the same hardWare and comprises 
of a smart card that securely stores the user’s identity and his 
subscription privileges. In addition, the service provider pro 
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vides an Electronic Service Guide that the user can use to 
select the channels that he Wishes to vieW. This softWare is 
typically installed on the PC together With the access driver 
for the hardWare. In some options, the default channel guide 
provided by the operating system of the PC (such as WindoWs 
Vista/MacOS etc.) can be used. 
[0007] There are other consumer devices such as smart 
phones, MP3 players, game players and portable vides play 
ers that may make use of broadcast content connection for 
useful applications. Since the hardWare for the broadcast 
receiver and the conditional access system is specialiZed and 
requires a dedicated processor to receive and unscramble 
content, many of these devices may not be upgraded With an 
embedded broadcast reception capability. In addition, these 
devices also lack PCMCIA or USB type expansion slots 
Where broadcast receiver and CAS hardWare could be 
inserted. These devices also typically lack the slot for a hard 
Ware security token such as a smart card in order to provide 
secure access to a fee based premium TV content. These 
devices also need memory for the users to record content 
captured through these devices. The need for such memory is 
groWing at a rapid rate. 

SUMMARY 

[0008] The present disclosure is directed to a system and 
method for Wirelessly receiving broadcast signals using intel 
ligent cards. In some implementations, a service card 
includes a physical interface, a communication module, 
memory, and a service module. The physical interface con 
nects to a port of a mobile host device. The mobile host device 
includes a Graphical User Interface (GUI). The communica 
tion module Wirelessly receives broadcast signals encoding 
content. The memory stores user information used to decrypt 
the encoded content independent of the mobile host device. 
The stored information is associated With a content provider. 
The service module decrypts the encoded content in response 
to at least an event and presents the content through the GUI 
of the mobile host device. 
[0009] The details of one or more embodiments of the 
invention are set forth in the accompanying draWings and the 
description beloW. Other features, objects, and advantages of 
the invention Will be apparent from the description and draW 
ings, and from the claims. 

DESCRIPTION OF DRAWINGS 

[0010] FIG. 1 is an example service system in accordance 
With some implementations of the present disclosure; 
[0011] FIG. 2 is an example service card of FIG. 1 in 
accordance With some implementations of the present disclo 
sure; 
[0012] FIG. 3 is an example Central Processing Unit (CPU) 
of the service card of FIG. 2; 
[0013] FIG. 4 is a schematic diagram illustrating personal 
iZation processes of intelligent cards; 
[0014] FIGS. 5A and 5B are How charts illustrating an 
example method for initialiZe an intelligent card; 
[0015] FIG. 6 is a How chart illustrating an example method 
for activating a service card; 
[0016] FIGS. 7A to 7C are examples of call ?oW illustrating 
call sessions With an intelligent card; 
[0017] FIG. 8 is a How chart illustrating an example method 
for synchronizing local and remote memory; and 
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[0018] FIG. 9 is a ?ow chart illustrating an example method 
for receiving content. 
[0019] Like reference symbols in the various drawings 
indicate like elements. 

DETAILED DESCRIPTION 

[0020] FIG. 1 is a block diagram illustrating an example 
service system 100 for receiving broadcast signals using an 
intelligent card. For example, the system 100 may include a 
SecureDigital (SD) card that receives broadcast signals (e.g., 
terrestrial digital video broadcast) and presents content 
through a mobile host device based, at least in part, on the 
received broadcast signals. Broadcast signals may include 
terrestrial and/or satellite signals that encode images, audio, 
video, and/or other content. For example, the broadcast sig 
nals may be Digital Video BroadcastingiHandheld (DVB 
H), DVB-H2, Digital Video BroadcastingiSatellite services 
to Handhelds (DVB-SH), Forward Link Only (FLO), Digital 
Multimedia Broadcasting (DMB), Multimedia Broadcast 
Multicast Service (MBMS), satellite radio, and/or others. 
Aside from SD, the system 100 may include other interfaces 
that connect an intelligent card to the host device such as, for 
example, MultiMediaCard (MMC), miniSD, microSD, Uni 
versal Serial Bus (U SB), Apple iDock, Firewire, and/or oth 
ers. An intelligent card may be a device con?gured to insert 
into or otherwise attach to a mobile host device and access or 
otherwise receiving broadcast signals (e.g., e.g., satellite 
radio) independent of the mobile host device. In some imple 
mentations, the intelligent card may be shaped as a microSD 
card, miniSD card, or microSD card including, for example, 
notches, raised portions and/ or other features. In some imple 
mentations, the system 100 may modify, translate, or other 
wise convert received broadcast signals to a form processable 
by or otherwise native to the mobile host device 102. In 
converting the signal protocols, the system 100 may present 
media content otherwise foreign to the mobile device 102. 
Foreign, as used herein, means any component, object, value, 
variable, content and/or data and/or data schema that is not 
directly processable, accessible, receivable or otherwise 
capable of communicating with the mobile devices 102. In 
some implementations, the conversion of the foreign content 
to compatible forms may be transparent to the user of the 
mobile device 102. By providing an intelligent card, the sys 
tem 100 may access foreign content without either requiring 
additional hardware, software, and/or ?rmware in the mobile 
host device. 
[0021] At a high level, the system 100 includes the mobile 
devices 102a and 10219 and the content provider 104 coupled 
to the network 106. The mobile device 102 includes a GUI 
108 for providing presenting content and a service card 110 
for independently converting foreign content to forms com 
patible with the mobile device 102. In some implementations, 
the service card 110 may selectively switch antenna on and 
off in response to an event such as a selection of a graphical 
element using the GUI 108. The network 108 includes a 
content distribution stations 112a and 11219 (e.g., broadcast 
tower, satellite, IP broadcast tower) for broadcasting content 
to the service cards 110. 
[0022] Each mobile device 102 comprises an electronic 
device operable to interface with the service card 110. For 
example, the mobile device 102 may receive and transmit 
wireless and/or wireless communication with the system 100. 
As used in this disclosure, the mobile devices 102 are 
intended to encompass cellular phones, data phones, pagers, 
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portable computers, SIP phones, smart phones, personal data 
assistants (PDAs), digital cameras, MP3 players, camcorders, 
video player, game player, one or more processors within 
these or other devices, or any other suitable processing 
devices capable of communicating information with the ser 
vice card 110. In some implementations, the mobile devices 
102 may be based on a cellular radio technology. For 
example, the mobile device 102 may be a PDA operable to 
wirelessly connect with an external or unsecured network. In 
another example, the mobile device 102 may comprise a 
smartphone that includes an input device, such as a keypad, 
touch screen, mouse, or other device that can accept informa 
tion, and an output device that conveys information associ 
ated with a transaction with the of?ine store 102, including 
digital data, visual information, or GUI 108. 
[0023] The GUI 108 comprises a graphical user interface 
operable to allow the user of the mobile device 102 to inter 
face with at least a portion of the system 100 for any suitable 
purpose, such as viewing content channels and/ or displaying 
the Electronic Service Guide (ESG). Generally, the GUI 108 
provides the particular user with an e?icient and user-friendly 
presentation of data provided by or communicated within the 
system 100 and/or also an e?icient and user-friendly means 
for the user to self-manage settings and access channels 
offered by the content provider 104. The GUI 108 may com 
prise a plurality of customiZable frames or views having 
interactive ?elds, pull-down lists, and/ or buttons operated by 
the user. The term graphical user interface may be used in the 
singular or in the plural to describe one or more graphical user 
interfaces and each of the displays of a particular graphical 
user interface. The GUI 108 can include any graphical user 
interface, such as a generic media player or touch screen, that 
processes information in the system 100 and presents the 
results to the user. 

[0024] The service card 110 can include any software, 
hardware, and/or ?rmware con?gured to receive broadcast 
signals from the distribution stations 112. For example, the 
service card 110 may receive content broadcasted by the 
content provider 104 and translate, map or otherwise convert 
the received content to forms viewable with the mobile device 
102. In some implementations, the service card 110 can 
present received content through the GUI 108. In some imple 
mentations, the service card 110 may include one or more 
chipsets that execute an operating system and security pro 
cesses to receive broadcast signals independent of the mobile 
host device 102. In doing so, the mobile device 102 may not 
require additional hardware, software, and/or ?rmware to 
present foreign content such as digital TV, IP-TV, satellite 
radio, satellite TV, and/or other broadcast services. In some 
implementations, the service card 110 may execute one or 
more of the following: wirelessly receive signals broadcasted 
by the distribution stations 112; determine subscription levels 
of the card 110 based, at least in part, on locally-stored user 
information; descramble content available to the user in 
accordance with the subscription levels; translate between 
broadcast protocols (e.g., DVB, FLO, MBMS, DMB) and 
protocols compatible with the service card 110; translate 
between service-card protocols and protocols compatible 
with mobile device 102; present broadcasted content for 
viewing through the GUI 108; execute applications locally 
stored in the service card 110; selectively switch the antenna 
on and off based, at least in part, on one or more events; 
authenticate user based, at least in part, on information locally 
stored in the service card 110; present the Electronic Service 
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Guide application for the user through the GUI 108 for selec 
tion of available channels; present menu options for manag 
ing recordable content and con?guring options for the per 
sonal video recorder application via GUI 108; present the 
personal video recorder application for vieWing of recorded 
content via GUI 108; and/or others. In some implementa 
tions, the service card 110 may receive a broadcast signal in 
response to at least a user selecting a graphical element in the 
GUI 108. In some implementations, the service card 110 may 
selectively sWitch the antenna betWeen an on and off state in 
response to one or more events (e.g., user request, completion 
of broadcast, change of host device, change of netWork con 
nection of the host device, change of location). The service 
card 110 may include a communication module With a pro 
tocol translation module, antenna tuning circuit, poWer cir 
cuit and a miniature antenna tuned to receive broadcast sig 
nals. 

[0025] In some implementations, the service card 110 may 
initiate receiving to a broadcast signal in response to at least 
a user selecting a graphical element in the GUI 108. In some 
implementations, the service card 110 may selectively sWitch 
the antenna betWeen an on and off state in response to one or 
more events. The one or more events may include a user 

request, completion of broadcasted content, insertion of card 
110 in a different mobile device, location change, timer 
events, detection of incorrect user ID and passWord entered 
by the user, message received from the content provider 104 
using a broadcast/ cellular signal, and/or others. For example, 
the service card 110 may receive one or more commands to 
sWitch the antenna off from the distribution toWer 1 12 or from 
the cellular core netWork. In some implementations, the ser 
vice card 110 may request user identi?cation such as a PIN, a 
user ID and passWord combination, biometric signature, and/ 
or others. 

[0026] In regards to translating betWeen protocols, the ser 
vice card 110 may process information in, for example, ISO 
7816, a stand security protocol, and/or others. In this case, the 
service card 110 may translate betWeen a broadcast protocol 
and the service-card protocol. Broadcast protocols may 
include DVB, DMB, FLO and/or MBMS. In some implemen 
tations, ISO 7816 commands may be encapsulated Within 
interface commands used to transmit data betWeen the mobile 
host device 102 and the card 110. In addition, the service card 
110 may interface the mobile device 102 through a physical 
interface such as MicroSD, Mini-SD SD, MMC, miniMMC, 
microMMC, USB, miniUSB, microUSB, ?reWire, Apple 
iDock, and/or others. In regard to security processes, the 
service card 110 may implement one or more Conditional 
Access Systems (VideoGuard, Irdeto Access, Nagravision, 
Conax, Viaccess and Mediaguard (a.k.a. SECA)). The CAS 
may use encryption algorithms to descramble or otherWise 
decrypt broadcast signals to determine encoded content. In 
some implementations, the service card 110 may execute 
private key (symmetric algorithms) such as Data Encryption 
Standard (DES), Triple DES (TDES) and/ or others or public 
key (asymmetric algorithms) such as RSA, elliptic curves, 
and/ or others to implement the chosen CAS system compliant 
With the service provider. For example, the service card 110 
may include one or more encryption keys such as public 
private keys. In addition, the service card 110 may include 
memory (e.g., Flash, EEPROM) including a secured token 
accessible by the content providers 104 to store access rights 
of the user. The service card 110 may also store user data, 
applications, of?ine Webpages, and/ or other information. For 
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example, the service card 110 may include a secure token that 
identi?es content that the user subscribes to or can otherWise 

access. In addition, the service card 110 may execute or 
otherWise include digital rights management technology to 
substantially prevent illegal copying, storing or distributing 
or other violations of digital rights. 
[0027] The service card 110 may present content (e.g., 
audio, video) to the user using the GUI 108. In response to 
initiating foreign-content access, the service card 110 may 
automatically present an offline Web page through the GUI 
108. In some implementations, the offline Web page can be 
associated With a content provider 104. In some implemen 
tations, the service card 110 can be backWard compatible and 
operate as a mass storage device. For example, if the Wireless 
interface of the service card 110 is not available or deacti 
vated, the service card 110 may operate as a mass storage 
device enabling users to access data stored in the memory 
component (e.g., Flash). In some implementations, the ser 
vice card 110 can execute a set of initialiZation commands in 
response to at least insertion into the mobile device 102. 
These initialiZation commands may include determining 
device related information for the mobile device 102 (e.g., 
device ID, device capabilities), determining user relating 
information (e.g., user ID and passWord), incrementing 
counters, setting ?ags and activating/deactivating functions 
according to pre-existing rules and/or algorithms. 
[0028] In some implementations, the service card 110 may 
automatically execute one or more fraud control processes. 
For example, the service card 1 1 0 may identify an operational 
change and automatically deactivate the card 110. The service 
card 110 may execute tWo fraud control processes: (1) deter 
mine a violation of one or more rules; and (2) automatically 
execute one or more actions in response to at least the viola 
tion. In regards to rules, the service card 110 may locally store 
rules associated With updates to operational aspects of the 
service card 110. For example, the service card 110 may store 
a rule indicating a change in mobile host device 102 is an 
operational violation. In some implementations, the service 
card 110 may store rules based, at least in part, on updates to 
one or more of the folloWing: device ID; subscription period; 
registration information; CAS parameters; and/ or other 
aspects. In response to one or more events matching or oth 
erWise violating rules, the service card 110 may execute one 
or more processes to substantially prevent access to broad 
casted content. In some implementations, the service card 
110 may execute a command based, at least in part, on an 
event type. For example, the service card 110 may re-execute 
an activation process in response to at least a speci?ed event 
type. In some implementations, the service card 110 may 
execute a command to disconnect the GUI 108 from the 
service card 110. The service card 110 may present a discon 
nection noti?cation through the GUI 108 prior to executing 
the command. In some implementations, the service card 110 
may provide options for the user to con?gure a rule table 
(PVR rule table) related to the personal video recorder appli 
cation. This may alloW the user to specify rules according to 
Which content is automatically recorded by the service card. 

[0029] In regards to accessing broadcasted services, the 
interface betWeen the service card 110 and the access point 
112 or distribution toWer 112 may be DVB-H, DMB, MBMS, 
or FLO for Mobile-TV and Sirius/XM for Satellite Radio or 
other digital Mobile-TV and/or satellite broadcast interfaces. 
Based on the PVR Rule Table, the service card 110 may 
receive content from the broadcast content provider 204 and 
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store the content in real-time to the memory. The content 
player of the mobile device 102 may then access the stored 
content using, for example, a media player and access to the 
GUI 108. The antenna mode of the service card 110 may be 
set to physical authentication only because the service card 
110 may use the mobile device 102 to present video and/or 
audio. The secure element of the service card 110 may operate 
as set-top box (CAS token). In this implementation, the 
secure element my operate in two different roles as illustrated 
in Table 1 below. 

TABLE 1 
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DVB-H/MediaFLO or other Mobile-TV Broadcast XM/Sirius or other Satellite Radio Broadcast 

Digital TV transmissions are generally scrambled to 
allow content providers and content providers to 
offer pay-per-use and tiered subscription services to 
the end users. In order to perform this capability, 
there are two types of protection that may be 
implemented: 
a) Service Protection: In this case, subscription 
related access rights are stored on a secure token 

(such as the smart card in Cable or Satellite Set-top 

boxes). As and when a user purchases a premium 

channel/package or pay-per-use event, access right 
to the same is downloaded to this secure token. The 

algorithms and method of protection are generally 
provider dependent and in generally referred to as 

the CAS (Conditional Access System). The secure 
element in the plug-in, being a secure token, will 
host the CAS algorithm compliant with the content 
provider and the access keys management that are 
managed dynamically depending on the content 
subscribed to by the end-user 
b) Content Protection: In this case, the content 

download contains digital rights management 
technology wherein it cannot be illegally copied, 
stored or distributed. If required by the content 
provider, the secure element will implement the 
required DRM scheme of the content provider such 
that the content downloaded or viewed is used by 

the end-user according to the restrictions imposed 

and produce output 

by the content provider 

This is a simpler case where the satellite radio 
content providers may offer service to users who 
have purchased a particular subscription plan. Only 
protection applicable here-in is hence the service 
protection which would be implemented by the 
secure element. The secure element will store an 

active subscription for the end-user which will 
enable the plug-in to securely receive transmission 

The table is for illustration purposes only. The activation of 
the service card 110 may include some, all, or different 
aspects of the chart. 
[0030] In some implementations, the user may acquire the 
service card 110 when subscribing to a content provider’s 
broadcast content service. The activation process may depend 
on whether the mobile device 102 includes an interface such 
as a screen, a keyboard and intemet access. In some imple 

mentations, the service card 110 may be activated online or 
offline. Online activation may occur when the device 102 
includes an interface such as screen, keyboard and wireless 
internet access (Cellphone, laptop or Wireless PDA), of?ine 
activation may occur when a device 102 does not include 
internet capability or doesn’t have a screen/keyboard (MP3/ 4 
players). These two activation processes are illustrated below 
in Table 2. 

TABLE 2 

Online Activation Offline Activation 

When the device has internet access and has a 

screen/keyboard, it is assumed to have an internet 

browser and capable of browsing to any URL. In 

this case, when the plug-in inserts, it performs the 
plug-in bootstrap and authentication process. Once 
success?il, the device is able to take the user to a 

landing page on a browser where the user can 

perform the registration and activation process. 

In this case, the user may cradle his device to the PC 

that has an internet access and launch the included 

activation software. This software will take the user 

to the content provider’s landing page to perform 
the registration and activation process. 
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The table is for illustration purposes only. The activation of 
the service card 110 may include some, all, or different 
aspects of the chart. 
[0031] In some implementations, the service card 110 may 
operate as a personal video recorded (PVR). For example, the 
service card 110 may include GBs of ?ash memory that may 
store multimedia content. The service card 110 may include a 
microcontroller suf?ciently strong to operate a recording pro 
cess While streaming the content to the content player on the 
mobile device 102 at the same time. The service card 110 may 
include an application residing on a protected area of the 
memory that Would run a PVR and an Electronic Service 
Guide (ESG) application to enable a user to revieW the con 
tent program and select the programs recording. The DVR 
and ESG application may enable playing back the recorded 
content from the memory. In comparison, the service card 1 1 0 
may include a stronger microcontroller that has an internal 
clock (e.g., an ARM series processor). The service card 110 
may include a special form factor that alloWs the SD interface 
to connect to a SD to USB adaptor for laptop use. In some 
implementations, the service card 110 includes a secure ele 
ment OS to enable the functionality described above. The 
service card 110 may implement a CAS algorithm based on 
content provider’s speci?cation. The secure element OS may 
structure data in the secure element to enable storage of 
subscription data for the end user. The microcontroller OS 
may be capable of personaliZing the secure element by load 
ing/updating user subscription parameters. In addition, the 
microcontroller OS may be capable of presenting the service 
card 110 as SD mass storage to the mobile device 102. In 
addition to operating the memory, secure element, the broad 
cast receiver chipset and the antenna availability, the micro 
controller OS may implement a very fast content Writing 
function on the memory in real-time, receive the ESG in 
real-time from the broadcast content provider 204, and inter 
act With the host device’s content player to display the con 
tent. The secure element may operate as the CAS and sub 
scription storage token because of cryptographic capabilities. 
The device application section may be used to store provider 
speci?c applications that operate from this segment of the 
memory or are installed on the mobile device 102 from this 
segment of the memory. 
[0032] In some implementations, the service card 110 may 
include broadcast applications and WAN connectivity. In this 
case, the user may perform payment to a third party by con 
necting over the intemet and/ or performing peer-to -peer pay 
ment by connecting to another user With the same function 
ality. In some implementations, the service card 110 may 
include broadcast applications and broadcast reception capa 
bilities. In this case, the user may purchase content in real 
time and pay for merchandise advertised over the broadcast 
content in real-time. 

[0033] The content distribution netWork 106 facilitates 
Wireless or Wired communication betWeen the content pro 
viders 104 and any other local or remote computer. The dis 
tribution netWork 106 may be all or a portion of an enterprise 
or secured netWork. While illustrated as single netWork, the 
distribution netWork 106 may be a continuous netWork logi 
cally divided into various sub-nets or virtual netWorks With 
out departing from the scope of this disclosure, so long as at 
least a portion of distribution netWork 106 may facilitate 
communications of transaction information betWeen the con 
tent providers 104. In some implementations, the distribution 
netWork 106 encompasses any internal or external netWork, 
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netWorks, sub-netWork, or combination thereof operable to 
facilitate communications betWeen various computing com 
ponents in system 100. Network 106 may communicate, for 
example, Internet Protocol (IP) packets, Frame Relay frames, 
Asynchronous Transfer Mode (ATM) cells, voice, video, 
data, and other suitable information betWeen netWork 
addresses. Network 106 may include one or more local area 

netWorks (LANs), radio access netWorks (RANs), metropoli 
tan area netWorks (MANs), Wide area netWorks (WANs), all 
or a portion of the global computer netWork knoWn as the 
Internet, and/ or any other communication system or systems 
at one or more locations. In some implementations, the dis 
tribution netWork 106 include the content providers 104a-c. 

[0034] Content provider 104a-c comprises an electronic 
device (e.g., computing device) operable to broadcast con 
tent. In some implementation, the content provider 104 can 
provide broadcast signals that encodes content displayable by 
the service card 110. The content provider 104 may transmit 
one or more of the folloWing: serial programs (e.g., television 
series), movies, neWs, opinions, education content, training, 
sports events, Web pages; advanced blogging sites, travel 
related content, food and/or cooking content; entertainment; 
topical movies and/or videos (e.g., sur?ng, sailing, racing, 
extreme sports, etc.); political content (e.g., campaigning); 
adult content; court and/or trail programming; local-govem 
ment content (e.g., C-SPAN); local programming (e.g., 
Wayne’s World); performing arts (e.g., theater, concerts, 
music videos, etc.); virtual shopping malls; satellite radio 
content (audio only channels); and/ or other content. The pro 
vided content may be in any suitable format such as MPEG, 
streaming, MP3, realtime, WMV, and/or others. In the illus 
trated implementation, the content provider 104 includes a 
conditional access module 124 for authenticating a user and 
associated privileges prior to providing access to services. For 
example, the CAS module 124 may transmit a request for 
information associated With the user such as subscriber ID, 
receiver ID, PIN, username and passWord, and/ or other infor 
mation. Based, at least in part, on information associated With 
the user information, the CAS module 124 may determine 
available services, content, level of services, and/or other 
aspects of the requested foreign service. 
[0035] In some implementations, the service card 110 may 
operate in accordance With one or more of the folloWing 
modes: active receiver; self train; killed; memory; inactive; 
and/or other modes. The service card 110 may operate active 
receiver mode to present the service card 110 as a broadcast 
receiver. In this mode, the service card 110 may execute 
applications access broadcast services through the broadcast 
netWork 108. After the antenna of the service card 110 is 
activated in this mode, the netWork 108 may detect the pres 
ence of the service card 110. In this implementation, the 
mobile device 102 may not require additional softWare to 
access the services. 

[0036] In regards to the self-train mode, the service card 
110 may receive personaliZation information from another 
receiver. In some implementations, the self-train mode can be 
activated by a special action (e.g., a needle point press to a 
small sWitch, entry of an administrative pas sWord via the GUI 
108). In response to at least activating this mode, the service 
card 110 may be con?gured to receive personalization data 
over, for example, the short range Wireless interface from 
another peer service card or a Wired connection With the home 
broadcast receiver. PersonaliZation data received in this mode 
may include encrypted information that is stored in secured 



US 2009/0199283 A1 

memory of the service card 110. In some implementations, 
the service card 110 in this mode may receive the information 
through a Wireless interface of a transmitter and/or others. 
The service card 110 may then synthesize the information 
that corresponds to the user account and personalize an inter 
nal security module that includes, for example, service appli 
cations for accessing services from the provider 104 and 
associated user credentials. The self-train mode may be used 
to re-personalize the service card 110 in the ?eld. In some 
implementations, all previous data can be deleted if the self 
train mode is activated. The self-train mode may be a peer 
to -peer personalization mode Where the card 1 1 0 may receive 
personalization information from another service card 110. 
This mode may represent an additional personalization mode 
as compared With factory, store and/or Over-The-Air (OTA) 
personalization scenarios Which may be server to client per 
sonalization scenarios. In some implementations, the self 
train mode may be a peer-to-peer personalization mode Where 
the service card 110 receives personalization information 
from another service card. Since tWo service cards 110 are 
used in this mode, this mode may be different from a server 
to-client personalization scenario as With a factory, store, and 
OTA personalization. 
[0037] In regards to the inactive mode, the service card 110 
may temporarily deactivate the Wireless interface. In some 
implementations, the inactive mode can be activated through 
the physical interface With the mobile device 102 such as a SD 
interface. In response to at least the activation of the inactive 
mode, the service card 110 may temporarily behave as only a 
mass-memory card. In some implementations, the card 110 
may also enter this state When the reset needle point is 
pressed. In this mode, the service card 110 may preserve 
locally-stored information including user information. In this 
mode, the service card 110 may execute the activation process 
and if successful may return to the active mode. The content 
provider 104 may use this mode to temporarily prevent usage 
in response to at least identifying at least potentially fraudu 
lent activity. 
[0038] In regards to the killed mode, the service card 110 
may permanently deactivate the Wireless interface. In some 
implementations, the killed mode is activated through the 
physical interface With the mobile device 102 such as a SD 
interface. In response to at least the activation of the killed 
mode, the service card 110 may permanently behaves as a 
mass memory stick. In the event that the reset needle point is 
pressed, the service card 110 may, in some implementations, 
not be made to enter any other modes. In addition, the service 
card 110 may delete user information in memory in response 
to at least this mode being activated. In some implementa 
tions, the providers 104 may use this mode to delete data from 
a service card 110 that is physically lost but still connected to 
the broadcast netWork 108. 

[0039] In regards to the memory mode, the service card 110 
may operate as a mass memory stick such that the memory is 
accessible through conventional methods. In some imple 
mentations, the service card 110 may automatically activate 
this mode in response to at least being removed from the host 
device, inserted into a non-authorized host device, and/or 
other events. The service card 110 may be sWitched to active 
mode from the memory mode by, for example, inserting the 
card 110 into an authorized device or may be sWitched from 
this mode into the self-train mode to re-personalize the device 
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for a neW host device or a neW user account. In some imple 

mentations, the memory mode may operate substantially 
same as the inactive mode. 

[0040] In some implementations, the service card 110 may 
be re-personalized/updated such as using softWare device 
management process and/or a hardWare reset. For example, 
the user may Want to re-personalize the service card 110 to 
change host devices, to have multiple host devices, and/or 
other reasons. In regards to the softWare device management, 
the user may need to cradle the neW host device With the 
service card 110 inserted to launch the softWare device man 
agement application. In some implementations, the softWare 
management application can be an application directly 
installed on a client, integrated as a plug-in to a normal 
synchronization application such as ActiveSync, available via 
a broWser plug-in running on the plug-in provider’s Website, 
and/or other sources. The user may log into the application 
and verify their identity, and in response to veri?cation, the 
application may alloW access to a devices section in the 
device management application. The device management 
application may read the service card 110 and display the 
MAC addresses, signatures of the devices that he has inserted 
his plug-in to, and/or other device speci?c information. The 
mobile device 102 may be marked as active and the host 
device may be shoWn as disalloWed or inactive. The applica 
tion may enable the user to update the status of the neW host 
device, and in response to at least the selection, the device 
management application may install the signature on the neW 
host device and mark update the status as alloWable in secure 
memory of the service card 110. The user may be able to also 
update the status of the mobile device 102 to disalloWed. 
OtherWise, both devices may be active and the service card 
110 may be sWitched betWeen the tWo devices. In regards to 
the hardWare reset process, the use may use the reset needle 
point press on the physical service card 110 to activate the 
self-train mode. In this mode, the user data may be deleted 
and have to be reloaded. When the service card 110 is inserted 
into the neW host device, the provisioning process may begin 
as discussed above. 

[0041] In some aspects of operation, the content provider 
104 may transmit information to the mobile host device 102 
using the service card 110 in response to at least an event. The 
information may include, for example, service information 
(e.g., access history), scripts, applications, Web pages, and/or 
other information associated With the content provider 104. 
The event may include completing access to a service, deter 
mining a service card 110 is outside the operating range of a 
broadcast netWork 108, receiving a request from a user of the 
mobile host device, and/or others. For example, the content 
provider 104 may identify a mobile host device 102 associ 
ated With a card 110 that accessed a service and transmit 
service information to the service card 110 using the broad 
cast or cellular core netWork 108. In addition or alternatively, 
the content provider 104 may request information from the 
mobile host device 102, the service card 110 and/or the user 
using the broadcast or cellular core netWork 108. For 
example, the content provider 104 may transmit a request to 
update the Electronic Service Guide to the card 110 through 
the broadcast or cellular core netWork 108. 

[0042] FIG. 2 is a block diagram illustrating an example 
service card 110 in accordance With some implementations of 
the present disclosure. In general, the service card 110 may 
independently receive broadcast signals to present through 
the GUI 108 of the mobile host device 102. The service card 
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110 is for illustration purposes only and may include some, 
all, or different elements without departing from the scope of 
the disclosure. 

[0043] As illustrated, the service card 110 includes an 
antenna 202, an Antenna Control Function (ACF) module 
204, a broadcast receiver 206, a set-top module 208, a CPU 
210 and memory 212. The antenna 202 receives wireless 
broadcast signals such as satellite radio and/or TV. In some 
implementations, the ACF module 204 can selectively switch 
the antenna 202 between an active state and an inactive state 
in response to at least an event. A switching event may include 
a user selection through the GUI 108. In some implementa 
tions, the switching event may be based, at least in part, on 
operational aspects of the mobile host device 102 such as 
completion of presentation of multimedia. In addition, the 
ACF module 204 may dynamically adjust the impedance of 
the antenna 202 to tune the receive frequency. The ACE 
module 204 may selectively switch the antenna 202 on and off 
in response to at least a command from the CPU 210. In some 
implementations, the antenna 202 can be connected through a 
logic gate to allow for code from the CPU 210 to turn the 
antenna 202 on and off through the ACF module 204. 

[0044] The receiver 206 can include any software, hard 
ware, and/or ?rmware con?gured to receive broadcast signals 
using the antenna 202. For example, the receiver 206 may 
convert broadcast signals to set top module processable sig 
nals. In some implementations, the receiver 206 may translate 
a broadcast protocol to a security protocol. For example, the 
receiver 206 may translate to ISO 7816, a stand security 
protocol, and/or others. Broadcast signals may include DVB, 
DMB, FLO and/or MBMS. In some implementations, ISO 
7816 commands may be encapsulated within interface com 
mands used to transmit data between the mobile host device 
102 and the card 110. 

[0045] The set-top module 208 can include any software, 
hardware, and/ or ?rmware con?gured to unscramble broad 
cast signals to a form displayable through the GUI 110. For 
example, the set-top module 208 may launch the CAS appli 
cation to unscramble the broadcast signal to determine 
encoded content and decrypt the encoded content to a pre 
sentable form (e. g., MPEG 4). In some implementations, the 
set-top module 208 may authenticate one or more aspects of 
the mobile host device, user, and/or card 110. In some imple 
mentations, the set-top module 208 may authenticate a user 
by verifying a physical connection with a user using user 
information such as user ID and password, biometric infor 
mation (e.g., ?ngerprint), a PIN entered by the user, a x.509 
type certi?cate that is unique to the user and stored on the host 
device 110, and/or other processes. For example, the set-top 
module 208 may compare user information provided through 
the GUI 108 with user information stored in the local memory 
212. Alternatively or in addition, the set-top module 208 may 
authenticate the mobile host device 102 by comparing a 
device signature with a locally-stored certi?cate. In some 
implementations, the user can select a user-id and password 
or PIN or certi?cate at provisioning time. If this case, the CPU 
210 may instantiate a software plug-in on the host device. For 
example, a software plug-in may request the user for his 
user-id and password or PIN in real time, read a user certi? 
cate installed on the device (e.g., x.509), and/or others. The 
operation of the software plug-in may be customiZed by the 
provider. Regardless, the returned user data may be compared 
with user data stored in the memory 212. In case of a success 
ful match, the ACF module 204 may activate the antenna 202. 
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In case of an unsuccessful match of a certi?cate and/or user 

information, the card 1 1 0 is deactivated. In case of unsuccess 
ful user ID and password match, the user may be requested to 
repeat user-id and password attempts until a successful match 
or the number of attempts exceeds a threshold. The card 
provider may customiZe the attempt threshold. 
[0046] In some implementations, the set-top module 208 
may implement one or more Conditional Access Systems 
with accompanying encryption algorithms to decode broad 
cast signals. For example, the set-top module 208 may 
include or otherwise identify a one or more keys for decoding 
broadcast content. In some implementations, the service card 
110 may execute private key (symmetric algorithms) such as 
Data Encryption Standard (DES), Triple DES (TDES) and/or 
others or public key (asymmetric algorithms) such as RSA, 
elliptic curves, and/or others. For example, the service card 
110 may include one or more encryption keys such as public 
private keys. In connection with decoding signals, the CAS in 
the set-top module 208 may identify a subscription pro?le 
identifying content available to the user. For example, the 
CAS in the set-top module 208 may determine one or more 
broadcast channels available to the user and decode one of the 
available broadcast channels for presenting through the GUI. 
The set top box 208 may present the Electronic Service Guide 
to the user through the GUI. The Electronic Service Guide 
may not only present the choice of channels available to the 
user but may also make available a detailed listing of pro 
gramming content available on each channel. The Electronic 
Service Guide may also interface to the Personal Video 
Recorder application in the card and provide options to the 
user to set up timers to record certain programs. The Elec 
tronic Service Guide may also be periodically updated by the 
service provider through the set top box. 
[0047] The CPU 210 can include any software, hardware, 
and/ or ?rmware that manages operational aspects of the card 
110 independent of the mobile host device 102. For example, 
the CPU 210 may include a runtime environment for execut 
ing broadcast applications for accessing foreign content 
encoded in broadcast signals. In some implementations, the 
CPU 210 may execute one or more of the following: interfac 
ing the mobile host device 102 such as translating between 
protocols; determining operational aspects of the mobile host 
device 102; transmitting commands to the mobile host device 
102 to substantially control one or more hardware compo 
nents (e. g., GUI 108, memory); identifying events associated 
with activating and deactivating the antenna 202; executing 
broadcast applications that present foreign content from the 
provider 104; executing media protocol conversion to adapt 
the content according to the capabilities of the media player 
accessible through the GUI, execute the PVR application to 
record content on the ?ash memory of the card, provide 
access to stored content on the ?ash memory, manage the set 
top box using ISO 7816 interface, mange the broadcast 
chipset using a high-speed IP interface, manage the memory 
using a standard memory controller interface; and/ or others. 
In some implementations, the CPU 210 may transmit to the 
ACF module 204 switching commands in response to an 
event such as a user request, completion of a transaction, 
and/or others. In some implementations, the CPU 210 may 
switch the antenna 202 between active and inactivate mode 
using the ACF module 204 based, at least in part, on a per 
sonaliZation parameter de?ned by, for example, a user, dis 
tributor (e. g., content provider), and/ or others. For example, 
the CPU 210 may activate the antenna 202 when the service 
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card 110 is physically connected to a host device and when a 
handshake with the host device is successfully executed. In 
some implementations, the CPU 210 may automatically 
deactivate the antenna 202 when the service card 110 is 
removed from the host device. In regards to the handshaking 
process, the CPU 210 may execute one or more authentica 
tion processes prior to activating the service card 110 and/or 
antenna 202 as illustrated in FIG. 7. For example, the CPU 
210 may execute a physical authentication, a device authen 
tication, and/ or a user authentication. For example, the CPU 
210 may activate the antenna 202 in response to at least 
detecting a connection to the physical interface with the host 
device (e.g., SD interface) and successful installation of the 
device driver for mass memory access (e.g., SD device driver) 
on the host device. In some implementations, device authen 
tication may include physical authentication in addition to a 
signature comparison of a device signature stored in memory 
212 that was created during ?rst-use (provisioning) to a run 
time signature calculated using, for example, a unique param 
eter of the host device 102. In the event no host device signa 
ture exists in the memory 212, the CPU 21 0 may bind with the 
?rst compatible host device 102 that the card 110 is inserted 
into. A compatible host device 102 may be a device that can 
successfully accomplish physical authentication success 
fully. If a host-device signature is present in the memory 212, 
the CPU 210 may compare the stored signature with the 
real-time signature of the current host device 102. If the 
signatures match, the CPU 210 may proceed to complete the 
bootstrap operation. If the signatures do not match, host 
device 102 may be rejected, bootstrap is aborted and the card 
110 may be returned to the mode it was before being inserted 
into the device. 

[0048] The memory 212 may include a secure and non 
secured section. In this implementation, the secure memory 
212 may store one or more user credentials that are not acces 

sible by the user. In addition, the memory 212 may store 
o?iine Web pages, applications, service history, and/ or other 
data. In some implementations, the memory 212 may include 
Flash memory from 64 MB to 32 GB. In addition, the memory 
212 may be partitioned into user memory and device appli 
cation memory. The memory 212 may store signatures of 
allowed host devices and/or antenna modes. In some imple 
mentations, the memory 212 may include secure portions 
designed to be accessible only by the content provider. 
[0049] FIG. 3 illustrates is a block diagram illustrating an 
example CPU 210 of FIG. 2 in accordance with some imple 
mentations of the present disclosure. In general, the CPU 210 
includes personaliZed modules that receive foreign content 
independent of the mobile device 102. The illustrated CPU 
210 is for example purposes only, and the CPU 210 may 
include some, all or different modules without departing from 
the scope of this disclosure. 

[0050] In some implementations, the service card 110 can 
include a host controller 302, a real-time framework 304, a 
broadcast application 3 06, a real -time OS 308, a high speed IP 
interface 310, a memory controller 312, and a security mod 
ule driver 314. In some implementations, the host controller 
302 includes an interface layer, anAPI/U I layer, a Web server, 
and/ or other elements associated with the mobile host device 
102. The host controller 302 includes interfaces to the host 
device, i.e., physical connection. In regards to the physical 
interface, the host controller 302 may physically interface the 
mobile device 102 using an SD protocol such as MicroSD, 
Mini-SD or SD (full-size). In some implementations, the 
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physical interface may include a converter/ adapter to convert 
between two different protocols based, at least in part, on the 
mobile device 102. In some implementations, the mobile 
device 102 may communicate using protocols such as USB, 
MMC, Firewire, iPhone proprietary interface, and/or others. 
In addition, the host controller 302 may include any software, 
hardware, and/or ?rmware that operates as an API between 
the mobile device 102 and the service card 110. Prior to 
accessing services, the service card 110 may automatically 
install drivers in the mobile device 102 in response to at least 
insertion. For example, the service card 110 may automati 
cally install a microSD device driver in the device 102 to 
enable the service card 110 to interface the mobile device 102. 
In some implementations, the service card 110 may install an 
enhanced device driver such as a Mass Memory with Radio 
(MMR) API. In this implementation, the interface can drive a 
class of plug-ins that contain mass memory as well as a radio 
interface. The MMR API may execute one or more of the 
following: connect/disconnect to/from the MMR controller 
(Microcontroller in the plug-in); transfer data using MM pro 
tocol (e.g., SD, MMC, XD, USB, Firewire); send encrypted 
data to the MMR controller; receive Acknowledgement of 
Success or Error; received status word indicating description 
of error; tum radio on/off; send instruction to the service card 
110 to turn the antenna on with specifying the mode of opera 
tion (e.g., sending mode, listening mode); transmit data such 
as send instruction to controller to transmit data via the radio; 
listen for data such as send instruction to controller to listen 
for data; read data such as send instruction to controller to 
send the data received by the listening radio; and/ or others. In 
some implementations, MMR can be compliant with TCP/IP. 
In some implementations, API encapsulated ISO 7816 com 
mands may be processed by the security module in addition to 
other commands. 

[0051] In some implementations, host controller 302 can 
operate in accordance with the two processes: (1) the service 
card 110 as the master and the mobile device 102 as the slave; 
and (2) the card UT as the master. In the ?rst process, the host 
controller 302 may pass one or more commands to the mobile 
device 102 in response to, for example, insertion of the ser 
vice card 110 into a slot in the mobile device 102, a request 
from the GUI 108, and/ or other events. In some implementa 
tions, the host controller 302 can request the mobile device 
102 to execute one or more of following functions: Get User 

Input; Get Signature; Display Data; Send Data; Receive Data; 
and/or others. The Get User Input command may present a 
request through the GUI 108 for data from the user. In some 
implementations, the Get User Input may present a request 
for multiple data inputs. The data inputs may be any suitable 
format such as numeric, alphanumeric, and/ or other strings of 
characters. The Get Signature command may request the 
mobile device 102 to return identi?cation data such as, for 
example, a phone number, a device ID like an IMEI code or a 
MAC address, a network code, a subscription ID like the SIM 
card number, a connection status, location information, Wi-Fi 
beacons, GPS data, and/ or other device speci?c information. 
The Display Data command may present a dialog to the user 
through the GUI 108. In some implementations, the dialog 
can disappear after a period of time, a user selection, and/or 
other event. The Send Data command may request the mobile 
device 102 to transmit packet data using its own connection to 
the external world (e.g., SMS, cellular, Wi-Fi). The Receive 
Data command may request the mobile device 102 to open a 
connection channel with certain parameters and identify data 
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received through the connection. In some implementations, 
the command can request the mobile device 102 to forward 
any data (e.g., SMS) satisfying certain criteria to be for 
Warded to the service card 110. 

[0052] In regards to the UT as master, the host controller 
302 may execute one or more of the folloWing commands: 

security module Command/Response; Activate/Deactivate; 
Flash Memory Read/Write; Send Data With or Without 
encryption; Receive Data With or Without decryption; URL 
Get Data/URL Post Data; and/or others. The security module 
commands may relate to security functions provided by the 
card and are directed toWards the security module Within the 
service card 110 (e.g., standard ISO 7816 command, propri 
etary commands). In some implementations, the commands 
may include encryption, authentication, provisioning of data, 
creation of security domains, update of security domain, 
update of user credentials after veri?cation of key, and/or 
others. In some implementations, the commands may include 
non security related smart card commands such as, for 
example, read service history commands. The read service 
guide command may perform a read of the Electronic Service 
Guide data stored in the memory 212 of the service card 110. 
In some implementations, certain ?ags or areas of the 
memory 212 may be Written to after security veri?cation. The 
Activate/ Deactivate command may activate or deactivate cer 
tain functions of the service card 110. The Flash Memory 
Read/Write command may execute a read/Write operation on 
a speci?ed area of the memory 212. The Read command may 
be used by the Media Player to receive the streaming content 
selected by the user for vieWing. The Send Data With or 
Without encryption command may instruct the mobile device 
102 to transmit data using a Wireless connection. In addition, 
the data may be encrypted by the service card 110 prior to 
transmission using, for example, keys and encryption capa 
bility stored Within the set-top module 208. The Receive Data 
With or Without decryption command may instruct the service 
card 110 to sWitch to listening mode to receive data from its 
Wireless connection With the cellular core netWork 108. In 
some implementations, data decryption can be requested by 
the security module using, for example, keys and decryption 
algorithms available on the security module, i.e., on-board 
decryption. The URL Get Data/URL Post Data command 
may instruct the host controller 302 to return pages as per 
o?line get or post instructions using, for example, o?line 
URLs. 

[0053] In some implementations, the host controller 302 
may assign or otherWise associate URL style addressing to 
certain ?les stored in the memory 212 (e.g., ?ash) of the 
service card 110. In some implementations, the host control 
ler 302 can locate a ?le using the URL and returns the ?le to 
the GUI 108 using standard HTTP, HTTPS style transfer. In 
some implementations, the de?nition of the ?les can be for 
matted using standard HTML, XHTML, WML and/or XML 
style languages. The ?le may include links that point to addi 
tional of?ine storage locations in the memory 212 and/or 
Internet sites that the mobile device 102 may access. In some 
implementations, the host controller 302 may support secu 
rity protocols such as SSL. The host controller 302 may 
transfer an application in memory 212 to the mobile device 
102 for installation and execution. The host controller 302 
may request the capabilities of the broWser on the device 102 
using, for example, the broWser user agent pro?le, in order to 
customiZe the o?line Web page according to the supported 
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capabilities of the device and the broWser, such as, for 
example, supported markup language, screen siZe, resolution, 
colors and such. 

[0054] As part of the Real time OS, the real-time frame 
Work 304 may execute one or more functions based, at least in 
part, on one or more periods of time. For example, the real 
time frameWork 304 may enable an internal clock available 
on the CPU 210 to provide timestamps in response to at least 
requested events. The real-time frameWork 304 may alloW 
certain tasks to be pre-scheduled such that the tasks are 
executed in response to at least certain time and/or event 
based triggers. This aspect is used by the Real Time OS to 
generate triggers to launch the Personal Video Recorder 
application, Set top box and the broadcast chipset to begin 
reception and recording of the content if the user set timer for 
content recording has been met. In some implementations, 
the real-time frameWork 304 may alloW the CPU 210 to insert 
delays in certain transactions. In some implementation, a part 
of WAP standards called WTAI (Wireless Telephoney Appli 
cation Interface) can be implemented to alloW of?ine broWser 
pages on the card 110 to make use of functions offered by the 
mobile device 102. 

[0055] The broadcast application 306 can include any soft 
Ware, hardWare, and/or ?rmWare that receive broadcast con 
tent. For example, the broadcast application 306 may receive 
a request for content through the GUI and receive the associ 
ated broadcast signal in response to at least the request. In 
some implementations, the broadcast application 306 may 
execute one or more of the following: transmit properties of 
the service card 110; to the broadcast Content Distribution 
System; doWnload the Electronic Service Guide data from the 
Broadcast Content Distribution System; tune the antenna to 
the right frequency based, at least in part, on selection made 
by the user via the Electronic Service Guide vieWed on the 
GUI; receive the broadcasted content based, at least in part, 
on the subscription information; transmit user pro?le and 
authentication data to the content distribution system, receive 
instructions and data to update the Electronic Service Guide, 
receive request from the CPU to begin or end the broadcast 
reception; and/ or other processes. In these case, the broadcast 
application 310 may present media through the GUI 108 that 
is otherWise not accessible by the mobile host device 102, i.e., 
foreign content. 
[0056] The real-time OS 308 may execute or otherWise 
include one or more of the folloWing: real-time frameWork 
304; a host process that implements the physical interface 
betWeen the service-card CPU and the mobile device 102; an 
interface that implements the physical interface betWeen the 
service-card CPU and the security module; a memory-man 
agement process that implements the ISO 7816 physical 
interface betWeen the service-card CPU and the memory 212; 
an application-layer process that implements the API and UT 
capabilities; the ACF module 204; poWer management; and/ 
or others. In some implementations, the real-time OS 308 
may manage the physical interface betWeen the service-card 
CPU and the memory 212 that includes memory segmenta 
tion to alloW certain memory areas to be restricted access 
and/or data buffers/pipes. In some implementations, the CPU 
210 may include a separate memory controller 312 for man 
aging the local memory 212. In some implementations, the 
real-time OS 308 may include a microcontroller OS con?g 
ured to personaliZing the set-top module 208 such as by, for 
example, converting raW data (account number, subscription 
information, user pro?le, receiver ID, CAS parameters) into 
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secure encrypted information. In addition, the microcontrol 
ler OS may present the card 110 as a microSD mass storage to 
the ho st device 102. The microcontroller OS may partition the 
memory 212 into a user section and a protected device appli 
cation section. In this example, the device application section 
may be used to store provider speci?c applications that either 
operate from this segment of the memory or are installed on 
the host device 102 from this segment of the memory. 

[0057] The high speed IP interface 318 may provide the 
hardWare protocol implementation and/or drivers for digital 
streaming content corresponding to the broadcasting signals 
received by the broadcast receiver. For example, the through 
this high speed IP interface, the CPU may receive non-en 
crypted or non-scrambled digital streaming content associ 
ated With free or off-air or non-premium channels. In this 
case, this streaming content is directly made available to the 
media player of the host device after appropriate media pro 
tocol translation if required. For example, through this high 
speed IP interface, the CPU may receive encrypted or 
scrambled digital content associated With premium or sub 
scription channels. In this case, the content is ?rst sent to the 
set-top box for decoding and unscrambling and then for 
Warded to the media player after any appropriate media trans 
lation. 

[0058] FIG. 4 is a schematic diagram 400 of personaliza 
tion of a intelligent card (e.g., the service card 110). In par 
ticular, the intelligent card may be personalized prior to being 
issued to a user, i.e., pre-issuance, or after being issued to a 
user, i.e., post-issuance. In regards to pre-issuance, intelligent 
cards may be personalized in mass batches at, for example, a 
factory. In this example, each intelligent card may be loaded 
With user credentials, security framework, applications, 
o?line Web pages, and/or other data. In some implementa 
tions, a intelligent card may be personalized individually at, 
for example, an electronics retailer branch. In this case, a 
intelligent card may be individually loaded With data associ 
ated With a user after, for example, purchasing the card. As for 
post issuance, the intelligent card may be personalized Wire 
lessly. For example, the service card 110 may be personalized 
through a cellular connection established using the mobile 
device 102. In some implementations, an intelligent card may 
be personalized by synchronizing With a computer such as 
client 104. The service card 110 may receive from an enter 
prise at least associated With the service provider 104 that 
personalization data prior to activation including user creden 
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tials, broadcast applications, personal video recorder appli 
cations and at least one of operational ?ags, rule table or user 
interface. The personalization data present in the card may be 
updated after activation using at least one of the folloWing 
methods: Wireless or over the air messages containing special 
and secure update instructions; intemet or client application 
running on a PC connected to the service card 110 via the host 
device or a card reader; internet application Wirelessly con 
necting to the service card 110 via the host mobile device or 
user interface application of the service card 110 itself, and/or 
other methods. 
[0059] In some implementations, provisioning of the intel 
ligent card can be based, at least in part, on the distribution 
entity (e. g., service provider, Wireless operator, user). For 
example, the intelligent card may be distributed by a service 
provider such as a content provider (for example, DirecTV). 
In the service provider implementation, the intelligent card 
can be pre-provisioned With user accounts. In this case, the 
intelligent card may be activated in response to at least initial 
insertion into a host device. The antenna mode may be set to 
physical authentication only by default. In some examples, 
the user may self-select a user-id/passWord or PIN authenti 
cation to prevent unauthorized use or through a PC cradle and 
plug-in management softWare if the host device does not have 
a screen and keyboard. In the Wireless-operator implementa 
tion, the intelligent card may require device authentication 
before activation. In some examples, the user may provision 
service data (e. g., subscriber pro?le) using one of several 
methods. In addition, the user may add user authentication. In 
the user-provided implementation, the user may acquire the 
intelligent card from, for example, a retail store or other 
channels like OEM host device manufacturers. In this case, 
the user may activate the card in a plurality of different 
devices With provider selected provisioning. 
[0060] In regards to activation, the intelligent card may be 
con?gured in memory mode When user acquires the card 
from, for example a content provider, a Wireless operator, a 
third-party provider, and/ or others. Activation of the card may 
include the folloWing tWo levels: 1) physically, specifying 
antenna availability under a speci?c set of circumstances 
desired by the provider; and b) logically, at the service pro 
vider signifying activation of the broadcast application car 
ried on the card. In some implementations, activation may be 
based, at least in part on device distributor, antenna availabil 
ity selection, and/or type of host device as illustrated in Table 
2 beloW. 

TABLE 3 

Plug-In Initial State 
Plug-in Seller and 
Mode of distribution 

and Antenna 
Availability Choice 

Device Has No Screen/ 
Keyboard 

Device Has Screen & 
keyboard 

Content provider ships Plug-In is in Memory 
Mode, It is ?illy 
personalized With user’s 

participating resellers/ account information and 
Antenna mode is set to 
Physical Authentication 

plug-in directly to the 
subscriber or through 

distributors etc. 

Manual: User has to 
call provider’s number 
to activate his account, 
the Device can only 
Work With a single 
account. User can also 

Ifthe device is capable of 
Wireless access, upon 
insertion, the plug-in 
spaWns a Web page and 
takes the user to content 

provider’s Website. The 
user self activates his 

account by entering his 
account number and 

matching secret personal 
information (home phone 
number for example). The 
user can also optionally 

select a user-id and 

access content 

provider’s site on the 
internet using another 
PC to activate his 
account 














