
US 20090186639A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2009/0186639 A1 

Tsai (43) Pub. Date: Jul. 23, 2009 

rov1s1ona app 1cat1on 0. , , e on ay 54 TELEPHONE METHOD AND APPARATUS 60 P ' ' 1 1' ' N 60/202 692 ?l d M 

8, 2000. 
(76) Inventor: Irving Tsai, NYC, NY (US) 

Publication Classi?cation 
Corres ondence Address: 
IrVingPTsai (51) Int. Cl. 
435 East 70 Street, # 16 - K H04 W 4/12 (200901) 
NYC, NY 10021 (Us) (52) US. Cl. ...................................................... .. 455/466 

(21) App1.No.: 12/319,386 (57) ABSTRACT 

. _ A telephone and telephone answering apparatus and method 
(22) Flled' Mar‘ 31’ 2009 are described for using secondary information embedded in 

Related U s A lication Data audio passages included in phone calls. The telephone and 
' ' PP telephone answering device monitors received calls to auto 

(63) Continuation of application No. 11/977,648, ?led on matically detect fer the presence Of embedded secondary 
Oct. 25, 2007, noW abandoned, Which is a continuation 
of application No. 10/901,732, ?led on Jul. 29, 2004, 
noW abandoned, Which is a continuation of application 
No. 09/848,836, ?led on May 5, 2001, noW Pat. No. 
6,775,557. 

information. Some embodiments merely receive, automati 
cally monitor for the presence of, and use secondary infor 
mation. Other embodiments are also capable of generating 
and of embedding secondary information into audio pas 
sages. 
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TELEPHONE METHOD AND APPARATUS 

[0001] The present application is a Continuation of US. 
application Ser. No. 11/977,648 ?led on Oct. 25, 2007, Which 
is a Continuation of US. application Ser. No. 10/901,732 
Whose ?ling date Was Jul. 29, 2004, Which is a Continuation 
of US. application Ser. No. 09/848,836 Whose ?ling date Was 
May 5, 2001 and is now US. Pat. No. 6,775,557, Which Was 
the non-provisional ?ling of US. Provisional Application 
Ser. No. 60/202,692 Whose ?ling date Was May 8, 2000. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates to a novel telephone 
and telephone ansWering apparatus and method capable of 
using secondary information. The secondary information 
may comprise data, executable instructions, electronic 
addresses, scripting languages, as Well as audio or video 
information. Although not limited thereto, one embodiment 
of the present invention makes use of techniques knoWn in the 
art of data hiding, steganography, and audio Watermarking to 
embed the secondary information into audio passages. 
[0004] 2. Description of RelatedArt 
[0005] Techniques are knoWn in the art for communicating 
more than one type of information Within a single phone call. 
For example, simultaneous voice-data modems permit data to 
be transmitted and voice conversations to be carried on, at the 
same time during a single call. HoWever, Within the SVD 
(simultaneous voice/data) technical art it Would not be pos 
sible to “deposit” data into the message store of a conven 
tional telephone ansWering machine, in such manner that the 
data can be concurrently saved alongside the voice message 
recorded in the ansWering machine memory. Further, it Would 
not be possible to accomplish this Without even having any 
knowledge of the type of ansWering machine involved. Still 
further, there is no teaching in the current art as to hoW 
secondary data might be “deposited” into a conventional tele 
phone ansWering machine that Was designed to do nothing 
beyond recording voice messages, and then later be retrieved. 
There is also no teaching in the current art of telephone 
ansWering devices capable of automatically “listening in” for 
and of utiliZing information, for example, steganographically 
embedded in the telephone call. 

SUMMARY OF THE INVENTION 

[0006] The present invention relates to a telephone and to a 
telephone ansWering device capable of using secondary infor 
mation. More generally, the present invention is directed at a 
method and apparatus for receiving and for making telephone 
calls containing secondary information. The secondary infor 
mation may comprise data, executable content, audio or video 
information; and calls communicated containing such sec 
ondary information may be referred to as being in (RCF) Rich 
Call Format. In one embodiment of the invention, the tele 
phone or telephone ansWering device is capable only of 
receiving, of using, and of forWarding information received in 
Rich Call Format. In another embodiment of the invention, 
the telephone or telephone ansWering device can additionally 
encode secondary information for transmission to another 
location, and thus, of originating the placement of Rich Call 
Formatted calls. It is an object of the present invention is to 
furnish a method and apparatus for using secondary informa 
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tion in Rich Call Formatted calls in a manner that is back 
Wards compatible and fully interoperable With existing art 
telephony equipment and methods. For example, RCF phone 
calls made to current art telephones should be receivable and 
appear substantially the same as ordinary phone calls. Simi 
larly, RCF phone calls made to existing art telephone ansWer 
ing machines should permit Rich Call Formatted phone mes 
sages to be “deposited” in the existing art ansWering 
machines, such that, although the existing art ansWering 
devices Would not be able to use the enhanced capabilities 
afforded by the present invention, they Would still be receiv 
able and appear substantially the same as ordinary phone 
messages. Moreover, an RCF-capable phone or ansWering 
machine Would later be able to retrieve any RCF messages 
deposited into any ansWering device or voice mail box, 
Whether or not that intermediate ansWering device or mail box 
Was itself RCF-capable, and subsequently make use of the 
enhanced services afforded by the present invention. 
[0007] Although by no means limited thereto, the present 
invention draWs on techniques Well established in the art of 
data hiding, steganography, and audio Watermarking to 
embed secondary information in audio passages. Whereas the 
aforementioned technical arts aspire to place data Within a 
host or carrier in a manner substantially perceptually invisible 
to the user of the processed information, the present invention 
desires only that the secondary information be unobtrusively 
presented to the user. Ideally, it is preferred that the stegano 
graphic asymptote of substantially invisible encoding be 
achieved, for communicating secondary information to the 
user. But this is not a requirement of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 shoWs a cellular telephone having means for 
receiving and for sending secondary information. 
[0009] FIG. 2 shoWs an apparatus operatively connectable 
to a conventional cell phone for enabling that cell phone to 
send, receive, and to make use of secondary information in 
accordance With the present invention. 
[0010] FIG. 3 shoWs the process steps of the present inven 
tion. 
[0011] FIG. 4 shoWs a schematic of hoW the external Sound 
Byte Processor of FIG. 2 is in operational communications 
With cell phone 11 and the hands-free headset 
[0012] FIG. 5 shoWs schematic of a cell phone having 
means to use embedded secondary information Without the 
need for connection to an external sound byte processor. 
[0013] FIG. 6 shoWs components internal to DSP Unit 400. 
[0014] FIG. 7 shoWs hoW secondary information embedded 
in an audio host can be communicated in the form of a header 
or trailer. 

[0015] FIG. 8 shoWs one embodiment of a telephone 
ansWering device according to the present invention. 
[0016] FIG. 9 shoWs an external Sound Byte adapter in the 
form of a “Roll Call” processor. 
[0017] FIG. 10 shoWs a docking cradle having a docking 
port for receiving a Roll Call adapter. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0018] The folloWing detailed description is of the best 
presently contemplated mode of carrying out the invention. 
This description is not to be taken in a limiting sense, but is 
made merely for the purpose of illustrating the general prin 
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ciples of the invention. The scope of the invention is best 
de?ned by the appended claims. 
[0019] FIG. 1 shows a cellular telephone 10 having means 
for receiving and for sending secondary information. The cell 
phone 10 includes a dial pad 3 used typically for entering 
telephone numbers, and a display screen 2 for displaying 
information. Cell phone 10 is also shoWn With a keyboard 5 in 
FIG. 1. Keyboard 5 is depicted as attached to the body of cell 
phone 10 as a lid, permitting the keyboard and body of the 
phone to be closable in a clam-shell fashion. This con?gura 
tion is for illustrative purposes only, and the invention is not in 
any Way restricted by the speci?c manner in Which a keyboard 
is provided to the cell phone. For instance, keyboard func 
tionality may be fumished by the dial pad 3; or, the display 
means 2, in embodiments in Which it has touch sensor capa 
bility, may itself supply keyboard function in the form of a 
virtual keyboard. These possibilities are appreciated by per 
sons skilled in the art. In accordance With the present inven 
tion, cell phone 10 is capable of receiving and of using sec 
ondary information that has been embedded in an audio host, 
and received by cell phone 10. This use of secondary infor 
mation may take place While a call is in progress, or after a call 
has terminated. Cell phone 10 monitors, or “listens in” on the 
call in progress. The audio signal is sampled for the presence 
of embedded information. When embedded information is 
detected, it is extracted. The process may involve caching, or 
temporarily storing, portions of the audio stream to be pro 
cessed. The entire call, or a large portion of the audio stream 
constituting the call, may also be stored ?rst, to be processed 
later. Techniques for accomplishing this, of encoding and 
decoding embedded data in a host, and of sampling to detect 
the presence of embedded data are Well knoWn in the stega 
no graphic and audio Watermarking art, and are understood by 
persons skilled in these ?elds. Extracted secondary informa 
tion may be displayed on display means 2 and/ or played over 
the phone’s speaker. Extracted secondary information may 
comprise text, Web pages, URL’s, virtual machine language 
code or other executable content, scripts, audio or video data, 
still or moving images, as Well as any type of information data 
may be knoWn in the art to encode for. Also, Whereas FIG. 1 
illustrates the principle of the present invention using a cel 
lular telephone, the invention is not limited to this case, and 
also embraces desktop Wired telephone equipment. 
[0020] FIG. 2 illustrates a cell phone 11 that does not itself 
have the ability to send or receive secondary information. Cell 
phone 11 is therefore typical of current art cellular phone 
equipment. Unit 50 represents an apparatus operatively con 
nectable to cell phone 11 for enabling cell phone 11 to send, 
receive, and to make use of secondary information in accor 
dance With the present invention. Cable 15 connects unit 50 to 
phone 11, such as via the 2.5 millimeter jack supplied on 
phone 11 for use With “hands free headsets”. A “hands free 
headsets” is illustrated in FIG. 2. Rather than being connected 
directly into telephone 11 as is customary, it is shoWn con 
nected to unit 50 via cable 34. An earphone is shoWn as 33. 31 
represents a microphone; and 35 is an over-the-ear clip for 
supporting the headset assembly. Unit 50 includes a keyboard 
21 for alphanumeric and symbolic data entry, and a display 
means 23 for displaying information. Because unit 50 is 
attached to cell phone 11 via the headset port of the phone, 
unit 50 is able to monitor the audio stream received by and 
sent from cell phone 11. Unit 50 thus “listens in” on calls 
placed and received by the cell phone 11. A user is able to talk 
using the hands-free headset connected to unit 50 via cable 
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34. The audio information traveling into earphone 33 and into 
and out of microphone 31 passes through cable 34 into unit 
50, and through cable 15 from unit 50 into cell phone 11. 
Secondary information that has been embedded in an audio 
host, and communicated to cell phone 11, for example by cell 
phone 10 Which capable of originating and of placing Rich 
Call Formatted calls, can be extracted by unit 50. The 
extracted information can be displayed on screen 23. Key 
board 21 may be used to input data that is to be embedded in 
an audio host, for communication to another device that pos 
sesses the means to make use of such secondary information; 
for example, cell phone 10 of FIG. 1 or cell phone 11 of FIG. 
2 With unit 50 attached. 

[0021] FIG. 3 diagrams the process steps of the present 
invention. When an incoming call 301 is received, such as by 
phone 10 of FIG. 1, or by ansWering machine 100 of FIG. 6, 
or phone 11 of FIG. 2, the call is ansWered 300, and then the 
incoming signal comprising the call is said to be handled 310. 
By handling the call, it is meant that the call may be connected 
directly 3 17 to the mouth piece and hearing piece of phone 1 0; 
or to microphone 31 and earphone 33 of phone 11; or else to 
speakerphone 102 of ansWering machine 100. The incoming 
signal comprising the call may also be directly 311 saved 335 
in a storage means 355, as is the familiar procedure for an 
ansWering machine. The incoming call may also be re-routed 
315 to another device. The incoming signal comprising the 
call may also be monitored 320, to detect for the presence of 
secondary information embedded in the signal. Therefore, the 
call may be monitored as it is being sent 314 to storage, in 
contrast to simply being directly 311 sent to storage. When 
the call is monitored 320, it is sampled to detect for the 
presence of embedded secondary information in a manner 
Well knoWn in the art of steganography and audio Watermark 
ing. Portions of the information signal may be temporarily 
stored, or cached, to facilitate processing, Whether or not the 
entire signal stream is saved. When embedded secondary 
information is detected, it is extracted 325. Techniques for 
detecting, encoding, and extracting information embedded in 
a host or carrier are fundamental to the science of steganog 
raphy and audio Watermarking, and these considerations are 
readily understood by persons skilled in the art. The extracted 
secondary information, Which may comprise data, com 
mands, scripts, etc. may be saved 345 in a storage means 357. 
They may also be executed 330, or formatted for output 360. 
Extracted commands and scripts may control: hoW an incom 
ing call is handled 331; hoW an incoming signal is to be saved 
333; hoW an incoming signal that has previously been saved is 
retrieved for processing 337; hoW secondary information that 
has been extracted is saved 339; or hoW secondary informa 
tion extracted and saved earlier is retrieved 341. 

[0022] FIG. 4 shoWs hoW the external Sound Byte Proces 
sor (SBP) 50 of FIG. 2 is in operational communications With 
cell phone 11 and the hands-free headset. The audio signal 
from cell phone 11 is passed to a (DSP) Digital Signal Pro 
cessing unit 400 via Remote(ln) line 450. Cable 15 supplies 
the external electrical connection betWeen Sound Byte Pro 
cessor 50 and cell phone 11. The output signal from SBP 50, 
namely Remote(Out) 455, goes to cell phone 11 for transmis 
sion to another telephonic location. The signal from micro 
phone 31, carried by cable 34, travels into DSP Unit 400 via 
the Local(ln) line 460. Similarly, the audio output of SBP 50 
to earpiece 33 is shoWn as Local(Out) 465. DSP Unit 400 
supplies the signal processing means to monitor an incoming 
call received by cell phone 11, and Which has been input to 
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DSP Unit 400 via Remote(In) line 450, for secondary infor 
mation. The secondary information has been embedded using 
stegano graphic and audio Watermarking techniques knoWn in 
the art. FIG. 6 illustrates an exploded vieW of components 
internal to the DSP Unit 400. 

[0023] In FIG. 6, Remote(In) Signal 450 entering DSP Unit 
400 of Sound Byte Processor (SBP) 50 is fed to analog to 
digital conversion unit (A/D) 505. The analog audio signal is 
placed on Analog Bus Line 551 via line 563. The digital 
representation of the analog signal is placed on secondary 
digital audio bus 553 via line 561. Microprocessor Unit 520 
takes the stream of digital data representative of the audio 
signal from bus 553, and processes it in accordance With 
principles knoWn in the art of steganography and audio Water 
marking, to detect and extract secondary information embed 
ded Within the audio signal. High speed memory unit 525 is 
provided to facilitate processing and can serve as a cache 
memory for portions of the digitiZed audio stream. Although 
not shoWn for purposes of simpli?cation, A/D Unit 505 also 
contains a memory unit of its oWn. Microprocessor block 520 
can talk to A/D Unit 505 via primary bus 555 to request, or 
fetch, data contained in the A/ D unit’s proprietary memory. A 
data fetch request sent to A/D Unit 505 causes the requested 
data to be placed onto bus 553 via line 561. It is then acces 
sible to the Microprocessor block 520. Extracted secondary 
information can be placed into memory unit 530 via DSP 
unit’s primary bus, 555. Interface unit 540, using primary bus 
555, accesses information in memory 530, and can send the 
information via line 451 to processing unit 410. Interface unit 
540 also possesses access to a common memory block 535 
into Which data, such as extracted secondary information, can 
be stored. As skilled artisans Would recogniZe, the kind of 
compartmentaliZation employed permits parallel processing 
to occur. For example, signal processing, secondary informa 
tion processing, and secondary information handling and 
execution can occur in parallel. 

[0024] Processing unit 410 handles and executes com 
mands, scripts, and data contained in the secondary informa 
tion. For example, processing unit 410 can execute virtual 
machine language commands; it can interpret scripts such as 
VB-script or JAVA script; and can process HTML informa 
tion. Unit 410 may also pass data to output processing unit 
445 Which can provide hardWare implementations of data 
formats such as MPEG or MP3. These concepts are Well 
understood by skilled artisans. 
[0025] Secondary information may be embedded for trans 
mission to another location by the Sound Byte Processor 50. 
As illustrated in FIG. 2 SBP 50 is equipped With a keyboard 
21. Keyboard input is sent to Input Processor 440, Which 
forWards the character codes entered from the keyboard to the 
Processing Unit 410, Which runs the softWare application that 
uses the data input from keyboard 21. Processing Unit 410 
passes the data to be embedded in an audio carrier using 
steganographic or audio Watermarking techniques to the DSP 
Interface Unit 540; DSP Interface Unit 540 may store this 
data in common memory block 535. Interface unit 540 pre 
pares the data stored in memory block 535 for embedding in 
the audio host. Microprocessor block 520 embeds the data 
and passes the data representative of the host containing the 
embedded secondary information to the Digital to Analog 
Conversion Unit (A/D) 510, via bus 553. D/A Unit 510 is in 
operational communications With the Microprocessor Block 
520 and the Interface Unit 540, via primary bus 555. The 
analog signal output by D/A Unit 510 is ampli?ed by ampli 
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?cation unit 425, and by Way of the Remote(Out) line 455, the 
analog audio signals containing the embedded secondary 
information are communicated to cell phone 11, via electrical 
cable 15. Cell phone 11 can then transmit the audio passage 
having the secondary information embedded in it, as it Would 
any other audio passage that has been input from either the 
microphone of cell phone 11, or input from the microphone of 
the hands-free headset connected to cell phone 11. As 
depicted in FIG. 5, With a cell phone such as cell phone 10 of 
FIG. 1 Whichpossesses the integrated means to use embedded 
secondary information Without the need for connection to an 
external sound byte processor such as SBP 50, the transmis 
sion unit of cell phone 10 is not connected to ampli?cation 
unit 425, but is connected directly via line 1455 to DSP unit 
400. This is because the transmission unit of cell phone 10 has 
direct access to bus 553, as Well as to buses 551 and 555. The 
transmission unit of cell phone 10 has direct access to the 
digital data stream representative of the audio signal to be 
transmitted. This collective access of the transmission unit of 
cell phone 10 to buses 553, 551, and 555 is denoted as line 
1455 in FIG. 5. 

[0026] FIGS. 7(a) and 7(b) illustrate hoW secondary infor 
mation embedded in an audio host can be communicated in 
the form of a header or trailer. With the present invention, 
secondary information is embedded in an audio carrier or host 
using methods knoWn in the art of data hiding, steganography, 
or audio Watermarking. The audio host may be the primary 
audio passage, such as the audio passage constituting the 
telephone conversation itself. In accordance With the present 
invention the carrier may also consist of a host signal supplied 
speci?cally to act as the carrier. Secondary information is 
then embedded in this supplied carrier, and the resultant audio 
passage having the just-embedded secondary information is 
then communicated along With the audio information com 
prising the actual telephone conversation. In FIG. 7(a) a sce 
nario is depicted Wherein the audio passage containing the 
embedded secondary information is communicated tempo 
rally ahead of the telephone conversation. The former is 
shoWn as Header 210 and the latter is depicted as the Mes 
sage-Body 200. Header 210 is shoWn commencing at time 
tIO to illustrate that it temporally precedes Message-Body 
200. FIG. 7(b) shoWs a scenario Wherein the audio passage 
containing the embedded secondary information is commu 
nicated temporally after the telephone conversation, as a 
trailer 220. In FIG. 7(b) the Message-Body 200 is shoWn 
commencing at time tIO to illustrate that it temporally pre 
cedes trailer 220. The supplied audio carrier can be in the 
form of a passage of music. Or, it can comprise a pre-recorded 
announcement. Equally, it can be in the form of What is often 
referred to as “White noise”; such as the sound of rain falling, 
or of the Wind hoWling, or of a Waterfall, or brook. Secondary 
information may be embedded into such audio hosts. After 
embedding, the already embedded carriers can be spliced into 
the communications stream as a header or trailer, as described 
earlier. The already embedded carriers may also be acousti 
cally mixed With the primary audio passage (such as the 
conversation) to create a resultant audio passage that appears 
to be an ordinary phone conversation in a slightly noisy envi 
ronment. For instance, to create a resultant audio passage that 
sounds like a conversation Withbackground sounds like back 
ground music, or background conversation, or background 
noises like a Waterfall, or Wind, or rain, etc. This background 
“White noise”, or course, is in actuality serving as a vector for 
embedded secondary information. In the case of an ansWering 
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machine, the embedded secondary information, which may 
be content such as a link or the data comprising a personal 
web page, canbe communicated to the caller who has reached 
the answering machine, during the OGM (Out Going 
Announcement); in addition to via a header or trailer. 

[0027] FIG. 8 shows an embodiment of a telephone answer 
ing device according to the present invention. The telephone 
answering device 100 includes a speaker 102, microphone 
107 and display screen 106. Electrical cable 95 represents a 
data bus line for placing telephone answering device 100 in 
operational communications with networked appliances. 
Electrical cable 94 connects the answering device to power 
outlet 98, but also permits device 100 to maintain operational 
communications with networked appliances via signals sent 
and received through the home electrical wiring, for example, 
using techniques known in the art to the Home Plug Organi 
Zation. Cable 93 connects the answering device 100 to tele 
phone wall outlet 97, permitting telephone calls to be received 
as well as sent by device 100; but also permitting device 100 
to talk to networked appliances via the home phone line 
wiring, for example, using techniques known in the art to the 
Home Phoneline Networking Association. Telephone 
Answering Device 100 operates in accordance with FIG. 3 
through FIG. 6. 
[0028] FIG. 9 shows an external Sound Byte adapter in the 
form of a “Roll Call” processor 70. Roll Call processor 70 
operates in simplex mode, as it permits secondary informa 
tion to be received, extracted, and used; but does not furnish 
means to embed new secondary information. A hands-free 
headset is shown, similar to the one illustrated in FIG. 2. Cell 
phone 12 is connected to the adapter via cable 15. A set of 
controls 72 permit the various functions of the Roll Call 
adapter 70 to be accessed. Display screen 79 is supplied to 
display text messages such as those of secondary information 
from calls received by phone 12 and extracted by adapter 70. 
Scroll knob 77 permits messages to be scrolled in the display 
screen 79. Speaker 74 is used to play audio passages received 
and stored in Roll Call adapter 70. Audio passages containing 
embedded secondary information can be played into the 
mouthpiece of pay telephones, or into the microphone of 
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answering machines. This enables transfer of embedded con 
tent in audio passages in environments where it is impossible 
or inconvenient to cable a connection to the other device. It 
also facilitates the use of embedded content in audio passages 
as passwords, or as part of a dual component passcode. In a 
dual component dynamic passcode system, phone 12 can 
receive a single use passcode from some issuing authority. 
That single use passcode can be applied as one half of the full 
passcode, to enable the bearer of the codes access to some 
privilege. The audio passage containing the passcode can be 
played by speaker 74 of Roll Call processor 70 into the 
verifying device. 
[0029] FIG. 10 shows a docking cradle 90 having a docking 
port for receiving Roll Call adapter 70. The docking cradle 
furnishes battery charging services to adapter 70, as well as 
connections to phone lines 93, to electrical lines 94, and to 
computational networks 95. Phoneline 93 can provide net 
working access in accordance with principles known to the 
Home Phoneline Networking Association. Similarly, power 
connector 94 can provide networking access in accordance 
with principles known to the Home Plug Networking Orga 
niZation. Roll Call adapter 70 can serve as an answering 
machine when docked in cradle 90. It can also furnish as well 
as share processing capabilities to and with other appliances 
linked via the network with which it is connected in the 
aforementioned ways. 

I claim: 
1. A cellular communications apparatus comprising: 
means for communicating over a cellular communications 

network; 
means for receiving information over the cellular commu 

nications network in Rich Call Format; 
means for extracting steganographically encoded second 

ary information from information received over the cel 
lular communications network in Rich Call Format, and 

means for using said extracted steganographically encoded 
secondary information from said information received 
over the cellular communications network in Rich Call 
Format. 


