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SYSTEM AND METHOD FOR MOVEMENT 
DETECTION AND CONGESTION RESPONSE 

FOR TRANSPORT LAYER PROTOCOL 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This is a continuation of application Ser. No. 
10/371,965, ?led Feb. 21, 2003, to issue as US. Pat. No. 
7,366,096 on Apr. 29, 2008, the content ofWhich is incorpo 
rated herein by reference in its entirety. 

FIELD OF THE INVENTION 

[0002] This invention relates in general to communica 
tions, and more particularly to transport layer mobility detec 
tion and corresponding congestion response to accommodate 
situations involving user mobility. 

BACKGROUND OF THE INVENTION 

[0003] While computers are still used for their traditional 
processing purposes, advances in communication infrastruc 
tures and protocols have turned standard computing devices 
into valuable communication tools. Computers communicate 
With each other, and With other electronic devices, over net 
Works ranging from local area netWorks (LANs) to Wide 
reaching global area netWorks (GANs) such as the Internet. 
Other electronic devices have experienced similar transfor 
mations, such as mobile phones, personal digital assistants 
(PDAs), and the like. Today, these Wireless devices are being 
used for a variety of different types of communication. For 
example, current and anticipated mobile phone technologies 
have transformed these Wireless devices into poWerful com 
munication tools capable of communicating voice, data, 
images, video, and other multimedia content. PDAs, once the 
portable calendaring and organizational tool, noW often 
include netWork communication capabilities such as e-mail, 
Internet access, etc. With the integration of Wireless and land 
line netWork infrastructures, a multitude of information types 
can be conveniently communicated betWeen Wireless and/or 
landline terminals. 
[0004] A primary enabler for such peer-to-peer communi 
cations is the advancement and integration of networking 
technologies. In order to facilitate open platforms and 
interoperability, data communications models have been 
established. A Well-knoWn architectural model is the Interna 
tional Standards OrganiZation’s (ISO) Open Systems Inter 
connect (OSI) reference model. The standard OSI reference 
model, also referred to as the protocol stack, includes seven 
layers that de?ne the functions of communications protocols. 
Each layer of the model represents a function that is to be 
performed When data is betWeen peer applications across a 
netWork(s). Within a functional layer, any number of proto 
cols may be used to provide a suitable service to the function 
of that layer. The protocols of a layer communicate With peers 
of an analogous protocol in that layer on a remote system or 
device. There are also rules de?ning hoW the information is 
passed betWeen layers Within the stack. 
[0005] One layer of the protocol stack is the transport layer. 
The function of this layer is to guarantee that the receiving 
device receives data just as it Was sent. Some transport layer 
protocols are considered “connectionless,” in that there is no 
handshaking to “establish” a virtual connection betWeen 
sending and receiving devices. The User Datagram Protocol 
(UDP) is an example of one such connectionless transport 

Jul. 23, 2009 

layer protocol. HoWever, other transport layer protocols pro 
vide a reliable, connection-oriented, byte-stream communi 
cation. These protocols Will retransmit data for lost or dam 
aged segments, and also establish logical end-to-end 
connections betWeen the communicating hosts using hand 
shaking techniques. 
[0006] One Well-knoWn connection-oriented transfer layer 
protocol is the Transmission Control Protocol (TCP). TCP is 
the predominant transfer layer protocol used in Internet data 
transmissions. TCP provides reliability by retransmitting data 
unless it receives an acknowledgment from the receiving 
device that the data successfully arrived at the receiving 
device. TCP also utiliZes a handshake to establish the logical 
end-to-end connection betWeen the communicating devices. 
This protocol also vieWs data as a continuous stream, and 
maintains the sequence in Which bytes/octets are sent and 
received to facilitate this byte-stream characteristic. 
[0007] The Stream Control Transmission Protocol (SCTP) 
is another connection-oriented transport layer protocol, 
Which provides all the transport services that TCP provides. 
SCTP provides various functions that are different than that 
provided by TCP hoWever, such as multi-streaming and 
multi-homing. Brie?y, multi-streaming alloWs data to be par 
titioned into multiple streams that have the property of being 
delivered independently, so that segment/ packet loss in any of 
the streams Will only affect delivery Within that stream and 
not in other streams. Another core feature of SCTP is multi 
homing, Which refers to the ability for a single SCTP endpoint 
to support multiple IP addresses. 
[0008] Existing connection-oriented transport layer proto 
cols, such as TCP and SCTP, Were designed under the 
assumption that the end-to-end path of such protocol connec 
tions does not change during a session, and therefore the 
congestion control algorithms are triggered solely on packet 
loss or timeout information. A change in the end-to-end path 
may occur in Wireline IP netWorks due to router failure or load 
balancing, hoWever this does not occur very frequently. In 
addition, a change in route due to router failure nearly alWays 
results in TCP timeouts, since all the packets associated With 
the “old” route are lost. 

[0009] But With user mobility the standard transport layer 
protocol assumption, that the end-to-end path of a such pro 
tocol connections does not change during a session, does not 
hold true. A receiver or sender may move from one netWork or 

sub-netWork (“subnet”) to another netWork/subnet. This is 
particularly true in the case of mobile devices, Which can 
move from location-to-location, cell-to-cell, netWork-to-net 
Work, etc. When there is a change of netWorks/subnets, the 
entire end-to -end path betWeen the sender and receiver might 
change completely. A complete change in the end-to-end path 
may take place, for example, if a TCP receiver uses Mobile 
IPv6 With route optimiZation to move from one subnet to 
another. The end-to-end path may also change Where the 
receiver uses a ?rst path in a ?rst Wireless “cell,” and uses a 
second path When it moves to a second Wireless cell. In such 
a case, the buffering capacity on the ?rst and second paths 
may be signi?cantly different from one another. In such a 
case, the sender’s current estimate of the buffering capacity 
based on the ?rst path, may be inaccurate With respect to the 
neW second path on Which communication is noW estab 
lished. A bad estimate of such buffering capacity can result in 
buffer over?oW and consequently additional netWork conges 
tion on the neW path, ultimately reducing the throughput for 
the connection due to “timeouts.” 
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[0010] Accordingly, there is a need in the communications 
industry for a manner of improving transport layer through 
put and reducing netWork congestion in situations involving 
host mobility. The present invention ful?lls these and other 
needs, and offers other advantages over the prior art netWork 
congestion approaches. 

SUMMARY OF THE INVENTION 

[0011] To overcome limitations in the prior art described 
above, and to overcome other limitations that Will become 
apparent upon reading and understanding the present speci 
?cation, the present invention discloses a system, apparatus 
and method for detecting host mobility and providing an 
appropriate congestion response to accommodate situations 
involving user mobility 
[0012] In accordance With one embodiment of the inven 
tion, a method is provided for determining netWork capacity 
and managing netWork congestion in response to a change in 
an end-to-end communication path betWeen a sender host and 
a receiver ho st. The method includes receiving, at the sender 
host, a receiver mobility noti?cation from the receiver host. 
The sender host determines Whether the receiver host has 
moved from a ?rst subnet to a second subnet, using the 
receiver mobility noti?cation. If the sender host determines 
that the receiver host has moved from the ?rst subnet to the 
second subnet, a congestion state at the sender host is reset to 
correspond to the neW end-to-end communication path estab 
lished betWeen the sender host and the receiver host in the 
second subnet. 
[0013] According to more particular embodiments of such 
a method, receiving the receiver mobility noti?cation 
involves receiving the receiver mobility noti?cation at the 
sender host by Way of a transport layer protocol, such as TCP, 
SCTP, etc. In accordance With another particular embodiment 
of such a method, receiving the receiver mobility noti?cation 
involves receiving a mobility ?ag in a header ?eld of seg 
ments sent from the receiver host to the sender host. For 
example, the mobility ?ag may include one or more bits of the 
header ?eld, Where a ?rst state of the mobility ?ag indicates 
that no receiver movement has occurred from the ?rst subnet 
to the second subnet, and Where a second state indicates that 
such movement has occurred. 
[0014] In accordance With another embodiment of the 
invention, a method is provided for determining netWork 
capacity and managing netWork congestion in response to a 
change in an end-to-end communication path betWeen a 
sender host and a receiver host. The method includes deter 
mining Whether the receiver host has moved from a ?rst 
subnet to a second subnet. Where the receiver host moves to 
a neW location in such a manner, it results in a neW end-to -end 
communication path betWeen the sender and receiver hosts at 
the transport layer. The sender ho st is noti?ed of the receiver 
ho st’s movement via a transport layer protocol. The receiver 
movement is detected at the sender host using the transport 
layer noti?cation. In response, a congestion state at the sender 
host is reset to accommodate the neW end-to-end communi 
cation path. 
[0015] In accordance With another embodiment of the 
invention, a host device is provided for communicating data 
With at least one remote device capable of moving betWeen 
subnets during communication With the host device. The host 
device includes a memory to store a remote subnet ?ag that 
identi?es a most recent state of the remote device’s location 
knoWn to the host device. A retransmission queue is provided, 
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Which collects non-acknowledged transport layer segments 
sent from the host device to the remote device. The state of the 
remote subnet ?ag at the time of transmitting the transport 
layer segments is thus stored With each of the transport layer 
segments in the retransmission queue. The host device 
includes a processor (circuit-based, chip-based, etc.) that is 
con?gured to compare the state of the remote subnet ?ags of 
the transport layer segments With a mobility ?ag in each 
corresponding acknowledgment segment provided by the 
remote device. The processor directs the resetting of a con 
gestion state of a communication path betWeen the host and 
remote devices, if the mobility ?ag indicates relocation of the 
remote device from the ?rst subnet to the second subnet. 
[0016] In accordance With another embodiment of the 
invention, a system is provided for facilitating data commu 
nication With at least one netWork including a plurality of 
subnets. The system includes at least one sender device for 
transmitting transport layer segments, and at least one 
receiver device for receiving the transport layer segments. 
The sender device includes a memory to store a remote subnet 
?ag identifying a most recent state of the receiver device’s 
location knoWn to the sender device. The sender device fur 
ther includes a retransmission queue of non-acknowledged 
transport layer segments sent from the sender device to the 
receiver device, Where the state of the remote subnet ?ag at 
the time of transmitting the transport layer segments is stored 
With each of the transport layer segments in the retransmis 
sion queue. The sender device also includes a processor con 
?gured to compare the state of the remote subnet ?ags of the 
transport layer segments With a mobility ?ag in each corre 
sponding acknowledgment segment provided by the receiver 
device. The processor is further con?gured to reset a conges 
tion state of a communication path betWeen the sender and 
receiver devices if the mobility ?ag indicates relocation of the 
receiver device from the ?rst subnet to the second subnet. In 
one embodiment, the receiver device at any given time may 
transmit data, in Which case it serves as a sender device. In 
such a case, the receiver device may also include the memory, 
retransmission queue, and processor to perform the functions 
of a sender device. 
[0017] In more particular embodiments of such a system, a 
destination cache may also be provided, Which is coupled to 
the receiver device to store receiver point of attachment infor 
mation to the netWork. The receiver device sets the mobility 
?ag to a state dependent on Whether the receiver point of 
attachment has changed. In another particular embodiment, 
the netWork represents one or more of a Wireless and a land 

line netWork, and in a more particular embodiment, the net 
Work includes a cellular netWork having a plurality of cells, 
Where each of the cells corresponds to one of the plurality of 
subnets. 
[0018] These and various other advantages and features of 
novelty Which characterize the invention are pointed out With 
particularity in the claims annexed hereto and form a part 
hereof. HoWever, for a better understanding of the invention, 
its advantages, and the objects obtained by its use, reference 
should be made to the draWings Which form a further part 
hereof, and to accompanying descriptive matter, in Which 
there are illustrated and described speci?c examples of an 
apparatus in accordance With the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The invention is described in connection With the 
embodiments illustrated in the folloWing diagrams. 
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[0020] FIG. 1 is a block diagram illustrating the change of 
data paths as a result of a receiving host migrating to a neW 

subnet; 
[0021] FIG. 2 is a block diagram illustrating one manner in 
Which host mobility may be detected and a response to a neW 
congestion situation for the neW path may be managed in 
accordance With the present invention; 
[0022] FIG. 3 is a diagram illustrating a representative TCP 
header incorporating an indicator from Which host mobility 
can be determined in accordance With the principles of the 
present invention; 
[0023] FIG. 4 is a block diagram illustrating an exemplary 
manner in Which user mobility can be detected in accordance 
With the present invention; 
[0024] FIG. 5 is a How diagram illustrating one embodi 
ment for detecting remote host mobility in accordance With 
the present invention; 
[0025] FIG. 6 illustrates an operational example of one 
manner in Which a TCP sender detects changes in the point of 
attachment of a TCP receiver; 
[0026] FIG. 7 is a How diagram illustrating one embodi 
ment of an initialiZation and mobility detection methodology 
in accordance With the present invention; 
[0027] FIG. 8, including FIGS. 8A and 8B, is a How dia 
gram illustrating one embodiment of a method for providing 
a congestion response after mobility detection, Where no TCP 
options are utiliZed; 
[0028] FIG. 9 is a How diagram illustrating another 
embodiment of a method for providing a congestion response 
after mobility detection, Where TCP options are utiliZed; 
[0029] FIG. 10 is a How diagram of an exemplary method in 
accordance With the present invention for determining net 
Work capacity and managing netWork congestion in response 
to a change in an end-to-end communication path betWeen 
sender and receiver hosts; and 
[0030] FIG. 11 is a block diagram of a representative 
mobile terminal computing system capable of carrying out 
operations in accordance With the invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

[0031] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
closure, as it appears in the Patent and Trademark O?ice 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 
[0032] In the folloWing description of the exemplary 
embodiment, reference is made to the accompanying draW 
ings Which form a part hereof, and in Which is shoWn by Way 
of illustration various embodiments in Which the invention 
may be practiced. It is to be understood that other embodi 
ments may be utiliZed, as structural and operational changes 
may be made Without departing from the scope of the present 
invention. 
[0033] As set forth above, connection-oriented transport 
layer protocols such as TCP and SCTP Were designed under 
the assumption that the end-to-end path using such protocol 
connections does not change during a session, and therefore 
the congestion control algorithms are triggered solely on 
packet loss or timeout information. HoWever, this assumption 
does not hold true in certain situations. For example, in cel 
lular netWorks and netWorks using Mobile-IP (v4, v6) for 
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example, the end-to-end path may change due to user mobil 
ity. More particularly, a mobile terminal user may move from 
one netWork or sub-network (“subnet”) to another, thereby 
inherently changing the path betWeen the mobile terminal and 
the netWork element(s) to Which it Was communicating prior 
to the change of subnets. The present invention provides a 
“lightweight” mobility detection scheme and corresponding 
congestion response methodology that may be used effec 
tively When there is such a change of subnets. As used herein, 
the term “subnet” may include a portion of a netWork, or may 
refer to the entire set, i.e., netWork, to Which the subnet is 
associated. 

[0034] More particularly, TCP and other connection-ori 
ented transport layer protocols dynamically measure end-to 
end netWork capacity to avoid packet loss due to buffer over 
?oWs. The netWork capacity is measured in terms of 
BandWidth Delay Product (BDP), and is maintained as a 
congestion control state by the TCP sender. As is knoWn in the 
art, BDP generally refers to a measure of buffering capacity of 
all the routers on an end-to-end path in a netWork. The con 
gestion state re?ects the sender’s estimate of the netWork’s 
buffering space. In order to compute such an estimate, the 
sender may gradually increase the number of packets sent into 
the netWork, and may then rely on the acknowledgements 
(ACKs) received in order to dynamically adjust to the 
changes in the netWork. This method of estimation, hoWever, 
implicitly assumes that the buffers being used remain the 
same for eachpacket sent into the netWork. In other Words, the 
sender assumes that the end-to-end path of the netWork 
remains the same throughout the lifetime of the connection. 

[0035] HoWever, the entire end-to-end path of the netWork 
may change due to a user’s mobility Which in essence invali 
dates the prior congestion state of the sender. This is illus 
trated in FIG. 1, Which is a block diagram illustrating the 
change of data paths as a result of a receiving host (“receiver”) 
migrating to a neW subnet. As shoWn in FIG. 1, the TCP 
receiver may be using path-1 100 in one Wireless cell depicted 
by subnet-1 102, and may be using path-2 104 When it moves 
to another cell/subnet 106. In this case, the BDP on path-1 100 
may be substantially different from the BDP on path-2 104, or 
in other Words, BDPPA TH_1#BDPPA TH_2. After movement, 
the TCP sender’s 108 estimate of BDP on the neW path may 
therefore be inaccurate. An inaccurate estimate of BDP may 
imply a signi?cant buffer over?oW that can cause netWork 
congestion (on path-2 104 in this case), and reduced through 
put for the defaulting connection due to timeouts. 

[0036] Therefore, to avoid packet loss and netWork conges 
tion due to inaccurate estimates, a TCP sender 108 takes 
remedial action in accordance With the present invention. 
HoWever, in many cases the TCP sender 108 Will not knoW 
that a TCP receiver has moved from one subnet 102 to a neW 
subnet 106, in Which case the TCP sender 108 may not knoW 
Whether it is using path-1 100 or path-2 104. For example, in 
the case of cellular netWorks, users’ mobility is completely 
transparent outside the cellular netWork, such as betWeen a 
TCP sender and a GateWay GPRS Support Node (GGSN). As 
is knoWn in the art, a GGSN serves as a gateWay betWeen a 
General Packet Radio System (GPRS) mobile communica 
tions netWork and a packet sWitched public data netWork. A 
GGSN thus alloWs mobile subscribers to access public data 
netWorks and/ or speci?ed private netWorks. If the TCP sender 
108 is located outside such a GGSN or analogous gateWay, 
then the sender 108 Will have no Way of determining receiver 
mobility. The same holds true in netWorks that implement 
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Mobile-IPv4, or Mobile-IPv6 (with reverse tunneling) for 
mobility management. While with Mobile-IPv6 a TCP sender 
may know about the receiver’s mobility from the binding 
update and the destination cache if route optimization is 
enabled, route optimization is not mandatory in Mobile-IPv6, 
and the transport layer cannot exclusively rely on this. 
[0037] Generally, the present invention provides a manner 
of detecting such user mobility at the transport layer, and 
provides one or more manners of response in the event of the 
detection of user mobility. In accordance with one embodi 
ment of the invention, a system and methodology, referred to 
herein as Lightweight Mobility Detected and Response 
(LMDR), provides the desired detection and response to 
accommodate mobile scenarios. Using the present invention, 
the sender can detect the mobility of the receiver at the trans 
port layer, regardless of the type of underlying network archi 
tecture (e.g., cellular networks, networks using various ver 
sions of Mobile-IP as a mobility manager, etc.). Further, the 
sender can reset its congestion state after there is a change(s) 
in the point of attachment (POA) of a receiver, which is not 
currently performed due to the sender having no way of 
reliably knowing of such a change in the receiver’s POA. 
[0038] The present invention may be implemented in any 
connection-oriented transfer layer protocol, such as TCP, 
SCTP, etc. For ease of description, reference may be prima 
rily made to “TCP” in the ensuing description. However, the 
invention is equally applicable to SCTP or other similar pro 
tocols as will be readily apparent to those skilled in the art 
from the description provided herein. 
[0039] FIG. 2 is a block diagram illustrating one manner in 
which host mobility may be detected and a response to a new 
congestion situation for the new path may be managed in 
accordance with the present invention. In this (and other) 
representative embodiments, TCP is assumed as the transport 
layer protocol, although the invention is equally applicable to 
other transport layer protocols. A TCP sender 200 and TCP 
receiver 202 communicate information therebetween. Either 
the sender 200 and/or the receiver 202 may be in a situation 
where it may move between networks/subnets, such that the 
established communication path is disrupted. In accordance 
with the present invention, a Mobility (M) ?ag 204 is imple 
mented in the TCP (or other transport layer protocol) header 
206 of the segment 208 to indicate whether the TCP receiver 
202 is still in the same subnet. The M ?ag 204 may be 
implemented using one or more bits, and in one embodiment 
of the invention is implemented using a single bit. When the 
TCP receiver 202 moves from one subnet to another, it 
toggles the M ?ag bit 204 and uses the new value of M as long 
as the TCP receiver 202 stays in the new subnet. The TCP 
sender 200 maintains a state indicating the last value of M 204 
from the receiver 202. If the incoming acknowledge signals 
(ACKs) have the same M bit, the sender 200 concludes that 
the receiver 202 is still in the same subnet. If the value of M 
?ag 204 changes, the sender 200 concludes that the receiver 
202 has changed subnets. Since the value of M is provided in 
each segment 208, the scheme is very robust to segment/ 
packet or ACK losses. In addition, the scheme is very “light 
weight” in that it does not require any additional overhead, 
apart from a small number of new states maintained by each 
sender 200 and receiver 202. 

[0040] The sender 200 can thus detect receiver 202 mobil 
ity by comparing 210 or otherwise analyzing the M ?ags 204 
with respect to stored congestion state parameters 212. A 
difference in M ?ags, AM 214, can trigger the reset conges 
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tion window module 216. In other words, in response to 
detecting receiver 202 movement between subnets using the 
M ?ag 204 and maintained congestion state parameters 212, 
the TCP sender 200 attempts to reset the congestion window 
(cwnd) to account for the change of paths. The present inven 
tion contemplates various methodologies for providing such 
a response, which are described more fully below. 

[0041] The receiver 202 may determine that it has changed 
subnets by monitoring, for example, its destination cache or 
other module 218 revealing routing information from which 
receiver subnet movement can be ascertained from a change 
in the receiver’s 202 point of attachment (POA). If the 
receiver determines a change in the POA, the receiver 202 
will change the state of the M ?ag 204, which can then be 
detected by the sender 200. Analogously, the sender 200 can 
monitor its own destination cache or other module 220 reveal 
ing routing information from which sender subnet movement 
can be ascertained. In the case of sender 200 movement, aAM 
222 can be used to update the congestion state parameters 212 
and ultimately the M ?ag when a segment is sent to the 
receiver 202, thereby allowing the receiver 202 to determine 
sender 200 mobility. It should be recognized that at any given 
time, the functions of the sender 200 and receiver 202 may 
switch such that the sender 200 becomes the receiver and the 
receiver 202 becomes the sender. Therefore, reference to a 
TCP “sender” and TCP “receiver” relates to the relative func 
tionalities of such hosts with respect to the direction in which 
data is being transmitted. 

[0042] Using the present invention, the TCP throughput 
may be improved while reducing network congestion. Fur 
ther, the present invention does not adversely affect the per 
formance or workings of traditional wireline networks. Exist 
ing TCP implementations that choose not to support mobile 
hosts will not require any change. Further, the present inven 
tion works with all underlying mobility management tech 
nologies. 
[0043] To provide a lightweight network layer-independent 
mobility detection scheme at the transport layer, an indicator 
is used from which mobility can be determined. As indicated 
above, one embodiment of the invention utilizes at least one 
bit from the transport protocol header. FIG. 3 is a diagram 
illustrating a representative TCP header 300 incorporating 
such a bit, an M bit, in accordance with the principles of the 
present invention. The illustrated TCP header 300 is thirty 
two bits wide (0-31), and includes a number of ?elds. Sixteen 
bit source 302 and destination 304 ports identify the source 
and destination host addresses respectively. The sequence 
number 306 represents the initial sequence number (ISN) 
during sequence number synchronization (i.e., when the SYN 
bit within the ?ags 314 is set), and the ?rst data octet in the 
segment when the SYN bit is not set. The acknowledgment 
number 308 contains the value of the next sequence number 
the sender of the segment is expecting to receive, if the ACK 
control bit of the ?ags 314 is set. Once a connection is estab 
lished, an ACK number in ?eld 308 is always sent. The data 
offset (DOFF) ?eld 310 indicates the number of 32-bit words 
in the header 300, to identify where the data begins. The 
reserved bits 312 are reserved for future use, and as described 
more fully below, is where the M bit is located in accordance 
with one embodiment of the invention. The ?ags 314 include 
a number of identi?ers, such as the urgent pointer valid ?ag 
(URG), acknowledgement number valid ?ag (ACK), push 
?ag (PSH), reset connection ?ag (RST), synchronize 
sequence numbers ?ag (SYN), and the end of data ?ag (FIN). 
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The WindoW ?eld 316 holds the number of data octets begin 
ning With the one indicated in the ACK ?eld 308 that the 
sender of this segment is Willing to accept. The checksum 318 
?eld stores a standard checksum value to provide for reliabil 
ity of the connection, and the urgent pointer ?eld 320 com 
municates the current value of the urgent pointer as an offset 
from the sequence number 306 in the segment. The TCP 
options ?eld(s) 322 are optional ?elds used to convey speci?c 
information in speci?c cases. For example, a TCP Selective 
Acknowledgment (SACK) option may be utiliZed by Way of 
the TCP options 322 such that receiving TCP sends back 
SACK packets to the sender to inform the sender of data that 
has been received. 

[0044] In accordance With one embodiment of the present 
invention, the M bit is implemented in the reserved ?eld 312, 
as shoWn by the M bit ?eld 324. The present day TCP reserved 
?eld already utiliZes at least tWo of the reserved bits in ?eld 
312, including the CWR and ECR bits (not shoWn) that iden 
tify When a sender or receiver, respectively, cuts the conges 
tion WindoW in half. Any unused reserved ?eld 312 bits may 
be used to house the M bit(s) 324. It should be noted that an M 
?ag in accordance With the present invention may be included 
in any location(s) of a transport layer protocol header, and is 
limited only by existing and/ or de?ned header ?elds and the 
practicalities associated With reorganizing or otherWise mov 
ing ?elds/bits Within such a header. It should also be noted 
that an M ?ag could alternatively be provided via a different 
encapsulating header, trailing bits, or any other available 
location in Which such a designator can be transmitted. HoW 
ever, in an exemplary embodiment of the invention, the M ?ag 
324 is provided via one of the bits of the reserved ?eld 312 of 
the TCP header 300, due to the availability and convenience 
of doing so. 

[0045] As previously indicated, the present invention 
involves detecting user mobility at the transport layer, and 
providing an appropriate response When such mobility is 
detected. FIG. 4 is a block diagram illustrating an exemplary 
manner in Which user mobility can be detected in accordance 
With the present invention. The illustrated embodiment uses 
the M ?ag (one bit in this example) in the TCP header to 
monitor for user mobility. This is described beloW in terms of 
a TCP sender 400 and TCP receiver 402, Where it Will be 
assumed for purposes of explanation that the TCP receiver is 
implemented in a mobile device that can move betWeen vari 
ous subnets. 

[0046] Each TCP implementation maintains a number of 
state variables to facilitate mobility detection. In the illus 
trated embodiment, these state variables include a sender 
local subnet (SN) ?ag 404 (e.g., my_subnet_?ag), a sender 
remote SN ?ag 406 (e.g., remote_subnet_?ag), and a sender 
variable 408 identifying the highest sequence number of the 
packet When a TCP receiver detects that its peer host has 
changed its POA to the netWork (e.g., high_out_old). Thus, 
the ?ags 404, 406 (l-bit values in one embodiment) hold the 
mobility state information about the local TCP host and the 
remote TCP ho st respectively, and the high_out_old 408 rep 
resents the highest sequence number of the packet When a 
TCP receiver detects that its peer host has changed its POA to 
the netWork. This state information is used to make POA 
change information more robust to packet reordering and 
packet duplication. In one embodiment of the invention, all 
these state parameters are initialiZed to Zero at the start of the 
connection. 
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[0047] At connection set up, both the hosts (e.g., client/ 
server) that are Willing to utiliZe mobility detection should set 
M equal to a predetermined state (e.g., MIl) in the SYN 
packets sent by TCP client and server. Connection set up is 
symmetric, so either a TCP sender or a receiver can initiate a 

connection. If either (or both) of the SYN packets indicates 
that MIO, then the TCP sender should stop processing the 
LMDR scheme, as this indicates that at least one of the 
client/ server is unWilling or otherWise unequipped to handle 
mobility detection in accordance With the invention. Once 
both the entities knoW that the sender and receiver have 
mobility detection capabilities, the TCP sender and receiver 
should initialiZe their respective local and remote SN ?ags. 
For example, from the sender 400 point of vieW, the sender 
local and remote SN ?ags 404, 406 are initialiZed. In one 
embodiment of the invention, this initialiZation is effected as 
shoWn in Equation 1 beloW: 

I6I'HOt6iSHbH6tiHHgII Equation 1 

Therefore, the sender’s 400 my_subnet_?ag (representing the 
sender local SN ?ag 404) is set to “l” and the sender’s 400 
remote_subnet_?ag (representing the sender remote SN ?ag 
406) is also set to “l .” The receiver 402 Would initialiZe such 
local variables in an analogous fashion (e.g., initialiZe 
receiver local SN ?ag 410 to “l” and receiver remote SN ?ag 
(not shoWn) to “l”). 
[0048] For each packet sent, both of the TCP hosts should 
check their destination cache/ routing cache, or other analo 
gous module revealing routing information from Which host 
subnet movement can be ascertained (hereinafter referred to 
as “destination cache”). By monitoring the destination cache, 
a host can determine if its point of attachment (POA) has 
changed. For example, the TCP receiver 402 can monitor its 
destination cache 412, and compare 414 previous and current 
POA indicators to determine if its POA has changed. If so, the 
receiver local SN ?ag 410 (e. g., the my_subnet_?ag variable 
maintained at the receiver 402) can be changed as shoWn in 
Equation 2 beloW: 

myisubneti?ag:~ (myisubneti?ag) Equation 2 

In Example 2, the represents a binary NOT operation, 
such that Equation 2 represents a toggling operation of the 
my_subnet_?ag variable. Analogously, the TCP sender 400 
can monitor its destination cache 416, and compare 418 pre 
vious and current POA indicators to determine if its POA has 
changed. If so, the sender local SN ?ag 404 (e. g., the my_sub 
net_?ag variable maintained at the receiver 400) can be 
toggled in the same fashion as set forth in Equation 2 above. 

[0049] It should be noted that many TCP implementations 
currently monitor their destination caches for other purposes, 
such as to check Maximum Transmission Unit (MTU) siZe. 
The MTU is the largest siZe packet that can be sent in a 
packet-based netWork, such as the Internet, GPRS netWork, 
etc. TCP uses the MTU to determine the maximum siZe of 
each packet in any transmission. Because TCP implementa 
tions often monitor destination caches already for informa 
tion such as the MTU, monitoring for a change of subnets is 
therefore not a di?icult task to include. 

[0050] Before sending each packet, the TCP sender 400 
should set the value of the M bit in the TCP header as shoWn 
in Equation 3 beloW: 

MImyiSubneti?ag Equation 3 
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This is illustrated in FIG. 4, Where the sender local SN ?ag 
404 (i.e., my_subnet_?ag) is included as the M bit 420, 422 in 
packets 424, 426 sent to the receiver 402. In addition, the TCP 
sender 400 sets the value of the M bit in the retransmission 
queue 428 as shoWn in Equation 4 for each respective packet 
sent: 

Mqemotefsubnetf?ag Equation 4 

For example, the sender remote SN ?ag 406 is set for each of 
the M bits 430, 432, 434, 436 in respective packets 438, 440, 
442, 444. The value of the M bit stored in the retransmission 
queue 428 is set to the sender remote SN ?ag 406 (remote_ 
subnet_?ag), because When the TCP sender 400 receives the 
ACK 446 for that segment, the sender 400 can determine a 
change in subnet by comparing 448 the M bit 450 of the ACK 
446 With the respective stored M bit (e.g., M bit 432) in the 
retransmission queue 428. If the M bit 432 is not equal to the 
M bit 450 received via the ACK 446, this indicates that a 
change in subnet has taken place. This is because the receiver 
402 Will have changed the state of its M bit using Equation 3 
above When sending the ACK 446, due to its recognition of a 
change of POA. 
[0051] It can be assumed that a TCP sender can detect its 
oWn mobility, for example, by looking into its destination 
cache. In such case, the TCP sender can directly enter a 
congestion response mode. HoWever, in accordance With one 
embodiment of the invention, a remote mobility detection 
procedure is performed When a TCP endpoint receives a neW 
packet. Such a procedure provides for detection of the mobil 
ity of the other host. FIG. 5 is a How diagram illustrating one 
embodiment for detecting remote ho st mobility in accordance 
With the present invention. The example of FIG. 5 is a repre 
sentative example of hoW remote host mobility may be 
detected, and many variations may also be used in connection 
With the present invention. 
[0052] Referring noW to FIG. 5, it is ?rst determined for 
each TCP packet received Whether the sender remote SN ?ag 
is equal to the M bit provided in the received TCP packet. This 
determination is depicted at decision block 500. In one 
embodiment, a state variable remote_subnet_?ag is used as 
the sender remote SN ?ag, such that it is therefore determined 
Whether remote_subnet_?ag:M. If remote_subnet_?ag:M, 
this indicates that the remote host has not moved to a neW 
subnet, and a standard congestion response may be performed 
502. A standard congestion response may be used in such a 
case since no remote host movement betWeen netWorks/sub 
nets occurred that Would change the communication path. An 
example of such a standard congestion response methodol 
ogy is described in IETF RFC 2581 (April 1999), entitled 
“TCP Congestion Control,” by M. Allman, V. Paxson, and W. 
Stevens. Any prede?ned standard congestion response meth 
odology may be utiliZed. 
[0053] If it is determined 500 that remote_subnet_?ag does 
not equal M, it is then determined 504 Whether the received 
ACK has anACK number (see TCP header ?eld 308 of FIG. 
3) that is greater than the high_out_old variable (see high_ 
out_old 408 of FIG. 4). If so, the mobility information is 
updated 506, such that the sender remote SN ?ag is set to M. 
More particularly, the remote_subnet_?ag is set to M pro 
vided in the packet. Further, the high_out_old is updated 508 
such that it is set to equal the highest unacknowledged packet, 
Where the highest unacknowledged packet represents the 
sequence number of the last octet in the retransmission queue. 
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At this point, the TCP sender initialiZes state variables, such 
as shoWn in Equation 5 beloW: 

OIdiOHtStHHdIHgICWHd 

cwnd IcWnd+INI T iWINDOW 

SSiTHRESHIINFINITE Equation 5 

Further, the retransmission timer is restarted if a neW ACK is 
received. The variables initialiZed as shoWn in Equation 5 are 
then used in performing 512 a mobile congestion response, 
the operation of Which is described more fully beloW. It is also 
noted that if the received ACK does not have anACK number 
that is greater than the high_out_old variable, the mobile 
congestion response may be directly performed 512. 
[0054] FIG. 6 illustrates an operational example of one 
manner in Which a TCP sender 600 detects changes in the 
POA of a TCP receiver 602. In this example, it is assumed that 
the state variables are initialiZed such that the SYN and SYN/ 
ACK packet transmissions begin With MIl. As is knoWn in 
the art, control information referred to as a handshake is 
exchanged betWeen the tWo endpoints of a TCP communica 
tion to establish a dialogue before data is transmitted. The 
type of handshake generally utiliZed by TCP is referred to as 
a three-Way handshake, due to the exchange of three segments 
to establish the dialogue. For example, the TCP sender 600 
begins the connection by sending the TCP receiver 602 a 
segment With the SYN bit of the header “?ags” ?eld set (see 
?eld 314 ofFIG. 3). This is shoWn in FIG. 6 on segment 604, 
Where Mil as previously indicated. This segment tells the 
TCP receiver 602 that the TCP sender 600 Wants to establish 
a connection, and also tells the TCP receiver 602 What 
sequence number the TCP sender 600 Will use as a starting 
number for its segments. In response, the TCP receiver 602 
sends a segment 606, also With MIl, that has both the SYN 
and ACK bits set and identi?es the sequence number that the 
TCP receiver 602 Will start With. In response to segment 606, 
the TCP sender 600 sends a segment 608 providing at least an 
ACK. Assuming both the TCP sender 600 and receiver 602 
agree to mobility detection, the M bit Will be set to “l” in each 
of the segments of the handshake. 
[0055] The TCP sender 600 then begins to transfer data. 
The packets PO through PN represent data packets sent by the 
TCP sender 600. For example, a ?rst number of packets 610 
through 612 are sent by the sender 600 to the receiver 602 
While the receiver 602 is in a ?rst subnet-1 614. The TCP 
receiver 602 responds to each of these packets With an ACK 
packet 616 through 618, With MIl since the receiver 602 has 
not moved from subnet-1 614. The TCP sender recogniZes 
this non-movement by receiver 602 by comparing the 
received M bit from the ACK packet and the corresponding 
packet entry in the retransmission queue, Which indicates that 
the subnet has not changed (e.g., the old subnetIM). In this 
case, any standard (i.e., non-mobility-based) TCP congestion 
procedure may be used. 
[0056] If the receiver 602 moves to a neW subnet, as 
depicted by subnet-2 620, the TCP receiver 602 Will recog 
niZe this movement by Way of, for example, monitoring its 
destination cache. When the TCP receiver 602 recogniZes a 
change of the POA in this fashion, the receiver 602 toggles its 
my_subnet_?ag, and uses this value for neW M designations. 
This can be seen for packets 622 through 624, Which Were 
sent by the TCP sender 600, and received by the receiver 602 
When it had moved to subnet-2 620. In this case, the receiver 
602 responds With ACK packet 626 Where the M bit has been 
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toggled to “0” in this case. The TCP sender recognizes this 
movement by comparing the received M bit from the ACK 
packet and the corresponding packet entry in the retransmis 
sion queue, which indicates that the subnet has changed (e.g., 
the old subnet #M). In this case, the TCP sender then sets the 
old subnet to “0,” e. g., by changing the remote_subnet_?ag to 
re?ect the new state of M bit. Packets then sent by the TCP 
sender 600 will then be stored in the retransmission queue 
with the new state of the M bit, to detect further receiver 602 
subnet changes. 
[0057] FIG. 6 further illustrates that subsequent packets 
received from the receiver 602 from subnet-2 620 will include 
an M bit having state MIO, as shown by packet 628. At this 
point, the TCP sender 600 will have changed its remote_ 
subnet_?ag, and thus will identify packet 628 as having an old 
subnet equal to M (both “0” in this case). The TCP sender 600 
may transmit further packets, such as packets 630 through 
632. The TCP receiver 602 receives these packets, but has 
again moved to a new subnet, namely subnet-3 634. When the 
TCP receiver 602 recogniZes a change of the POA when 
moving to subnet-3 634, it again toggles its my_subnet_?ag 
(to “l” in this case), and uses this value for new M designa 
tions as seen in connection with packets 636 through 638. In 
response to packet 630 sent by the TCP sender 600, the 
receiver 602 therefore responds with ACK packet 636 where 
the M bit has been toggled to “ l ”. The TCP sender recogniZes 
this movement by comparing the received M bit from the 
ACK packet and the corresponding packet entry in the 
retransmission queue, which indicates that the subnet has 
again changed (e.g., the old subnet #M). In this case, the TCP 
sender then sets the old subnet to “l,” e.g., by again changing 
the remote_subnet_?ag to re?ect the new state of M bit. 
Packets then sent by the TCP sender 600 will then be stored in 
the retransmission queue with the new state of the M bit, to 
detect further receiver 602 subnet changes. Sub sequent pack 
ets from the TCP receiver 602 then include MIl, which the 
TCP sender 600 now recogniZes as being in the same subnet-3 
634 as the previous packet(s) 636. 

[0058] FIG. 7 is a ?ow diagram illustrating one embodi 
ment of an initialization and mobility detection methodology 
in accordance with the principles of the present invention. 
The ?ow diagram of FIG. 7 incorporates aspects of FIGS. 4, 
5, and 6 as it pertains to initialiZation and mobility detection. 
State variables are initialiZed 700, such as setting the local SN 
?ag (e. g., my_subnet_?ag, remote SN ?ag (e.g., remote_ 
subnet_?ag), and high_out_old to Zero. It should be recog 
niZed that the speci?c initialiZation state is not relevant to the 
present invention, but rather that the initial states of these 
variables is set to an initial, known state. In one embodiment 
of the invention, this initial, known state is set to binary “0.” 
The connection is initiated 702, where a TCP handshake 
procedure is performed. Assuming that the state variables 
were initialiZed to “0,” then the M ?ag is set 704 to “l” in the 
SYN segments of the sender and receiver if they respectively 
agree to (e. g., are capable of) mobility detection. If it is 
determined 706 that one or both the sender and receiver do not 
agree to mobility detection, standard congestion response 
techniques may be used as shown at block 708. Otherwise, the 
local and remote SN ?ags (my_subnet_?ag; remote_subnet_ 
?ag) are set 710 to “l.” 

[0059] Prior to sending a packet, the sender sets 712 M 
equal to the local SN ?ag in the segment header, and sets 714 
M equal to the remote SN ?ag in the retransmission queue. 
The packet is then sent 716. If the point of attachment (POA) 
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has not changed at the receiver, the receiver will use 720 its 
current local SN ?ag (receiver my_subnet_?ag) to create the 
M ?ag, and send 724 the ACK to the sender with M equal to 
the receiver’s current local SN ?ag. If the receiver’s POA has 
changed as determined at decision block 718, the receiver 
toggles 722 its local SN ?ag. Toggling this ?ag assumes a 
single-bit M ?ag, and any state(s) can be used to designate a 
change of POA in multi-bit M ?ags. For example, if the M ?ag 
is a two-bit ?eld, the state can change from “00” to “01,” “10,” 
or “1 l” to designate receiver mobility. In the illustrated 
embodiment however, the M ?ag is assumed to be a single-bit 
?eld, such that toggling the state from “1” to “0,” for example, 
appropriately identi?es a change of receiver subnets. 
[0060] The sender receives 726 theACK with the receiver’s 
local SN ?ag as the M ?ag. Depending on the state of the M 
?ag, the sender will execute the appropriate remote mobility 
detection analysis. For example, the ?ow diagram previously 
described in connection with FIG. 5 provides one embodi 
ment in which the sender can execute the remote mobility 
detection analysis. If more packets are to be sent as deter 
mined at decision block 728, the process can continue to 
block 712. 

[0061] In accordance with one embodiment of the inven 
tion, a congestion response methodology is used after user 
mobility detection occurs. For example, one embodiment of 
the invention involves determining whether one or more users 
have moved between networks and/ or subnets, and applying 
an appropriate congestion response methodology in response 
thereto. Therefore, in some instances, a standard congestion 
response algorithm may be implemented. The realiZation and 
bene?ts of standard congestion response algorithms may be 
determined in a manner described herein, and/or via known 
congestion response algorithms such as IETF RFC 2581 
(April 1999), entitled “TCP Congestion Control,” by M. All 
man, V. Paxson, and W. Stevens, the content of which is 
incorporated herein by reference. 
[0062] Brie?y, standard congestion response methodolo 
gies may include interoperable concepts such as slow start, 
congestion avoidance, fast retransmit, fast recovery, and/or 
other congestion control algorithms. Slow start (SS) and con 
gestion avoidance algorithms are used by a sender to control 
the amount of outstanding data being introduced into the 
network. Generally, congestion control uses various param 
eters, including the congestion window (cwnd) and the slow 
start threshold (SS_THRESH). The cwnd is a state variable 
that refers to the sender-side limit of the quantity of data that 
the sender can transmit into the network before receiving an 
acknowledgement (ACK). The SS_THRESH is a threshold 
value used to determine whether the slow start or congestion 
avoidance algorithm should be used to control data transmis 
sion. When segments are ?rst introduced into the network, the 
conditions are unknown, and the transport layer may slowly 
probe the network to ascertain the available capacity for the 
particular path. This is performed to minimiZe the chances of 
causing congestion in the network. 
[0063] For example, where TCP is used as the transport 
layer protocol, the TCP may set the cwnd to one Maximum 
Segment SiZe (MSS), and send one full-siZed segment. If this 
segment is acknowledged (ACK’d) before the timeout, the 
sender may increase the cwnd by one MSS and send out two 
full-sized segments. SS_THRESH may initially be set to a 
high value (e. g., OxFFFF, hereinafter referred to as INFI 
NITE). The process of increasing the cwnd and sending out 
additional full-siZed segments may continue as long as the 












