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METHOD FOR THE AUTOMATIC 
GENERATION OF WORKFLOW MODELS, IN 
PARTICULAR FOR INTERVENTIONS IN A 
TELECOMMUNICATION NETWORK 

FIELD OF THE INVENTION 

[0001] The invention relates to a method and system for the 
automatic generation of work?ow models, in particular for 
interventions in a telecommunication network. 
[0002] The invention was developed with speci?c attention 
paid to its possible use in the context of distributed platforms 
for management and support to the operation of the work 
force. 

DESCRIPTION OF THE RELATED ART 

[0003] The operational knowledge related to interventions 
in the networks management ?eld constitutes a precious 
knowledge for telecommunications companies. For that rea 
son, a dif?culty for companies, such as telecommunication 
network operators, is to effectively manage this knowledge 
making it a corporate asset and not only knowledge for few. 
[0004] The problem is therefore to make explicit, formal 
iZe, structure the tacit (operational) knowledge of the indi 
viduals. To this day the Knowledge Management (KM) ?eld 
has supplied a valid support for companies that wanted to 
manage their own know-how. 

[0005] Traditional Knowledge Management solutions, as 
described in the article “KNOWLEDGE MANAGEMENT: 
PROBLEMS, PROMISES, REALITIES AND CHAL 
LENGES”, G. Fischer and J. Ostwald, in IEEE Intelligence 
System, January/February, pages 60-72, 2001 are based on a 
“top-down” approach in which knowledge is ?rst coded (usu 
ally by the knowledge managers) as company standards and 
then provided to the ?nal users. In particular, the captioned 
article describes at the macro-stage level how the traditional 
approaches to the Knowledge Management handle the prob 
lem of managing, coding and distributing knowledge as a 
cognitive company asset. Furthermore the article highlights 
the limitations that the traditional Knowledge Management 
approaches have when they are applied in an operational 
context, such as for example the context of telecommunica 
tions. 
[0006] The ?eld of the Operational Knowledge Manage 
ment (OKM) has, in the recent years, established itself as an 
extension of the traditional Knowledge Management per 
spective. Typical OKM system users are the ?eld engineers of 
a company and Call Center advisors. 
[0007] A typical example of OKM system is provided by 
US-A-2004/0044542, which describes a method and system 
for capturing and sharing knowledge to support the problem 
solving activities, using Case-based Reasoning and Model 
based Reasoning techniques. 
[0008] On the other hand, an extensive literature exists 
relating to automatic work?ow derivation. An example is the 
article, “WORKFLOW MINING: A SURVEY OF ISSUES 
AND APPROACHES”, W. M. P. van der Aalst, B. F. van 
Dongen, J. Herbst, L. Maruster, G. Schimm and A. J. M. M. 
Weijters, in Data and Knowledge Engineering, 47(2), pages 
237-267, 2003. The related techniques are mainly directed 
towards the mining of work?ow models obtained from the 
so-called work?ow logs. The latter are generated during the 
execution of the work?ows previously de?ned. The method 
ology called work?ow mining has the purpose of improving 
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(re-engineering) work?ows that have been de?ned a-priori. 
Execution of the work?ows in these cases is monitored by 
recording the transitions in a work?ow log that is the input of 
a mining algorithm whose purpose is to rebuild the work?ow 
model. Speci?cally, the above-mentioned article describes a 
method for work?ow mining based on Petri networks. In 
particular, the authors de?ne a standard XML Log for the 
recording of work?ow instances. Starting from this log ?le 
and applying appropriate transformations the de?nition of the 
Petri network is reached, representing the ?nal work?ow 
model. 
[0009] Still within the domain of work?ow mining tech 
niques, US-A-2004/0254768 describes a method and an 
application aimed at the business process reengineering 
through the application of data mining techniques to the 
execution of work?ows conveniently recorded in a database. 
Additional background information of interest can be found 
in “INTEGRATING MACHINE LEARNING AND WORK 
FLOW MANAGEMENT TO SUPPORT ACQUISITION 
AND ADAPTATION OF WORKFLOW MODELS”, J. 
Herbst and D. Karagiannis, International DEXA (Database 
and Expert SystemApplication) Conference, 1998; this paper 
describes a method and two different algorithms for the 
acquisition and remodelling of work?ows. The two algo 
rithms executed sequentially (merging and splitting) have as 
an input a log ?le related to the execution of the work?ows 
and produce as an output a work?ow model (general model) 
that represents them. While executing this, a Hidden Markov 
data structure model is used. 

[0010] It is known that in the telecommunication ?eld regu 
lar expression matching techniques can be used in order to 
perform system log analysis and pattern matching. The same 
techniques can also be used for other purposes, such as for 
signal processing still in the telecommunications domain, or 
for DNA and protein sequences analysis in bio informatics. 
[0011] Existing methods of pattern matching are based on 
the matching of so-called “regular expressions”. In particular, 
two main categories are detected that realiZe respectively 
“regular expression matching” and “approximate regular 
expression matching”. 
[0012] In general, regular expression matching can be 
de?ned as follows: given an alphabet Z (a ?nite sequence of 
characters), a regular expression P:P[l] P[2] . . . P[m] of 
length m (the length of the regular expressions is calculated 
considering single characters or classes of characters), a text 
T:T[ l] T[2] . . . T[n] of length n, where the regular expression 
and the text are de?ned in terms of the alphabet Z, in general 
with m<<n, the matching of a regular expression consists in 
?nding all the sub-strings S of T that are occurrences of the 
regular expression P. 
[0013] Approximate regular expression matching is a gen 
eraliZation of regular expression matching, and, as it is, has a 
wider ?eld of applicability. In particular, the approximate 
regular expression matching can be formally de?ned as fol 
lows: given an alphabet Z (a ?nite sequence of characters), a 
regular expression P:P[l] P[2] . . . P[m] of length m (the 
length of the regular expressions is calculated considering 
single characters or classes of characters), a text T:T[l] T[2] 
. . . T[n] of length n, where the regular expression and the text 
are de?ned in terms of the alphabet Z, in general with m< <n, 
an integer kZO and a distance function d. Approximate regu 
lar expression matching consists in ?nding all the sub-strings 
S of T so that d(S, Pi)§k, where P,- is an occurrence of the 
regular expression P. 
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[0014] Referring to approximate regular expression match 
ing, two are the distance functions mainly used: the Hamming 
distance and the Levenshtein distance. 

[0015] The Hamming distance, de?ned between strings of 
the same length, is the number of positions with different 
characters in the two strings. Approximate regular expression 
matching in which the d distance is the Hamming distance is 
known as the matching with k mismatch. 

[0016] The Levenshtein distance, de?ned between two 
strings not necessarily having the same length, is the mini 
mum number of insertions, deletions, and substitutions of 
characters required to transform a string into another. 
Approximate regular expression matching, in which the d 
distance is the Levenshtein distance, is known as the match 
ing with k differences or errors. 

[0017] In the literature there are different approaches to the 
problem of regular expression matching. 
[0018] For instance, the article “NR-GREP: A FAST AND 
FLEXIBLE PATTERN MATCHING TOOL”, G. Navarro, in 
Software Practice and Experience (SPE), 31, pages 1265 
1312, 2001 describes a method, a set of algorithms and a tool 
for searching complex patterns. In particular, the algorithms 
used allow searching simple and complex patterns besides the 
regular expressions within the character sequences in two 
different modes: with errors and without errors. The errors 

that are treated with this tool are: deletion, insertion, substi 
tution and transposition of characters. 

[0019] The article “FAST TEXT SEARCHING ALLOW 
ING ERRORS”, S. Wu and U. Manber, Communication of 
ACM, 35(10), pages 83-91, 1992 describes an algorithm for 
approximate strings matching within a text. In particular, the 
algorithm uses Shift-or with bit parallelism and in the case of 
regular expressions refers to the construction of the Thomp 
son automaton. 

[0020] The article “FROM REGULAR EXPRESSION TO 
DETERMINISTIC AUTOMATA”, G. Berry and R. Sethi, 
Theoretical Computer Science, 48, pages 117-126, 1987 
describes the Glushkov automaton and its reconstruction 
starting from a regular expression. A Glushkov automaton is 
a ?nite state automaton composed by a set of states, one for 
each character or character class in the corresponding regular 
expression, and a set of labelled edges. The Glushkov 
automaton differs from the more widely known Thompson 
automaton in that all the arrows arriving to a state are labelled 
by the same letter. 

[0021] To complete the overview of the art mention can be 
?nally made to the text of A. V. Aho, R. Sethi and J. D. 
Ullman, “Compilers: Principles, Techniques and Tools”, 
Addison-Wesley, 1986, section 3.8, pages 128-134, which 
describes the simulation of a ?nite state automaton based on 
stack, usable for the description of the stack of Glushkov 
automaton states. 

OBJECT AND SUMMARY OF THE INVENTION 

[0022] The Applicant has noted that conventional Knowl 
edge Management approaches are not su?icient when dealing 
with an operational context such as telecommunications, 
wherein (operational) knowledge can be seen as a set of 
methodologies and techniques (operational practices) that are 
required to execute a particular task or a speci?c activity. In 
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such contexts a conventional KM system exhibits the follow 
ing shortcomings/disadvantages: 

[0023] it is unable to manage, code, and make a company 
asset out of the feedback and the new knowledge that the 
operational staff produces during the normal daily 
activities; 

[0024] it assumes that the operational staff (workforce) 
executes repetitive and standard tasks or actions; 

[0025] it assumes that the knowledge is entirely known 
a-priori; and 

[0026] it requires from the operational staff an extra 
effort besides the normal activities to explicit his own 
knowledge and to make it available through the Knowl 
edge Management system. 

[0027] In respect of Operational Knowledge Management 
systems the inventors have observed that, while complying in 
an e?icient manner with the last three limitations listed above, 
these systems are unable to provide automatic or semi-auto 
matic mechanisms to upgrade and update the operational 
knowledge developed by the operators involved in the com 
pany processes. Representation formalisms to codify the 
operational knowledge and automatic interaction with the 
entities to which the knowledge refers to can be helpful in 
order to support the above-mentioned mechanisms. Work 
?ow is a well-known representation formalism: through a 
work?ow an unambiguous and readily understandable 
description of the operational knowledge can be provided. 
The problem of upgrading and updating the operational 
knowledge can then be seen as the problem of discovering 
new work?ows referring to the new knowledge. As regards 
the problems related to work?ow discovery, the inventors 
have noted that, in the conventional solutions mentioned 
above, discovery occurs starting from recordings of already 
existing work?ows, which are not tied to manual activities. 
[0028] In that respect, the Applicant has further noted that 
work?ow mining does not completely solve the problem of 
automatically discovering work?ow models. This for a num 
ber of reasons: 

[0029] the work?ows must be already de?ned a-priori so 
that the system can be able to reengineer them; 

[0030] work?ow mining is not directly applicable when 
the tasks that constitute the work?ow are related to 
manual activities. 

[0031] To compensate these limitations it is necessary to 
de?ne and design a complete solution to support the work 
force that, starting from the log recording on the network 
equipments, generated by interventions of the workforce 
itself, is able to discover the work?ow model followed and to 
make such model part of the entire company’s know-how. A 
step of the above-mentioned solution needs an approximate 
regular expression matching technique that is able to deter 
mine the positions of the insertion errors within the log. 
[0032] Techniques for approximate regular expression 
matching previously discussed do not specify the position in 
the occurrence of the errors that were considered in the 
approximation to obtain the matching. In some contexts, such 
as for example in the log analysis of a system such as a 
communications network, the need exists for detecting for 
each match all the occurrences P,- of a regular expression P 
that are distant less than k from a sub-string S of T recogniZed 
in the matching. 
[0033] The need therefore also exists for providing a solu 
tion to the problem mentioned above through a method that 
allows detecting the position of the insertion errors of an 
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approximate regular expressions matching that uses the Lev 
enshtein distance as a distance function. 

[0034] The object of the invention is thus to provide a fully 
satisfactory response to those needs. 
[0035] The Applicant has found that the Work?oW model 
related to an intervention on a netWork equipment, having 
associated thereWith a resource proxy agent, can be generated 
by sending from the resource proxy agent to a recording unit 
used by the ?eld engineer signals representative of commands 
sent to the netWork equipment and of events generated by 
interventions (commands and manual activities) performed 
on the netWork equipments, and then by analyZing the signals 
to produce therefrom a Work?oW model of the intervention. 
The Work?oW model is generated by using a technique of 
approximate matching, in Which the recorded sequences of 
events and commands are compared With prede?ned regular 
expressions of interventions. 
[0036] In other Words, Whenever an intervention is per 
formed on a netWork equipment, including manual activities 
and/ or commands, it is possible to automatically sending, 
from a softWare agent connected to the considered netWork 
equipment to a further device, preferably an operator device 
(having associated thereWith another softWare agent), infor 
mation signals indicative of the commands executed together 
With a list of events occurred in the netWork equipment as a 
result of the manual activities and/ or commands, and then to 
automatically analyse such information signals in order to 
generate a Work?oW model related to the intervention. The 
analysis can be performed by a softWare device employing a 
variety of techniques including regular expression matching 
and Work?oWs mining. 
[0037] The arrangement described herein therefore pro 
vides a neW method and architecture for the automatic record 
ing and storage of the operational knowledge related to inter 
ventions in the telecommunications ?eld and its 
formaliZation in Work?oW models. The Work?oW models are 
automatically generated starting from the recording of the 
interventions on the netWork equipments carried out by the 
operators. 
[0038] In this manner, the operator’s knowledge is not lost, 
but is stored in a repository and becomes, therefore, company 
asset. Furthermore the arrangement described herein does not 
require from the operators an extra commitment besides their 
oWn normal activities, since the necessary information for the 
creation of the Work?oW models is automatically collected. 
The automatic generation of Work?oW models is based on an 
approximate regular expression matching technique. 
[0039] According to a ?rst aspect thereof, the present 
invention thus relates to a method for the automatic genera 
tion of Work?oW models related to interventions on netWork 
equipments included in a communication netWork, Wherein 
the netWork equipments have associated resource proxy 
agents responsible for managing the equipments, the method 
including the steps of: 

[0040] providing at least a recording unit; 
[0041] causing the resource proxy agents to send to the at 

least a recording unit information signals representative 
of commands sent to the netWork equipments and events 
generated by interventions performed on the netWork 
equipments; and 

[0042] analyZing the information signals sent to the at 
least a recording unit to produce therefrom Work?oW 
models of the interventions performed on the netWork 
equipments. 
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[0043] Preferably, the method also comprises the step of 
storing in the resource proxy agents status information of the 
corresponding netWork equipments. 
[0044] The method may also comprise the step of storing in 
the resource proxy agentsmapping information betWeen the 
at least a recording unit and corresponding netWork equip 
ments involved by the interventions. 
[0045] The method may also comprise the step of storing 
the information signals in the at least a recording unit. 
[0046] Alternatively the information signals may be stored 
in the resource proxy agents. 
[0047] The method may also comprise creating a database 
recording the interventions performed on the netWork equip 
ments. 

[0048] Preferably, the method also comprises the steps of: 
[0049] the resource proxy agents recording, during an 

intervention performed on netWork equipments, infor 
mation as to: 

[0050] i) the commands performed on the correspond 
ing netWork equipment during the intervention; 

[0051] ii) any events triggered on the corresponding 
netWork equipment during the intervention; 

[0052] the resource proxy agents communicating to the 
at least a recording unit the information on commands 
and events recorded during the intervention. 

[0053] The method may also comprise the step of equip 
ping at least one of the at least a recording unit With camera 
means to visually record interventions performed by an 
operator on the netWork equipments. 
[0054] Moreover, the method may comprise the steps of: 

[0055] storing the information on commands and events 
recorded during the intervention as respective logs; 

[0056] generating from the respective logs sets of XML 
logs describing a sequence of manual activities and com 
mands. 

[0057] Preferably, the method further includes the step of: 
[0058] generating from the sets of XML logs a Work?oW 
model describing a type of intervention that can be per 
formed on netWork equipments. 

[0059] Generating from the sets of XML logs a Work?oW 
model may include the step of subjecting the sets of XML 
logs to Work?oW mining processing. 
[0060] The method may also include the step of scanning 
the respective logs for approximately matching the respective 
logs With at least one regular expression describing at least 
one manual activity or command to be performed on the 
netWork equipments. 
[0061] Moreover, the respective logs may comprise a 
sequence of events and the approximately matching may 
comprise locating recurrences of the regular expressions in 
the sequence of events With a maximum number of matching 
errors, the matching errors corresponding to insertions deriv 
ing from the superposition of groups of events related to 
different commands or manual activities. 
[0062] Approximately matching may further comprise 
removing, each time the recurrence of one of the regular 
expressions is located in the sequence of events, the group of 
events de?ned by the regular expression located, While leav 
ing in the sequence of events those events corresponding to 
errors. 

[0063] The step of scanning the respective logs may involve 
the preliminary steps of: 

[0064] associating With each type of manual activity or 
command a regular expression describing the possible 



US 2009/0182856 A1 

sequences of events that the manual activity or com 
mand is able to produce on the network equipments; and 

[0065] associating timestamps With the commands and 
events in the respective logs. 

[0066] The step of scanning the respective logs may include 
the step of applying at least one rule selected out of: 

[0067] a sequence of events in the respective logs is 
ascribable to a given manual activity or command if the 
regular expression describing the manual activity or 
command corresponds to the sequence but for a given 
number of insertions therein; and 

[0068] an event having a timestamp earlier than a given 
command has no timestamp compatibility With the 
given command and is not ascribable to the given com 
mand. 

[0069] The method may further include the step of de?ning 
the timestamp compatibility on the basis of the folloWing 
criteria: 

[0070] a sequence of events in the respective logs Whose 
?rst event has a timestamp separated from a given com 
mand beyond a given maximum delay has no timestamp 
compatibility With the given command and is not ascrib 
able to the given command; and 

[0071] the difference betWeen the timestamps of the pair 
comprised of the ?rst and the last event of a sequence of 
events in the respective logs matched by a given regular 
expression must be loWer than a maximum extension 
value. 

[0072] Preferably, in the case of plural sequences of events 
in the respective logs being adapted to be described by a 
regular expression, the method includes the step of selecting 
the sequence satisfying one of the folloWing criteria: 

[0073] the sequence selected minimiZes the number of 
matching errors; and 

[0074] in the presence of the same number of matching 
errors, the sequence selected provides the more 
extended matching. 

[0075] The method may also include the step of translating 
the sequences of events into corresponding symbols associ 
ated to regular expressions by considering at most the given 
number of insertions. 
[0076] Preferably, the step of approximately matching the 
respective logs With at least one regular expression comprises 
processing in parallel a plurality of regular expressions. 
[0077] The method may also comprise the step of including 
in at least one of the Work?oW models a manual activity or 
command that does not trigger any events in one the netWork 
equipment. 
[0078] Moreover, the method may include the steps of: 

[0079] de?ning rules, such as a pair Q(,Y), Where X is a 
manual activity or command that triggers events in the 
netWork equipment and Y is an arbitrarily complex 
Work?oW sub-model, possibly constituted by only one 
manual activity/command; 

[0080] replacing occurrences of the manual activity or 
command X present in at least one of the Work?oW 
models With the Work?oW sub-model Y. 

[0081] Moreover, the method may include the step of con 
?guring a Graphic User Interface With features selected out 
of: 

[0082] displaying the set of commands and manual 
operations available for de?ning a sub-model; 

[0083] displaying sub-models that are used in the substi 
tution procedure; 
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[0084] relating manual activity or commands With a pos 
sible corresponding sub-model. 

[0085] The method preferably also includes the step of 
providing a Graphic User Interface (GUI) to support valida 
tion and modi?cation of the Work?oW models and the step of 
con?guring the Graphic User Interface With features selected 
out of: 

[0086] displaying video images recorded during one of 
the intervention; 

[0087] displaying commands observed and events trig 
gered on netWork equipments during one intervention; 

[0088] displaying a Work?oW model related to a type of 
intervention the Work?oW model suitable to be modi?ed 
and accepted by an expert user; 

[0089] synchronizing video sequences With correspond 
ing sequences of events related to a speci?c intervention 
and triggered on a netWork equipment; 

[0090] relating events triggered on a netWork equipment 
With the corresponding manual activities and commands 
of the Work?oW models. 

[0091] The present invention further relates to a system for 
automatic generation of Work?oW models related to interven 
tions on netWork equipments included in a communication 
netWork, Wherein the netWork equipments have associated 
resource proxy agents responsible for managing the equip 
ments, the system including a set of at least a recording unit 
and resource proxy agents con?gured to send to the at least a 
recording unit information signals representative of com 
mands sent to the netWork equipments and events generated 
by interventions performed on the netWork equipments; the 
system being con?gured to analyZe said information signals 
sent to said at least a recording unit to produce therefrom 
Work?oW models of the interventions performed on the net 
Work equipments according to the method previously 
described. 
[0092] The present invention further relates to a computer 
program product, loadable into the memory of at least one 
computer and including softWare code portions for perform 
ing the method previously described. 
[0093] As used herein, reference to such a computer pro 
gram product is intended to be equivalent to reference to a 
computer-readable medium containing instructions for con 
trolling a computer system to coordinate the performance of 
the method of the invention. Reference to “at least one com 
puter” is evidently intended to highlight the possibility for the 
present invention to be implemented in a distributed/modular 
fashion. 
[0094] The claims are an integral part of the disclosure of 
the invention provided herein. 

BRIEF DESCRIPTION OF THE ANNEXED 
DRAWINGS 

[0095] The invention Will noW be described, by Way of 
example only, With reference to the enclosed ?gures of draW 
ing, Wherein: 
[0096] FIG. 1 is a block diagram of a system architecture 
adapted to implement the arrangement described herein; 
[0097] FIGS. 2 and 3 are tWo ?oW charts representative of 
the operation of the arrangement described herein; 
[0098] FIGS. 4 to 6 are examples of man-machine interac 
tion via a graphical user interface (GUI) associated With the 
arrangement described herein; and 
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[0099] FIGS. 7 and 8 are exemplary representations of a 
Glushkov automaton and semi-automaton as possibly used in 
the arrangement described herein. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

[0100] The following description of an exemplary embodi 
ment of the invention Will primarily refer to an architecture 
and method for automatically generating Work?oW models 
starting from the so-called “logs” of operational events occur 
ring in equipments included in a telecommunication netWork. 
[0101] By Way of introduction to the description that fol 
loWs a number of basic de?nitions are provided. 
[0102] Operator: an operator is a member of the company 
staff being part of the Workforce, meant as mobile Workforce 
(?eld engineers) or specialiZed Workforce (back-of?ce staff). 
[0103] Agent: an agent is an independent process With a 
possible persistent identity, and that requires communication 
(for example in a cooperative and/or competitive manner) 
With other agents in order to ful?l its tasks. This communi 
cation is implemented through asynchronous message 
exchange and by using Well-knoWn languages (i.e. Agent 
Communication). 
[0104] Proxy: a proxy is a softWare component through 
Which it is possible to control or intervene on netWork equip 
ments and that manages communication betWeen the highest 
levels in the netWork management hierarchy and the netWork 
equipments. 
[0105] Work?oW or Work?oW model: a Work?oW is the 
complete or partial automation of a process in Which infor 
mation or tasks are passed from a participant to another 
according to a de?ned set of procedural rules (de?nition 
Within the “Work?oW Management consortiumiWfIVIC”). 
In the context of the present invention each step of a Work?oW 
corresponds to a manual activity or a command that has been 
executed by an operator on a given netWork equipment. A 
Work?oW can be represented through a ?owchart as a 
sequence of tasks and temporal and logical dependencies 
among tasks, including alternative and parallel branches. A 
Work?oW can also be described as a ?nite state machine or 

With standard languages such as XPDL (XML Process 
Description Language). 
[0106] Work?oW log: a Work?oW log consists of a sequence 
of information related to the various steps that constitute a 
Work?oW. A Work?oW log can be expressed in XML language 
using a format knoWn as XML Log. 
[0107] Work?oW mining: Work?oW mining is an Arti?cial 
Intelligence methodology aimed at extracting the information 
related to the execution of the Work?oWs from the Work?oW 
logs in order to produce a Work?oW model that represents 
their execution. 
[0108] FIG. 1 illustrates the basic elements of the architec 
ture described herein, designated 10 as a Whole. 
[0109] These include: 

[0110] a Graphical User Interface (GUI) 12; 
[0111] a so-called Mine Manager (MM) 14; and 
[0112] a plurality of databases (DB) supporting opera 

tion of the Mine Manager 14, including a Work?oW 
database 16, an Operational log database 18, an Events 
log database 20, and a Visual log database 22. 

[0113] The Mine Manager 14 co-ordinates operation of a 
layer of Recorder Agents 24 that in turn co-operate With a 
layer of Resource Proxy Agents RPl, RP2, RP3, . . . , RPN 
associated With NetWork Elements NE1,NE2,NE3, . . . ,NEN. 
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[0114] The architecture illustrated in FIG. 1 is based on 
some functionality available from the platform for the distrib 
uted telecommunications netWork management and related 
services described in the applications WO-A-2005/ 18249 
and PCT/EP2005/008238. 
[0115] WO-A-2005/ 18249 discloses a system architecture 
for managing a telecommunication netWork including net 
Work equipments and supported netWork services, the equip 
ments having associated control interfaces. The architecture 
comprises a base layer for proxying the interfaces and decou 
pling them from management functions, as Well as a support 
layer comprised of a community of agents coordinating 
operation of said base layer in order to support distributed 
management functionalities. The base layer and the support 
layer constitute separated superposed layers in the architec 
ture. The layers include components adapted to perform 
respective functions based on respective instruction informa 
tion provided to them. A database is provided for storing the 
instruction information and the architecture is arranged for 
distributing the instruction information from the database to 
the components. Preferably, all the layers in the architecture 
include process executors. 
[0116] PCT/EP2005/008238 discloses a further improve 
ment of the basic architecture of WO-A-2005/ l 8249 Wherein 
instruction signals arranged in Work?oWs are generated for 
performing interventions on netWork equipments included in 
a communication netWork having associated Resource Proxy 
Agents. The method of PCT/EP2005/008238 includes the 
steps of: 

[0117] providing a distributed architecture of interven 
tion management proxy agents for managing interven 
tions on the netWork equipments, Wherein the interven 
tion management proxy agents are associated to 
terminal devices, and 

[0118] generating instruction signals for performing 
interventions on the netWork equipments via the inter 
vention management proxy agents in an interactive man 
ner With the Resource Proxy Agents associated With the 
netWork equipments, so that instruction signals are a 
function of the status of the netWork equipments. 

[0119] In the arrangement shoWn in FIG. 1 herein, the 
NetWork Elements (or Equipments) NE 1, NE2, NE3, . . . , NE N 

are those netWork elements on Which the operators carry out 
their interventions. FolloWing these interventions that modify 
their internal status, the netWork equipments generate a set of 
eventsiEl, E2, E3, ENi. 
[0120] Each Resource Proxy Agent RP is associated to a 
single netWork equipment (so that the matching is a one-to 
one relationship) and is responsible of the creation, mainte 
nance and management of a so-called “image” of the corre 
sponding netWork equipment. The image is a representation 
of the con?guration of the netWork equipment according to a 
speci?c data model. 
[0121] Each Resource Proxy Agent RP is responsible for 
the communication With the corresponding netWork equip 
ment as Well as With the Recorder Agents 24 and comprises 
the folloWing elements: 

[0122] a Process Communication LayeriPCLiWhich 
is a component of the Resource Proxy Agent RP dedi 
cated to the management of the communication With the 
Recorder Agents level and With the level constituted by 
the netWork equipments; 

[0123] a Cache MemoryiCMiin Which the image of 
the netWork equipment is stored together With a map 
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ping table between the network equipment itself and the 
Recorder Agents 24 that are interested in registering the 
interventions performed by the operators on that equip 
ment. 

[0124] Each PCL, on behalf of an operator, can send com 
mands4C 1, C2, C3, . . . , CNito the network equipment 
managed by the Resource Proxy Agent to which it belongs. 
The events, triggered on the network equipment because of 
the commands, are conveniently recorded in the cache 
memory CM of the Resource Proxy Agent RP to which it 
belongs, together with the commandsiCl, C2, C3, . . . , CN. 

[0125] Each PCL can send informationiIl, I2, I3, . . . , 
I Nito the appropriate Recorder Agent 24; such information 
are relative to the network equipment to which the Resource 
Proxy Agent is associated and can comprise commands sent 
to the network equipment and events triggered on the network 
equipment. 
[0126] The Recorder Agent 24 is typically arranged in the 
device used by the operator (desktop, laptop, mobile-phone, 
hand-held computer). Each Recorder Agent 24 is responsible 
for recording the interventions that a speci?c operator per 
forms on the network equipment. Further, each Recorder 
Agent 24 can be supported by a Web Cam to visually record 
the interventions that are being performed by the operator 
itself on the network equipment. Each Recorder Agent 24 
may comprise a cache memory for storing the commands 
executed by the operator on the network equipment, the visual 
?les of the manual activities executed by the operator on the 
network equipment and the events generated by the network 
equipment. 
[0127] Each Recorder Agent 24 can interact with the 
Resource Proxy Agents associated with the different network 
resources by sending recording requests RRl, RR2, RR3, . . . 
RRN in order to obtain the above-mentioned information con 
taining commands sent by a Resource Proxy Agent RP to its 
associated network equipment and events generated by the 
network equipment as results of interventions performed by 
the operator that is associated to the Recorder Agent 24. 

[0128] The Mine Manager 14 is responsible for co-ordinat 
ing the ?rst activities recording level. Further it automatically 
generates XML Log ?les, starting from the commands and 
the events on the network equipment, and the work?ow mod 
els, starting from the XML Logs. Finally it makes available to 
the expert users the GUI 12 to support (in case the automatic 
process fails) the reconstruction of the intervention per 
formed by the operator in a work?ow model and the de?nition 
of the manual activities and of the commands in terms of 
regular expressions. 
[0129] The Mine Manager 14 comprises the following 
components (not shown): 

[0130] Work?ow miner: this component is responsible 
for the generation process of the work?ow models start 
ing from the XML logs relative to the execution of the 
interventions on the network equipments by the opera 
tors; 

[0131] Log recorder: this component is responsible for 
the creation process of XML Logs starting from the 
recording of the events on the network equipments gen 
erated by the execution of interventions by the operators. 

[0132] The Mine Manager 14 is also responsible for the 
management of the Work?ow Log DB 16, of the Operational 
DB 18, ofthe Events Log DB 20, of the Visual log DB 22 as 
well as for the management of the single Recorder Agent 24. 
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[0133] The Work?ow DB 16 is a single storing point of all 
the work?ow models present at the start of the intervention or 
obtained through the automatic recording process of the 
operator’s intervention. In other words, the Work?ow DB 16 
stores the Work?ow generated by the Mine Manager, which 
collects and processes the data coming from the different 
Recorder Agent and, therefore, from different expert users 
associated with said Recorder Agents. 
[0134] The Operational log DB 18 stores the data relative to 
the interventions (i.e., manual activities and commands) per 
formed by the operator on the network equipments, by 
recording them in an appropriate XML Log format. This 
element supplies to the users, a single storing point (from a 
logical perspective). 
[0135] The Events log DB 20 stores the events generated by 
the network equipments and the commands that operators 
send to these equipments. This element supplies to the users 
a single storing point (from a logical perspective). 
[0136] The Visual log DB 22 is a single storing point of all 
the video records related to the execution of the interventions 
on the network equipments by the operators. 
[0137] A main feature of the arrangement described herein 
lies in that the related system architecture is able to record 
interventions performed by operators (?eld engineer and 
back-of?ce staff) on the network equipments included in the 
system (typically a communication network). 
[0138] This result is achieved by implementing the proce 
dure represented by the ?ow chart of FIG. 2. 
[0139] Typically, a Work Request*WR*(i.e., a request 
addressed to the ?eld expert), or an intervention request (i.e., 
a request addressed to the back-o?ice) related to a speci?c 
equipment, and possibly specifying fault symptoms, is 
received by the back-of?ce staff (if it is an intervention 
request) or a ?eld engineer (if it is a WR). If a ?eld engineer 
is involved, the WR, containing information such as interven 
tion type, network equipment type, component type, and 
fault, is displayed on his device (laptop, mobile-phone, hand 
held computer) (step 100). 
[0140] The operator (?eld engineer or back-o?ice staff) 
starts his intervention. In step 110 the Recorder Agent 24 
running on his own device sends a request (automatically or 
by order of the operator) to the appropriate Resource Proxy 
Agent RP responsible of the network equipment (to which the 
WR or the intervention request is referred to) that speci?es its 
will to receive the commands and events related to the net 
work equipment. The request can be sent by using the ACL 
language, through a wired or wireless connection between the 
Recorder Agent 24 and the Resource Proxy Agent. 
[0141] In the case of a ?eld engineer, the Recorder Agent 
24, if conveniently supported by a Web Cam, can activate 
(automatically or by order of the ?eld engineer) the visual 
recording of the intervention performed by the ?eld engineer. 
[0142] The Resource Proxy Agent RP, following a request 
received from the Recorder Agent 24, adds a record in an 
appropriate table that represents the interest of a Recorder 
Agent 24 to get commands and events related to the network 
equipment associated to the Resource Proxy Agent RP. The 
record contains at least an identi?er of the RecorderAgent 24 
and the start time of the activity (time_start_activity) (step 
120). 
[0143] The Resource Proxy Agent RP, through its PCL, 
periodically collects event information from the network 
equipment NE associated to it and stores such information 
(which represents a status information of the network equip 
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ments), together With the commands sent to the network 
equipment, in its oWn cache memory CM, on Which also the 
network equipment’s image can be recorded (step 130). 
[0144] The events triggered on netWork equipment can also 
be detected by the Resource Proxy Agent RP through inde 
pendent reports sent by the netWork equipment to the 
Resource Proxy Agent RP itself. The events are then stored in 
the cache memory CM of the Resource Proxy Agent RP. 
[0145] Through the Recorder Agent 24, the operator noti 
?es to the Resource Proxy Agent RP to have completed his 
intervention and the Resource Proxy Agent RP can update the 
record of the reference Recorder Agent 24 by adding the end 
time of the activity (time_end_activity) (step 140). Then, the 
Recorder Agent 24 veri?es, through the Resource Proxy 
Agent RP, the correct execution of the intervention (step 200). 
[0146] In the case of successful execution of the interven 
tion (exit Y from step 200) the Resource Proxy Agent RP 
communicates to the Recorder Agent 24 of the operator (Who 
has ?nished his intervention), the events triggered on the 
netWork equipment and the possible commands executed by 
the operator on the netWork equipment through the Resource 
Proxy Agent RP in the time period that goes from the time_ 
start_activity to the time_end_activity (step 210). 
[0147] In any case the Resource Proxy Agent RP commu 
nicates to the Recorder Agent 24 the result of the veri?cation 
of the correct execution of the intervention. In addition the 
Resource Proxy Agent RP deletes the record of the Recorder 
Agent 24 of the operator Who has ?nished his intervention. 
[0148] In turn, the RecorderAgent 24, in the case of correct 
execution of the intervention, sends to the Mine Manager 14 
(step 220), through Wired or Wireless connection an using 
ACL language, the data relative to the events triggered on the 
netWork equipment on Which the operator has performed his 
intervention and the possible commands executed by the 
operator on the netWork equipment itself. In addition the 
Recorder Agent 24, in the case Wherein the visual recording 
of the intervention of the ?eld engineer has been activated, 
sends to the Mine Manager 14 also the ?le containing the 
images relating to the execution of the intervention by the 
?eld engineer. 
[0149] Whether the execution of the interventions fails or 
succeeds, the recording procedure stops (step 230) With the 
storage in the Events log DB 20 of the data relative to the 
events triggered on the netWork equipment and of the possible 
commands executed by the operator on the netWork equip 
ment itself. Finally, the ?le related to the possible visual 
recording of the intervention of the ?eld engineer is stored in 
the Visual Log DB 22. 
[0150] In a possible alternative to the above process, the 
Resource Proxy Agents RP are responsible to send to 
Recorder Agents 24 neWly detected events triggered from the 
netWork equipment or commands issued to the netWork 
equipment as soon as they are observed. These data are then 
buffered by Recorder Agents 24. In this implementation 
events and commands are not temporarily stored inside 
Resource Proxy Agents RP that have only to keep track of 
Which Recorder Agents 24 asked to be informed of events 
triggered and commands executed on netWork equipments. 
[0151] At the end of the intervention, the system performs 
a reconstruction of the intervention. The reconstruction of 
interventions, composed of manual activities and commands 
performed by operators on netWork equipments, has a log of 
events and a log of commands, appropriately recorded in the 
Events log DB 20, as input, and a Work?oW model, describing 
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the type of intervention to Which the sequences of manual 
activities and commands performed by operators and pro 
vided as input to the reconstruction process refer to, as output. 
In the discussion beloW it is assumed that interventions are 
composed of a sequence of manual activities and/or com 
mands. The de?nition of commands and manual activities is 
supported by a GUI 12 available from the Mine Manager 14 
described in the folloWing. 
[0152] It is further assumed that each command that can be 
executed by an operator through a Resource Proxy Agent, and 
each manual activity that triggers events, can be associated 
With a “regular expression”. The regular expressions are 
de?ned in terms of the events that can be generated by net 
Work equipments. For a de?nition of the concept of “regular 
expression”, reference may be made to the various biblio 
graphic documents and the discussion in the introductory 
portion of this description. 
[0153] The solutions described here make it possible to 
discover the Work?oW model corresponding to the WR type 
or to the intervention request type to Which a set of interven 
tions performed by operators refers. 
[0154] The Work?oW model discovery procedure is 
described With reference to the How diagram of FIG. 3. 
[0155] The Log recorder part of the Mine Manager 14, 
queries the Events log DB 20 to acquire the sequences of 
events and commands relating to the intervention performed 
by an operator (step 500). 
[0156] The sequence of events is processed by the Log 
recorder part of the Mine Manager 14 through an approxi 
mate regular expression matching procedure described in 
detail beloW. The approximation is taken into account since 
netWork equipments may generate (independently or because 
stimulated by other netWork equipments) spurious events or 
because the manual activities or commands performed on 
netWork equipment may trigger simultaneous events. 
[0157] For each occurrence of a previously de?ned regular 
expression the system emits the manual activity or command 
Identi?er (step 510). 
[0158] When the procedure is completed a sequence of 
manual activities and commands, corresponding to the 
sequences of events and commands that Were given as input, 
is produced. Furthermore, commands that do not trigger 
events, related to the intervention performed by an operator, 
that are not detected during the previous steps and are still 
stored in the Events log DB 20 are added to the output 
sequence (step 520). 
[0159] The sequence of the activities performed during an 
intervention (i.e., manual activities and commands) is stored 
in the Operational log DB 18 in the XML Log format together 
With the associated WR or intervention request to Which the 
intervention refers to, and the recorded data are tagged as 
“executed”. In case of failure of the events processing step the 
Mine Manager 14 records in the Operational Log DB 18 only 
the WR or the intervention request to Which the intervention 
refers to and the recorded data are tagged as “failed” (step 

530). 
[0160] The Work?oW miner part of the Mine Manager 14 
checks Whether there is a suf?cient number (the speci?c value 
can be chosen on a case by case basis or can be a predeter 

mined, ?xed value) of XML logs related to the same type of 
WR or of intervention request (step 540); in the case of 
successful check (exitY from step 540), the Work?oW miner 
part of the Mine Manager 14 queries the Operational log DB 
18 and acquires all the XML Logs related to that type of WR 
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or of intervention request (step 550). In case there is not a 
suf?cient number of XML Logs (exit Y from step 540) the 
process jumps back to step 500, Where the Log recorder part 
of the Mine Manager 14 queries the Events log DB. 20 to 
acquire the sequences of events and commands to be pro 
ces sed. Furthermore if the discovering of the Work?oW model 
needs external supervision, expert users are provided With a 
GUI 12, described below, for the human-assisted discovery of 
the Work?oW model. 

[0161] The sequences of manual activities and commands 
listed in the various XML Logs are processed by the Work 
?oW miner part of the Mine Manager 14 through a Work?oW 
mining algorithm (chosen among the ones mentioned in lit 
erature: see the introductory portion of this description) pos 
sibly including the extension described in the folloWing of 
this document. The result of execution of this algorithm is the 
generation of a Work?oW model (step 560). 
[0162] The Work?oW model thus generated can be exam 
ined by an expert user by using the GUI 12 of the Mine 
Manager 14. The expert user is supposed to analyse the Work 
How model and at the end of this stage the Work?oW model 
can be validated and accepted. In addition, before validating 
the Work?oW model, the expert can require a further feedback 
on the quality of the generated Work?oW model to the opera 
tors that performed the interventions based on Which the 
Work?oW model Was produced (step 570). 
[0163] At the end of the described procedure the Work?oW 
model is stored in the Work?oW DB 16 and is matched With 
the WR/intervention request to Which the intervention or the 
set of interventions refers. Finally all the XML Logs related to 
the generated Work?oW model are deleted from the Opera 
tional log DB 18 (step 580). 
[0164] The folloWing is a description of a method for deter 
mining a sequence of manual activities and commands from 
the log of a netWork equipment. 
[0165] It Will be assumed that at least some manual activi 
ties or commands that can be executed on a netWork equip 
ment trigger events. The log of a given netWork equipment 
contains a sequence of events and/or commands in a format 
that is speci?c for that netWork equipment. The log is 
assumed to be complete (all the events triggered by com 
mands or manual activities and all the commands executed on 
the netWork equipment are available in the log). The sequence 
of commands is sorted by time. It is assumed that a mapping 
betWeen the format With Which the events and the commands 
are reported and stored in a given netWork equipment (the log) 
and the values (for example characters) used in the method 
described beloW is de?ned. 

[0166] An event Will herein after indicated With small let 
ters of the Latin alphabet (a, b, c, . . . ), for example: 

A port With trai?c has been extractedion —> a 
Optical Service channel lostion —> b 
. . . —> c 

[0167] The data input to the automatic derivation process is 
expected to be pre-processed on the basis of the above-men 
tioned mapping. 
[0168] A similar mapping is de?ned for commands, but the 
set of values used to map commands is different from the one 
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used to map events. Herein after commands Will be repre 
sented With the capital letter C folloWed by a number, for 
example: 

Change IP Address —> C1 
Save Con?guration —> C2 

[0169] Each command and event in the above sequences is 
marked With a timestamp (in arbitrary units). For example a 
sequence of events could be of the form (the timestamp is in 
subscript): 
[0170] 211 b3 214 217 C9 bl3 d14 f23 g26 
[0171] The values used to represent activities performed 
during an intervention (i.e., manual activities and commands) 
are here referred to as “symbols”. The symbols used to iden 
tify commands are the same used in the logs, i.e. the values 
C1, C2, . . . , While manual activities Will be represented With 

the symbols 0P1, 0P2, . . . . Therefore, in the folloWing, the 
term symbol Will identify either a manual activity (OP) or a 
command (C). Each symbol that identi?es a manual activity 
or command that can trigger events is associated With a regu 
lar expression. 
[0172] The regular expression must be Written in such a 
Way that it can successfully match all the possible sequences 
of events that the execution of the corresponding command or 
manual activity can trigger, for example: 

where indicates a possible repetition of Zero or more 
occurrences of the preceding block, “I” indicates the possi 
bility of having either the block preceding it or the one fol 
loWing it, and “7” indicates that the preceding block is 
optional. 
[0173] Sequences of events that are triggered by the execu 
tion of a given command or manual activity are composed of 
events that are temporally “close” to each other. 
[0174] The derivation method described here expects that 
some constrains are satis?ed. In particular, it is assumed that 
the events triggered by a command executed on a netWork 
equipment have a timestamp subsequent to the one of the 
corresponding command as it is recorded in the commands 
log. This means that, for example, the sequence a3b5b6b7 is 
not ascribable to the observed command C14. 
[0175] Moreover, it is further assumed that a sequence of 
events is ascribable to a given symbol if the regular expression 
of that symbol matches the sequence With less than k inser 
tions. The k value is de?ned a-priori for each netWork equip 
ment, for example, for k: l, a5b 6c 6b7b8 can be tracked back to 
the observed command C14 (c6 being the insertion). 
[0176] The sequences in Which the ?rst event has a times 
tamp that is “distant” from the one in a given command for 
more than a predetermined time, herein called max_delay, 
cannot be ascribable to that command. Therefore 
a51b52b54b56 cannot be tracked back to C14 if max_delay is 
set to 10. 

[0177] Finally the “distance” betWeen the timestamp of the 
?rst event of an occurrence of a given regular expression and 
the timestamp of the last event of the same occurrence must be 
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less than a predetermined value, called max_extension, that 
must be set in advance. Therefore, if max_extension:5, 
a5c6f7f 18 cannot be detected as an occurrence of 0P1. In the 
case that, at each step of the derivation process, multiple 
sequences in the stream of the events are recognized, the 
following criteria for resolve ambiguity are used: 

[0178] matchings With less insertions are preferred; 
[0179] in case of matchings having the same number of 

insertions the most extended one is preferred. 
[0180] Moreover, the automatic derivation process is based 
on the folloWing assumptions: 
[0181] l. The input data can be: 

[0182] a sequence (or stream) of events and a sequence 
of commands; 

[0183] a sequence (or stream) of events; or 
[0184] a sequence of commands. 

[0185] 2. As an optional Way, viable only if the sequence of 
commands is available, the sequences of events that are 
ascribable to the various logged commands are searched in 
the events log. This step is carried out as folloWs: 

[0186] commands, associated to the regular expressions, 
that appear in the sequence of commands are considered 
one at the time and in time order; 

[0187] a search of the regular expression associated to 
the examined command is made. The search is based on 
one of the approximate regular expressions matching 
algorithms knoWn in literature and is carried out alloW 
ing at most k insertions; 

[0188] if a match is found, the timestamps are checked 
for compatibility; 

[0189] if no matches are accepted, the Whole process is 
stopped, otherWise up to k insertions (unless the match 
ing is exact) are located and it is decided hoW to handle 
them using the procedure described later. The charac 
ters/values that are used in the matching are removed 
from the sequence of events. The command is removed 
from the commands log as Well. 

[0190] 3. The match of sequences of events With the corre 
sponding symbols is carried out starting from the beginning 
of the stream of events (after the processing of this executed 
in the previous step, if any) to the end. 
[0191] The match is done by considering up to k different 
insertions, using a lex-like tool alloWing for non-exact 
matches. 
[0192] In the case of an implementation that does not per 
form step 2, if a compatible match is reached With respect to 
one of the commands that triggers events that is present in the 
sequence of commands, the match is accepted and the com 
mand is removed from the sequence of commands. 
[0193] If at a certain step a valid match is not detected, the 
entire process is stopped. If the process is correctly completed 
but one or more commands that trigger events are not 

removed from the sequence of commands, the entire process 
is stopped. 
[0194] For example, let command C1 and manual activities 
0P1, 0P2, 0P3, be de?ned in terms of the folloWing regular 
expressions: 
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[0195] and let consider as input the folloWing tWo 
sequences: 

[0196] Events: fl a3 b4 b5 b6 f7 d1O al2 cl4 f14 f15 c21 b22 b23 
[0197] Commands: C12C217C326 
[0198] Match of events and commands With activities per 
formed during an intervention (commands and manual activi 
ties) is achieved as folloW: 

f1 ERROR 
a3 b4 b5 b6 C12 
f7 dlo 0P26 
£112 014 f14 f15 01,112 
c21 b22 b23 OP321 

[0199] For each match a procedure is invoked to establish if 
and hoW to re-input in the sequence of events the detected 
insertions (errors). 
[0200] The procedure gets as input the exact occurrence 
and the possible insertions (or all the insertion combinations 
for Which the read occurrence can be ascribed to an occur 

rence of the matched regular expression With less than k+l 

insertions). 
[0201] The detection of the insertions is performed as fol 
loWs: 

[0202] the Glushkov automaton is created (according to 
the criteria better described beloW) for the matched regu 
lar expression (an example is shoWn in FIG. 7 and Will be 
described in the folloWing; in such diagram letters indi 
cate events and numbers indicate states); 

[0203] k+l automata, identical to the one described in 
the previous step, are considered, connected betWeen 
them through vertical transitions on any event from a 
state to the corresponding one of the next automaton (an 
example is shoWn in FIG. 8 and Will be described in the 
folloWing); 

[0204] the con?guration of the k+l automata at any 
given time is stored in a stack containing the active states 
at that time. A list of tags is associated to every state: 
such list marks the insertions that Were to be considered 
in order to reach that state; 

[0205] for each event all possible transitions are fol 
loWed, removing from the stack the starting states and 
adding the destination ones. For every destination state 
the list of tags for the starting state is copied. If the 
transition is associated to an insertion (a vertical transi 
tion), a further tag is added to the list of tags appended to 
the destination state thus marking the insertion position. 

[0206] At the end of the described process, the types of 
symbols emitted are at most three: 

[0207] i) commands originally present in the sequence of 
commands and not associated to regular expressions; 

[0208] ii) commands originally present in the sequence 
of commands, associated to regular expressions, Whose 
corresponding events have been detected in the stream 
of events; 

[0209] iii) manual activities derived from the analysis of 
the stream of events. 
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[0210] Manual activities and commands are sorted by time. 
Referring to the example previously described, the sorted 
output is: 

[0212] If a sequence of commands that do not trigger events 
is provided as unique input, none of the listed steps is 
executed and the same sequence is produced as output. 
[0213] The following table shows an example of a possible 
de?nition in terms of regular expressions of manual activities 
that can be performed on a given network equipment. 

Possible 
Manual sequence 

Manual activity/command of Regular 
activity/command ID events expression 

Board insertion OPl abcdccd ab?(cld)* 
Cable insertion OP2 ef e?“ 
Cable removal OP3 fd f‘gd 
Board de?nition C1 ghh gh* 
Port removal OP4 eehi e*hi? 
Port insertion OP5 cjdede cj?(de)* 
Cable removal OP6 k k 
main board 
Cable insertion OP7 l 1 
main board 
Board removal OP8 hhhgrnee h* gm?e* 

[0214] The commands and the manual activities can be 
de?ned in terms of regular expressions (whose alphabet is the 
set of events) by using the GUI 12 of the Mine Manager 14, as 
described in the following. 
[0215] Taken for example the sequence of events dddhah 
hgmeeedcdccdefee triggered on a network equipment as a 
result of the operations performed by a ?eld engineer for 
removing a board, the following manual activities are 
detected, based on the approximate regular expression match 
ing algorithm previously described, allowing up to 2 inser 
tions: 

Sequence 
of events d d d hahhgmeee 

Recognized Cable Cable Cable Board 
manual removal removal removal removal 
activities 

Sequence 
of events dcdccd ef e e 

Recognized Board Cable Cable Cable 
manual insertion insertion insertion insertion 
activities 

[0216] A possible mapping between the format with which 
the events are stored in the network equipment and the values 
(characters in this case) used in the automatic derivation 
process is reported below. 

Events Legend 

BoardIn a 

A board with traf?c has been extractedioff b 
PortInsertion 0 
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-continued 

Events Legend 

Loss of signalion 
Loss of signalioff 
Protection switched 
BoardOut 
A SPF missing 
A port with traf?c has been extractedion 
A port with traf?c has been extractedioff 
Optical Service channel lostion 
Optical Service channel lostioff 
A board with traf?c has been extractedion 

[0217] In the following it is presented a more detailed 
description of the method to locate the position of insertion 
errors in a sub-sequence S of a given text T such that d(S, 
Pi)§k, for one or more occurrences P,- of the regular expres 
sion P. 

[0218] As a ?rst step, the automaton of Glushkov is created 
for a given regular expression P, as schematically shown in the 
example in FIG. 7. To this respect, the above cited article 
“FROM REGULAR EXPRESSION TO DETERMINISTIC 
AUTOMAT ”, Theoretical Computer Science, 48, pages 
117-126, 1987, describes the Glushkov automaton and its 
construction from a regular expression. 

[0219] Let m be the number of states of the Glushkov 
automaton (which is also the number of characters and 
classes of characters present in the regular expression P). 
Each state (numeri) describes a character or character class in 
the corresponding regular expression and is marked with the 
position of the corresponding character or character class in 
the regular expression itself. 
[0220] The Glushkov automaton is characterized in that all 
the arrows arriving to a state are labelled by the same letter 
(which represents the character or character class associated 
to the state). A Labelled edge can be followed only if the input 
character matches the label. Unlabelled edges can be fol 
lowed on any characters given as input to the automaton. 

[0221] FIG. 7 is a representation of the Glushkov automa 
ton corresponding to the regular expression ab(c|d)e*. 
[0222] An automaton composed of k+1 (where k is the 
maximum number of insertion errors allowed) automata of 
the type described above is built by connecting each state in 
one automaton to the corresponding state in the next automa 
ton over vertical transitions on any character: see FIG. 8 for an 
example of a Glushkov meta-automaton. The automaton 
depicted in FIG. 8 accepts occurrences of the regular expres 
sion ab(c|d)e* allowing up to one insertion. 
[0223] The con?guration of the meta-automaton (that is the 
set of the k+1 automata) at a given time is stored in a stack 
containing all the states in which the meta-automaton can be 
at the same time. A list of tags is associated to every state: such 
list keeps track of which insertions it was necessary to take 
into account to reach that state. 

[0224] For each character of sub-sequence S all possible 
outgoing edges are followed, removing from the stack the 
starting states and adding the destination ones. For each des 
tination state reached the list of tags of the starting state is 
copied. If the transition is associated to an insertion, i.e. a 
vertical transition, a further tag indicating the insertion posi 
tion is added to the destination state. 
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[0225] When the scan is completed, the stack Will contain 
one or more ?nal states, each representing a possible occur 
rence P,- of the regular expression P With the list of possible 
insertions related to Pi. 
[0226] As an example, consider again the automaton of 
FIG. 7, consisting of the string “abdce”, and let kIl. The 
meta-automaton of FIG. 8 is therefore generated. The scan 
ning process begins by reading the ?rst character “a” of the 
string “abdce” and folloWing the possible transitions from the 
starting state “0” of the meta-automaton. The meta-automa 
ton may reach tWo possible destination states: state “1” in the 
upper automata by folloWing the horiZontal transition or state 
“0” in the loWer automata by folloWing the vertical transition 
(i.e. transition associated to an insertion). A tag 11 indicating 
the insertion position is added to the possible destination state 
“0”. 

[0227] Then, the scanning process goes on by reading the 
character “b” of the string, starting from the previously acti 
vated states “0” and “1”. However, no transition can be fol 
loWed from state “0” of the loWer automata, so that the active 
state “0” of the loWer automata makes the meta-automaton 
run out of active states. As a result the tag 11 associated to “0” 
of the loWer automata is removed from the list of tags. The 
active state “1” in the upper automata makes the meta-au 
tomaton reach the destination state “2” in the upper automata 
by folloWing the horiZontal transition (no insertion), and the 
destination state “1” of the loWer automata by folloWing the 
vertical transition (insertion). A further tag 12, indicating the 
insertion position, is therefore added to the destination state 
“1” in the loWer automata. 

[0228] Character “d” is then read from the string. From 
state “1” of the loWer automata no corresponding transition is 
possible and the tag 12 associated to “l” of the loWer 
automata can therefore be removed from the list of tags. State 
“2” of the upper automata alloWs reaching state “4” of the 
upper automata folloWing a horizontal transition (no inser 
tion) and state “2” of the loWer automata by a vertical transi 
tion (insertion). A tag 13, indicating the insertion position, is 
therefore added to the destination state “2” in the loWer 
automata. 

[0229] Character “c” is then read from the string. From 
state “2” of the loWer automata it is possible to reach state “3” 
of the loWer automata (i.e., With no insertion), so that tag 13 is 
maintained. From state “4” of the upper automata no horiZon 
tal transition is possible, While state “4” of the loWer state can 
be reached through vertical transition (insertion). A tag 14, 
indicating the insertion position, is therefore added to the 
destination state “4” in the loWer automata. 

[0230] Finally, character “e” is read from the string. From 
state “3” of the loWer automata it is possible to reach state “5” 
of the loWer automata, and tag 13 is kept in this case. From 
state “4” in the loWer automata it is possible to reach state “5” 
either, and tag 14 is kept in this case. 

[0231] 
ing table. 

The scanning process is summariZed in the folloW 

Active States of 
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-continued 

Active States of 
Read Character the meta-automaton List of tags 

b 2 
1 12 

c 4 

2 
d 3 I3 

4 14 
e 5 I3 

5 I4 

[0232] The active states of the meta-automaton (tWo in the 
present example) are disposed in a stack. 
[0233] At the end of the insertion detection process tWo 
possible strings are produced as output: abce (d is marked as 
insertion), abde (c is marked as insertion). 
[0234] By Way of further example, one may consider the 
folloWing speci?cations: 

tokena 
tokenb 

Where a(b|c)*dd* is a regular expression corresponding to 
“tokena” While (ff | de) is a regular expression corresponding 
to “tokenb”, and Where “tokena” and “tokenb” are manual 
activities (manual operations or commands) that trigger 
events and letters “a” to “f” identify events. 
[0235] This means that “tokena” represents sequences 
starting With ‘a’ folloWed by an arbitray number of ‘b’ and ‘c’ 
and ending With a sequence of one or more ‘d’. 
[0236] The folloWing sequences are thus accepted as occur 
rences of the regular expression a(b|c)*dd*: 
[0237] abd 
[0238] acd 
[0239] acbcccd 
[0240] abcbcbbbcd 
[0241] abcbbddd 
[0242] Similarly, “token ” represents only the tWo 
sequences: 
[0243] ff 
[0244] de 
[0245] Manual activities identi?ed as “tokena” and 

a, “token may correspond for example to the folloWing 
manual activities executed on netWork equipments: 
[0246] “tokena” may correspond to the manual activity 
“BoardRemoved” associated With the folloWing expression 
of events: 
<Loss of signal_on>(<BoardOut>|<A board With traf?c has 
been extracted_on>)*<A SPF missing> <A SPF missing>*; 
[0247] “tokenb” may correspond to the manual activity 
“PortRemoved” associated With the folloWing expression of 
events: 

(<Protection sWitched> <Protection sWitched>)|(<A SPF 
missing> <Optical Service channel lost_off>) 
[0248] Suppose noW the folloWing log of events is given as 
input: 

Read Character the meta-automaton List of tags 

0 a,l f,2 f,4 0,5 b,6 b,7 (1,8 (1,9 
a 0 I1 e,l0a,ll (1,12 

l 
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where the ?rst element in each pair is a value on the same 
alphabet used for writing the regular expressions and the 
second element is the timestamp (that is a temporal indica 
tion) related to that value. Then the sequence above means 
that the value “a” was observed at time 1, the ?rst ‘f’ was 
observed at time 2, the second ‘f’ at time 4 and so on. 
[0249] This log of events may for example correspond to 
the following sequence of events: 

Loss ofsignalion, 1 
Protection switched, 2 
Protection switched, 4 
A board with traf?c has been extractedion, 5 
BoardOut, 6 
BoardOut, 7 
A SPF missing, 8 
A SPF missing, 9 
Optical Service channel lostioff, 10 
Loss ofsignalion, 11 
A SPF missing, 12 

[0250] The input log, composed by the above sequence of 
events (in this case, no command log is present), has to be 
translated into a sequence of manual activities or commands. 
This step can be done by employing a method of approximate 
recognition of regular expressions. It will be shown that: 

[0251] if the log is parsed using regular expressions, 
allowing only exact matching and without time con 
straints, no output is given; 

[0252] if the log is parsed using regular expressions, 
allowing approximate matching but without time con 
straints the following output is generated: PortRemoved, 
BoardRemoved, BoardRemoved; 

[0253] if the log is parsed using regular expressions, 
allowing approximate matching and with time con 
straints the following output is generated: PortRemoved, 
BoardRemoved, PortRemoved, BoardRemoved. 

[0254] The three cases are herein below described. 
[0255] Suppose to analyse the input log by using regular 
expressions and a non-approximate matching mechanism, 
but without time constraint (i.e. by ignoring the timestamps); 
this recognition can be made with an existing tool such as lex. 
In that case recognition fails and produces no output. The 
following steps may be executed: 

[0256] ‘a’ is read; 
[0257] ‘f’ is read. The sequence “af’ is not pre?x (i.e., 

does not appear at the beginning) of any of the occur 
rences that can be matched by the regular expressions 
written above. The process is immediately stopped. 

[0258] Suppose now to analyse the log given as input by 
using regular expressions and the approximate matching 
described above, by setting k (the maximum number of inser 
tions to be considered) to 1, without however considering any 
time constraints (that is the max_extension constant is not 
used). In that case recognition produces the following output: 

tokenb tokena tokena 

[0259] The following steps are executed: 
[0260] Letters ‘aff are read and are approximate 
matched as an occurrence of the regular expression cor 
responding to tokenb with ‘a’ as an insertion. 
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[0261] Letters ‘acbbdd’ are read (the ‘a’ at the beginning 
was marked as an insertion during the previous step by 
the insertion detecting algorithm and, as a result of this, 
is put back in the input sequence) and are accepted as an 
occurrence of tokena. 

[0262] Letters ‘ead’ are read and are matched as an 
occurrence of tokena with ‘e’ as an insertion. 

[0263] Finally, suppose to use the method for approximate 
matching of regular expressions with time constraint, by set 
ting k (ie the number of insertions to be admitted) to l and by 
setting the time constraint max_extension to 7. The recogni 
tion produces the following output: 

tokenb tokena tokenb tokena 

[0264] The following steps are executed: 
[0265] Letters ‘aff are read and are matched as an occur 

rence of tokenb with ‘a’ as an insertion. 
[0266] Letters “acbbd” are read and are matched as an 

occurrence of tokena. The second occurrence of letter 
‘d’ (the one with timestamp 9) is not part of the occur 
rence matched as tokena because the distance from the 
timestamp of the ?rst event of the occurrence (which is 
‘a’), ie 1, and its own timestamp is 9—l:8, which is 
greater than 7; 

[0267] Letters ‘de’ are read and are matched as an occur 
rence of tokenb. 

[0268] Letters ‘ad’ are read and are matched as an occur 
rence of tokena. 

[0269] The three cases described above show the signi? 
cance of: 

[0270] using approximate regular expression matching; 
[0271] identifying (i.e. detecting) and re-inserting inser 

tions; 
[0272] taking into account time constraints. 

[0273] The Mine Manager 14 is designed to provide full 
graphical support to the de?nition of commands and manual 
activities. This component is implemented as a GUI 12 
through which it is possible to de?ne the commands and the 
manual activities in terms of regular expressions whose 
alphabet is the set of events. 
[0274] GUI 12 is consistently designed according to usabil 
ity principles, in order to allow expert users to accomplish 
their tasks with maximum effectiveness, ef?ciency and satis 
faction. 
[0275] After authentication and selection of the type of 
network equipment for which de?nitions need to be written, 
GUI 12 shows up to the expert users. 
[0276] The layout of GUI 12 is depicted in FIG. 4 and 
includes the following items: 

[0277] a window A where experts can de?ne new com 
mands and manual activities that can be performed on 
the network equipment during the interventions per 
formed by operators. This task may require that one or 
more regular expressions RE (e*f, dg*, a*b, . . . ) be 
speci?ed in connection with commands C and manual 
activities OP; 

[0278] a window B where sequences of commands (sub 
window B1) and/or events (sub-window B2) gathered 
from the ?eld are shown (if available). The sub-se 
quences of events in sub-window B2 are matched with 
the commands and manual activities mentioned in win 
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dow A using the regular expression matching techniques 
mentioned above. This match is done by taking into 
account how the regular expressions match sequences, 
i.e. approximate or exact. Groups of events referring to 
the same command or manual activity are highlighted 
using the same colour. 

[0279] In order to provide a sequence of steps that an opera 
tor is supposed to carry out to ful?l a WR or an intervention 
request most effectively, it is needed to take speci?c actions to 
give special treatment to those commands and manual activi 
ties that do not trigger any events and therefore cannot be 
recovered just by taking into account the sequence of events 
stored in the logs of a network equipment. 
[0280] The treatment of commands and manual activities 
that do not trigger any events is performed by providing an 
automatic mechanism that transforms blocks of the input 
work?ow model, produced as output by the above mentioned 
work?ow mining algorithm, on the basis of manually de?ned 
rules. In practice, sub -?ows related to commands and manual 
activities that do not trigger events are interted into ?ows 
generated for commands and manual activities that trigger 
events, on the basis of rules that correlate commands and 
manual activities that do not trigger events to commands and 
manual activities that trigger events. A rule is a pair Qi, Y) 
where X is a manual activity or command that triggers events 
on the network equipment, and Y is an arbitrarily complex 
work?ow sub-model (which could also be constituted by only 
one manual activity/command). In the work?ow sub-model 
the initial manual activities or commands are marked and 
uniquely distinguished by the ?nal ones. 
[0281] The automatic mechanism replaces occurrences of 
X present in the work?ow model with the sub-model Y 
according to the following procedure: 

[0282] the work?ow model is traversed from the initial 
manual activity or command to the ?nal one; 

[0283] whenever a manual activity or command appears 
as the left side of one of the previously de?ned rules, the 
substitution described by the rule is applied, replacing X 
withY. In particular all the input transitions to X become 
input transitions to the initial manual activities and com 
mands ofY and all the output transitions from X become 
output transitions from each of the manual activities and 
commands of Y. 

[0284] The graphical user interface 12 facilitates the 
knowledge formalization and modelling process (i.e. the de? 
nition of the aforementioned rules). 
[0285] By referring ?rst to FIG. 5, the GUI 12 can include: 

[0286] a window D related to the previously de?ned 
manual activities (for instance, 0P1) and commands that 
trigger events. Expert users can scroll the list of manual 
activities and commands. For each item in this list at 
mo st one sub -model can be de?ned using the window E 
discussed below. The sub-model will then be used as 
replacement for the manual activities or commands in 
the substitution procedure that was previously detailed; 

[0287] a window E related to work?ow sub-models that 
are used in the aforementioned substitution procedure. 
The manual activities and commands that appear in the 
sub-model work?ow can be marked as initial or ?nal by 
using the appropriate controls of GUI 12; 

[0288] a window F that lists the set of commands C (for 
eg C1, C2) and manual activities OP (for eg 0P1) 
available for de?ning the sub-model work?ow. 
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[0289] The GUI 12 may also be con?gured to allow expert 
users to display, modify and validate work?ow models pre 
viously generated and related to a certain type of intervention. 
[0290] In particular, GUI 12 may show to expert users the 
layout depicted in FIG. 6: 

[0291] a window G related to the videos that were 
recorded throughout a speci?c intervention; it should be 
noticed that for each type of intervention more than one 
video could be available (each video is about a speci?c 
intervention) ; 

[0292] a window H displaying the commands observed 
(sub-window H1) and the events generated (sub-win 
dow H2) throughout the execution of a given interven 
tion. Expert users can select a particular intervention 
execution. GUI 12 will display the sequence of com 
mands and events related to it and the associated video. 
The selection of an element in one of the two sequences 
(commands or events) causes the video to be synchro 
niZed with the selected element; 

[0293] a window I related to the work?ow model previ 
ously generated. Expert users can select a speci?c 
manual activity or command in the displayed model. 
GUI 12, for each selected manual activity or command, 
highlights, in the events sub-window H2, the possible 
sequence of events, associated with the activity/com 
mand, and in the G window, previously described, the 
video of the manual activity or command. Expert users s 
can modify and accept work?ow models; they can also 
add new manual activities or commands to the work?ow 
model by choosing among the known ones (presented in 
the L window described below) or by creating new com 
mands or manual activities. Finally branch conditions 
can be de?ned for the edges in the work?ow model; 

[0294] an L window of known manual activities (for eg 
OP1) and commands (for e. g. C1, C2), namely those for 
which corresponding regular expressions (RE) have 
been de?ned by the GUI 12. 

[0295] The GUI 12 highlights, for each selected manual 
activity and command, the associated sequence of events in 
the events sub-window H2 and the related manual activity and 
command in the work?ow model. 
[0296] The method described can ?nd applications in the 
?eld of Operational Knowledge Management where it can be 
used for automatically acquiring knowledge as above 
described. 
[0297] The application ?eld of the method of the present 
invention is nonetheless not limited to Knowledge Manage 
ment. 

[0298] The method can be applied in all ?elds where human 
operators are expected to interact manually or by commands 
with equipments that are able to output and record in a log ?le 
the events correlated to the activities performed by those 
human operators. 
[0299] For example, one of these ?eld can be the ?eld of 
Intrusion Detection systems, in particular the context of Mis 
use Detection where attacks are supposed to be well known 
command sequences, called scenarios or signature attacks, 
and the system activity (in the form of log, network tra?ic, etc. 
. . . ) can be tracked in order to detect the presence of such 

scenarios in the system. In particular, the method of the 
present invention can ?nd application even if the system is 
under multiple attacks, made by different sequences of com 
mands overlapping each other and for which there is no easy 
way to separate the sequences. 
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[0300] In the above-de?ned ?elds, the method described 
above canbe applied as a supplement to a tool for the approxi 
mate matching of regular expressions, according to the fol 
lowing procedures: 

[0301] given an input ?le With a sequence of events, the 
matching tool translates said sequence of events in the 
corresponding commands/manual activities, described 
in terms of regular expressions; 

[0302] for each match the method described in the 
present invention is invoked in order to determine if and 
hoW to re-insert in the sequence of events the possible 
insertions detected in the last matching. 

[0303] Symmetrically, for What concerns the generation of 
the Work?oW model Within the more general context of the 
arrangement described in connection With FIGS. 1 to 6, Work 
How mining procedures such as those disclosed eg in 
“WORKFLOW MINING: A SURVEY OF ISSUES AND 
APPROACHES”, Data and Knowledge Engineering, 47(2), 
pages 237-267, 2003 or US-A-2004/0254768 (both already 
cited in the introductory portion of this description) can be 
used as an alternative to the procedure speci?cally described 
herein. 

[0304] Therefore, Without prejudice to the underlying prin 
ciples of the invention, the details and the embodiments may 
vary, even appreciably, With reference to What has been 
described by Way of example only, Without departing from the 
scope of the invention as de?ned by the annexed claims. 

[0305] For example, the Resource Proxy Agents RP can 
store events and commands and then send them directly to the 
Mine Manager 14, Where they are stored and then analysed. 
The transfer of the information to the Mine Manager 14 can 
occur after the Recorder Agents 24 has checked the correct 
execution of the intervention and communicated the end of 
the intervention to the Resource Proxy Agent RP. 

[0306] As a further alternative, the Resource Proxy Agents 
RP may communicate directly events and commands to the 
Mine Manager 14 as soon as they receive them from the 
corresponding apparatuses, Without storing them. The 
Resource Proxy Agents RP must in this case knoW the con 
nection betWeen RecorderAgents 24 and Mine Manager 14 in 
order to correctly send the data. At the end of the intervention, 
the ?eld engineer communicates to the Resource Proxy Agent 
RP that the intervention is over and the Resource Proxy Agent 
RP checks the correct execution of the intervention and 
informs the Recorder Agent 24 and the Mine Manager 14 
accordingly. 
[0307] In these possible alternatives, therefore, the 
RecorderAgents 24 are not designed to record commands and 
events and these are sent directly from the Resource Proxy 
Agents RP to the Mine Manager 14, Which then acts both as 
a data recording unit and a data processing unit. Even in case 
the Recorder Agents 24 do not record commands and events, 
they are still requested to send possible video records of the 
interventions to the Mine Manager 14 (hoWever, in case of 
failure of the intervention, the video records can be deleted 
Without being transmitted). 

1-26. (canceled) 
27. A method for the automatic generation of Work?oW 

models related to interventions on netWork equipment in a 
communication netWork, Wherein said netWork equipment 
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has associated resource proxy agents responsible for manag 
ing said equipment, comprising the steps of: 

providing at least a recording unit; 
causing said resource proxy agents to send to said at least a 

recording unit, information signals representative of 
commands sent to the netWork equipment and events 
generated by interventions performed on said netWork 
equipment; and 

analyZing said information signals sent to said at least a 
recording unit to produce therefrom Work?oW models of 
said interventions performed on said netWork equip 
ment. 

28. The method of claim 27, comprising the step of storing 
in said resource proxy agents, status information of the cor 
responding netWork equipment. 

29. The method of claim 27, comprising the step of storing 
in said resource proxy agents, mapping information betWeen 
said at least a recording unit and corresponding netWork 
equipment involved With said interventions. 

30. The method of claim 27 comprising the step of storing 
said information signals in said at least a recording unit. 

31. The method of claim 27 comprising the step of storing 
said information signals in said resource proxy agent. 

32. The method of claim 27 comprising the step of creating 
a database recording the interventions performed on said 
netWork equipment. 

33. The method of claim 27 comprising the steps of: 
recording by said resource proxy agents, during an inter 

vention performed on netWork equipment, information 
as to: 

i) the commands performed on the corresponding net 
Work equipment during said intervention; and 

ii) any events triggered on the corresponding netWork 
equipment during said intervention; and 

communicating from said resource proxy agents to said at 
least a recording unit, said information on commands 
and events recorded during said intervention. 

34. The method of claim 27 comprising the step of equip 
ping at least one of said at least a recording unit With camera 
means to visually record interventions performed by an 
operator on said netWork equipment. 

35. The method of claim 33, comprising the steps of: 
storing said information on commands and events recorded 

during said intervention as respective logs; and 
generating from said respective logs sets of XML logs 

describing a sequence of manual activities and com 
mands. 

36. The method of claim 35, further comprising the step of: 
generating from said sets of XML logs a Work?oW model 

describing a type of intervention that can be performed 
on netWork equipment. 

37. The method of claim 36, Wherein generating from said 
sets of XML logs a Work?oW model, comprises the step of 
subjecting said sets of XML logs to Work?oW mining pro 
cessing. 

38. The method of claim 35 comprising the step of scan 
ning said respective logs for approximately matching said 
respective logs With at least one regular expression describing 
at least one manual activity or command to be performed on 
said netWork equipment. 

39. The method of claim 38, Wherein said respective logs 
comprise a sequence of events and approximately matching 
comprises locating recurrences of said regular expressions in 
said sequence of events With a maximum number of matching 
errors, said matching errors corresponding to insertions 
deriving from the superposition of groups of events related to 
different commands or manual activities. 




